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The Research Society of International Law (RSIL) is a private sector research and policy institution based in Pakistan. 
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international law and the Pakistani legal context. Today, it is the largest legal think-tank in Pakistan with a highly 
qualified research staff, possessing a broad spectrum of specializations in both international and domestic law. RSIL 
engages in academic research, policy analysis, and capacity building in order to inform the discourse on issues of 
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space. 
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MESSAGE BY PRESIDENT, RSIL 

For almost three decades RSIL has been at the forefront of generating knowledge 
products and creating the basis for further research in areas vital to Pakistan's future. At 
this critical juncture, when Pakistan finds itself 'Grey-Listed' by the Financial Action Task 
Force and is in the midst of addressing serious concerns with its international anti-money 
laundering and counter-terrorism financing obligations, RSIL has once again played its 
part in the national debate by developing this Guide on the 'Effective Investigation and 
Prosecution of Money Laundering and Terrorism Financing'. I would like to congratulate 
the exceptional research team whose efforts over the past year and a half have 
culminated in this thorough and detailed Guide. I am confident this Guide will prove useful 
not only to members of law enforcement bodies and prosecutors but also to government 
policy makers and members of Pakistan's legislative bodies. 

In 1993, when I registered the society, despite limited resources and only a handful of part-time researchers, I was 
nonetheless clear that RSI L'.s destiny lay in becoming a pioneering think tank dedicated to research on International Law. I 
am proud today that this resolve has been fully realized by the RSIL team. Today, RSIL boasts a team of 30 researchers 
across three dedicated research centers - the Conflict Law Centre (CLC), the Centre for Criminal Justice Reform and 
Capacity-building (C3), and the Centre for Human Rights - in offices in both Islamabad and Lahore. As the largest legal 
think tank in Pakistan, RSIL has a responsibility to raise the standard of legal research in the country and ensure continuous 
innovation in all its activities and publications. This aim has been attained through consistent improvement in research 
approaches, introducingthe latest research methods, and by incorporatingtechnology in its various activities. 

I must also take this opportunity to thank our partners in this endeavor - the American Bar Association - Rule of Law 
Initiative (ABA-ROLI). The support offered by ABA-ROLI throughout the development of this Guide as well as the 
accompanying capacity-building activities that RSIL undertook over the past year, have been immensely beneficial and 
have enriched our outputs. 

Ah mer Bilal Soon, 
President RSI L 
16 October 2020 
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PREFACE 

The Financial Action Task Force (FATF) 'Grey-Listing' of Pakistan has dominated the 
political, economic, and legislative landscape in the country since June 2018. The Action 
Plan developed by FATF for Pakistan to address its strategic deficiencies in the field of 
money laundering and terrorism financing have required legal, regulatory, and 
operational reforms across the spectrum of governance atthefederal and provincial level. 
The state machinery in Pakistan has made a concerted effort to rise to this challenge but 
faces an uphill task in implementation given the highly technical and wide-ranging nature 
of the reform effort. 

The effective investigation and prosecution of money laundering and terrorism financing 
cases is the cornerstone of the global regime on Anti-Money Laundering and Counter 
Terrorism Financing (AMUCTF). This is a daunting challenge, given that Pakistan's 

criminal justice system in general is plagued by antiquated laws and procedures as well as a poor track record of 
investigation and prosecution. The nature of terrorism financing and money laundering today requires expertise in 
specialist investigative techniques and reliance on evidence that goes beyond traditional ocular testimony and 
confessions. 

It is in this context that the Research Society of International Law, Pakistan (RSIL) with support from the American Bar 
Association, Rule of Law Initiative (ABA-ROLI) in February 2019 began the process to develop a guide for the effective 
investigation and prosecution of money laundering and terrorism financing in Pakistan. Following a comprehensive 
assessment of the existing capacity of criminal justice actors in all four provinces in Pakistan, a draft Guide was prepared by 
our research team with input from international experts. This was followed by trainings in all four provinces in Pakistan 
involving over 200 investigators, prosecutors and judges who gave substantive feedback on the content and structure of 
the draft Guide. 

This Guide provides an overview of the global legal framework on AML/CTF with a focus on FATF and its methodology. It 
clarifies key concepts relating to the offence of money laundering and terrorism financing, the nature of terrorism 
financing in Pakistan and unique legal considerations applying to foreign terrorist fighters. It then explains the legislative 
and administrative framework for compliance with UN Security Council Resolutions relating to AMUCTF especially 
UNSCR 1267 and 1373. The domestic legal framework on AML/CTF is explained in detail, including the elements of each 
offence and the evidentiary standards required to prove each element. Special emphasis is placed on powers of 
investigators and the special investigative techniques available under Pakistani law. The legal basis and implementing 
mechanism for international cooperation is also a co refocus and detailed templates and checklists are provided for mutual 
legal assistance requests. 

I would like to acknowledge the hard work and professionalism of our research team who have had to constantly update 
this Guide as laws and procedures in Pakistan have rapidly evolved in this area,especially in thepastyear. I am also grateful 
to ABA-ROLI for its support and guidance throughout this process. I am confident that this Guide will prove to be of 
immensevaluetocriminaljusticeactors in Pakistan and will also provide clarity to policymakers in relevant institutions.At 
the same time, it is hoped that such endeavors will also help dissolve misconceptions regarding Pakistan's efforts to abide 
by its international obligations. 

Executive Director 
October 2020 
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RESEARCH SOCIETY OF INTERNATIONAL LAW 

INTRODUCTION 

In this chapter, you will learn the fundamental terms and concepts that are essential to the understanding of terrorism 
financing and money laundering, with a specific focus on their interplay with human rights obligations on Pakistan, both 
internationally and domestically. In order to understand why countering financing of terrorism and money laundering 
are stressed with urgency, it is important to understand the context i.e. relationship between Pakistan and the Financial 
Action Task Force (FATF), the implications of Pakistan being on FATF's grey-list, and why it is important for Pakistan to 
strengthen its counter-financing of terrorism/anti-money laundering (AMUCFT) regime. The chapter covers essential 
terms such as "terrorism financing;' "money laundering;' "predicate offences;' "proceeds of crime;' and the difference 
between money laundering and terrorism financing and the overlap between them. T he final part of this chapter 
discusses Pakistan's duties under the Anti-Terrorism Act, 1997 and how they need to be in consonance with 
fundamental protections. It serves as the foundation that will facilitate better understanding of the subsequent 
chapters. 

LEARNING OUTCOMES 

By the end of this chapter you shou Id be able to: 
• Define terrorism financing (TF);
• Define money laundering (ML);
• Understand what constitutes a predicate offense;
• Defineproceedsof crime;
• Understand the difference between money laundering and terrorism financing;
• Understand the international legal human rights framework;
• Understand how the domestic AMUCFT regime has to maintain a balance with the protection of fundamental

rights.

ESSENTIAL READING 

• FATF Recommendations;
• Universal Declaration of Human Rights;
• International Covenant on Civil and Political Rights;
• Chapter 1: Fundamental Rights, Constitution of Pakistan.



1.1. CONTEXT 

OVERVIEW 

In June 20181
• Pakistan was placed on the FATF's international list of "jurisdictions with strategic deficiencies"

otherwise known as the "grey-list:'2 The cause of this is attributed to Pakistan's "structural deficiencies" in the Anti­
Money Laundering(AML) and Countering Financing ofTerrorism (CFT) regime. 3 

FATF bases entry on to the grey-list based on evaluation criteria that are derived from its assessment methodology. This 
methodology consists of two phases:4 

1. Technical Compliance i.e. the existing legal and institutional framework including the powers and procedures of
the compliant authorities.

2. Effectiveness Assessment i.e. the extent to which the existing legal and institutional framework is producing the
requisite results.

Being placed on the FATF grey-list comes at great cost to Pakistan and holds certain adverse economic implications for 
the State. As a consequence of being on the grey-list, banking channels in Pakistan can be adversely impacted, and its 
imports, exports, remittances, and access to international lending can be negatively affected as well.5 Foreign financial 
institutions may also impose enhanced checking on transactions with Pakistani institutions and some may refuse to 
work with Pakistan altogether in fear of the institutional vulnerabilities that are implicit by association with a country 
that is on the FATF grey-list.6 

Pakistan was provided 15 months, till October 2019, to implement the following action plan in order to be removed 
from the grey-list:7 

1. The proper identification, assessment, and supervision of terrorism financing risks;
2. The application of remedial actions and sanctions to cases of money laundering and financing of terrorism

violations;
3. Coordination between competent authorities to identify and take enforcement measures against illegal money

orvaluetransferservices;
4. Identification of cash couriers by authorities and the enforcement of controls on illicit movement of currency

and understanding the risk of cash couriers being used forfinancing of terrorism;
5. The improvement of inter-agency coordination including between provincial and federal authorities on

combating financing of terrorism risks;
6. The identification and investigation of financing of terrorism, and prosecution of related designated persons

and entities by law enforcement agencies;
7. That prosecution of financing of terrorism results in applicable sanctions and enhancement of capacity and

support for prosecutors and the judiciary;
8. Effective implementation of targeted financial sanctions against all designated terrorists;
9. Enforcement against financing of terrorism violations including administrative and criminal penalties and

authorities cooperating on enforcement cases; and;
10. Deprivation of facilities, services, and other resources owned or controlled by designated persons.

After the October 2019 review by the FATF on Pakistan's compliance with recommendations, it was found that of the 
40 recommendations, Pakistan is only fully compliant with 1, largely compliant in 9, partially compliant with 26, and 
non-compliant in 4 recommendations.8 While noting recent improvements, the FATF remains concerned with the 
overall lack of progress by Pakistan in addressing risks and FATF still maintains thattheredoes not appear to bea proper 
understanding of the terrorism financing risks that Pakistan faces within domestic policy circles. Pakistan introduced 
key legislations and undertook reforms to ensure compliance with global AMUCFT frameworks. As a result, it was 
found to be compliant with 14 recommendations by February 2020, with varying degrees of compliance on other points 
from the 27-pointAction Plan. 

1 'Issue Brief On "FATF Grey List: Time For Pakistan To Take Bold Steps" I Institute Of StategicStudies Islamabad' (lssi.org,pk, 2019) <http://issi.org.pk/issue-brief-on-fatf-
grey-list-time-for-pakistan-to-take-bold-steps/> 

2 Shahid Hayat. 'Pakistan On FATF'S Grey List: What, Why, And Why Now?' (DAWN.COM, 2019) <https://www.dawn.com/news/1418143> 
3 Ibid. 
4 'High Risk and Other Monitored Jurisdictions - Financial Action Task Force (FATF)' (Fatf-gafi.org, 2019) <http://www.fatf-gafi.org/publications/high-riskandnon-

cooperativeju risdictions/more/more-on-high-risk-and-non-cooperative-jurisd ictions.html?hf= 10&b=0&s=desc(fatf _releasedate) >. 
5 Shahid Hayat, 'Pakistan On FATF'S Grey List: What, Why, And Why Now?' (DAWN.COM, 2019) <https://www.dawn.com/news/1418143> 
6 Ibid 
7 'Improving CFT/AML Compliance - On Going Process 29 June 2018 Documents - Financial Action Task Force (FATF)' (Fatf-gafi.org, 2019) <http://www.fatf­

gafi.org/publications/high-riskandnon-cooperativejurisdictions/documents/fatf-compl iance-june-2018.html > 
8 Pakistan Mutual Evaluation Report, October 2019, Technical Compliance Index 
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If significant and sustainable progress is not made across the full spectrum of the Action Plan by the next plenary 
(scheduled for October 2020), there is a threat of Pakistan being placed on the FATF blacklist, potentially subjecting it 
to severe financial sanctions! 

Being placed among the Non-Cooperative Countries or Territories (NCCTs), or the 'FATF blacklist' has serious 
complications on the economy of a country.10 Once a country is blacklisted, other countries and jurisdictions are
compelled by FATF to apply enhanced due diligence and counter measures against the blacklisted country." These 
measures can have serious repercussions on trade and on the wider economy, making it extremely difficult and 
expensive to conduct business with international partners, resulting in low exports and flailing economic growth. In 
some cases, countries may even be asked to sever all trade ties with the blacklisted country altogether. At present, only 
North Korea and Iran have been placed on the FATF NCCT list. 

1.2. WHAT IS TERRORISM FINANCING? 

In order to understand the meaning of "terrorism financing", it is important to understand two central components: 
what constitutes an "act of terrorism" and who qualifies as a "terrorist:' 

According to the FATF Recommendations - International Standards on Combatting Money Laundering and the 
Financing of Terrorism and Proliferation, 12 the term terrorist refers to:

Any natural person who: (i) commits, or attempts to commit, terrorist acts by any means, directly or indirectly, 
unlawfully and willfully; (ii) participates as an accomplice in terrorist acts; (iii) organizes or directs others to 
commit terrorist acts ; or (iv) contributes to the commission of terrorist acts by a group of persons acting with a 
common purpose where the contribution is made intentionally and with the aim of furthering the terrorist act or 
with the knowledge of the intention of the group to commit a terroristact.13 

A terrorist organization is described in similar terms; however, in the placeof"natural person;'theterm "organization" is 
described i.e. as a "groupofterrorists:'14

In short, the Recommendations define "terrorist" as any person who commits or attempts to commit, or participate or 
contribute in anyway, shape or form, directly or indirectly, to an act of terrorism. 

Additionally, the Recommendations go on to define an act of terrorism as: 

• Any act, which constitutes an offense under [any of the stated ten international] treaties; 1' 

• Any other act intended to cause death or serious bodily injury to a civilian, or to any other person not taking an
active part in the hostilities in a situation of armed conflict, when the purpose of such act, by its nature or context, is
to intimidate a population, or to compel a Government or an international organization to do or to abstain from
doinganyact.16 

EXAMPLES 

An Act of Terrorism 

Agroupoffour individuals, armed with guns and ammunition, hijacked a British Airways flight and took all fellow 
passengers' hostage. The four individuals claimed to be part of an extremist militant outfit in Afghanistan, and 
issued demands to release their commander, who was captured by joint US-British forces. These individuals 

9 'Pakistan Given Final Lifeline, To Remain in FATF Grey List till February 2020' (DAWN.COM, 2019) <https://www.dawn.com/news/1511558> accessed 21 October 2019. 
10 'High Risk and Other Monitored Jurisdictions - Financial Action Task Force (FATF)' (Fatf-gafi.org, 2019) 
11 Ibid. 
12 FATF, 'International Standards on Combating Money Laundering and the Financing ofTerrorism & Proliferation: The FATF Recommendations' (FATF, October 2018) 

<www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf> 
13 Ibid 
14 Ibid 
15 The treaties specified are as follows: (i) Convention for the Suppression of Unlawful Seizure of Aircraft (1970); (ii) Convention for the Suppression of Unlawful Acts 

against the Safety of Civil Aviation (1971); (iii) Convention on the Prevention and Punishment of Crimes against Internationally Protected Persons, including Diplomatic 
Agents (1973); (iv) International Convention against the Taking of Hostages (1979); (v) Convention on the Physical Protection of Nuclear Material (1980); (vi) Protocol for 
the Suppression of Unlawful Acts of Violence at Airports Serving International Civil Aviation, supplementary to the Convention for the Suppression of Unlawful Acts 
against the Safety of Civil Aviation (1988); (vii) Convention for the Suppression of Unlawful Acts against the Safety of Maritime Navigation (2005); (viii) Protocol for the 
Suppression of Unlawful Acts against the Safety of Fixed Platforms located on the Continental Shelf (2005); (ix) International Convention for the Suppression ofTerrorist 
Bombings (1997); and (x) International Convention for the Suppression of the Financing ofTerrorism (1999). 

16 FATF, 'International Standards on Combating Money Laundering and the Financing ofTerrorism & Proliferation: The FATF Recommendations' (FATF, October 2018) 
<www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf> 
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further threatened to kill hostages every hour if their demand was not fulfilled, which created a sense of terror 
among notonlythe passengers on the airplane, butalsothe US-British governments. 

Since this act was intended to cause death or serious bodily harm to civilians, and the aim behind the act was to 
intimidate a government and a population to further political goals, the act constitutes an act of terrorism. 
Furthermore, it is also an offence under the International Convention againstthe Taking of Hostages. 

A Non-terrorist Act 

A personal dispute arises between two individuals that escalates to violence. Person A, who is armed with a 
pistol, pulls out his Firearm and points the gun towards Person B. During this time, Person A is threatening to 
shoot Person B, and demands that Person B should hand over expensive items of jewelry that A claims are 
rightfully his. Person B resists.and is shot byPersonA,causing Person Btosustain serious injuries. 

The act by Person A was intended to cause death or serious bodily harm to Person B, with whom he had a 
personal dispute. The aim behind the act was not politically motivated, and neither was it designed to intimidate 
or terrorize a government, or a certain population. Therefore, this act cannot be considered a terrorist act. 

In light of these definitions, terrorism financing is "the financing of terrorist acts, and of terrorists and terrorist 
organizations:'11 

In Pakistan, while there is no explicit definition of "terrorism financing;' the Anti-Terrorism Act 1997, criminalizes any 
such activity which raises any reasonable suspicion that the funds raised and assets acquired (legally or illegally) are or 
will be used for the purposes of funding acts of terrorism or proscribed'" individuals and organizations.'• 

Which scenario(s) below count as terrorism financing? 

1. Individual A is running an NGO that collects donations for the cause of children's education. However, the
funds from the NGO are being channeled to finance Proscribed Organization B, allowing that organization
to purchase materials and resources to plan a terrorist act.

2. Individual B works for a bank. Individual B has been a long-term supporter of Proscribed Individual C and
donates money to C's madrasa where terrorist attacks are planned. Individual B is committing the offence of
terrorism financing.

3. Individual C is regularly donating money to Proscribed Organization C, with knowledge that Organization C
is on the list of Proscribed organizations. However, Individual C does not believe Proscribed Organization C
is involved in terrorism financing.

4. Individual D is regularly donating money to Organization C, an NGO involved in providing vocational
training to madrassa students. Organization C manages 80% of the funds itself but routinely transfers 20%
funds to the madrassa, which are administered by the madrassa accountants. Some students from the
madrassa have been linked to terrorist acts in the past, while the Imam (prayer leader) of the madrassa is
sympathetic to the cause of terrorism, as purported in his speeches.

More information on terrorism financing methods in Pakistan can be found in Chapter 3 of the Guide. 

1.3. WHAT IS MONEY LAUNDERING? 

Money laundering is most notably defined in the UN Convention Against Transnational Organized Crime, which 
describes money laundering as:20 

17 Ibid 
18 Proscription is the process by which the Federal Government publishes an order in the official Gazette listing an organization as a terrorist organization pursuant to 

Section 11-B, Anti-Terrorism Act 1997. 
19 Proscription is the process by which the Federal Government publishes an order in the official Gazette listing an organization as a terrorist organization pursuant to 

Section 11-B, Anti-Terrorism Act 1997. Section 11-H, Anti-Terrorism Act, 1997 
20 'About Anti-Money Laundering and Counter Terrorism Financing' Asia Pacific Group (Apgml.org< http://www.apgml.org/about-us/page.aspx?p=5620f71b-1858-4ca1-

85d7-f9eae97210a7>, 2019) 
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The conversion or transfer of property, knowing that such property is the proceeds of crime, for the purpose of 
concealing or disguising the illicit origin of the property or of helping any person who is involved in the 
commission of the predicate offence to evade the legal consequences of his or her action; or the concealment or 
disguise of the true nature, source, location, disposition, movement or ownership of or rights with respect to 
property, knowing that such property is the proceeds of crime.21 

In short, Article 6 of the Convention identifies four actions that constitute as money laundering: 

• Conversion or transfer of crime proceeds for the purpose of concealing their illicit origin;
• Concealmentordisguiseof crimeproceeds;
• Acquisition, possession or use of crime proceeds; and
• Contributing indirectly to the commission of the offences outlined above, including participation in and

conspiring orattempting tocommitthe offences in question.

To convert and conceal are essential elements of the laundering process; however, it is important to note that 
"laundered funds" never become legitimate.22 Such funds only have the appearance of legitimacy on account of a 
complicated and obscured money trail that would otherwise pointtowards the illegal sourceof origins of the funds.23 

Money laundering often involves a 3-stepscheme: 

1. Placement- The introduction of money into the financial system in one way or another;
2. Layering - Financial transactions intended to conceal the illegitimate sources of the funds and to blend them

with legitimate sources;
3. Integration - Obtainingfunds generated through transactions involving illegitimatefunds.24 

In the placement stage of money laundering, the perpetrator introduces illegal profits into the financial system. This 
step might be done by breaking up large amounts of cash into less conspicuous smaller sums that are then deposited 
directly into a bank account or by purchasing a series of monetary instruments (cheques, money orders, etc.) that are 
then collected and deposited into accounts at another location. 

After the funds have entered the financial system, the layering stage commences. In this phase, the perpetrator engages 
in a series of conversions or movements of the funds to distance them from their source. The funds might be channeled 
through the purchase and sale of investment instruments, or the launderer might simplywire the funds through a series 
of accounts at various banks across the world. This use of widely scattered accounts for laundering is especially 
prevalent in those jurisdictions that do not co-operate in anti-money laundering investigations. In some instances, the 
launderer might disguise the transfers as payments for goods or services, therebygivingthem a legitimate appearance. 

Having successfully processed criminal profits through the first two phases, the perpetrator then moves them to the 
final stage - integration - in which the funds re-enter the legitimate economy. The perpetrator might choose to invest 
the funds into rea I estate, I uxu ry assets, or business ventures. 

More details on movementof funds to launder money can be found in Chapter3 of theGuide. 

1.4. WHAT IS THE DIFFERENCE BETWEEN MONEY LAUNDERING AND TERRORISM FINANCING? 

In recent years, links have been found between terrorist financing and money laundering. While terrorist financing 
involves the collection or provision of funds for terrorist purposes, money laundering refers to "the process of 
concea Ii ng the i I lega I origin of profits from cri me:'25 Accardi ngly, the funds involved in money I au nderi ng wi II a I ways be 
of illicit origin. However, when it comes to terrorist financing, funds can originate from either legal sources, illegal 
sources, or both.26 

21 Article 6, UN Convention Against Transnational Organized Crime 
22 'About Anti-Money Laundering and Counter Terrorism Financing' Asia Pacific Group (Apgml.org< http://www.apgml.org/about-us/page.aspx?p=5620f71b-1858-4ca1-

85d7-f9eae97210a7>, 2019) 
23 Ibid 
24 Anti-Money Laundering Compliance Unit (AMLCU) Department of Justice and Equality, 'Money Laundering& Terrorist Financing -Are you aware?' (AMLCU) 

<www.antimoneylaundering.gov.ie/en/AM LCU/Pages/Money _Laundering_ Terrorist_Financing_Are_you_aware?> 
25 FATF, 'International Standards on Combating Money Laundering and the Financing a/Terrorism & Proliferation: The FATF Recommendations' (FATF, October 2018) 

<www.fatf-gafi.org/media/fatf /documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf > accessed 30 April 2019 
26 Ibid 
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Terrorists can utilize the same techniques as money launderers "to evade authorities' attention and to protect the 
identity of their sponsors and the ultimate beneficiaries of the funds:'27 The term 'money laundering' is often used 
interchangeably with 'financial crimes' since it involves the use of the financial system (digital currencies, credit cards, 
and traditional currencies).28 However, it is important to note that while money laundering does make use of the 
financial system, it is merely one example of a crime within the broader ambit of financial crimes. 

Terrorist organizations, much like money launderers, often wish to conceal their illegitimate funds. They would, 
therefore, camouflage the illicit sources of their funds and try to generate more revenue from licit sources. As money 
laundering and terrorist financing both involve the need to disguise the illicit sources of funds, "terrorist financing has 
certain similarities with traditional money laundering, namely the use of the three steps: place, layer and integrate the 
funds in the international financial system:'29 

However, as opposed to many financial transactions concerned with money laundering, those associated with terrorist 
financing are usually in smaller amounts. When terrorist financing involves small quantities of funds raised from 
legitimate sources, it becomes considerably difficult to track and detect such funds. 30 

It is crucial to note another major difference between money laundering and terrorist financing, relating to the purpose 
of the investigation. Investigations in cases of money laundering establish a connection between the funds and the 
criminal activity and thereby interrupt that activity, or prevent the principal and his accomplices from being able to gain 
any sort of monetary advantage from their criminal acts. Whereas, the purpose of investigation in terrorist financing 
cases, in addition to attempting to preventing loss of life and property, is largely to prevent terrorists from obtaining 
funds that could be used forfinancingterrorism.31 

EXAMPLES 

1. Falah-eh-lnsaniyat Foundation (FIF) is the charity wing of Jamat-ul-Dawa (JuD). Raising funds for JuD is an
example of terrorism financing without money laundering (since the source of funding i.e. donations and
charity are legitimate).As of 2019, both these organizations have been proscribed and hence banned.

2. In September 2019, Iqbal Z Ahmad, an influential figure in the Liquefied Natural Gas (LNG) business, was
arrested on grounds of money laundering after an inquiry revealed that he had received over Rs.100 billion
in his account and was unable to demonstrate or provide a money trail for the said amount. The evidence
provides a strong foundation to charge Ahmad with money laundering, though it does not demonstrate
terrorism financing.

1.5. WHAT IS A PREDICATE OFFENCE? 

A predicate offence is a crime that is often the component of another more serious crime.32 Crimes or actions may be 
considered predicate offences or predicate acts if they are "related to, pave the way for, or have the same or similar 
purpose of the larger crime:'33 Predicate offences are considered as related offences i.e. they are not merely isolated 
actions but part of a chain of interconnected crimes. 

In the case of money laundering, the steps taken to hide the origins of the money will be the primary offences but the 
illegal actions taken to raise the money in the first place would constitute predicate offences. 

EXAMPLE 

A drug-trafficker has made a profit of Rs. 1,000,000 through smuggling opium across the border from 
Afghanistan into Pakistan. In order to disguise the origin of the profit, he undertakes measures that would 

27 Financial Transactions and Reports Analysis Centre of Canada (Fl NT RAC), 'What is terrorist financing?' (Fl NT RAC, 8 November, 2018) <www.fintrac­
canafe.gc.ca/fintrac-canafe/definitions/terrorist-terroriste-eng.asp> accessed 20 September 2019 

28 Anti-Money Laundering Compliance Unit (AMLCU) Department of Justice and Equality, 'Money Laundering& Terrorist Financing -Are you aware?' (AMLCU) 
<www.antimoneylaundering.gov.ie/en/AM LCU/Pages/Money _Laundering_ Terrorist_Financing_Are_you_aware?> accessed 20 September 2019 

29 Ibid 
30 Financial Transactions and Reports Analysis Centre of Canada (Fl NT RAC), 'What is terrorist financing?' (Fl NT RAC, 8 November, 2018) <www.fintrac­

canafe.gc.ca/fintrac-canafe/definitions/terrorist-terroriste-eng.asp> accessed 20 September 2019 
31 Anti-Money Laundering Compliance Unit (AMLCU) Department of Justice and Equality, 'Money Laundering& Terrorist Financing -Are you aware?' (AMLCU) 

<www.antimoneylaundering.gov.ie/en/AM LCU/Pages/Money _Laundering_ T errorist_Financing_Are_you_aware?> accessed 20 September 2019 
32 'Predicate Offence I AML-CFT' (AML-CFT, 2019) <https://aml-cft.net/library/predicate-offence/> 
33 'Predicate - Definition, Examples, Cases, Processes' (Legal Dictionary, 2019) <https://legaldictionary.net/predicate/> 
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conceal the fact that the funds are proceeds of a crime. He "cleans" the money by putting money in accounts that 
are linked with some offshore companies. These companies then deposit the money in small increments to his 
personal bank account under the guise of "services rendered:' This evidence supports charging the drug 
trafficker with the offence of money laundering and the predicate offence of drug trafficking. 

However, it is crucial to note that FATF Recommendations provide that the predicate offence need not be proven in 
order to convict for money laundering.34 The Anti-Money Laundering Act, 2010, reflect this FATF Recommendation by 
stipulating that the accused does not have to be convicted of the predicate offence to be convicted for money 
laundering.35 This means the prosecution needs only to show that the proceeds of crime have been derived from a 
cri mi na I offence that is listed as a predicate offence in the schedule to the Act, butthey do not necessarily need to prove 
the elements of the predicate offence. 

Terrorism Financing as a Predicate Offence for Money Laundering 

A predicate offense for money laundering is the underlying criminal activity that generates proceeds that (due to their 
illegal origins) result in the commission of the offence of money laundering. The offense of money laundering cannot be 
committed without the prior commitment of a predicate offense. 

In domestic legal systems, terrorist-financing offences can also be included as predicate offences for money laundering. 
In Pakistan, terrorist financingoffences are dealt with under the Ant-Terrorism Act (ATA), 1997, and such offences have 
also been included in the list of predicate offences in the Anti- Money Laundering Act, 2010. For example, the crime of 
kidnapping for ransom for the purposes of financing terrorist activity would constitute the predicate offence for money 
laundering. 

Where the offence of money laundering is connected with a terrorist financing offence, it may be tried in the Anti­
Terrorism Court36 (a specialist court established under the ATA, 1997, in order to deal with terrorism-related offences) 
rather than the Court of Session (where money laundering offences are usually tried). 

Money-Laundering as Predicate Offence to Terrorism Financing 

Similarly, it is important to note that money-laundering itself can constitute a predicate offense to an act of terrorism 
financing, where laundered money is channeled to individuals and organizations intending to commit an act of 
terrorism. 

For example, let us consider a case where the funds to support a terrorist act or organization are generated through 
drug trafficking. Due to the illegal nature of the source of funds, the person generating the money must conceal the 
origins. They do this by making the money trail as untraceable as possible. Here we revisit the three-part scheme: 
placement, layering, and integration. The money is placed back into the financial system perhaps through being 
deposited in cash to a bank account in small increments from different sources. The funds may then be layered by being 
transferred to another account internationally under a false pretense such as medical expenses or for render of goods 
and services. Finally, the funds may be channeled to finance terrorist activity by being integrated in the form of 
donations, front organizations, investment in property etc. In this case, both drug trafficking and money laundering are 
the predicate offences to terrorism financing. 

1.6. PROCEEDS OF CRIME 

Money laundering falls into the category of organized crime; the main goal of which is to generate profit through 
criminal activity. The proceeds of crime, therefore, are money or assets gained by perpetrators during the course of 
their criminal activity.37 

Under Pakistan's Anti-Money Laundering Act, 2010, the term "proceeds of crime" is defined as"any property derived or 
obtained directly or indirectly by the commission of a predicate offence or a foreign serious offence:'38 The term 
"property" here is meant to include all property and assets of any description whether moveable or immoveable, 

34 FATF Recommendation 3 Interpretative Note Paragraph 4: 'When proving that property is the proceeds of crime, it should not be necessary that a person be convicted of 
a predicate offence' http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf 

35 See Explanation I I.in section 3 Anti-Money Laundering Act 2010 - For the purposes of proving an offence under this section, the conviction of an accused for the 
respective predicate offence shall not be required 

36 Anti-Money Laundering Act 2010, s 20 (a) 
37 'Proceeds of Crime I The Crown Prosecution Service' (Cps.gov.uk, 2019) <https://www.cps.gov.uk/proceeds-crime> 
38 Anti-Money Laundering Act 2010, s 2(q) 
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tangible or intangible, including deeds and instruments that express ownership of any such asset and cash and 
monetary instruments.39 All property involved in money laundering or gained through criminal activity constitutes 
proceeds of crime. 

In the AML/CFT regime, the categorization of the proceeds of crime is critical since such proceeds will be subject to 
confiscation and can be attached, deposited, forfeited, and seized by law enforcement agencies during the investigation 
and prosecution of AM L/CFT cases. 

International Legal Framework 

The international framework for terrorist financing comprises of international instruments originating from two main 
bodies, namely the United Nations, which has adopted various resolutions and conventions for combating terrorist 
financing, and the Financial Action Task Force (FATF), which has issued several recommendations relating to terrorism 
and terrorist financing. This section explores the interplay between international human rights law and the AML/CFT 
regime, with a focus on how the two competing responsibilities must be considered in tandem with one another. The 
following is a briefoverview of these international laws and conventions pertaining to both of these. 

1.7. THE INTERPLAY OF INTERNATIONAL HUMAN RIGHTS LAW AND AML/CFT 

UN Global Counter-Terrorism Strategy 

PILLAR 1 PILLAR 2 PILLAR3 
Addressing the Preventing and Building states' 

conditions combating capacity and 
conductive to terrorism strengthening 
the spread of the role of the 

terrorism United Nations 

*Source: UN Office of Counter-Terrorism, un.org.

PILLAR4 
Ensuring human 
rights and the 

rule of law 

With the rise in global terrorism, states are faced with the constant challenge of balancing national security concerns 
with human rights concerns, and more often than not, the scale tilts towards the former. 

The UN General Assembly has created the 'The UN Global Counter-Terrorism Strategy;' an instrument to enhance the 
efforts of the international community to counter terrorism along four-pillars. The UNGA Resolution 60/15840 

provides the fundamental framework to ensure that human rights and the rule of law are the bedrock of the fight 
against terrorism. 

Other resolutions and conventions that have been the basis for AML/CFT related legislation complement the UNGA 
Resolution 60/158 by requiring compliance with human rights law: 

1. UNSC Resolution 1269emphasizes:

"the necessity to intensify the fight against terrorism at the national level and to strengthen, under the auspices of
the United Nations, effective international cooperation in this field on the basis of the principles of the Charter of
the United Nations and norms of international law, including respect for international humanitarian law and human
rights:'41 

39 Anti-Money Laundering Act 2010, s 2(r) 
40 'A/RES/60/158 -E -A/RES/60/158' (Undocs.org, 2019) <https://undocs.org/en/A/RES/60/158> accessed 21 October 2019. 
41 'Re/world I Security Council Resolution 1269 (1999) [Responsibility OfThe Security Council In The Maintenance Of International Peace And Security]' (Re/world, 2019) 

<https://www.refworld.org/docid/3b00f1d35a.html> accessed 21 October 2019. 
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2. International Convention on the Suppression of FinancingTerrorism42 provides:

Article 17: Any person who is taken into custody or regarding whom any other measures are taken or proceedings
are carried out pursuant to this Convention shall be guaranteed fair treatment, including enjoyment of all rights and
guarantees in conformity with the law of the State in the territory of which that person is present and applicable
provisions of international law, including international human rights law.

Article 21: Nothing in this Convention shall affect other rights, obligations and responsibilities of States and
individuals under international law, in particular the purposes of the Charter of the United Nations, international
humanitarian law and other relevant conventions.

3. More recently, UNSC Resolution 2462 (2019),43 demands stronger compliance with human rights law by: 

Calling upon Member States to intensify and accelerate the timely exchange of relevant operational 
information and financial intelligence regarding actions or movements, and patterns of movements, of 
terrorists or terrorist networks, including Foreign Terrorist Fighters (FTFs) and FTF returnees and 
re locators, in compliance with international law, including international human rights law, and domestic 
law. 

Ensuring that competent authorities can use financial intelligence shared by financial intelligence units, 
and relevant financial information obtained from the private sector, in compliance with international 
law, including international human rights law; 

Considering the establishment of a mechanism by which competent authorities can obtain relevant 
information, including but not limited to bank accounts, to facilitate the detection of terrorist assets, in 
compliance with international law, including international human rights law; 

Calling upon all States to enhance the traceability and transparency of financial transactions, in 
compliance with international law, including international human rights law and humanitarian law. 

Furthermore, under international human rights law, there is a responsibility to take measures against terrorism that 
must be balanced with the protection of certain fundamental human rights. These rights can be found encapsulated 
within the ICCPR and its two Optional Protocols, the International Covenant on Economic, Social and Cultural Rights 
(ICESCR); the Convention Against Torture and Other Cruel, Inhuman or Degrading Treatment (CAT) and its Optional 
Protocol; and the International Convention for the Protection of All Persons from Enforced Disappearance. Pakistan is 
party to all of these international human rights instruments. 

Despite emphasis on taking the most stringent measures to combat terrorism, there are certain non-derogable rights 
that cannot be compromised. The foremost of these is the right to life, a right enshrined in both Article 6 of the ICCPR 
and Article 3 of Universal Declaration of Human Rights (UDHR). Article 3 offers the additional caveat that while the 
right to life is non-derogable, use of lethal force is justified subject to certain conditions of necessity and proportionality 
(such as in self-defense). Under the ICCPR, use of the death penalty is considered a violation of the right to life, however, 
as of 2014, the moratorium on the death penalty was lifted in Pakistan and is presently used as a punishment for the 
offence of terrorism. 

In the trial of terrorism cases, the offender must also be afforded the right to due process and fair trial i.e. right to an 
impartial independent tribunal, protection from self-incrimination, right to appeal, right to access to legal counsel, 
presumption of innocence etc.; the right to liberty i.e. rightto challenge illegality of detention (as per Article 9 of ICCPR); 
and prohibition againsttorture (as per Article 3 of the Geneva Convention 1949 and CAT). 

Article 8 of Pakistan's Constitution states that any law in contravention to the fundamental rights is void. Rights such as 
security of person, right to fair trial, prohibition against slavery/forced labor, protection against double punishment and 
self-incrimination, inviolability of dignity of man, and safeguards as to arrest and detention should be applied to all 
criminal offenders, including those charged with terrorism.44 These domestically enshrined rights relate protections 
under international law that render certain rights non-derogable i.e. right to life, prohibition against torture and 
inhumane treatment, rightto liberty and security of person. 

42 (Treaties.un.org, 2019) <https://treaties.un.org/doc/db/Terrorism/english-18-11.pdf> accessed 21 October 2019. 
43 (Securitycouncilreport.org, 2019) <https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/s_res_2462.pdf> accessed 21 

October 2019. 
44 Constitution of Pakistan, National Assembly Archive http://www.na.gov.pk/uploads/documents/1333523681_951.pdf 
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However, limitations exist, and some rights (e.g. right to assembly) may be infringed in the interest of national security, 
public safety, public order, and protection of public health, morals, or rights and freedoms of others. 

An exemption under Article 8 of the Constitution states that if any law falls under Part 1 of the First Schedule of the 
Constitution, it will not be rendered void. The now defunct Protection of Pakistan Act, 2014, and Army Act, 1957, all fall 
under this Schedule and are therefore exempt from compliance with human rights requirements.45 

In Pakistan and in other States, the practice of preventive detention is a measure designed outside the ambit of arbitrary 
arrest in the interest of safeguarding national security. In a case of preventive detention, a suspect is detained not as 
punishment for a proven crime but on grounds of being a potential threat to national security. 

While there are safeguards under Article 10 of the Pakistan Constitution, that state detainees are to be allowed 
representation, these safeguards are minimal.46 The law does not distinguish between war and peacetime preventive
detention, and there are no requirements that stipulate that a detained person be informed of grounds of detention, 
brought to speedy trial, or given access to a judicial authority. Often, the facts of the case are also concealed on grounds 
of 'national security.' These actions all contravene the right to a fair trial under the Constitution's Article 10A.47 The 
State should ensure that the process of detention, trial or expulsion is fair, reasonable and non-arbitrary, as per the 
tenets of the Universal Declaration of Human Rights.48 Any limitations imposed on rights of an individual must be 
necessary and proportional.49 

Rightto Privacy 

Surveillance, data protection, and the right to privacy prohibit States' parties from interfering with the privacy of those 
within their jurisdiction and require the State to protect those persons by law against arbitrary or unlawful interference 
with their privacy.50 Security at airports, advanced intelligence services, strict screening, and searching of persons etc.
interfere with the privacy of persons. However, measures that impact an individual's right to privacy must be 
authorized by law, in a manner that reasonable, predictable, and not arbitrary.51 However, this does not mean States are 
free to act on their discretion. States are under an obligation to protect individuals against the arbitrary exercise of 
authorizations. In Klass v. Germany for instance, the European Court of Human Rights stated that it must be satisfied 
that any system of secret surveillance conducted by the State must be accompanied by adequate and effective 
guarantees against abuse. 52 

1.8. INTERNATIONAL LEGAL FRAMEWORK OF AML/CFT 

Treaties 

The United Nations has adopted various instruments (i.e. Conventions or Protocols), and Resolutions imposing 
obligations on Member States to counter terrorist financing. The most important convention on the subject of 
terrorism financing is: 

The International Convention for the Suppression of Financing of Terrorism aims to prevent the financing of terrorism 
by obliging States Parties to adopt a range of preventive measures, and others aimed at facilitating the effective 
investigation and prosecution of crimes related toterroristfinancing.53 

UNSC Resolutions 

The two most relevant United Nations Security Council Resolutions that call for the suppression of terrorism and the 
countering of financing of terrorism are: 

• Resolution 1267 (1999) - which designated Osama bin Laden and his associates as terrorists and established a
sanctions regime to cover individuals and entities associated with Al Qaeda and Osama bin Laden. The regime is
composed of a UN Security Council Committee, that identifies and designates a "consolidated list" of people and

45 Ibid. 
46 Ibid. 
47 Ibid. 
48 Universal Declaration of Human Rights - United Nations 

https://www.un.org/en/universal-declaration-human-rights/ 
49 Ibid. 
50 Human Rights, Terrorism, and Counter-Terrorism, Fact Sheet 32 (n.d.). Retrieved from https://www.ohchr.org/Documents/Publications/Factsheet32EN.pdf 
51 See Human Rights Committee, views on communication N° 35/1978, AumeeruddyCziffra and Others v. Mauritius, 9 April 1981 (A/36/40, annex XIII, para. 9.2 (b) 2 (i) 8). 
52 European Court of Human Rights, Klass v. Germany, N° 5029/71, Judgement of 6 September 1978, para. 50. 
53 'UNITED NATIONS Office Of Counter-Terrorism' (Un.erg, 2019) <http://www.un.org/en/counterterrorism/legal-instruments.shtml> accessed 21 October 2019. 
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entities that have been associated with Al-Qaeda or the Taliban, and evaluates laws that ought to be passed within 
each member nation in order to implementthe sanctions. 

• Resolution 1373 (2001) - which calls on States to prevent and suppress the financing of terrorism, inter alia, by 
criminalizing the collection and provision of funds for terrorist purposes and urges them to set up an effective
mechanism to freeze funds and otherfinancial assets of persons involved in or associated with terrorism.

FATF 

The Financial Action Task Force is an inter-governmental body established by the G-7; the purpose of which is to set 
international standards relating, but not limited, to money laundering and terrorist financing. Although the FATF was 
previously concerned with money laundering, following 2001, it expanded its scope to cover the funding of terrorist 
organizations and individual terrorists, outlining a number of recommendations for this purpose.54 These include 
recommendations pertaining to: 

• The criminalization of terrorist financing (Recommendation S);
• Targeted financial sanctions related to terrorism & terrorist financing (Recommendation 6);
• Measures to prevent the misuse of non-profit organizations (Recommendation 8).

The role of the United Nations and the FATF in combating terrorist financing has been dealt with in greater detail in 
Chapter 2 below. 

SELF-ASSESSMENT QUESTIONS 

• What is the primary difference between money laundering and other financial crimes?
• What is the primary difference between terrorism cases and other serious crimes?
• What is the primary difference between money laundering and terrorism financing?
• Whyarethetwotermsoftenusedinconjunction withoneanother?
• Why is it important for Pakistan to strengthen its AMUCFT regime?

More information on the international legal framework can be found in Chapter 2 of the Guide. 

1.9. DOMESTIC LEGAL FRAMEWORK AND THE INTERPLAY WITH HUMAN RIGHTS 

Overview 

The Anti-Terrorism Act, 1997, and the Anti-Money Laundering Act, 2010, serve as primary legislations that deal with 
the domestic regime of AML/CFT. Both laws need to be balanced with the fundamental rights enshrined in the 
Constitution of the Islamic Republic of Pakistan. The principles of democracy, tolerance, and equality of status and of 
opportunity before law, as provided for in the Preamble of the Constitution, should be complied with under the 
AM L/CFT regime. 

Chapter 1, Part 11 of the Constitution of Pakistan includes a list of fundamental rights. The most significant substantive 
restriction on State power to legislate comes through the fundamental rights outlined in Articles 8 to 28 of the 
Constitution. Article 8 of the Constitution provides that any law that is inconsistent with the fundamental rights, shall, 
to the extent of the inconsistency, be void; making these rights justiciable, i.e., a state's action/inaction that leads to a 
violation ofa person's fundamental rights can be challenged infrontof thejudiciary. 

For instance, the right to life (Article 9) is the most fundamental of all rights. The word 'life' is very significant as it covers 
all facets of human existence; therefore, the scope of Article 9 is enlarged to encapsulate each and every aspect of 
human life as provided in the landmark judgement of Shehla Zia v WAPDA (PLD 1994 SC 693). The term "life" was 
defined to include all amenities and facilities which a person born in a free country is entitled to enjoy with dignity. 
Therefore, any law affecting human life or which may put an individual's life at risk must call for greater scrutiny. 

Another right guaranteed by the Constitution is the protection against unlawful arrest and detention (Article 10). This 
Article guarantees a number of important criminal procedural rights, such as the right to be informed of the grounds of 
arrest, right to counsel, right to be produced before a magistrate within 24 hours, right to be defended etc. Similarly, in 

54 FATF (2012-2018), International Standards on Combating Money Laundering and the Financing ofTerrorism & Proliferation, FATF, Paris, France, www.fatf­
gafi.org/recommendations.html 
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Muhammad Usman vThe State (PLD 1965 Lah 293), it was also held that a law which denies the right to be defended by 
a legal practitioner is void; this demonstrates the importance of making lawcompliantwithfundamental rights. 

The Supreme Court interpreted Article 10A (the right to a fair trial) in Suo Motu Case No. 4 of 2010 (Contempt 
proceedings against Syed Yousaf Raza Gillani (PLD 2012 SC 553)) and stated that through Article 10A, the right had 
been 'raised to a higher pedestal; consequently, a law, or custom or usage having the force of law, which is inconsistent 
with the right to a 'fair trial' would be void by virtue of Article 8 of the Constitution.' Furthermore, the Constitution 
prohibits the violation of the dignity of a person and the infringement of privacy of a person's home (Article 14) and 
guarantees citizens the right to remain, enter and/or move freely throughout Pakistan, as well as to reside or settle in 
any part of the country (Article 15). In addition, it also provides other important rights such as right to assembly (Article 
16), freedom of association (Article 17), freedom of expression (Article 19), the right to be treated equally (Article 25), 
and the right to acquire, hold and dispose of private property (Article 23), and any law in violation of these rights will be 
struck down on the basis of unconstitutionality. 

Anti-Terrorism Act, 1997 

The table below highlights the powers of law enforcement agencies to be utilized for terrorism financing and anti­
money laundering investigations which have to be balanced with due process rights as provided for in domestic 
legislation and enshrined in the Constitution of Pakistan. 

National Security, Human Rights,55 and the challenge involved in balancing the two: 

DUTIES OF THE 
EXECUTIVE 

Investigations, and 
power to enter and 
search 

Arrest and 
Detention 

Section 21 Band 
Section 10 ATA 1997 

Section 11EEE,ATA 
1997 

CORRESPONDING 
RIGHTS OF 
INDIVIDUALS 

Due process and 
right to fair trial 

Right against torture 
and inhumane 
treatment 

Right against arbitrary 
interference with 
private life and family 

Right to be 
presumed innocent 
until proven guilty 

Right to liberty, 
security of person, and 
freedom of movement 

Right to be informed of 
reason for arrest, 
detention and charges 

Due process, and right 
to fair trial within a 
reasonable time 

55 (Ohchr.org, 2019) <https://www.ohchr.org/Documents/Pub1ications/training5Add3en.pdf> accessed 21 October 2019. 

RELEVANT 
ARTICLES 

Articles 4 & 10A 

Article 14 

Article 14 

Article 10A, 
General Comment 
No. 32 

Article 9 

Article 10A 

Articles 4 & 10A 

See also, Fundamental Rights, Constitution of the Islamic Republic of Pakistan, 1973; see also, International Covenant on Civil and Political Rights, 1966. 
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Investigations 

Legality and Duration 

Right to review 

Access to court, and 
remedy 

Right against torture, 
and inhumane 
treatment, and 
respect for inherent 
dignity of the person 

Right to be 
presumed innocent 
until proven guilty 

Article 10A, Article 
14I CCPR 

General Comment 
No.32 

General Comment 
No.32 

Article 10A, General 
Comment No.32 

Article 14, 
Article 10A, 
General Comment 
No.32 

Section 21B,ATA, 1997,empowersa uniformed policeman, interalia, to take the following measures: 

• Enter and search premises if theysuspectanyoneconcerned with terrorism is hidingthere;
• Search and arrest any person reasonably suspected to be a terrorist;
• Prohibit or restrict access to a cordoned area;
• Take possession of any property in a cordoned area that they reasonably suspect is likely to be used for the

purposes of terrorism.

These duties a re to be ba I a need out with the following rights: 

Article 14: Right to dignity, and subject to law, the privacy of home shall be inviolable. Right against torture for the 
purpose of extracting evidence. 

The use of "subject to law" guides as to how the right can be made flexible in times of crises. A law that prescribes for 
derogation from privacy of home must be clear, and intelligible. 

Furthermore, Pakistan's obligation under United Nations Convention Against Torture56 makes it unlawful to use 
torture in a II circumstances, including in a state of emergency, and not just for the purpose of extracting information. 

Article 10A: Righttofair trial and due process. 

In the event of entering premises, search, and arrest, due process must be followed. This entails that reasonable 
grounds must existtoenter and search, and once arrested, the individual must be informed of the reasons for arrest, and 
the charge against them. 

Arrest and Detention: 

Section 11EEEATA, 1997,empowerstheGovernmentto: 

• Order in writing the detention of a proscribed person for a period as specified in the order;
• If necessary, extend the period of detention from time to time for a total period not extending 12 months.

The safeguard provided in this duty is the need for necessity. This section is to be balanced with the following 
fundamental rights: 

56 'UNTC' (Treaties.un.org, 2019) <https://treaties.un.org/pagesNiewDetails.aspx?src= TREATY&mtdsg_no= IV-9&chapter=4&clang= _en> accessed 21 October 2019. 
Pakistan ratified the Convention on the 23rd of July, 2010. 
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Article 10A: Right to fair trial - this guarantees a number of criminal procedural rights. Such as, the individual will have 
to be informed of the proceedings that affect their rights. They must be informed of the reason of arrest/detention and 
the charge against them. They must be given the opportunity to defend themselves by having a right to counsel. They 
must be produced before the magistrate within 24 hours, and there must be reasonable assurance of the honesty of the 
impartiality of the court that has been constituted to adjudicate on the matter. Finally, they must have a right to review 
or make appeal againstthe decision passed. 

Article 14: Rightto dignity and right againsttorturefor the purpose of extracting information.57 

Asset Freeze and Seizure: 

Section 110,ATA, 1997,provides: 

• Upon proscription of organization/person, the assets of such organization or person shall be frozen or seized.
• The person carrying out the freeze or seizure shall submit a report containing details of the property and the

persons affected by the freeze or seizure to such office of the Federal Government as may be notified in the
official Gazette.

This section is to be balanced with the following fundamental rights: 

Article 10A: Right tofair trial and due process. 

This states that for determination of a person's civil rights and obligations or in any criminal charge against him, a person 
shall be entitled to a fair trial and due process. 

Article 23: Right to Property. 

This right is subject to reasonable limitations imposed by law in the public interest. It entitles citizens to acquire, hold, 
and dispose of any property in any part of Pakistan. 

Article 24: Protection of Property rights. 

ltstipulatesthat no person shall be compulsorily deprived of his property,subject to limitations prescribed by law. 

Section 110 isalso to be balanced with Section 1100,ATA, 1997, which provides: 

"The Federal Government may permit a person to make available to a proscribed organization or 
proscribed person such services, money or other property as may be prescribed, including such money as 
may be required for meeting necessary medical and educational expenses and for subsistence 
allowance, and such person shall not be liable for an offence under this Act on account of provision of the 
prescribed services, money or other property:' 

Kadi and Al Barakaat International Foundation v Council and Commission (2008) C-402/05,58 involved Mr. Kadi, a Saudi
resident, and Al Barakaat, a charity for Somali Refugees, with assets in Sweden, who claimed that the freezing of his 
assets was unlawful. They claimed their property was seized without a court hearing or right to redress. The EU 
Regulation that gave effect to the U NSC Resolution was at dispute. The Advocate General opined that EU did not have to 
unnecessarily bow to international law where the result would be a violation of basic constitutional principles. This 
opinion was upheld by the European Court of Justice.59 

Similarly, Suleman vs. Manager Domestic Banking, Habib Bank Ltd.6° concerned the clash between the duty to freeze 
assets and the fundamental right to property and its protection. The State Bank of Pakistan (SBP) froze bank accounts of 
the petitioner under the United Nations (Security Council) Act, 1948. However, no action against the petitioner had been 
taken under ATA, 1997. Moreover, no material of alleged suspicion of financing terrorism had been conveyed nor the 
petitioner had been afforded the opportunity to confront the same. The petitioner claimed his fundamental rights under 
Articles 23 and 24 had been violated. It was held that the UNSC Resolution, particularly one violating fundamental 
rights, could not operate by its own force unless given effect by the Order of the Federal Government, and no such Order 
was made. Therefore, it was held thatfreezingthe accounts was beyond the purview of the lawful powers of the SBP. 

57 Subject to UNCAT. 
58 Yassin Abdullah Kadi and Al Barakaat International Foundation v Council of the European Union and Commission of the European Communities, Joined Cases C-402/05 

P and C-415/05 P, (n.d.). Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT/HTMU?isOldUri=true&uri=CELEX:62005CJ0402. 
59 ECJ gave a decision on the legality of the EU Regulation that gave effect to the UNSC Resolution, and not on the legality of the UNSC Resolution itself as it had no 

jurisdiction to do so. 
60 2003 CLD 1797 Karachi-High Court-Sindh. 
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Travel Ban 

Section 11E, ATA, 1997, provides measures to be taken against a proscribed person, and among the measures, the 
proscribed person is prohibited from travelling abroad. 

This section has to be balanced with thefollowingfundamental right: 

Article 25: Equality of citizens. 

Every person is entitled to equal protection under the law, without discrimination on the basis of sex. 

Case Law illustration of the travel ban: 

Abdelrazik v. Canada (Minister of Foreign Affairs)61 is a case concerning the travel ban under the sanction regime of 
UNSC 1267. Abdelrazik was Sudanese refugee in Canada who subsequently became a Canadian citizen. Abdelrazik 
returned to Sudan, claiming he had been continuously harassed by the Canadian Security Intelligence Service (the CSIS) 
in the wake of the September 11 attacks. He was detained in Sudan on Canada's request where he was in detention 
without charge for 11 months and was allegedly tortured by Sudanese authorities. His attempts to fly back to Canada 
were thwarted by Canadian authorities. He was then placed on the 1267 list which resulted in a travel ban and made it 
more difficult for him to make his return to Canada. He brought a case before the Federal Court that his citizenship 
rights under the Canadian Charter of Right and Freedoms had been violated. The Federal Court found in favour of 
Abdel razik and ordered his return back to Canada. 

Prohibition of incitement to terrorism 

Section 11G,ATA 1997, provides: 

"A person commits an offence if he: - (a) wears, carries or displays any article, symbol, or any flag or banner connected 
with or associated with any proscribed organisation; or (b) carries, wears or displays any uniform, item of clothing or 
dress in such a way or in such circumstances as to arouse reasonable suspicion that he is a member or supporter of a 
proscribed organisation:' 

This section has to be balanced with thefollowingfundamental rights: 

Article 19: Freedom of Speech. 

This includes the freedom of every citizen with regards to speech and expression as well as the freedom of the press. 

This right is subject to reasonable restriction/limitation in the interest of Islam, security or defence of Pakistan, public 
order, friendly relations with other states, decency or morality, or incitement to an offence. 

Article 17: Freedom of Association 

The rightto association includes the righttoform associations, unions, and to form or be a member of a political party. 

This right is also subject to reasonable restrictions imposed by law in the interest of sovereignty or integrity of Pakistan, 
public order or morality. 

In the case of Independent Media Corporation (PVT.) Limited vs. Pakistan Electronic Media Regulatory Authority,62 a 
notice was issued to a Media Corporation by PEMRA for airing a message of a leader of a banned organization, who was 
inciting hatred towards democracy, and threatening journalists, reporters and anchorpersons. Section 11W, Anti­
Terrorism Act 1997,63 was attracted, and it was held that this act was not short of abetting and aiding of terrorists. In this 
circumstance, freedom of expression appears to be rightly prohibited as a legitimate threat from a proscribed 
organization existed, and it was necessary to counter it. The measure to counter the threat was authorized by law under 
the ATA 1997, therefore, it was a legal measure. This illustrates an exercise of drawing a line between the conflicting 
duties and rights. 

61 Abdelrazikv. Canada (Minister of Foreign Affairs) [2010] 1 F.C.R. 267, Office of the Commissioner for Federal Judicial Affairs. (2018, July 13). Federal Courts Reports -
Advanced Search. Retrieved from https://reports.fja-cmf.gc.ca/fja-cmf/j/en/item/331230/index.do. 

62 2019 PCrLJ 262 Karachi-High Court-Sindh. 
63 11W. Printing, publishing, or disseminating any material to incite hatred or giving projection to any person convicted for a terrorist act or any proscribed organization or 

an organization placed under observation or anyone concerned in terrorism. 
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INTRODUCTION 

This chapter builds upon the aspects of international legal framework which were discussed earlier. In particular, 
Pakistan's grey-listing by the FATF is something which must be analyzed in greater detail. Accordingly, it is incumbent 
upon state institutions to comply with Recommendations that have been postulated by the FATF. In this respect, this 
chapter dissects the global legal framework from the standpoint of criminal justice actors i.e. prosecution, investigators 
and judges. Therefore, this chapter lays a specific emphasis on the actions that must be taken by criminal justice actors 
to address the deficiencies highlighted by FATF. 

LEARNING OUTCOMES 

By the end of this Chapter and the relevant readings you should be able to: 
• Understand the interplay of international obligations in relationtoAMUCFT
• Describe the actions that are expected of Criminal Justice Actors in order to be compliant with the FATF 

Recommendations
• Broadly understand how the FATF Evaluation takes place

ESSENTIAL READING 

• United NationsSecurityCouncil Resolution 1373
• United Nations SecurityCouncil Resolution 2468
• International ConventionfortheSuppression and FinancingofTerrorism, 1999 (ICSFT) 
• FATF (2013-2019), Methodology for Assessing Compliance with the FATF Recommendations and the

Effectiveness of AMUCFT Systems, updated February 2019, FATF, Paris, France.



2.1. INTERNATIONAL OBLIGATIONS 

International Conventions 

GLOBAL LEGAL FRAMEWORK 

The current international AMUCFT framework is a product of treaty law, namely, instruments that are binding under 
International Law, and are concluded between two or more international juridical persons. Treaties signify that the 
parties intend to create rights and obligations that are enforceable under International Law upon each other. 
Accordingly, it can be stated that conventions, agreements, protocols, and exchange of letters or notes may all 
constitute treaties. 64 

The United Nations Convention against lllicitTraffic in Narcotic Drugs and Psychotropic Substances (1988) 

The United Nations (UN), through its Drug Control Program, initiated an international agreement to combat drug 
trafficking and counter money laundering. Although the convention does not explicitly discuss the term "money 
laundering;' itdefmes the concept and calls upon countries to criminalize the activity. However, the convention does not 
address preventive aspects of money laundering, and the only predicate offenses for money laundering under the 
convention are crimes that are related to drug trafficking. This convention, nevertheless, serves as a precursor for 
several of the FATF recommendations on preventing, detecting, and prosecuting money laundering. 

Pakistan ratified this treaty in October 1995. No reservations were expressed by Pakistan to the provisions of this 
treaty.65 

The United Nations Convention againstTransnational Organized Crime (UNTOC,2000) 

The Convention contains a wide range of provisions designed to combat international organized crime. Specifically 
relating to money laundering, it obliges each ratifying countryto: 

• Criminalize money laundering and include at least all serious crimes (not just drug trafficking) as predicate
offenses to money laundering;

• Establish regulatory and supervisory regimes to deter and detect all forms of money laundering;
• Cooperate and exchange information, both domestically and internationally, and consider the establishment

of afinancial intelligence unit; and
• Consider the implementation of feasible measures to detect and monitor the movement of cash and

appropriate negotiable instruments across its borders.

Pakistan ratified this treaty in January 2010. It expressed a reservation, stating that it does not consider itself bound by 
paragraph 2 of article 35 of the Convention.66 

The International Convention for the Suppression of the FinancingofTerrorism (ICSFT) 

The ICSFT was adopted by the United Nations General Assembly (UNGA) on 9th December 1999 and entered into 
force on 10th April 2002. There are currently 188 States parties to this convention, and its primary aim is to require that 
ratifying countries criminalize terrorism, terrorist entities, and terrorist acts. It applies both to direct involvement, as 
well as complicity, in the provision or collection of funds, whether attempted or otherwise, with the intent or knowledge 
that any part of the funds may be used to carryout the offenses described in the convention, or any act intended to cause 
death or injury to any person not actively involved in an armed conflict, with a view of intimidating a population or 
compelling a government or an international organization to act (or not act, as the case may be) in a certain way. Such 
actions would be construed as an offense under the Convention, whether or not the funds gathered are actually used in 
the carrying out of the proscribed acts. The convention requires each country to take measures, in accordance with 
their own domestic legal systems, to detect, freeze, and seize funds used or allocated for the purposes of committing the 
described offenses.67 

64 Page 67, United Nations Treaty Handbook - United Nations Publications 
https://treaties.un.org/doc/source/publications/THB/English.pdf. 

65 The United Nations Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances (1988). United Nations Treaty Collection, UNTC. 
https://treaties.un.org/PagesNiewDetails.aspx?src= TREA TY&mtdsg_no=Vl-19&chapter=6&clang= _en 

66 The United Nations Convention against Transnational Organized Crime (UNTOC, 2000). United Nations Treaty Collection, UNTC. 
https://treaties.un.org/PagesNiewDetails.aspx?src= I ND&mtdsg_no= XVI I l-12&chapter= 18&clang= _en 

67 International Convention for the Suppression of the Financing ofTerrorism, United Nations General Assembly, 1999. 
https://www.refworld.org/docid/3dda0b867.html 
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This instrument requires Member States to adopt the below mentioned measures: 

• Parties ought to take steps to prevent and counter the financing of terrorists, whether direct or indirect, through
groups claiming to have charitable, social or cultural goals or those who also engage in illicit activities such as drug
trafficking or gun running;

• Commits States to hold thosewhofinanceterrorism criminally, civilly or administratively liable for such acts; and
• Requires States to provide for the identification, freezing and seizure of funds allocated for terrorist activities, as

well as for the sharing of the forfeited funds with other States on a case-by-case basis. Bank secrecy is no longer
adequate justification for refusing to cooperate.

Relevant Provisions of the ICSFT:68 

Article4 

Article6 

Article 7 

Articles 

Article 17 

Article 18 

The Convention requires States Parties to introduce domestic legislation that 
criminalizes the financing of terrorism and to make such offences punishable by 
penalties "that tantamount to the grave nature of the offences:' 

This Article specifies that under the Convention, the perpetration of criminal acts may 
not be justified by considerations of a political, philosophical, ideological, racial, ethnic, 
religious or other similar nature. 

States Parties are required to establish their jurisdiction over those offences. In that 
regard, the Convention lays down particularly broad bases for jurisdiction: territorial 
jurisdiction, "defensive" jurisdiction (taking into account the doctrine "of effects;' to 
wit, thatthe purpose or result of the act of financing-wherever it took place -was the 
commission of an offence on the State's territory), active personal jurisdiction 
(covering stateless persons who have their habitual residence in the territory of a State 
Party), passive personal jurisdiction and universal jurisdiction where the alleged 
offender is present in the State's territory. 

In addition to the prosecution of offenders, States Parties are required to adopt 
"appropriate measures for the identification, detection and freezing or seizure of any 
funds used or allocated for the purpose of committing the offences mentioned in the 
convention:' 

With a view of protecting individual human rights, the Convention provides that any 
person taken into custody or prosecuted in application of its provisions "shall be 
guaranteed fair treatment, including enjoyment of all rights and guarantees in 
conformity with the law of the State in the territory of which that person is present and 
applicable provisions of international law, including international human rights law" 

In addition to the provisions aimed at punishing those crimes, that are its core 
provisions, the Convention also requires States Parties to adopt a variety of measures 
to prevent the financing of terrorist activities or groups, by requiring, among other 
things, greater transparency in financial transactions and better monitoring of 
financial transactions and flows. 

Pakistan ratified this Convention in July 2009. Pakistan expressed reservations pertaining to Articles 11, 14 and 24 of 
the Treaty. The Government of Pakistan declared that it does not take this Convention as "the legal basis for 
cooperation on extradition with other States" (Article 11[2]). It also stated that extradition will be subjected to local 

68 International Convention for the Suppression of the Financing of Terrorism, United Nations General Assembly, 1999. 
https://www.refworld.org/docid/3dda0b867.html 
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laws (Article 14), and that in case of a dispute, all parties must be in agreement to be referred to the International Court 
of Justice (Article 24).69 

United NationsSecurityCouncil Resolutions 

Building on the ICSFT, Security Council Resolution 1373 (2001), calls on States to prevent and suppress the financing of 
terrorism, inter alia, by criminalizing the collection and provision of funds for terrorist purposes, and urges them to set 
up an effective mechanism to freeze funds and other financial assets of persons involved in or associated with terrorism. 
It is pertinent to reiterate that even raising small funds significantly increases a terrorist organization's capacity to 
conduct terrorist activities. In its Resolution 2178 (2014), the Security Council urged Member States to disrupt 
terrorist-financing activities linked to foreign terrorist fighters (FTFs) and to criminalize the financing of FTF travel. 

UNSC Resolution 1267 

The United Security Council Resolution 1267 was adopted unanimously on the 15th of October 1999. After 
Resolutions 1189 (1998), 1193 (1998) and 1214 (1998) on the situation in Afghanistan, the Council required member 
states to freeze the assets of the Taliban. It was followed by Resolution 1333, which dealt specifically with the freezing 
of the assets of Osama bin Laden and Al Qaeda. Later Resolutions 1363, 1390, 1452, 1455 established monitoring 
arrangements, merged lists of assets to be frozen, and took other measures to improve implementation and further 
enhance monitoring of the sanctions' regime. This regime has since then been reaffirmed and modified by a dozen 
further UN Security Council Resolutions. Since the US invasion of Afghanistan in 2001, the sanctions have been applied 
to individuals and organizations in all parts of the world. 

Resolution 1267 also established a sanctions committee, known as the "Al Qaeda and Taliban Sanctions Committee;' (or 
the '1267 Committee'), to fully implement the provisions of Resolution 1267 and document individuals and entities 
whose assets are to be frozen in light of terrorism financing threats.70 It is further assisted by a Monitoring Team, based
on eight members who have expertise in counter terrorism financing and arm embargoes, to further improve 
implementation of sanctions mechanisms as required.71 

The 1267 Sanctions Committee also identifies, designates and compiles the Al Qaeda Sanctions List (previously known 
as "Consolidated List") of people and entities that have been associated with Al Qaeda or the Taliban,72 and evaluates 
laws that ought to be passed within each member nation in order to implement the sanctions. The Committee receives 
reports from each State as to their progress and is able to varythe conditions imposed on any individual as it sees fit. 

Initially, the 1267 Sanctions Committee focused on both Al Qaeda and the Taliban. However, in 2011, pursuant to 
Resolution 1988 (2011), a separate sanctions regime and Sanctions Committee was formed to oversee sanctions for 
the Taliban.73 A consequent resolution (Resolution 1989) thereby formalized the reduction of the scope of the 1267 
Sanctions Committee to focus on Al Qaeda and all associated individuals and entities, and to consolidate all information 
in the re-named 'Al Qaeda Sanctions List.'74 

UNSC Resolution 1373 

On 11th September 2001, the Security Council unanimously adopted a wide-ranging, comprehensive resolution that 
outlines strategies to combat international terrorism. In Resolution 1373 (2001) the Security Council also established 
another committee, known as the United Nations Security Council Counter-Terrorism Committee, which aims to 
"prevent terrorist acts both within [State] borders and across regions.''75 The Counter-Terrorism Committee also
monitored the Resolution's implementation and called upon all States to report on remedial actions they had taken in 
light of the Resolution, no later than 90 days.76 

Under Resolution 1373, the Council directed all States to prevent and suppress the financing of terrorism, as well as 
criminalize the willful provision or collection of funds for such acts. The funds, financial assets and economic resources 

69 The International Convention for the Suppression of the F inancing ofTerrorism (ICSFT), United Nations Treaty Collection, UNTC. 
https://treaties.un.org/PagesNiewDetails.aspx?src= TREA TY&mtdsg_no=XVI I l-11&chapter= 18&clang= _en 

70 "Main webpage ofThe Security Council Committee established pursuant to resolution 1267 (1999)". UN. Archived from the original on 7 April 2007. Retrieved 3April 2007. 
71 UN Security Council Committee pursuant to UNSCR 1267, 1989, 2253 - Overview, United Nations 

https://www.un.org/securitycouncil/sanctions/1267. 
72 Ibid. 
73 Ibid. 
74 Ibid. 
75 United Nations Security Council - Counter Terrorism Committee, United Nations, 

https://www.un.org/sc/ctc/ 
76 "Main webpage ofThe Security Council Committee established pursuant to resolution 1267 (1999)". UN. Archived from the original on 7 April 2007. Retrieved 3April 2007. 
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of those who commit or attempt to commit terrorist acts or facilitate the commission of terrorist acts or act on behalf of 
a proscribed organization or person were required to be frozen without delay. 

Under this Resolution, the States ought to prohibit their nationals or persons or entities in their territories from 
transferring funds, financial assets, economic resources, financial or other related services available to persons who 
commit or attempt to commit, facilitate or participate in the commission of terrorist acts. States are also obliged to 
refrain from providing any form of support to entities or persons involved in terrorist acts. States also ought to adopt 
preventive measures against those who finance, plan, facilitate or commit terrorist acts from within its jurisdiction 
against other countries and its citizens. 

The Council further directs the States to use effective methods to trace the exchange of information amongst terrorists 
and increase the monitoring of suspicious transactions including the use of forged documents used to facilitate raising 
and transferring of funds for terrorist acts. States are also mandated to ensure that before granting refugee status to 
asylum seekers, appropriate measures are undertaken to verify their identity to rule out their affiliation with any 
terrorist organization. 

The Resolution also highlights the close connection between international terrorism and transnational organized 
crime, illicit drugs, money laundering and illegal movement of nuclear, chemical, biological and other deadly materials. 
In that regard, it emphasized the need to enhance the coordination of national, sub-regional, regional and international 
efforts to strengthen a global response to that threat to international security. 

UNSC Resolution 2462 

The resolution urges that all countries implement FATF Recommendations, including adopting standards to assess 
terrorism-financing risks that they face. The Resolution also requires that countries ensure that any person who 
participates in the financing, planning, preparation or perpetration of terrorist acts or in supporting terrorist acts is 
brought to justice, and to additionally ensure that funding support is criminalized, even in the absence of a specific link 
to a terrorist act. 

It further notes that terrorist groups raise funding through a variety of means, inter alia, legitimate commercial 
enterprises, exploitation of natural resources, non-profit organizations, donations, crowd-funding, and proceeds of 
criminal activities, and that innovations in financial technologies, in particular new and nascent industries that present 
avenues for significant economic growth, also present possible openings for terrorism funding, and so states must be 
vigilant and proactive in regulating such ventures. 

2.2. FINANCIALACTION TASK FORCE 

The FATF is an inter-governmental body established in 1989; its objectives are to set standards and promote effective 
implementation of legal, regulatory, and operational measures for combating money laundering, terrorist financing, 
and other threats to the integrity of the international financial system. FATF's forty Recommendations on Money 
Laundering and its nine Special Recommendations on Terrorist Financing constitute the international standards on 
AML/CFT. The legal framework for a country's AMUCFT regime should be largely consistent withthe FATF standards.77 

Meeting the FATF standards invariably requires legislative action, and it is of the utmost importance that variations 
between a State's national statutes, regulations, and court decisions, be harmonized in line with the FATF 
Recommendations.Any State laws or jurisprudence, inconsistent or in direct conflict with international standards, may 
have the effect of neutralizing aspects of the AML/CFT regime. Therefore, it is important to examine a State's legal 
framework in its entirety to ensure minimization of conflicts, and to suggest additional legal or legislative actions where 
such conflicts do exist.'" 

The FATF recognizes that each State has a unique legal character, and so the solutions must not necessarily be uniform, 
but instead must be adopted according to the individual legal systems of the State. Accordingly, FATF's international 
standards are established as principles, so that each State may adopt laws consistent with its own legal norms, cultural 
characteristics, and economic circumstances. Hence, in light of the broader legal framework, the countries are 

77 Financial Action Task Force (FATF) -About. https://www.fatf-gafi.org/about/ 
78 Ibid. 



GLOBAL LEGAL FRAMEWORK 

mandated to implement thefollowing measures:79 

• Identify terrorism financing and money laundering related risks, and develop policies and domestic
coordination mechanisms accordingly;

• Pursue investigation against money laundering, terroristfinancingand thefinancingof proliferation;
• Apply preventive measures within the fl na nci a I and other designated sectors;
• Establish roles and responsibilities for the competent authorities (e.g. investigative, law enforcement and

supervisory authorities);
• Apply preventive measures within the financial sector and other designate sectors;
• Increase the dissemination of information related to terrorist organizations amongst the legal institutions; and
• Facilitate international cooperation.

Asia Pacific Group 

In February 1997, the Asia/Pacific Group on Money Laundering (APG) was officially established as an autonomous 
regional anti-money laundering body by unanimous agreement among 13 original founding members. The APG has 
grown considerably since 1997 and is part of a global network of similar bodies, referred to as Financial Action Task 
Force-Style Regional Bodies (FSRBs) and is the largest in terms of membership numbers and geographical size. The APG 
also has a large number of observers (both jurisdictions and supporting organizations) that participate in its programs 
and activities. Some of the key international organizations that support the APG include the International Monetary 
Fund, World Bank, the Organization for Economic Cooperation and Development, United Nations Office on Drugs and 
Crime, the UN's Counter Terrorism Executive Directorate, Asian Development Bank, Commonwealth Secretariat, 
INTERPOL and the Egmont Group of Financial Intelligence Units. In order to fulfill its obligation to combat money 
launderingandterrorismfinancing, PakistanjoinedtheAPG in May 2000. 

The APG summarizes its role and purpose in primarily five functions that have an impact on national AMUCFT 
frameworks as well as global policy. These include conducting mutual evaluations, providing technical assistance and 
training, typologies research, global policy development and private sector engagement. In Pakistan's case, the first 
three purposes are particularly useful in enhancing itsAMUCFT frameworks.80 

Membership in the APG would allow the country and its coordinating institutions to gain from technical assistance and 
typologies research to better understand AML/CFT risks and methods prevalent in the country, as well as be 
acquainted with all analytical tools required to properly measure and assess risks and vulnerabilities in the country. 
Having recognized these areas, national agencies can further devise capacity building programs to address any gaps in 
application, while enabling Pakistan's AML/CFT regime to align with the prevalent global standards. This will 
additionally improvePakistan'sstandingwiththeFinancialActionTaskForce,allowing it to exitthegrey-listaswell. 

Summary of the FATF Obligations 

The Recommendations have been elaborated upon in more detail later in this chapter. However, the following table 
illustrates some of the relevant issues which the Recommendations focus upon: 

INTERNATIONAL STANDARD 

Criminalization of money laundering on the basis of The 
United Nations Convention against I llicitTraffic in Narcotic 
Drugs and Psychotropic Substances and The International 
Convention against Transnational Organized Crime. 

Criminalization of terrorist financing and associated money 
laundering. 

79 Ibid. 
80 Ibid. 

FATF RECOMMENDATION 

Recommendation 3 

Recommendations 3, 5, 6 & 8 
Special Recommendations 1 & 2 
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Predicate offenses: criminal offenses to be included as 
predicate offenses for money laundering. 

Freezing, seizing, and confiscating proceeds of crime. 

Powers of Law Enforcement Agency 

International Cooperation (Mutual Legal Assistance) 

(I) Predicate Offences and FATF

Recommendation 3 

Recommendation 4 & 30 
Special Recommendation 3 

Recommendation 31 

Recommendation 37 

FATF Recommendation 3 contains important concepts for a country to use when designating predicate offenses for 
money laundering. It calls upon each country to include at least all serious offenses, not just those that are drug related. 
The FATF describes the types or categories of criminal conduct that should be designated as predicate offenses for 
money laundering but leaves it tothe discretion of each State to decide the specific Mode of designation. 

When the "threshold approach" is used, the predicate offenses should at a minimum cover all offenses designated as 
"serious offenses" under national law or should include offenses that are punishable by: 

• A maximum term of imprisonment of more than one year, for States with maximum penalties; or
• Aminimumtermof imprisonmentof more than six months, for States with minimum penalties.

In both cases, the penalties cited are the minimums that apply to "serious offenses" for money laundering purposes 
under the international standards. States may choose to include crimes with less severe penalties as predicate offenses 
for money laundering. 

FATF Recommendation 3 provides that, regardless of the approach used in designating predicate offenses, each State 
should include a "range of offenses within each of the designated categories of offenses.81 For the categories listed 
below, each country may decide, in accordance with its domestic law, how it will define the offenses and what elements 
of those offenses make them serious: 

• Participation in an organized criminal group and racketeering
• Terrorism, includingterroristfinancing
• Trafficking in human beings and migrant smuggling
• Sexual exploitation, including sexual exploitation of children
• lllicit trafficking in narcotic drugs and psychotropic substances
• lllicitarms trafficking
• lllicit trafficking in stolen and other goods
• Corruption and bribery
• Fraud
• Counterfeitingcurrency
• Counterfeiting and piracy of products
• Environmental crime
• Murder,grievous bodily injury
• Kidnapping, illegal restraint.and hostage-taking

81 Interpretive Note to FATF Recommendation 3, https://www.cfatf-gafic.org/index.php/documents/fatf-40r/368-fatf-recommendation-3-money-laundering-offence 
(accessed 4 October 2019). 



• Robbery ortheft
• Smuggling
• Tax crimes
• Extortion
• Forgery
• Piracy
• Insider trading and market manipulation

2.3. INTERPLAY OF INTERNATIONAL OBLIGATIONS 

GLOBAL LEGAL FRAMEWORK 

As has been expounded upon above, the international framework comprises of: treaties; FATF Recommendations; and 
UNSC Resolutions. These obligations have been tailored in a way where they correlate with one another, either 
tangentially or directly. The following matrix has been devised to illustrate the same: 

SCOPE OF THE 
OBLIGATION 

Criminalization of 
financing of terrorism 
and money laundering 

Freezing and 
Confiscating assets 

Measures of 
International 
Cooperation 

Operational and Law 
Enforcement 
Obligations to 
investigate and 
prosecute 

INTERNATIONAL 
CONVENTIONS 

a. ICSFT 
b. UNTOC 
C. UNCAC
d. UN Convention

Against Illicit Traffic
in Narcotic Drugs
and Psychotropic
Substances

a. ICSFT 
b. UNTOC 
C. UNCAC
d. UN Convention

Against Illicit Traffic
in Narcotic Drugs
and Psychotropic
Substances

a. ICSFT 
b. UNTOC 
C. UNCAC
d. UN Convention

Against Illicit Traffic
in Narcotic Drugs
and Psychotropic
Substances

a. ICSFT 
b. UNTOC 
C. UNCAC

UNSCRs 

a. 1373
b. 2462

a. 1267
b. 1373
C. 2462

a. 1267
b. 1373
C. 2462

d. 1373
e. 2462

FATF 
RECOMMENDATIONS 

a. No.3
b. No.5
C. SR No.I
d. SR No.II

a. No.4
b. No.6
C. No.7
d. No.8 
e. No.30
f. No.38
g. SR No.Ill

a. No.36 
b. No.37
C. No.38
d. No.39
e. No.40
f. SR No.I
g. SR No.Ill

f. No.30
g. No.31 
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2.4. FATF METHODOLOGY 

In order to assess technical compliance of States with the FATF Recommendations, FATF has developed a document 
entitled 'Methodology for Assessing the Technical Compliance with the FATF Recommendations and the Effectiveness 
of AMUCFT Systems'.02 This document provides the relevant criteria on the basis of which such assessments are made. 
The Mutual Evaluations of States are broadly based on two components: 

Technical Compliance: These relate to the relevant legal and institutional frameworks as well as the powers and 
procedures of the competent authorities. This is rated in thefollowingway: 

Compliant 

Largely Compliant 

Partially Compliant 

Non-Compliant 

Not Applicable 

No shortcomings 

Only minor shortcomings 

Moderate shortcomings 

Major shortcomings 

A requirement does not apply, due to the structural, 
legal or institutional features of a country 

Effectiveness Assessment: It aims to ascertain the extent to which a country has established a robustAMUCFT system 
and seeks to establish as to what result has been obtained as a result of the technical compliance. In order to ascertain 
the same, assessors should set out clearly the extent to which they consider the 111 mmediate Outcomes (see below) to 
be achieved. Following is the rating system that is in place vis-a-vis effectiveness: 

High level of effectiveness 

Substantial level of effectiveness 

Moderate level of effectiveness 

The Immediate Outcome is achieved to a 
very large extent. 

Minor improvements needed. 

The Immediate Outcome is achieved to a 
large extent. 

Moderate improvements needed. 

The Immediate Outcome is achieved to some extent. 

Major improvements needed. 

The Immediate Outcome is not achieved or 
achieved to a negligible extent. 

Fundamental improvements needed. 

82 FATF (2013-2019), Methodology for Assessing Compliance with the FATF Recommendations and the Effectiveness of AMUCFT Systems, updated February 2019, FATF, 
Paris, France (hereinafter 'FATF Methodology'). 



ComplianceAssessment:TheRoleofCriminalJusticeActors 

National Cooperation and Coordination (Recommendation No. 2) 

GLOBAL LEGAL FRAMEWORK 

Criterion 2.2 of FATF Methodology83 requires that States designate an authority or have co-ordination in place for 
AML/CFT policies. Similarly, Criterion 2.3 of the Methodology requires that the Terrorist Financing Investigation Unit 
(FIU), Law Enforcement Agency (LEA) and other authorities co-operate and co-ordinate in exchanging information and 
the same must apply at both a policymaking level and an operational level. 

Responsibilities of Law Enforcement and Investigative Authorities (Recommendation No. 30) 

This recommendation mandates that LEAs should properly investigate money laundering offences and terrorist 
financing offences,B4 be able to conduct investigations of any related ML/TF offences during a parallel financial 
investigation.Bs A 'Financial Investigation' refers to the enquiry into financial affairs relating to a criminal activity with a 
viewof: 

• ldentifyingtheextentofcriminal networksand/orthescaleofcriminality
• Identifying and tracing the proceeds of crime, terrorist funds or any other assets that are, or may become, subject

to confiscation; and
• Developing evidence which can be used in criminal proceedings.B6 

The concept of parallel financial investigation refers to adopting a focused approach to predicate offences and money 
laundering offences simultaneously. In respect to terrorism, it refers to simultaneously focusing on the terrorism 
offence and the terrorist financing offence.B7 

Finally, LEAs should have sufficient powers to identify, trace and initiate the freezing and confiscation of assets.BB 

Self-Assessment Question 

List the international legal instruments which require the freezing and seizure of assets. 

Powers of Law Enforcement Authorities and Investigative Authorities (Recommendation No. 31) 

Criterion 31.1 of the FATF MethodologyB• requires that competent authorities should be able to access relevant 
documents and information so as to use in investigations and, subsequently, in prosecution of crimes associated to 
money laundering, associated predicate offences and terrorist financing. This includes, inter alia, search of persons, 
witness statements and the seizing and obtaining of evidence. 

In addition, Special Investigation Techniques must also be utilized by LEAs.Accordingto Criterion 31.2, these include: 

• UndercoverOperations;
• lntercepting Communications;
• Accessing Computer Systems; and
• Controlled Delivery.

These have been elaborated upon in Chapter 8. Finally, such LEAs must be able to request from the Financial Monitoring 
Unit (FMU) all relevant information vis-a-vis the investigation. 

Mutual Legal Assistance (Recommendation No. 37) 90 

Criterion 37.8 of the FATF Methodology91 relates to the powers and techniques of the LEAs and stipulates thatthe same 

83 Criterion 2.2 of the FATF Methodology. 
84 Criterion 30.1 of the FATF Methodology. 
85 Criterion 30.2 of the FATF Methodology. 
86 FATF (2012-2019), International Standards on Combating Money Laundering and the Financing a/Terrorism & Proliferation, FATF, Paris, France. 
87 Operational Issues Financial Investigations Guidance (FATF-gafi.org, 2012). 
88 Criterion 30.3 and 30.5 of the FATF Methodology. 
89 Criterion 31.1 of the FATF Methodology. 
90 See also SR No. V. 
91 Criterion 37.8 of the FATF Methodology. 
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powers mandated under Recommendation No. 31 must be made available in respectto MLA. Such powers include: 

All those relating to production, search and seizure of information, documents or evidence (includingfmancial records) 
from natural or legal persons and financial institutions. The same is dealt with in Chapter 10. 

Other Forms of International Co-operation (Recommendation No.40)92 

The FATF methodology, with respect to international cooperation, stipulates that the LEAs from differentjurisdictions 
must be able to exchange information between one another for intelligence and investigative purposes. To that end, the 
Interpretive Note to Recommendation No. 40 stipulates that the requesting State must ensure that proper and 
complete information is provided to the requested State, who must then provide feedback to the requesting State on 
the use and usefulness of the informationobtained.93 

Likewise, LEAs should also be empowered to use their powers to conduct inquiries and obtain information when such 
information is requested by LEAs from another jurisdiction.94 Similarly, LEAs should be able to constitute cross­
jurisdictional Joint Investigation Teams (JITs), and to thisend,sign bilateral and multilateral frameworks. 95 

Applied Learning Question 

In the course of your duties, have you ever encountered cases which could have been strengthened through the use 
of international cooperation? 

Effectiveness Assessment: The Role of Criminal Justice Actors 

Immediate Outcome 1001) 96 

Immediate Outcomes are stipulated in FATF Methodology under the section on Effectiveness Assessment.1O1 relates 
to Recommendation No. 2 and, inter alia, requires countries to illustrate the extent to which competent authorities 
(including investigatory bodies) have co-operated and coordinated with one another in respect of the implementation 
of policies and in activities to combat ML/TF.9

7 The LEAs must use a wide range of reliable information sources and to 
communicate and implementAML/CFT policies in a coordinated way across appropriate channels. 

In order to evaluate this, the assessors observe the level of understanding a country possesses in terms of ML/TF risks. 
Further, the mechanisms or bodies that are being utilized to ensure co-operation and co-ordination at policymaking and 
operational levels are also taken into consideration. Pakistan's compliance to Immediate Outcome 1 has been discussed 
in further detail in Chapter 5. 

Immediate Outcome 2 

102, which deals with international co-operation including the delivery of appropriate information, financial 
intelligence, evidence and facilitation of action against criminals and their assets, relates back to Recommendations No. 
37 and 40. Recommendations 37 and 40 deal with mutual legal assistance and other methods of international 
cooperation respectively. 

In order to assess these issues, countries must demonstrate the fol lowing: 

a. Evidence of the numberofrequests handled;
b. Examples of making requests and providing successful international cooperation;
c. Information on the investigations, prosecutions, confiscation and sharing of assets;
d. How authorities ensure that only relevant information is transmitted to the requested State;
e. How authorities ensure that details of the person of interest are clear and made available to requesting

countries;

92 Ibid. 
93 FATF (2012-2019), International Standards on Combating Money Laundering and the Financing of Terrorism & Proliferation, FATF, Paris, France at 109. 
94 Ibid. 
95 Criterion 40.19 of the FATF Methodology. 
96 Immediate Outcome 1, Effectiveness Assessment, FATF Methodology. 
97 Criterion 1.Softhe 101. 
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f. Theextentto which informal means of cooperation are being used; and
g. The level of resources available to handle international cooperation.

Immediate Outcome 6 

106 relates back to Recommendations No. 30 and 31. It requires the investigative authorities to make use of the 
intelligence that is received by the FMU. The core issues which 106 addresses include the use of such intelligence in 
investigations relating to ML/TF, the extent to which investigators are receiving or requesting reports through 
Suspicious Transaction Report (STRs).9" Currency Transaction Report (CTRs), etc. and the extent to which FMU and 
competent authorities coordinate with one another. 

This requires, inter alia, the competence of investigative authorities in financial intelligence and the extent to which 
they are used as extensive tools. Finally, the assessors also look to concrete examples of cooperation between FMU and 
LEAsonthe use of financial intelligence. 

Immediate Outcome 7 and 9 

These I Os relate to the investigation and prosecution of money laundering and terror financing offences. Among the 
many recommendations, for our purposes, they relate back to FATF Recommendations No. 30 and 31. This entails 
obligations for all three of the criminal justice actors and this is as follows: 

Investigators 

Prosecutors 

Judges 

Offences must be investigated 

Offenders must be successfully prosecuted 

... - I I I I I • - I I . . - .
Specifically, in relation to TF, the following are used as specific factors to help the assessors in arriving at their ratings. 
They are however, not exhaustive: 

1. Measures to identify, initiate and prioritize TF cases
2. The quickness with which FMU can be moved by LEAsto obtain relevant information
3. lnter-agencycoordination

2.5. OVERVIEW OF PAKISTAN'S COMPLIANCE 

Pakistan's Ten Point Action Plan 

In June 2018, Pakistan devised a ten-point action plan and committed to work on the same so as to strengthen its 
AML/CFT regime and to address the deficiencies in this area. Thefollowingfive action point plans related to the criminal 
justice actors: 

1. TF risks must be properly identified, assessed, and supervision should be applied on a risk-sensitive basis;
2. Demonstrate that competent authorities cooperate and take action against illegal money or value transfer

services;
3. Improve inter-agency coordination includingthat between provincial and federal authorities;
4. LEAs identify and investigate the widest range of TF activities and that TF investigations and prosecutions

target designated persons and entities; and
5. TF prosecutions result in effective and proportionate sanctions and thecapacityofthejudiciary is enhanced.

98 Suspicious Transaction Reports (STRs) are sent by the reporting entity if it suspects or has reason to suspect that the transaction or a pattern of transactions of which the 
transaction is a part of: (a) involves funds derived from illegal activities that may be intended to disguise proceeds of crime; (b) has no apparent lawful purpose after the 
available facts are examined including the background and possible purpose of the transaction; (c) involves financing of terrorism, including funds collected, provided or 
used for a terrorist act or to fund the activities of a terrorist organization or an individual concerned with terrorism. Currency transaction reports are generated upon a 
suspicious transaction of cash beyond a certain amount or multiple suspicious transactions of cash beyond a certain amount taking place. (For more detail on STRS see 
Chapter4). 
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Mutual Evaluation Report (MER)- Pakistan (2019) 

The FATF, through its regional bodies, conducts peer reviews of each member on an ongoing basis in order to assess the 
extent to which the recommendations are being implemented. The Report serves as a basis to provide an in-depth 
description and analysis of a country's system so as to ascertain if it is susceptible to abuse in the TF/ML domain.99 MER 
is conducted pursuant to the FATF methodology which has been discussed above. The evaluation process allows the 
assessors to evaluate a Country's compliance with the FATF recommendations and immediate outcomes. 

As per the October 2019 MER Report, the following was a breakdown of the FATF's fmdings for Pakistan relating to the 
Recommendations listed above. 

Recommendation No. 30 

The MER noted that Pakistan was in compliance with Criterion 30.1 (see above). In relation to both AML/CFT, Pakistan 
has designated LEAs. For the former, they include National Accountability Bureau (NAB), Anti-Narcotics Force (ANF), 
Federal Investigation Agency (FIA), and Federal Board of Revenue (FBR). For the latter, on the provincial level, the 
(Counter Terrorism Department (CTD) and the FIA may investigate TF offences under the ATA, whereas for cross­
provincial TF cases the relevant authority is the FIA. 

Similarly, Criterion 30.3 was also mostly met by Pakistan. For ML, theAML regime100 lays out powers of the investigators 
to provisionally attach property as well as to freeze and seize assets. Likewise, powers of tracing and freezing have also 
been enshrined in the establishment laws of the investigators under AML. This includes powers that have been given 
under the National Accountability Bureau Ordinance, 1999; Control of Narcotic Substances Act, 1997; Federal 
Investigation Act, 1974; etc. This has been discussed in detail in Chapter 7. 

Overall, Pakistan was rated partially compliant with this recommendation, the assessors found gaps in areas of parallel 
financial investigation.101 

Recommendation No. 31 

Criterion 31.1 (see above) was mostly met. Broad powers have been given to investigating authorities, mentioned in the 
section above, for ML/TF offences. These powers include the taking of witness statements, obtaining evidence, etc. and 
have been discussed in detail in Chapter 7. 

Special Investigation Techniques, which have been highlighted in Chapter 8, form part of Criterion 31.2. Although the 
FB R, NAB and AN F were noted to have powers through their respective constituting acts, the same was not the case for 
CTDsundertheATA. Therefore, this criterion was mostly met by Pakistan inthe2019 MER. 

Finally, in relation to criterion 31.4, it was noted that a number of LEAs were able to obtain information from the FMU. 
These included NAB, AN F and FBR. However, the provincial police have not been made privy to obtain this information 
without a court order. Therefore, this criterion was only partly met. The coordination and the powers of LEAs, 
particularlythe CTDs under Section 21 EE, have been discussed in further detail in Chapter 7. 

Much like Recommendation No. 30, Pakistan was rated partially compliant and the assessors pointed out gaps in areas 
of special investigative techniques and a lack of legal provisions to request information held by the FMU, particularly 
when it comes to the CTD. 

Immediate Outcome 1 

When it comes to understanding the TF risks, it was observed that there are varying levels of understanding when it 
comes to the LEAs. The CTD Punjab, for example, had a reasonable comprehension of the issue in comparison to other 
provincial CTDs. The Provincial CTDs, as per the assessors, had a clearer understanding of the sources, methodology, 
channels and end-users, but this clarity was not observed in areas such as the raising and moving of funds as well the 
method in which they are used for terrorism abroad. 

99 'Topic: Mutual Evaluations' (fatf-gafi.org) <http://www.fatf-gafi.org/publications/mutualevaluations/?hf=10&b=0&s=desc(fatf_releasedate)> accessed 5 September 2019 
100 See ss. 8-15 of the Anti-Money Laundering Act, 2010 
101 Parallel financial investigations represent, in relation to financial investigations, focusing on the predicate offence and the money laundering offence at the same time. 

Criterion 30.2 of the FATF Methodology. 
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At the same ti me, the MER noted that steps are being ta ken to raise awareness of TF. In pa rticu I a r, it acknowledged that 
the SOPs on the use of JI Ts are a positive development towards tackling TF in a coordinated manner. In the same vein, it 
also praised the promulgation of the National AMUCFTStrategy2018. The national strategy document includes short, 
medium and long-term actions in relation to six areas: general issues; legal; law enforcement; financial sector; 
governance, and international cooperation issues. The main objectives of the national strategy are to: 

• Review and strengthen the legal frameworkconcerningAMUCFT;
• Make the regulatory/supervisory regime more effective through increased implementation and

enforcement;
• Strengthen the disclosure and declaration regime to check cross-border transportation of currencies and

bearer negotiable instruments;
• Develop an effective reporting regime and build systems and processes for reporting by non-financial

businesses and professions;
• Build the capacities and skills of all stakeholders engaged in AML/CFT law, policy and implementation,

including investigators, prosecutors and judges;
• Enhance national coordination and build an international cooperation framework; and
• Build AML/CFT awareness in the general public and carryout advocacy campaigns.

In relation to national coordination and cooperation, the MER noted that Pakistan has a multi-agency approach to deal 
with M L/TF issues.Specifically, it is as fol lows: 

AMUCFT policy is coordinated by the National Executive Committee (NEC),chaired by the Minister of Finance. 
Members include the Minister of Foreign Affairs, Minister of Law and Justice, Minister of Interior, Governor 
SBP, Chairman SECP, and Director General FMU (who also acts as secretary). The mandate of the NEC is to 
develop, review and oversee the implementation of national strategy to fight money laundering and financing of 
terrorism. 

Immediate Outcome 9 

In respect to 109, the MER noted that LEAs have been actively investigating a number of TF matters; however, the 
authorities need to do more in terms of identifying and investigating the widest range of TF activity. The following is a 
breakdown of the TF risks that existed in each of the provinces: 

Punjab: 
• Most cases pertain to collection of donations by individuals found to be affiliated with organizations such as

Al Qaeda, Jamaat ul Ahrar (JuA), Sipah-e-Sahaba Pakistan (SSP), Jaish e Muhammad (JeM), Lashkar e
Jhangvi (LeJ),AhlusSunnah Wal Jamaah (ASWJ), Daesh,etc.

Sindh and Khyber Pakhtunkhwa: 
• Investigations in these provinces pertain to extortion and kidnapping for ransom by persons affiliated with

Al Qaeda, 1515 and Tehreeke Taliban Pakistan (TTP), etc.

Balochistan 
• Investigations have been associated with 1515, TTP and LeJ. 

2.6 PAKISTAN'S PROGRESS ON FATF'S 27 POINT ACTION PLAN SINCE OCTOBER 2019 

As of Pakistan's previous evaluation in February 2020, done by the Joint Working Group (JWG), it was expected to 
comply with 13 points from the 27-point action plan by October 2020. Pakistan had been expected to report its 
progress by June 2020, but because of the COVID-19 pandemic, thedeadlinewas extended until October 2020. The 13 
out of the 27 point action plan that Pakistan has to comply with are as follows: (1) Pakistan will have to demonstrate 
effectiveness of sanctions, including re media I actions to curb terrorist fl na nci ng in the country; (2) Pakistan wi II have to 
ensure improved effectiveness for terror financing of financial institutions with particular focus on banned outfits; (3) 
Pakistan will have to take actions against illegal Money or Value Transfer Services (MVTS) such as Hundi-Hawala; (4) 
Pakistan will have to put in place a sanctions regime against cash couriers; (5) Pakistan will have to ensure logical 
conclusions from ongoing terror financing investigations of law enforcing agencies (LEAs) against banned outfits and 
proscribed persons; (6) Pakistani authorities will have to ensure international cooperation based investigations and 
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convictions against banned organizations (list provided to Pakistan) and proscribed persons (list provided to Pakistan); 
(7) The country will have to put in place effective domestic cooperation between the Financial Monitoring Unit (FMU)
and LEAs in investigation of terror financing; (8) Prosecute banned outfits and proscribed persons (list provided to
Pakistan); (9) Demonstrate adjudications by courts of law of banned outfits and proscribed persons (list provided to
Pakistan); (10) Demonstrate seizure of properties of banned outfits and proscribed persons (list provided to Pakistan);
(11) Convert madrassas into schools and health units into official formations (list provided to Pakistan); (12) Cut off
funding to banned outfits and proscribed persons; and (13) Pakistan will have to put in place a permanent mechanism
for management of properties and assets seized from? the banned outfits and proscribed persons.

Some of the measures taken by the national government in light of its obligations have been reflected below: 

I. Points3and4(MovementofFunds)

(1) Pakistan will have to take actions against illegal Money or Value Transfer Services (MVTS)such as Hundi-Hawala;
(2) Pakistan will have to put in place a sanctions regime against cash couriers;

On July 11, Adviser to the Prime Minister on Finance and Revenue, Abdul Hafeez Shaikh gave his statement to the High 
Level Panel on International Financial Accountability, Transparency and Integrity for Achieving the 2030 Agenda to 
contribute to the implementation of the 2030 Agenda for Sustainable Development. He stated that Pakistan continues 
to ensure earliest completion of the FATF Action Plan through increasing the effectiveness of its AMUCFT Regime. He 
further stated that Pakistan had taken measures to contain illicit financial flows through strengthening of the AML/CFT 
regulations on Customer Due Diligence (CDD) and Know Your Customer (KYC). He elaborated on the range of 
predicate offences that have been added to the schedule of the AML Act to include corruption, narcotics, terrorism and 
human trafficking. He further outlined that violations of Section 4(1) (un-authorized FX business) and Section 5 (Illegal 
transfers) of Foreign Exchange Regulation Act, 1947, had been incorporated into the schedule of Anti Money 
Laundering (AML) Act, 2010, through which those offences may also be punishable under AML Act, 2010. He further 
stated that amendments to the Protection of Economic Reforms Act, 1992, had been incorporated to restrict feeding of 
foreign currency accounts by Non-Tax Filing Pakistani Residents. The Pakistan Remittances Initiative (PRI) was also 
highlighted, which is intended to facilitate inflow of home remittance into Pakistan through formal channels. Other 
steps include the automation of Electronic Import Form (EIF) and Electronic Export Form (EEF) by banks through 
Pakistan Customs' software - Web Based One Customs (WeBOC) to synchronize import and export of goods and 
payments by banks. Furthermore, he said the State Bank of Pakistan and Federal Investigation Agency of Pakistan were 
continuing to identify illegal MVTS (hawala/hundi operators) and taking enforcement measures, including closure, 
investigation and prosecution of these operators.102 

The government had also proposed some changes for nonprofit organizations (N POs) and trusts related to income tax 
laws in order to comply with the FATF requirements.10

3 Meanwhile, the FBR gave a December 31 deadline to big 
shopping malls and restaurants for installing new Point of Sale (POS) software on their premises or face forced closure. 

The Minister for Industries, Hammad Azhar, in his budget speech on June 12 stated that Pakistan's government has put 
in unprecedented efforts at a II levels to improve its AML/CFT regime to meetthe requirements of the FATF Action Plan. 
In this regard, he said that he has been entrusted with the responsibility of National FATF Coordination Committee, and 
a comprehensive process of legislative, technical and operational improvements has been initiated. He further stated 
that significant results have been achieved in the areas of financial sector supervision, investigations, prosecutions and 
international cooperation. Resultantly, he said, "we have progressed significantly on 27 actionable items included in the 
FATF Action Plan. Within a period ofoneyear, 14 items have been largely addressed and 11 partially addressed whereas 
in two areas, concerted efforts are being made for implementation:' 

Legi slation Introduced 

Five government bills were introduced to the Parliament during August, 2020, namely The Tax Laws (Amendment) 
Ordinance, The SBP Banking Services Corporation (Amendment) Bill, 2019, The Post Office Cash Certificate 
(Amendment) Bill, 2020, The Post Office National Savings Certificate (Amendment) Bill, 2020 and The Government 
Savings Bank (Amendment) Bill, 2020.10

4 Other proposed bills include Anti-Terrorism (Amendment) Bill, 2020 and
Finance Bill, 2020-2021. As of September 2020, none of these bills had been enacted. In the Post Office National 

102 https://www.thenews.eom.pk/print/685105-. 
103 https://www.thenews.eom.pk/print/677468-. 
104 https://www.pakistantoday.eom.pk/2020/03/12/na-committee-defers-five-bills-protest-finance-advisers-absence/. 
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Savings Certificates (Amendment) Bill, two amendments were proposed, under which new saving schemes were 
proposed to be launched in the country, with a revised rate of profit in saving schemes.10

5 In the Post Office Cash
Certificate (Amendment) Bill, the Post Office Cash Certificate Act, 1917 was proposed to be amended to comply with 
the instructions of the Cabinet Division to replace the "Federal Government" with the Finance Division with the 
approval of the Minister-in-Charge. 

Anti-Terrorism (Amendment) Bill, 2020106 (This Bill further amends the Anti-Terrorism Act, 2020 and is currently 
pending at the Senate for deliberation.) 

According to the bill passed by the National Assembly, amendments have been made to Section 11EE (2), adding a 
clause that prohibits the provision of loans or financial assistance to those associated with banned organizations and 
restricting all banks and financial institutions from issuing credit cards to individuals on the proscribed persons list. It 
further provides that arms licenses already issued to such individuals be revoked and any weapons already in their 
possession confiscated. No new licenses will be issued to proscribed individuals or those associated with banned 
organizations, and such persons will be penalized forcarryingweapons. 

Furthermore, according to Section 11-J, a person commits an offence if s/he facilitates the travel of an individual for the 
purpose of perpetrating, participating in, assisting or preparing for a terrorist act or for providing or receiving training 
for terrorist activities. Fines have further been revised to fifty million rupees under Section 11-N. 

Moreover, changes have been made to Section 11-0, further strengthening freezing and seizure of assets, by ensuring 
within 48 hours that the seized property or assets will not be made available in any way to the proscribed person or 
organization, or other affiliates - and that documentation will be kept to that effect. The state will also have the power 
to freeze the accounts and travel documents of those found to be involved in terrorist activities. 

A new sub-section (6A) will be added to Section 11-Q: "(6A) Where the court is satisfied that property subject to 
forfeiture under this section cannot be forfeited, it may order the forfeiture of any other property of the accused of an 
equivalent value to the property subject to forfeiture which stands identified or located in another jurisdiction:' Lastly, 
in Section 19, it is now recommended that members of the J IT be able to co-opt any additional person from Federal or 
provincial institutions to aid in investigations. 

Finance Bill, 2020-2021 

On June 12, the government announced monetary penalties and imprisonment for individuals found involved in the 
smuggling of goods. Under the Finance Bill 2020/21, it was sought that any goods smuggled into or out of Pakistan be 
liable to confiscation and any person concerned in the offence be liable to face penalty and imprisonment.10

7 Under
Finance Bill 2020-21 tabled in Parliament, the Federal Board of Revenue (FBR) also sought powers to legally bind the 
Border Military Police (BMP) operating in DG Khan and Rajanpur to assist the Pakistan's Customs in checking 
smuggling.10" The Customs lacks proper workforce to undertake an anti-smuggling drive, which is why Border Military 
Police (BMP) issoughtto assist custom officials in curbing increased smuggling. 

Legislation Passed 

Legislation passed in pursuance of fulfilling the FATF requirements includes The Anti MoneyLaundering(Amendment) 
Act, 2020 (passed in February), The Anti-Terrorism (Amendment) Act, 2020 (passed in July 2020), and The Anti­
Terrorism (Amendment) Bill, 2020 (passed in August 2020). The Control of Narcotic Substances (Amendment) Act, 
2020and The Limited Liability Partnership(Amendment)Act,2020 (both passed in August2020). 

Anti-Money Laundering (Amendment) Act, 2020109 

This Act amends the Anti-Money Laundering Act, 2010. It enhances the fine for money laundering from one million to 
five million rupees. It further amends the responsibility of reporting entities to maintain all records related to 
Suspicious Transaction Reports (STRs) and Currency Transaction Reports (CTRs) filed by it after reporting of the 

105 https://www.dawn.com/news/1531740. 
106 Anti-Terrorism (Amendment) Act, 2020, As Passed by the National Assembly: http:l/na.gov.pk/uploads/documents/1597315154_463.pdf. 
107 https://www.thenews.com.pk/print/672122-. 
108 https://www.thenews.com.pk/print/673436-. 
109 Anti-Money Laundering (Amendment) Act, 2020, As published in the Gazette - http:l/senate.gov.pk/uploads/documents/1594966135_597.pdf. 
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transaction for a period of ten years, instead of previous duration of five years. Reporting entities are prohibited from 
disclosing to any person involved in the transaction that it has been reported as suspicious. The penalty for 
contravention of this law has been enhanced from three to five years of imprisonment, and the fine has been increased 
from five hundred thousand to two million rupees. The liability for failure to file a STR has also been increased to up to a 
five-year imprisonment and a fine of up to five hundred thousand rupees or both. 

Anti-Terrorism (Amendment) Act, 2020110 

A new section, entitled Section 11-000, enforces the decisions of United Nations Security Council Resolutions 1267 
and 1373, pertaining to counter-terrorism measures to check terrorism financing by making and enforcing such 
provisions in the domestic laws. According to Section 11-000, any refusal or non-compliance with the orders of the 
federal government under section 2 of the United Nations (Security Council) Act, 1948 is a punishable offence under 
Section 11-00. Violation of the UN Security Council Resolutions are punishable with imprisonment of up to ten years, 
or a fine of up to twenty-five million rupees , or both. Moreover, the fines and penalties that can be imposed upon any 
natural person/legal person or body corporate under Section 110 (2) have been increased from 10millionto a fine of25 
million with conviction of up to 10 years. This amendment allows greater control over seizing and freezing of assets 
including monitoring the transfer and conversion of funds associated with proscribed ind ivid ua Is. 

Control of Narcotics Substance (Amendment) Act, 2020111 

Pakistan's 2019 FATF Mutual Evaluation Report (MER) observed a minor deficiency in Section 12 of Control of 
Narcotics Substances Act, 1997 with regard to concealment or disguise by making false declaration. This Bill corrects 
this.As per section 12 [c) ofCNSAct, 1997, the scope/applicability of thesaid section has been confined to "making false 
declaration with regard to ownership,source, location or true nature of assets". 

Limited Liability Partnership (Amendment) Act, 2020112 

The Limited Liability Partnership Amendment Act, 2020, seeks to make sure details pertaining to ownership are 
transparent and the money trail can be traced to the rightful owners, further curbing benamidaars. Amendments to 
section 8 make it necessary for partnerships to "obtain, maintain and timely update particulars of ultimate beneficial 
owner, including any change therein, of any person who is a partner in limited liability partnership in such form, manner 
and submit such declaration to the registrar as may be specified:' Further subsections of section 8 introduce a penalty of 
up to one million rupees for a person, or ten million rupees for a limited liability partnership upon failure to comply with 
the requirements of this section. 

FinanceAct,2020-2021113 

The Finance Act, 2020-21 amended Section 7 of the Customs Act, 1969, to empower the Federal Board of Revenue 
(FBR) to mandate the Border Military Police (BMP) to assist Pakistan's Customs in checking and curbing smuggling 
activities. The definition of smuggling in Section 2(s) of the Customs Act was also made more comprehensive by 
including "carrying, transporting, removing, depositing, harbouring, keeping or concealing" of smuggled goods in it. 
Section 156 of the Customs Act, 1969, has also been amended, which includes offences relating to the smuggling of 
currency and goods, as well as their prescribed punishments, including monetary penalties and imprisonment 
according to the value of goods or currency. Section 179 has also been amended to decrease the time limit for 
adjudicating cases of smuggling under Section 2 from 90 to 30 days to make them consistent with the COVID-19 
(Prevention of Smuggling) Ordinance, 2020. In addition, Section 187 was amended to place the burden of proving the 
evidence of lawful possession of any property acquired by a person in his own name or in the name of someone else by 
the proceeds of smuggling, and to enable customs authorities to proceed againstthe properties acquired in this manner. 
Section 194B was also amended todecreasethetimefordeciding appeals in cases of smuggling from sixty tothirtydays. 

The Act also amends the Income Tax Ordinance, 2001, in a number of ways. Firstly, it states that arrangements shall be 
made by NADRA, FIA Bureau of Emigration and Overseas Employment, land record and development authorities, 
Excise and Taxation departments. Furthermore, the utility companies are to provide real-time access to information, 
and NADRA's database is also to provide information to the Board. It further states that the Commissioner or any other 

110 Anti-Terrorism (Amendment) Act, 2020, As published in the Gazette- http://senate.gov.pk/uploads/documents/1594966135_597.pdf 
111 Control of Narcotic Substances (Amendment) Act, 2020, As Passed by the National Assembly: http://na.gov.pk/uploads/documents/1597315556_537.pdf 
112 Limited Liability Partnership (Amendment) Act, 2020, As Passed by the National Assembly: http://na.gov.pk/uploads/documents/1597315310_140.pdf 
113 http://download1.fbr.gov.pk/Docs/2020731075425133GazetteofTheFi nanceAct2020.pdf. 
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authorized officer may access such information; they may also make an audit of a taxpayer or survey of persons liable to 
tax. The Board may make rules on this accordingly. The Act also amends the Income Tax Ordinance to define the term 
"integrated enterprise" in line with the aforementioned draft of SRO 296, providing Fiscal Electronic Device rules for 
on line integration of business in the Income Tax Rules 2002. Moreover, Section 107 of the Ordinance, which empowers 
the government to enter into any tax treaty, agreement or convention for the avoidance of double taxation or fiscal 
evasion, was amended to include "spontaneous" along with automatic exchange of information with respect to taxes on 
income. Section 111(1) has also been amended, and now the Act provides that any suppressed amount of production, 
sales or any amount would be treated as income from business instead of income from other sources, if not adequately 
explained in the Commissioner's opinion. 

The Sales Tax Act, 1990: This law has been amended to empower authorized officers to real-time electronic access to 
records under Section 38 of the Act. While officers already had free access to business or manufacturing premises or 
any place where record is maintained, the Act has extended the scope of this access to include real-time electronic 
access to recordsof registered persons. The Board has also been given the power to frame rules accordingly. 

Tax Laws (Second Amendment) Ordinance, 2019 - Ordinance No. XXVI Of 2019:114 This Ordinance was passed in 
December 2019, which amended the Customs Act, 1969. Section 7 was amended to state that the assistance to be 
provided to officers of customs by all federal and provincial governments, including Inland Revenue, Police, National 
Highways and Pakistan Motorway Police, Civil Armed Forces, and officers engaged in the collection of land-revenue, is 
now binding and mandatory if requested. It also inserted provisions relating to the smuggling of currency of all types, 
prescribing confiscation and penalties according to the value of the currency. Upon cognizance of offences by Special 
Judges, the amendment stated thatthatthe case must be disposed of within six months of the receipt of report or within 
an extended period by the Special Judgefor which reasons must be recorded. 

Income Tax Ordinance, 2001: was also amended through this Ordinance. Regarding the disclosure of information by a 
public servant, the amended law now allows such a disclosure to the Financial Monitoring Unit (FMU)for the purpose of 
performing functions as laid down in the Anti-Money Laundering Act, 2010, thus aiding in coordination between law 
enforcement agencies. 

The Tax Laws (Amendment) Act, 2020:115 The Act adopts similar measures as the aforementioned Ordinance, since an 
Ordinance lapses within 120 days. It amends Section 7 of the Customs Act 1969 to state that the assistance provided to 
customs officers shall be binding. It inserts Section 3CCA to the Customs Act, 1969 to elaborate on the Directorate 
General of Law and Prosecution, stating that it will include as many Directors, Additional, Deputy and Assistant 
Directors, Special Public Prosecutors and other officers as the Board may notify. It further inserts provisions relating to 
smuggling of currency of all types and outlines confiscation and punishment provisions according to the value of the 
currency. lt further adds that such cases must be disposed of within six months of the receipt of the report, and may only 
be extended by the Special Judge for reasons recorded in writing. It further adds provisions relating to the Appellate 
Tribunal, including the appointment of members of the Customs Appellate Tribunal and their qualifications. Moreover, 
it also amends the Sales Tax Act, 1990, to include offences relating to the failure of a person required to integrate his 
business for monitoring, tracking or reporting of sales or transactions to register himself under the Act, and prescribes 
the penalties for them, including embargos, fines and confiscation of goods. Lastly, it amends the Income Tax Ordinance, 
2001 and includes, among others, a penalty for failure to get a business license by the FBR for any profession or 
vocation. It states that, in addition to a fine, the Commissioner may also order the cancellation of the person's license. It 
also inserts a clause in Section 216 that states that public servants must disclose to the Financial Monitoring Unit any 
information for performing their functions under the Anti-Money Laundering Act, 2010. 

COVID-I9 (Prevention of Smuggling) Ordinance, 2020 - Ordinance No. Ill of 2020:116 While the Ordinance has been 
issued in the wake of COVID-19 and an increased likelihood of smuggling, the Ordinance imposes heavy fines and 
pecuniary penalties to deter smuggling of foreign currency as well at that occurring at international borders.According 
to the Ordinance, if a person is involved in the smuggling of foreign currency of up to $10,000 US dollars, s/he shall be 
punishable with imprisonment of up to two years. If the value of the currency is between $10,000 and $20,000, the 
person could be punished with imprisonment from two to three yea rs. If the amount of the currency is between $20,001 

114 http://www.na.gov.pk/uploads/documents/1580444882_360.pdf. 
115 http://download1.fbr.gov.pk/Docs/20204201545016485TaxLaws(Amendment)Act,2020withdisclaimar.pdf. 
116 http://www.na.gov.pk/uploads/documents/1591693942_810.pdf. 
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and $50,000, the term for imprisonment would be up to five years. If the amount of the currency is between $50,001 
and $100,000, the offence would be punishable by a term of up to ten years. If the amount exceeds $100,000 in value, 
any person found smuggling or attempting to smuggle the currency would be punished with imprisonment of up to 
fourteen years. The Act empowers officials, including the Assistant Collector of Customs or an officer of any other 
department, authority or agency including the security or law enforcement agencies notified by the FBR, to search and 
seize smuggled articles from the person suspected to have carrying them. 

Foreign Exchange Regulation (Amendment) Act, 2020:117 The Foreign Exchange Regulation Act, 1947, was amended 
through this Act. The penalty under Section 23 for contravening the provisions of the Act, including unauthorized 
dealing of foreign currency, was enhanced to a "rigorous" imprisonment of five years, instead of the previous two-year 
simple imprisonment. It further added a proviso stating that a written complaint by a person authorized by the central 
government or SBP will not be required if any person involved in an illegal foreign exchange is to be investigated. It 
further established a time limit by adding that the tribunal must conclude the proceedings within six months and may 
only extend the period by six months after giving cogent reasons in writing. 

Other Measures and Regulations 

FBRSRO 296(1)/2020: Online Integration ofBusinesses:110 

On 9th April 2020, the Federal Board of Revenue, through the SRO, proposed the insertion of Chapter VIIA to the 
Income Tax Rules, 2002, titled "Online Integration of Businesses" through which installation of an Electronic Fiscal 
Device has been made mandatory for companies, including courier services, as well as non-companies. Through this 
installation, the tasks to be performed include receiving, recording, analyzing and storing fiscal data. It further ensures 
the transmission of fiscal data to FBR's computerized system through secure means as well. 

Margins on Remittances Raised by State Bank of Pakistan:11
9 In order to manage foreign exchange reserves better and 

mitigate the risk of a striking drop in foreign currency inflows due to Covid-19, the State Bank of Pakistan, on April 16, 
increased profit margins of international and domestic commercial banks and currency dealers on bringing worker's 
remittances through legal channels. The government has doubled the fund transfer fee to around $5 to be paid to the 
international fund transfer firms on transactions amounting to $100-200 to Pakistan. This was also done to address the 
concern of FATF, since the doubling of the transaction fee is aimed to control illegal transactions and illegal channels of 
Hawala/Hundi operators. Hawala/Hundi system has been extensively used because it entails a better rupee-dollar 
exchange rate and no transaction fee is required from senders; doubling the transaction fee will render this option less 
attractive than it was before. 

Public Awareness Message bySBP on Hawala/Hundi:12O The State Bank of Pakistan also published a public awareness 
message for the general public stating that the sale, purchase and transfer of foreign currency through Hawala/Hundi 
operators is illegal. It also cautioned illegal foreign exchange operators against the unauthorized sale, purchase and 
transfer of foreign currency through the Hawala/Hundi business and stated thatthis is an offence punishable under the 
Foreign Exchange Regulation Act, 1947 and Anti-Money Laundering Act, 2010. 

New initiative by SBP to Discourage Use of Hawala/Hundi:121 Launched to facilitate secure, cheap and rapid 
remittances by overseas Pakistanis, the Pakistan Remittance Initiative (PRI) is a joint initiative of the State Bank of 
Pakistan, Ministry of Overseas Pakistanis and Ministry of Finance. This initiative allows beneficiaries to collect their 
payments free of charge from post office locations using the National Bank of Pakistan portal. The PRI initiative works 
with banks to increase the share of formal remittance receipts and reduce the use of informal procedures for money 
launderingandterrorfinancing. 

117 http://www.na.gov.pk/uploads/documents/1584020439 _648.pdf. 
118 https://www.fbr.gov.pk/Show5R0s?Department=lncome%20Tax. 
119 https://tribune.com.pk/story/2198927 /state-bank-pakistan-raises-margins-remittances. 
120 http://www.sbp.org.pk/warnings/pdf /2019 /Statebank-Ad-Eng.j pg. 
121 https://www.globalvillagespace.com/sbp-initiative-allows-hassle-free-remittance-collection-from-js-bank/. 
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11. Point2 (Measures Pertaining to Financial Institutions)

1. Pakistan will have to ensure improved effectiveness for terror financing of financial institutions with particular to banned
out/its

The State Bank of Pakistan has issued updated guidance to its Regulated Entities to ensure adoption of a Risk-Based 
Approach in line with international standards and best practices, including devising AM L/CFT controls and measures 
recommended by FATF to strengthen its AML/CFT regime and address its counter-terrorist financing related 
deficiencies. 

Accordingly, Banks/DFls (Development Finance lnstitutions)/MFBs (Microfinance Banks) are obligated to issue an 
entity level internal risk assessment report covering ML/TF risks including Transnational Terrorist Financing, and 
Proliferation Financing and other emerging risks to and from the State Bank of Pakistan's Reporting Entities. The 
assessment report assesses major international/domestic financial crimes and terrorist incidents which have a 
probability of posing ML/TF/PF risks to the entity, State Bank of Pakistan Reporting Entities and Pakistan's financial 
sector. 

Measures Pertaining to Customer Due Diligence 

The State Bank of Pakistan recently imposed a monetary penalty of Rs. 1.68 billion upon 15 commercial banks for 
violations of AML/CFT regulations during the period from March 2020 toJune 2020. Twelve of the 15 banks were fined 
for procedural violations of KnowYourCustomer (KYC) and Customer Due Diligence (CDD).AII the banks were advised 
to strengthen their processes related to CDD/KYCto avoid recurrence of such violations in future.112 

The State Bank of Pakistan from July2019 has started publicly disclosing its penal actions against banks. In December 
2019, the State Bank of Pakistan enforced a cumulative fine worth Rs. 219.14 million on five commercial banks, 
including Bank Alfalah, NBP, MCB Bank, Habib Metropolitan Bank and Summit Bank for violations of its regulations. 
Furthermore, in October 2019, HBL was fined Rs. 35.6 million on grounds of flaws in foreign trade operations and CDD. 
Additionally, in September 2018, Meezan Bank Limited, Askari Bank Limited, and MCB Islamic Bank Limited were 
penalized a total Rs. 133.3 million for violations related to KYC and CDD. Lastly, in August 2019, the State Bank of 
Pakistan imposed afineof Rs.805 million on 10 banksfor violatingAMUCFT regulations.12
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Legislation Passed 

Another measure taken pertaining to financial institutions is the Foreign Exchange Regulation (Amendment) Act, 2020. 
Originally intended to create a standardized regime allowing the State Bank of Pakistan to act as a regulator in this field 
and to implement stricter punishments, this law further strengthens the role of Tribunal, with the addition in section 23 
of sub-section 3B, stating that a Tribunal taking cognizance under subsection (1) will conclude proceedings within 6 
months, and extensions may be requested by writing. 

The Act proposes amending Section 11EE (2) by adding a clause that prohibits the provision of loans or financial 
assistance to those associated with banned organizations and restricting all banks and financial institutions from 
issuing credit cards to ind ivid ua Is on the proscribed persons list. 

Moreover , the Anti-Terrorism (Amendment) Act, 2020 prohibits the provision of loans or financial assistance to those 
associated with the banned organizations. More specifica I ly, pertaining to the fi na nci a I institutions, it bans all ban ks and 
other institutions from issuing credit cards to individuals on the proscribed persons list. Besides these measures, it aims 
to deter terrorism byscrutinizing the possession of arms and by restricting travel. 

111. Points 5, 8 and 9{0ngoingorCompleted Investigations, Prosecutions and ConvictionsofTFCases)

(1) Pakistan will have to ensure logical conclusion from ongoing terror financing investigation of law enforcing agencies (LEAs)
against banned out/its and proscribed persons;

(2) Prosecution of banned out/its and proscribed persons;
(3) Demonstrate convictions from court of law of banned out/its and proscribed persons;

122 The Daily Times, 'SBP Levies Rs 1.68Bn Monetary Penalty On At Least 15 Commercial Banks' (2020). https://dailytimes.com.pk/639627/sbp-levies-rs-1-68bn-monetary­
penalty-on-at-least-15-commercial-banks/. 

123 Meiryum Ali, 'SBP Imposes Rs219m Fine On Five Commercial Banks' Pakistan Today (2020). https://profit.pakistantoday.com.pk/2020/01/14/sbp-imposes-rs219m-fine­
on-five-commercial-banks/. 
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Legislation Introduced: 

If enacted, the Code of Criminal Procedure (Amendment) Bill, 2020124 will enable the Law Enforcement Authorities to 
engage in undercover operations with the permission of the Court to curb money laundering and terror financing. It 
proposes the insertion of Section 156-C: Application of investigation techniques to the Code of Criminal Procedure, 
1898. This section states thatthe investigating officer may, with the permission of the Court, within 60 days of receiving 
the permission, use techniques, including but not limited to undercover operations, intercepting communications, 
assessing computer systems and controlled delivery, as provided in the rules for investigation of offences of money 
laundering, associated predicate offences and financing of terrorism under the law in force. It further states that the 
period may be extended by the Court. The section grants the Federal Government the authority to frame rules to 
regulate the procedure and execution of orderforthe purposes of this section. 

The Bill has not been passed by the National Assembly ortheSenateyet. 

Convictions of Hafiz Saeed, Malik Zafar Iqbal, and Four Close Aides; Other Arrests 

The most significant development in this regard was the conviction of Hafiz Saeed and his close aide Malik Zafar Iqbal in 
February 2020 to five and a half years in prison for financing terrorist operations.125 Moreover, on 18th June 2020, four
close aides of Hafiz Saeed were sentenced for terror financing, including Hafiz Abdul Rehman Makki, Malik Zafar Iqbal, 
Yayha Aziz and Abdul Salam, who were indicted on June 9.126 The details of the aforementioned cases have been
discussed subsequently. 

CASE STUDY 

The State v. Hafiz Muhammad Saeed and Malik Zafar Iqbal, Case FIR No. 32/2019 dated 01.7.2019 PS CTD 
Gujranwala, Court of Arshad Hussain Bhutta,JudgeAnti-Terrorism Court No.1, Lahore 
Summary 

On February 12, an Anti-Terrorism Court in Lahore sentenced Hafiz Mohammad Saeed, the man accused of 
masterminding the 2008 Mumbai terror attacks, to five and a half years in prison for financing terrorist 
operations. Malik Zafar Iqbal, the secretary of AI-Anfaal Trust, was also convicted in the same case and was 
awarded a similar punishment. They were convicted under the Anti-Terrorism Act Section 11-F(2) -pertaining 
to membership,supportand meetings relatingtoa proscribed organization -and 11-N.127 

According to the CTD, JuD was useingfunds collected through non-profit organizations and trusts, including AI­
Anfaal Trust, Dawatul lrshad Trust, Muaz Bin Jabal Trust, etc., to finance terrorism. These non-profit 
organizations were banned in April 2019 as the CTD, during detailed investigations, found that they had links 
with the JuD and its top leadership. 

During the trial of both cases, the court recorded the statements of 23 witnesses. The prosecution provided 
revenue records and utility bills for a smaller madrassa in Mandi Bahauddin in central Punjab to prove that Hafiz 
Saeed and Zafar I q ba I had Ii nks with the mad rassa and belonged to a proscribed organization. 

Details of the Case: 

Arrest and trial 

The terror financing cases were filed by the Counter-Terrorism Department's (CTD) Lahore and Gujranwala 
chapters. The case filed by CTD's Gujranwala chapter was initially being heard in a Gujranwala ATC but was 
shifted to Lahore on the direction of the Lahore High Court. 

124 http://www.na.gov.pk/uploads/documents/1595864770_207.pdf 
125 The State v. Hafiz Muhammad Saeed and Malik Zafar Iqbal, Case FIR No. 32/2019 dated 01.7.2019 PS CTD Gujranwala, Court of Arshad Hussain Bhutta, Judge Anti­

Terrorism Court No. 1, Lahore. 
126 https://nation.com.pk/19-Jun-2020/4-jud-leaders-convicted-for-terror-fi nancing. 
127 https://www.dawn.com/news/1534025. 
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The JuD chief was arrested byCTD in July 2019, while he was travelling from Lahore to Gujranwala. Prior to his 
arrest, 23 First Information Reports had been registered against JuD leaders, including Saeed and JuD Naib 
Emir Abdul Rehman Makki, at CTD police stations of Lahore, Gujranwala, Multan, Faisalabad and Sargodha in 
July 2019. 

Allegations: It was alleged by Sikander Hayat, while lodging the complaint, that Lashkar-e-Taiba, Dawat-ul­
lrshad Trust and Organization Dawat-ul-lrshad and its subsidiary organizations, are all involved in terrorism 
financing. He accused Malik Zafar Iqbal and Hafiz Muhammad Saeed of being trustees of Tanzeem Dawat-ul­
lrshad Trust. This trust acquired property situated at Usman Chowk (Rana Town), Mohall a Fazalabad, Malikwal 
from Muhammad Ali through Waqf. A building was erected there, kept in possession for the propagation of 
terrorism and used forcollectingfunds for terrorist financing. 

Evidence: 
• Proscription: Certified copies of the notifications proscribing LeT, JuD, Tanzeem Markaz Dawat-ul-lrshad

and Hafiz Saeed were produced.
• Property ownership: A record copy of the mutation number and a copy of the record of rights of the

aforestated property were also produced. A perusal of the documents showed that the property was
registered in the name of Tanzeem Markaz Dawat-ul-lrshad Pakistan. The prosecution further established
that the Tanzeem was registered on the application of Hafiz Saeed. Certified copies of documents showed
that he, along with Malik Zafar, remained office bearers of the Tanzeem in different years.

• Funding arrangements: The prosecution did not prove or provide evidence and detail of funding
arrangements and the manner in which they were made.

• Photographic evidence: Inconsequential to the prosecution because the 10 did not have the original source
from which the photographs were downloaded. Nor were the photos referred to the Punjab Forensic
Science Agency to determine genuineness. The accused were also not referred to the PFSA for the
photogrammetry test. The specific date on which the photographs were shot was also not mentioned in the
frame.

Perusal of Evidence: While statements of Sikander Hayat and Mumtaz Ahmad (prosecution witnesses) 
illustrate that they were not firsthand witnesses, they maintained that their source disclosed to them that the 
property mentioned was acquired by Tanzeem Markaz Dawat-ul-lrshad, which is a proscribed organization. 
Since the prosecution also produced documentary proof that the property was owned by the Tanzeem, the 
testimonies of said witnesses to this extent are not hearsay. The prosecution also established through 
documentary evidence that both of the accused were office bearers of the Tanzeem, and there was no denial to 
this fact by the defence. While recording statements under S. 342 Cr.P.C, both the accused further admitted 
ownership of property by the Tanzeem. The prosecution established that both the accused belong to proscribed 
organizationsJuD and Tanzeem Markaz Dawat-ul-lrshad. 

Offences: 
Section 11-F(1): The prosecution established that the accused were guilty under Section 11-F(1) of ATA, which 
criminalizes belonging to a proscribed organization. 
Section 11-1(2): The prosecution further established that the accused were guilty under Section 11-1(2)(a) of the 
ATA, which criminalizes possessing property for the purpose of terrorist financing. There is sufficient and 
reasonable cause to believe that the property acquired by the Tanzeem by way of Waqf may be used to collect 
funds for militant activities, thusfulfillingthe ingredients of Section 11-1(2) of ATA. 
Section 11-H: The court found that the prosecution had failed to prove the charge of Section 11-H that deals 
with fundraising. 
Section 11-J: The court concluded that the prosecution had failed to prove the charge of Section 11-J that deals 
with funding arrangements and the manner in which they are made. 
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Punishment: 
• Punishment for Section 11-F(1) is prescribed under 11-F(2), pursuant to which the accused were each

sentenced to imprisonment for six months and a fine of Rs. 5000, in default of which each convict shall
further undergo ten days.

• Punishment for Section 11-F(2) is prescribed under Section 11-N, under which the accused were each
sentenced to five years' imprisonment and a fine of Rs. 10,000, in default of which each convict shall
undergo six further months.

• Both sentences shall run concurrently and the benefit of Section 382-B CrPC (reduction of period of
sentence of imprisonment) would be extended in favour of both benefits.

CONVICTION OF FOUR CLOSE AIDES OF HAFIZ SAEED 

The Anti-Terrorism Court on June 18th convicted four leaders of Jamatud Dawa (JuD) in one of the terror 
financing cases registered against the organization by the Counter Terrorism Department (CTD) in different 
cities of Punjab. These included Malik Zafar Iqbal, Muhammad Yahya Aziz, Abdul Rehman Makki and Abdul 
Salam. The CTD spokesman said three of the convicts were also 'UN Designated Persons' involved in terrorism 
financing.12

8 

FIR: The CTD had in 2019 registered the FIR against the convicts and others under sections 11-F (2)(5)(6), 11-
H(2), H-1, 11-1, 11-N,andJ-2of theATA 1997. The CTD had registered total 23FIRsagainsttheJuD. 

Trial and Prosecution: While initially the trial was held before Sahiwal ATC, it was later shifted to Lahore 
following an order passed by the Lahore High Court upon request of the convicts. The prosecution alleged that 
the convicts, being office-bearers of proscribed AI-Anfaal Trust, had possessed property in Okara for the 
purpose of terrorism and to support terrorist activities. A seminary, namely "Madressah Jamia Sataria", was 
constructed on the said land. 

Defence: The convicts had, through their counsel, denied the charges levelled against them, alleging that they 
had been implicated in the case due to malice and ulterior motives. They said the authorities in the country had 
turned hostile towards them since a long time. They further stated they were not the office-bearers when the 
organization was proscribed by the government. 

Judgment:Tothe extent ofSection 11-H of theATA, the ATC-Ill Presiding Judge ljaz Ahmad Buttar observed in 
the decision that the provision dealt with fundraising, and the investigating officer categorically maintained that 
he had not collected any evidence to substantiate the fact of fundraising. Therefore, the Court found that " ... so 
prosecution has failed to provechargeu/s 11-H of ATA 1997:' 

The judge also observed that the convicts admitted that they were members of the proscribed organization 
prior to its proscription, but denied its hostile activities. He noted that the property in question remained in the 
control and possession of the convicts for the purposes of terrorism. He stated that "there was a strong 
suspicion thatthe said property was used or suspected to have been used fort he purpose of terrorfinancing". 

Punishment: The Court convicted Malik Zafar Iqbal and Muhammad Yahya Aziz under Section 11-N, read with 
11-1(2) (b) of Anti-Terrorism Act 1997, and handed down sentences of five-year rigorous imprisonment for each
defendant with a fine of Rs50,000. The judge also sentenced Abdul Rehman Makki and Abdul Salam to one-year
imprisonment each under section 11-F (6) of the ATA with Rs20,000 fine. The judge further stated in the order
that the sentences of the convicts would run concurrently with their previous sentences, if any. He also ordered
the government to confiscate the property in question.

IV. Point 6 (Mutual Legal Assistance (MLA) Reforms)

Pakistani authorities will have to ensure international cooperation-based investigations and convictions against 
banned organizations (list provided to Pakistan) and proscribed persons (list provided to Pakistan); 

128 https://www.dawn.com/news/1564431 
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Pakistani authorities will have to ensure international cooperation-based investigations and convictions against 
banned organizations (list provided to Pakistan) and proscribed persons (list provided to Pakistan). 

Legislations Passed 

V. Mutual Legal Assistance (Criminal Matters) Act, 2020129 

The MLA Act 2020, formalizes the processes of requesting and providing legal assistance to and from foreign 
governments when investigating criminal conduct. Section 3 of the Act states that the manner of MLA may be provided 
on the basis of a reciprocal agreement or other arrangements, and if both do not exist, then the provisions of the MLA 
Act will prevail. 

As per Section 7, Pakistan would receive and act upon requests relating to a criminal offence either committed or 
suspected to have been committed in a foreign country when notified. Section 4 lays out the functions of central 
authority in coordinating MLA requests. After an MLA request has been sought by Pakistan, the central authority may 
authorize temporary detention in Pakistan of the offender, if he has been in detention in the sending state. Section 17 
stipulates that Pakistan may refuse a request of assistance from a foreign government if it jeopardizes Pakistan's 
national security interests, if the request made is contrary to the laws of Pakistan, if it is prejudicial to an investigation or 
on-going proceedings, or if it violates international conventions of human rights. 

This Act was designed to accommodate international cooperation in criminal matters through mutual legal assistance. 
In the statement of objectives and reasons, it is mentioned that the Act intends to bridge existing gaps in countries 
towards effective law enforcement. 

SECP Guidelines for Cooperation and Assistance to Foreign Regulatory Authorities (Revised as on 24th April, 
2020)130 

These SECP guidelines have been revised to bolster the framework of international cooperation that is found under 
Section 42D of the SECP Act. The revised portions of the guidelines, which are relevant to the AML/CFT regime, are as 
follows: 

1. The guidelines now explicitly include 'AMUCFT information' as part of the scope of cooperation under Section
42D.

2. Specific provision has been inserted which caters to issues pertainingto beneficial ownership:
a. 'obtaining public or non-public information or document, for example, about a license holder, company

(private/public), management, directors, shareholder, record that identify the beneficial owner or a person exercising
control over a license holder or a company'

3. After FATF's criticism of the broad grounds for refusal for cooperation131 on the basis of a lack of definition of the
term 'public interest', the guidelines were amended to define the same:
a. ' ... Anything detrimental to the public interest may be refused. Public interest means the general welfare of the public

that warrants recognition and protection, something in which the public as a whole has a stake especially an interest
that justifies governmental regulation.

Despite the vagueness of the term, public interest is claimed generally by governments in matters of state secrecy
and confidentiality. The purpose of government and law is to serve the common people therefore anything that is
repugnant to its purpose may be refused. SECP while considering a request, shall weigh the effects of disclosure on
public interest. The Commission reserves to withhold information in case it is detrimental to public interest.

The provision of exchange of information or assistance should not be refused on the grounds that: 
a) the request is also considered to involve fiscal matters;

129 (http://www.na.gov.pk/uploads/documents/1578569409 _518.pdf. 
130 (https://www.secp.gov.pk/document/secp-guidelines-for-cooperation-and-assistance-to-foreign-regulatory­

authorities/?wpdmdl=39167&refresh=5f155a62e60fa1595234914). 
131 Para. 677 MER 2019 Pakistan. 
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b) laws require financial institutions to maintain secrecy or confidentiality;
c) there is an inquiry, investigation or proceeding underway, unless the assistance would impede that inquiry,

investigation or proceeding; and/or
d) the nature or status (civil, administrative, law enforcement, etc.) of the requesting counterpart authority is different.

For all correspondence with foreign regulatory authorities, it appears that the SECP has made an International 
Relations Department, which will serve as the point of contact for international cooperation. 

Other Measures 

Sindh Sets Up Provincial Level International Cooperation Cell132 

The Sindh Home Department, in light of the letter received from the Ministry of Interior, Government of Pakistan's, has 
constituted the provincial level International Cooperation Cell with composition as Additional Secretary (Internal 
Security), Home Department, Section Officer (FATF), Home Department and Senior Superintendent of Police Counter 
Terrorism Department. According to its terms of reference, the provincial level International Cooperation Cell will 
collect, process, coordinate, liaise and respond to the Mutual Legal Assistance requests received from Ministry of 
Interior, Government of Pakistan, as well as requests received from Law Enforcement Agencies (LEAs), for onward 
sharing with Ministry of Interior, Government of Pakistan. 

VI. Point 7: Effective Domestic Coordination

The country will have to place effective domestic cooperation between Financial Monitoring Unit (FMU) and LEAs in 
investigation of terror financing; 

Legislation Passed 

National Counter Terrorism Authority (NACTA) (Amendment) Act , 2020 
The National Counter Terrorism Authority (NACTA) Act was amended by way of a Presidential Ordinance, coming into 
immediate effect on 8th November 2019 for 120 days. A formal Act was then introduced and has been passed by both 
houses. The amendments herein mainly concerned changes in the hierarchy of governmental actors in order to 
streamline the process of coordination with various law enforcement actors. 

VII. Points 1, 10and 12 (Effectiveness of Sanctions and the Freezing and Seizing of Assets)

1. Pakistan will have to demonstrate effectiveness of sanctions including remedial actions to curb terrorist financing in the
country.

2. Seizure of properties of banned outfits and proscribed persons (list provided to Pakistan)
3. To cut off funding of banned outfits and proscribed persons

The United Nations Security Council 1267 sanctions regime obliges all States to freeze assets (targeted financial 
sanctions), embargo arms, and ban the travel of individuals and entities designated by the Sanctions Committee on the 
UN Consolidated List. 

Legislation Passed 

To further the goals of the UNSCR sanctions regime, the National Assembly of Pakistan recently passed two Acts that 
have been mentioned above, i.e. the Anti-Terrorism (Amendment) Act, 2020 (salient points have been highlighted 
above), and The United Nations (Security Council) (Amendment) Act, 2020, to fulfill its obligation to the Financial 
Action Task Force. 

As highlighted above, the Anti-Terrorism (Amendment) Act, 2020, proposes to enforce the decision of the UNSCRs 
1267 and 1373 pertaining to counter-terrorism measures in an effort to monitor terrorism financing by drafting and 
enforcing such provisions in the domestic legal framework. Accordingly, the Bill makes the refusal or non-compliance of 
the orders of the Federal Government under Section 2 of the United Nations (Security Council) Act, 1948 as a 

132 https://www.urdupoint.com/en/pakistan/sindh-sets-up-provincial-level-international-975454.html 
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punishable offence. Furthermore, if a public servant is found to be negligent in complying with these provisions, the 
respective authority is empowered to take appropriate administrative actions against him.133 

The United Nations (Security Council) (Amendment) Act, 2020 on the other hand, amends the United Nations (Security 
Council) Act, 1948, in order to ensure the effective implementation of the resolution of the UNSC. The amendment has 
included new sections pertainingto indemnity, power to make rules and delegation of powers. 

"Section on indemnity states: "No suit, prosecution or other legal proceedings shall lie against any person in respect of anything 
which is in good faith done or intended to be done under this Act." 

Other regulations issued 

The government issued two notifications (SRO 741/2020 and 742/2020) on August 18, 2020 adding key figures of 
terror outfits such as 26/11 Mumbai attack mastermind and Jamaat-ud-Dawa (JuD) chief Saeed, Jaish-e-Mohammed 
(JeM) Chief Azhar, and underworld don I bra him to the sanctions list, as reflected in the UN Sanctions List. I bra him, who 
heads a vast and multifaceted illegal business, has emerged as India's most wanted terrorist after the 1993 Mumbai 
bombings.'34 It is pertinent to mention here that the 88 terrorists were included in the terrorists' list issued by the 
United Nations a few days back. In a statement, the Foreign Office said: "The sanctions are being implemented by 
Pakistan in compliance with the relevant UNSC resolutions and we hopethatothercountrieswill alsofollowsuit." 135 

VIII. Points 11 and 13

1. Conversion of madrassas to schools and health units into official formations (list provided to Pakistan); 
2. Pakistan will have to put in place a permanent mechanism for management of properties and assets owned by the banned 

outfits and proscribed persons.

On 24th August 2020, the Sindh government announced that it had decided to register all Madrassas in the province as 
educational institutions. According to the spokesperson for Sindh Chief Minister, Murad Ali Shah, the decision was 
taken in a meetingof theapexcommittee of the provincial government in the light of the National Action Plan and other 
related issues. The Sindh Police Chief said there were 8,195 religious schools in the province. The committee members 
subsequently decided that all religious schools in the province would be regularized as educational institutions by the 
Sindh Education and Literacy Department. According to former Pakistan Madrassa Education Board Chairman, Dr 
Aamir Tuaseen, almost all madrassas in Sindh are registered under Section 21 of the Societies Registration Act 1860, 
but hundreds of unregistered seminaries are also operating across the province. 

Other measures 
Afghan Taliban Chief, Mu Ila Akhtar Mansour's five properties of over Rs32 million in Karachi were seized by the Anti­
Terrorism Court for auction in May 2020. Mulla Mansour, who was killed in a drone strike along the Pakistan-Iran 
border on May 21, 2016, had purchased five properties, including plots and houses, in Karachi. This revelation came in a 
report submitted by the Federal Investigation Agency to the ATC-II in July last year regarding an investigation into a 
case related to alleged fundraising by the slain Afghan Taliban leader and his accomplices through the purchase of 
properties on the back of forged identities. 

Since January, the court had been directingthe investigation officer (10) tocompletethe process of attachment of Mull a 
Mansour's properties and proclamation of his two alleged absconding accomplices -Akhtar Mohammad and Amaar -
under sections 87 and 88 of the Criminal Procedure Code. On April 24, the court ordered the Nazir (a court official) to 
take over the properties of Mulla Mansour after the 10 submitted a compliance report regarding completion of the 
attachment process of the properties by the Federal Investigation Agency. The court had ordered the Nazir to auction 
those properties and get advertisements published in newspapers.136 

Legislation Introduced/ Passed 

In 2016, theSindh Counter Terrorism Department (CTD) had drafted a"Deeni Madaris Act". Thedraftwasthefirst-ever 
proposed law on the registration of madrassas in Pakistan. The proposed legislation was aimed at creating a formal 

133 Section 7 of the Anti-Terrorism (Amendment) Bill 2020. 
134 https://economictimes.indiatimes.com/topic/Dawood-lbrahim. 
135 https://timesofindia.indiatimes.com/world/pakistan/in-race-to-avoid-fatf-blacklist-pak-sanctions-over-80-terrorists-from-daesh-al-qaida-and­

taliban/articleshow/77680107.cms. 
136 https://www.dawn.com/news/1555423. 
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mechanism for registering, regulating and facilitating religious seminaries in the province. The madrassa regulation bill 
was one of the major components of the National Action Plan devised by the Centre to counter religious extremism in 
the country. Sind h had been the first province to start the process of registering madrassas.137 

21 August 2020 - The Sindh Seized and Freezed Facilities (Hospitals and Dispensaries) Bill and the Sindh Seized and 
Freezed Institutions (Madaris and Schools) Bill were passed after the federal interior ministry had listed Jamaatud 
Dawa (JuD), Falah-e-lnsaniat Foundation (FIF) and other outfits as proscribed organizations in order to meet FATF 
requirements. According to the newly passed legislation, these institutions would now be run by two boards, to be 
constituted under the provincial education and health secretaries, respectively. While the government did not provide 
an official tally of the education and health facilities to be seized, officials in the Sindh government disclosed that around 
56suchfacilities belonged toJuD and FIF. 

Another piece of legislation, the Sindh Trusts Bill, was also passed.According to this law, all trusts will now be registered 
with the provi nci a I government and wi II have to provide deta i Is a bout their funding and other necessary information at 
the time of registration.138 

137 https://www.thenews.eom.pk/print/7055 91-si ndh-to-register-madrassas-as-educationa 1-i nstitutions. 
138 https://tribune.com.pk/story/2260636/sindh-govt-to-seize-banned-outfits-facilities. 
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INTRODUCTION 

The following chapter elaborates on the nature of terrorism and terrorism financing in Pakistan by identifying and 
discussing the common methods through which the financing of terrorism occurs. The chapter also examines the 
involvement of international linkages, as terrorism financing and money laundering are trans-boundary issues. 

LEARNING OUTCOMES 

By the end of this chapter you shou Id be able to: 
• Understand the difference between the raising of funds and movement of funds
• Understand the elements of terrorism financing and money laundering crimes
• Understand the relation of domestic activities such as kidnapping for ransom, drug trafficking, charities etc.

with terrorist financing and money laundering crimes
• Recognize the formal and informal methods of money laundering
• Recognize vulnerable sectors within Pakistan'seconomywhere TF/ML risks arise

ESSENTIAL READING 

• FATF Recommendations- International Standards on Combating TF/ML(2019)
• FATF-Pakistan- Mutual Evaluation Report(MER) 2019
• Scoping the Illegal Economy in Pakistan - Sustainable Development Policy Institute (2011)
• Anti-Money Laundering and Countering Financing ofTerrorism (AML/CFT - IMF)



3.1. TERRORISM FINANCING METHODS 

TERRORISM FINANCING IN PAKISTAN 

Terrorism and thefmancinghave had a severe impact on Pakistan. According to the Global Terrorism lndex2018 report, 
Pakistan is ranked fifth amongst States most impacted by terrorism in 2017.'39 International organizations like the
Financial Action Task Force (FATF) promote "effective implementation of legal, regulatory and operational measures"1

40 

for combating money laundering and terrorist financing. The FATF accomplishes this by setting global standards to be 
followed by national governments in curbing money laundering and terrorist financing. 

Furthermore, the FATF, working alongside state-level partners, also evaluates responses to terrorism financing and 
identifies nation-wide vulnerabilities that can enhance the threat of terrorist financing. Thus, it is imperative to 
dedicate several institutions in the law enforcement regime to finding the source(s) of funding these activities so that 
they can more effectively develop mechanisms to cut off terrorist financing at the root. 

Self-Assessment Question 

List three potential methods for interrupting or preventing the raising of funding streams for terrorist efforts. 

This chapter provides a detailed understanding of terrorism financing in the context of Pakistan and sheds light 
upon how terroristorganizations have attempted to procure monetary support in financingtheiroperations. 

3.2. RAISING FUNDS 

Terrorist fund-raising implies the gathering of money, property and other convertible resources that could be used to 
potentially finance terrorist activities and operations. Funds can be collected by terrorist organizations within a State 
(e.g. through donation collected by front organizations and charities) or can be transferred from outside the country 
using informal and formal money-transfer systems. 

There is a need to differentiate between raising of funds and movement of funds. Fund raising is conducted when 
seeking financial support for any enterprise, or terrorist activity in this case. It can be conducted in a variety of ways, 
including through direct receipt of money (e.g. as donations), or through wire transfers. Whenever a transaction takes 
place that requires the usage of a monetary system, formally or informally, to transfer or receive an amount, that 
constitutes 'movement of funds,' which will be discussed in detail later in the chapter. One example would be the usage 
of hawala/hundi to send and receive an amount from abroad to be used by a terrorist organization. 

A collection of reports, ranging from the Mutual Evaluation Report, 14
1 an analysis by the Financial Monitoring Unit and

other agencies' publications have highlighted certain areas, including professions and activities both domestically and 
internationally, that contribute to raisingterroristfunds. These include (but are not limited to): 

• Foreign Involvement/International Linkages
• DrugSmuggling
• Human Trafficking, Kidnapping and Extortion
• Exploitation of Natural Resources
• Role of Charities and NGOs
• Other illegal activities

International Linkages 

Terrorist funding can come from outside Pakistan. Law enforcement agencies of other countries with tense relations 
have also beenfoundto be directly involved in inciting terrorism on Pakistani soil.142 

139 Global Terrorism Index 2018, Institute for Economics and Peace, 2018. 
140 FATF Recommendations - International Standards on CombatingAMUCFT - June 2019 

http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf. 
141 Pakistan-FATE Mutual Evaluation Report (MER) - 2019. Financial Action Task Force. 
142 Terrorism Caused by Interference from Foreign Powers - Pakistan President (Express Tribune), 2017. https://tribune.com.pk/story/1591842/1-terrorism-caused­

interference-foreign-powers-president-mamnoon/ 
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But apart from State-supported terrorism, expatriates and larger organizations also funnel money into terrorist 
activities and offer financial support to the terrorist outfits.14

3 For example, the Global Relief Fund (GRF) started
operating in the United States of America (USA) as an NGO to give philanthropic care to war-affected Muslim states, 
such as Bosnia, Afghanistan, Lebanon, etc. However, the U.S. Department of Treasury reported in 2002 that "GRF has 
affiliations with al-Qaeda, Osama bin Laden and other terrorists and has also backed them economically:'144 

• LocalCriminalActivities-DrugSmuggling

In order to raise funds for their terrorist activities, groups in Pakistan take advantage of existing licit and illicit economic 
activity. Having understood the kinds of support organizations may have, it is now important to take a closer look at the 
different ways in which the groups in Pakistan attemptto raise funds in the domestic sphere. 

The most prevalent method of terrorist fundraising in areas such as Khyber Pakhtunkhwa (KP) and former Federally 
Administered Tribal Areas (FATA), is drug trafficking. It is a convenient source of fund-raising due to accessibility and 
proximity to the Pak-Afghan border, especially as Afghanistan produces nearly 90% of the world's opium. Poppy 
production is extremely profitable, and the geography of Afghanistan and some parts of KP are conducive to its growth. 
One hectare of opium can earn as much as USO 4622, compared to only USO 266 for wheat - which is why many 
terrorist outfits turn to opium production to finance their activities.1•s 

Due to poor control of customs authorities in KP and little oversight in the former FATA region, most of this opium is 
smuggled to Pakistan, which serves as a transit point for the rest of the world.14

6 Not only are the drugs (especially
heroine, which is derived from opium) locally distributed, but in 2009, many terrorists were arrested for exporting 
drugs to other countries through Karachi.14

7 In various analyzes and reports, Pakistan recognizes drug smuggling as a
considerable threat in its efforts to combat terrorist financing. 

• Human Trafficking, Kidnapping and Extortion

A report by the Financial Monitoring Unit (FMU), an intelligence unit within the Ministry of Finance, identifies that the 
main sources of income for terrorists in Pakistan include foreign funding, drug trafficking, kidnapping for ransom, 
extortion from business and vehicle snatching.14

8 

These activities have proven to be very lucrative for groups like the Tehreek-Taliban Pakistan (TTP), which has 
conducted mass abductions in Karachi, Islamabad, Lahore, Peshawar and Quetta.14

9 Terrorist organizations such as Al
Qaeda in the past and the Islamic State more recently have also been known to collect archaic taxes called jizya from 
non-Muslims in the areas under their control. 'so The Gulf region in particular is also a hub for such illicit activities, with 
funds being diverted towards terrorist financing in Pakistan. The Afghan Taliban and their militant partners, the 
Haqqani network, are said to earn "significantfunds" through UAE-based businesses, either via extortion from the large 
Pashtun community in the UAE, or by kidnapping Pashtun businessmen in a bid to fund terrorist activities.151 

Therefore, Section 6 of the ATA 1997 describes both kidnapping and extortion (Bhatta) as offences that, under certain 
circumstances, can be tried by the terrorism courts. This is due to the factthat both of these activities are typically used 
as methods of terrorism financing as terrorist groups kidnap individuals and utilize the ransom amount to fund their 
activities. 

CASE STUDY 

A major case of Terror Financing was worked out by the Counter-Terrorism Department, Peshawar, during a 
kidnapping case of a trader in which an amount of Rs. 30 million was paid. The ransom paid was later used for 

143 Ibid. 
144 Money Laundering, Terrorist Financing and FATF: Implications for Pakistan 

http://www.ipripak.org/wp-content/uploads/2018/10/Article-2-2-0ct-2018-ED-SSApdf. 
145 Scoping the Illegal Economy in Pakistan - SDPI (2011) 

https://sdpi.org/publications/files/Examining%20the%20dimentions%20scale%20and%20dynamics%20of%20illegal%20economy.pdf. 
146 Ibid. 
147 Terror Financing and Growth a/Terrorist Groups: A case Study ofTehrik e Taliban Pakistan', Saqib Muhammad, National Defense University, Islamabad, 2007. 

https://ndu.edu.pk/issra/issra_pub/articles/ndu-journal/N DU-Journal-2017 /5-Terror-Financing-and-Growth-of-Terrorist-Groups.pdf. 
148 Report: Pakistan Terror Groups get rich from crime, money laundering. Voice of America, March 2017. https://www.voanews.com/a/report-pakistan-terror-groups-get­

rich-crime-money-laundering/3779316.html 
149 Ibid. 
150 Islamic State warns Christians: convert, pay tax, leave or die, Forbes Magazine, July 19, 2014. 

https://www.forbes.com/sites/kellyphi I Ii pserb/2014/07 /19/islamic-state-warns-christians-convert-pay-tax-leave-or-die/#7fdd b3c52c25 
151 Wikileaks Cables Saudi Terrorist Funding- The Guardian - 2010 https://www.theguardian.com/world/2010/dec/05/wikileaks-cables-saudi-terrorist-funding 
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fmancing the terrorist attack on the Agriculture Training Institute. The attack at the institute was carried out by 
three or four gunmen and resulted in nine people being killed while 35 were injured. This was believed to have 
been the work of the TTP. 

• The Relationship between Non-Profit Organizations (NPOs), Charities and NGOs and Terrorism Financing in
Pakistan

Charities possess characteristics that make them attractive for terrorist organizations and vulnerable to terrorist 
financing. Charities have easy access to a substantial amount of funds from various sources, and their"activities are often 
cash-intensive:'152 Furthermore, charities, due to their characteristics, usually undergo much lighter regulatory
requirements as compared to financial institutions or publicly held corporate entities. For instance, charities are often 
subject to lighter checks when "starting capital, professional certification or background checks for staff and trustees at 
registration, or for ongoing record keeping, reporting and monitoring:'15

3 Certain charities may also be exempted from tax 
requirements, which makes it easier to evade financial regulatory bodies and engage in activities pertaining to terrorist 
financing and/or money laundering.'54 Realizing the potential risk of charities in proliferation of terrorism financing, the 
FATF recommends action to regulate charities and other non-profit organizations in Recommendation 8.155

Additionally, individuals who sympathize with the extremist agendas of militant organizations support them in less 
direct ways. The annual mandatory payment of Zakat, for example, is exploited by terrorist organizations to encourage 
people to donate money to their cause, either knowingly or unknowingly (such as to a charity that the terrorist 
organization controls or influences). Two examples illustrating these include 'Harkat-ul-Mujahedeen' led by Maulana 
Fazal-ur-Rehman Khaleel and 'Jammat-ul-Furqan' commanded by Maulana Abdullah Shah Mazhar, two banned 
militant organizations associated with the TTP and al-Qaeda. These organizations set up fundraising networks through 
donations and charities from their supporters and sympathizers with new names Ansar-ul-Ummah and Tehrik-e­
Ghalba-e-lslam'.156 This allowed for collection of funds directly for terrorism activities, often by placing donation boxes
in areas of com merci a I activity (shops, stores, etc.) under names of illegally founded charities or N GOs that solicit funds 
for terrorist groups.157 Lashkar-e-Taiba, similarly, maintains schools, daycare centers, welfare institutions and clinics all 
over Pakistan, with fund raising being conducted in the form of charity and welfare funds for humanitarian purposes -
diverting these collections towards fundingterrorism.158

Funds are also sent in from the Pakistani diaspora abroad, with most capital flowing from Britain and the Gulf States.'59 

Terrorist outfits also operate designated charity offshoots, whose sole purpose is to collect funds for humanitarian 
purposes. An example of this is Jamaat-ud-Dawa's (JuD) Falah-e-lnsaniyat Foundation (Fl F), which is a social welfare 
organization that collected funds under the auspices of JuD, particularly forvictims of floading and earthquakes.160

Previously, charities and non-profit organizations (NPOs) in Pakistan were hardly subject to any regulatory or 
legislative requirements. The Mutual Evaluation Report (MER) conducted in coordination with FATF's Asia-Pacific 
Group and Pakistani authorities specifically discussed the lack of regulation within the NPO sector in Pakistan.161

In response, certain regulatory requirements have been introduced for NPOs in Pakistan, particularly the Anti-Money 
Laundering/Countering the Financing ofTerrorism (AML/CFT) Guidelines for Non-Profit Organizations (N POs) 2018, 
so that they are not susceptible to terrorist financing. However, the MER conducted in 2019 continues to highlight that 
relevant due diligence procedures as prescribed by FATF Recommendations (specifically 10, 11 and 12162) were not 

152 FATF, 'Terrorist Financing' (FATF) page 11 <www.fatf-gafi.org/publications/fatfgeneral/documents/terroristfinancing.html> 
153 Ibid. 
154 Money Laundering, Terrorist Financing and FATF: Implications for Pakistan 

http://www.ipripak.org/wp-content/uploads/2018/10/Article-2-2-0ct-2018-ED-SSApdf 
155 International Standards on Combating Money Laundering and the Financing a/Terrorism and Proliferation -FATF Recommendations (June 2019) 

http://www.fatfgafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf. 
156 Ibid. 
157 FiF ban not fully enforced, Daily Times, February 2019. https://dailytimes.com.pk/357982/ban-not-fully-enforced/. 
158 LeT charity wing conducting flood relief work -August 2010. Reuters 

https://www.reuters.com/article/us-pakistan-floods-militants/factbox-lashkar-e-taiba-charity-wing-in-flood-relief-work­
idUSTRE6703RL20100826https://www.reuters.com/article/us-pakistan-floods-militants/factbox-lashkar-e-taiba-charity-wing-in-flood-relief-work­
idUSTRE67O3RL20100826. 

159 Richest Terror Organizations in the World, Forbes Magazine, January 2018. 
https://www.forbes.com/sites/forbesinternational/2018/01/24/the-richest-terror-organizations-in-the-world/#53ea06937fd1. 

160 Over 500 JuD-FiF properties confiscated under NAP, May 2019, T he News. https://www.thenews.com.pk/print/469873-over-500-jud-fif-properties-confiscated-under­
nap. 

161 Chapter 1, Pakistan-FATF. Mutual Evaluation Report (MER) -2019. Financial Action Task Force. 
162 International Standards on Combating Money Laundering and the Financing a/Terrorism and Proliferation -FATF Recommendations (June 2019) 

http://www.fatfgafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf. 
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applied to the NPO sector, and the authorities generally had poor understanding of terroristfmancing risks in this area. 
This is therefore an important area that requires more legislation and regulatory measures. 163 

• Exploitation of Natural Resources and other Illegal Means:

In Pakistan, there have been instances where militant outfits in Khyber Pakhtunkhwa (and the former FATA region) 
assumed control over small regions, with the aim to use natural resources in the area for terrorism financing purposes. 

Groups such as the TTP aimed to gain monopoly over the gemstone (specifically emerald mines in SwatValley164
) and the 

marble industry (located in Mohmand Agency). Additionally, militants have been involved in stealing and exploiting 
artifacts at the archaeological sites in the KP region. They have also maintained strong relations with Swat's timber 
mafia in order for them to generate more capital through selling wood in the market. 165 

The FMU Report also suggests that terrorist groups loot vehicles and shipments carrying military supplies and 
equipment and sell them to other organizations. 

3.3. MOVEMENT OF FUNDS THROUGH MONEY LAUNDERING 

The act of laundering money involves taking the funds obtained through illegal means and placing them in the formal 
financial system, layering them with other licit or already laundered funds, and integrating them into accounts, 
resources, or investments. Often it involves transferring the money from account to account until it becomes 
impossible or very difficult to trace back to the illegal source. The International Monetary Fund (IMF) states that, 
'Money laundering requires an underlying, primary, profit-making crime (such as corruption, drug trafficking, market 
manipulation, fraud, tax evasion), along with the intent to conceal the proceeds of the crime or to further the criminal 
enterprise.'166 

Money laundering is criminalized in Pakistan undertheAMLA2010and is penalized under Section 4: 

4. Punishment for money laundering: Whoever commits the offence of money laundering shall be punishable
with rigorous imprisonmentfor a term which shall not be less than one year but may extend to ten years and shall
also be liable to fine which may extend to one million rupees and shall also be liable to forfeiture of property
involved in moneylaundering orpropertyof corresponding value.

The money laundering process can be used by terrorist organizations to hide the source or destination of funds, but 
these are generally quite distinct processes. Funds to finance terrorist objectives often pass through this process and so 
the preamble of the Act talks about money laundering together with terrorism financing. In this context, it is also 
necessary to mention the role of benami transactions as they aid in money laundering activities. According to the FBR, a 
benami transaction "encompasses where a property is transferred to, or held by, a person and theconsiderationfor such 
property has been provided, or paid by, another person.'' This can include trustees, wife, children, siblings, etc. to whom 
property has been transferred. 

Also included within the purview of benami transactions are those transactions and arrangements in respect of a 
property carried out or made in a fictitious name, where its owner is unaware or denies knowledge, or in cases where the 
person providing consideration is not traceable or is fictitious. In real estate, when money launderers attempt to 
conceal property or remove themselves from the illicit property, they often make use of benami transactions to mislead 
investigators or dodge suspicion. 

In 2019, the Bena mi Transaction (Prohibition) Rules were enacted, outlawing any benami activity and sanctioning such 
activities with criminal proceedings carrying an imprisonment term of up to seven years. A well-known example of an 
on-going money laundering case is that of the Pakistani Model,AyyanAli. 

163 Chapter 1, Pakistan-FATF. Mutual Evaluation R eport (MER) - 2019. Financial Action Task Force. 
164 Terror Financing and Growth ofTerrorist Groups: A case Study ofTehrik e Taliban Pakistan', Saqib Muhammad, National Defense University, Islamabad, 2007. 

https://ndu.edu.pk/issra/issra_pub/articles/ndu-journal/N DU-Journal-2017 IS-Terror-Fi nancing-and-Growth-of-Terrorist-Groups.pdf. 
165 Ibid. 
166 IMF.org, Anti-Money Laundering/Combating the Financing of Terrorism (AMUCFT). https://www.imf.org/external/np/leg/amlcft/eng/. 
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CASE STUDY 

In March 2015, a Model from Pakistan,Ayyan Ali, was arrested at Benazir Bhutto Shaheed International Airport 
Islamabad for travelling with upwards of USD 500,000 in her luggage, where the maximum limit one is allowed 
to carry in cash when traveling internationally is USD 10,000.167 Ayyan Ali claimed in her statements that high­
level politicians, including former Minister of Interior, Rehman Malik, were directly involved in such activities -
nevertheless, she was charged with money laundering. An investigation of her finances further revealed her 
bank accounts were linked to fictitious and other benami accounts, through which ill-gotten means were likely 
laundered.16° Currently, she is based in the UAE while on bail, pending return to Pakistan for further legal 
proceedings.16
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3.4. MODES OF MOVEMENT OF FUNDS 

As mentioned earlier, while funds can be raised in many ways, it is also necessary to see how they are managed in both 
formal and financial systems. FATF Recommendations 10 and 11 illustrate the need for customer due diligence (CDD) 
and record-keeping, whereas Recommendations 13 through 16 further look at regulation banking and money transfer 
systems for risks associated with terrorism financing, use of new technologies and wire transfers, amongst others.170 In 
line with these Recommendations, it becomes necessary to review how formal and informal monetary systems are 
engaged for terrorist financing, and additionally, how the rise of crypto-currencies around the world also poses 
considerable threats. 

Formal 

Moving through a formalized financial system implies working through financial institutions, such as banks, and 
transferring ill-gotten money to the desired destination. Regardless of the crime, users of this system (especially money 
launderers) resort to placement, layering, and integration in the process of turning illicit proceeds into apparently legal 
monies or goods. 

167 Ashfaq Ahmed, Pakistan Supermodel Wanted in Currency Smuggling Case, 2019, GULF NEWS. 
https://gulfnews.com/world/asia/pakistan/pakistan-superMODel-ayyan-who-lives-in-dubai-is-now-wanted-person-in-currency-smuggling-case-1.62572511 

168 Azaz Syed, FIA Finds Ayyan Ali Role in Money Laundering Case, (2018). GEO NEWS. https://www.geo.tv/latest/214301-fia-finds-ayyan-alis-role-in-money-laundering­
case-sources#_ 

169 Ashfaq Ahmed, Pakistan Supermodel Wanted in Currency Smuggling Case, 2019, GULF NEWS. 
https://gulfnews.com/world/asia/pakistan/pakistan-superMODel-ayyan-who-lives-in-dubai-is-now-wanted-person-in-currency-smuggling-case-1.62572511 

170 International Standards on Combating Money Laundering and the Financing ofTerrorism and Proliferation - FATF Recommendations (June 2019). 
http://www.fatfgafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf. 
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The diagram below shows one example of how the processes of placement, layering and integration are applied.171 

The Process of Money Laundering and Financing of Terrorism 
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171 World Bank - Reference Guide to Anti Money Laundering and Combating Terrorist Financing 
http://documents.worldbank.org/curated/en/558401468134391014/pdf/350520Referenc1Money010FFICIALOUSE1.pdf. 
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In the initial stage ("placement"), illegally derived funds are placed within the financial system, usually through a 
financial institution, for example, by depositing cash into a bank account.17

2 Large amounts of cash are broken into 
smaller amounts and deposited over time in different offices of a single financial institution or in multiple financial 
institutions. 

In the second stage ("layering"), the funds, securities or insurance contracts placed in the financial system are converted 
or moved to other institutions.1

73 Such funds could then be used to purchase other securities, insurance contracts or 
other easily transferable investment instruments and then sold through yet another institution, or to a shell 
corporation. 

The third stage ("integration") involves the integration of funds into the legitimate economy (via the purchase of assets, 
such as real estate, securities or other financial assets, or luxury goods), or to be distributed to terrorists and their 
supporting organ izations.174 

Informal 

According to an FMU Report, many terrorist organizations receive funds via the Hawala175 system that is an 'informal 
parallel value transfer system' operating outside the traditional banking and financial framework. The system is not 
based on the movement of cash, or on wire transfers between banks but is based on the performance and delivery of a 
network of brokers. In the sub-continent, the Hawala system has persisted through Hundis. (The Hundi is a financial 
instrument that is used for use in trade and credit transactions.)176 "A part of foreign exchange collected abroad may also 
include funds for terrorist financing, and the rupee counterpart disbursed in Pakistan may help terrorist financing:'177 

Despite Pakistan's banning of the hawala/hundi system, estimates suggest that "the total volume of annual currency 
transfers is around USD 15 billion:'178 

The process of hawala/hundi is described as below: 

Asimplified example of the Hawala/Hundi Process (diagram) 

MATTHEW HENRY 

USD1000 PKR 100,000 

SALLY ZOE 

USD1000 PKR 100,000 

SHAWN MINDY 

In the above diagram, we can see a simplified version of what a series of hundi transactions look like. The blue lines 
represent transfer of information, the green lines represent transfers of cash, and the red line divides the two 
geographically and jurisdictionally distinct areas. In this example, Sally and Zoe are hundi operators, with the rest being 

172 World Bank - Reference Guide to Anti Money Laundering and Combating Terrorist Financing 
http://documents.worldbank.org/curated/en/558401468134391014/pdf/350520Referenc1Money010FFICIALOUSE1.pdf 

173 World Bank - Reference Guide to Anti Money Laundering and Combating Terrorist Financing 
http://documents.worldbank.org/curated/en/558401468134391014/pdf/350520Referenc1Money010FFICIALOUSE1.pdf 

174 Ibid. 
175 lnvestopedia, 'Hawala'. https://www.investopedia.com/terms/h/hawala.asp 
176 Hundis are used as a form of remittance instrument to transfer money from place to place, as a form of credit instrument or IOU to borrow money and as a bill of 

exchange in trade transactions. https://web.archive.org/web/20131126010531/http://rbi.org.i n/scripts/ms_hundies.aspx 
177 Report: Pakistan Terror Groups get rich from crime, money laundering. Voice of America, March 2017. https://www.voanews.com/a/report-pakistan-terror-groups-get­

rich-crime-money-laundering/3779316.html 
178 Shahid Iqbal, "Annual Hundi, Hawala Payments cross $15 Billion;' Dawn, December 31, 2015, http://www.dawn.com/news/1229711. 
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clients. We can see that Shawn is in communication with Mindy and hopes to transfer her some cash. Shawn transfers 
said cash to Sally, the hundi operator, who communicates with Zoe, another hundi operator, with whom she has a trust­
based relationship. Zoe, then, with the understanding thatSallywill eventually return the favor, transfers cash to Mindy. 
The same transaction is repeated the other way around with Henry and Matthew. We can see that even though no cash 
has passed through any borders, two sets of transactions have nonetheless taken place. 

Cryptocu rrency 

A cryptocurrency is a digital currency in which encryption techniques are used to regulate the generation of units of 
currency and verify the transfer of funds, operating independently of a central bank. 

Table 1: Payment System with a Central Authority 
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Table 1 serves as a simplified illustration of how a transaction occurs in a system with a central monetary authority, such 
as the State Bank of Pakistan. The buyer and seller may exchange goods for payment, but it is done through a system 
whereby the central authority serves a regulatory and monitoring role. 

Table 2: Payment System with a Distributed Ledger 
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Cryptocurrencies instead rely on a distributed ledger system, whereby a person transferring any sum of 
cryptocurrency results in an input in the distributed ledger, which is then propagated throughout the system. A 
distributed ledger is a database that is consensually shared and synchronized across multiple sites, institutions, and 
geographical locations. The transactions thus conducted are anonymous and nearly impossible to trace if they are not at 
some point in the transaction chain, converted intofiatcurrencyregulated by a central authority. 

The risk of cryptocurrencies being used to fund terrorism is particularly severe due to the transnational and anonymous 
nature of these currencies. Traditional modes of enforcement as are applied in Pakistan through the issuance of 
STRs/CTRs and subsequent prosecution in the formal sector, and the raiding and prosecution of illegal hundi/hawala 
nodes in the informal sector prove to be ineffective when dealing with a currency system that is spread out throughout 
the world, completely anonymous, and untraceable. 

Examples from around the world show the glaring rise in the use of crypto-currencies in terrorism operations, in 
tandem with other online platforms. In 2015, 26 members of the Qatari royal family were kidnapped and held for 
ransom by local Shiite militia in Iraq. In return for their release, Qatar was compelled to pay a sum generated in crypto­
cu rrency that amounted to nearly a USD 1 bi 11 ion. 17
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Similarly, the Wall StreetJournal reported in 2017thatAmerican intelligence agencies had uncovered an international 
network run by ISIS (Daa'esh) that used fake eBay and PayPal accounts to transfer funds to operatives in the United 
States.180 Thus, crypto-currencies, particularly on the Darkweb,181 have proven to be an effective way of terrorist
financing. 

In its recommendations, the FATF has noted the rise of challenges posed by technology and online platforms when 
countering financing of terrorism, particularly delineated in Recommendation 15 ("New Technologies").182 The 2019
Interpretative Note describes how countries and obliged entities must comply with the relevant FATF 
Recommendations to prevent the misuse of virtual assets for money laundering and terrorist financing and the 
financingof proliferation.183 

CASE STUDY 

1515 (Islamic State of Iraq and Syria) 

According to Forbes, 1515 was the fifth richest terrorist organization in the world. It was able to operate at this 
scale due to the abundance of resources and funds. 
ISIS had several main sources of funds: 
1. The Islamic State frequently loots banks and other institutions in its locality.
2. It had a monopoly over oil reserves in Iraq and sold this natural resource to finance much of its operation.
3. ISIS is known to be engaged in activities such as smuggling (people, drugs and archaeological artifacts),

racketeering and tax levying. In certain areas such as those that are densely populated, this can lead to
significant revenue generation.'

4. I SIS generates a lot of money through donations from various organizations and people alike.

Laundering Money 

Because ISIS operates far beyond its territories, it often needs to employ different methods to launder money. 
For example, if supplies need to be purchased in the legitimate market, it is reasonable to assume that the money 
ISIS uses to pay for them has been laundered beyond all traceability. They may disguise funds and let them back 
into the economy (having been washed). 

179 Richest Terror Organizations in the World, Forbes Magazine, January 2018. 
https://www.forbes.com/sites/forbesinternational/2018/01/24/the-richest-terror-organizations-in-the-world/#53ea06937fd1 

180 Ibid. 
181 The dark web forms a small part of the deep web, the part of the world wide web not indexed by search engines Andy Greenberg, 19 November 2014, Hacker Lexicon: 

What is the dark web? 
182 International Standards on Combating Money Laundering and the Financing ofTerrorism and Proliferation - FATF Recommendations (June 2019) 

http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf 
Also see FATF Guidance on Virtual Assets and Virtual Asset Providers (21 June 2019): https://www.fatf­
gafi.org/publications/fatfrecommendations/documents/guidance-rba-virtual-assets.html and the FATF Public 

183 Statement on Virtual Assets and Related Providers: http://www.fatf-gafi.org/publications/fatfrecommendations/documents/public-statement-virtual-assets.html. 
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ISIS has adopted new and creative methods to launder money. For example, it has been known to send money 
across borders accompanied by people (cash couriers). Another interesting incident that surfaced in 2018 was 
about a woman based in New York who was arrested under charges of laundering money, and admitted that she 
had sent large sums of money to ISISthrough the cryptocurrency 'Bitcoin.' 

Self-Assessment Questions 

• List any4 methods via which terrorist organizations raise funds in Pakistan.
• How does the system of hawala work in helping terrorists totransferfunds?

3.5. AT RISK SECTORS AND INSTITUTIONS 

This discussion on terrorist financing and money laundering in Pakistan cannot be complete without an analysis of the 
economy of Pakistan that gives rise to ML and TF threats. As mentioned above, most ML threats arise from predicate 
crimes of corruption, smuggling, narcotics trafficking, etc., where the proceeds of crimes are transferred out of Pakistan 
through the informal/alternative remittance operators (hawala/hundi). Concerns regarding terrorism (and terrorist 
financing) continue to exist owing to instability in Afghanistan, as well as involvement of foreign agencies and 
governments in the country. 

Recently, provincial counter-terrorism departments have investigated multiple cases of hawala/hundi, launching 
proceedings against accused persons for covertly operating hawala/hundi systems, transferring ransom money intra­
nationally, and forchannelingfunds to various terrorist leaderships outside Pakistan.184 

An analysis of Pakistan's economy broadly reveals six sectors with critical weaknesses and vulnerabilities that allow for 
the ML/TF to seep through the system. Some of these sectors have been referred to above, but this part of the chapter 
focuses explicitly on how oversight, implementation and compliance mechanisms are susceptible to ML/TF activities 
and what can be donefurtherto strengthen them. 

Sector-Based Vulnerability 

Exchange Companies/Hawala Hundi Operators 

As mentioned before,small exchange companies using the hawala/hundi system face substantially high ML risks. This is 
because hawala/hundi systems operate in informal circles, with large sums being traded in multiple transactions to 
avoid regulatory thresholds, while there is very little regulatory oversight from the State Bank of Pakistan (SBP) and 
Securities and Exchange Commission of Pakistan (SECP). The lack of formalized compliance departments renders 
exchange companies a haven for mobilizing tainted money and conducting illegal transactions. The foreign exchange 
company Khanani and Kalia (K&K) serves as an example. K&K was closed down in 2008 as part of the Forex Scam case, 
where it was found to have been operating illegal hawala/hundi networks and aiding money laundering despite being a 
licensed operation bytheSBP.185 

In 2018, significant amendments were made to Standard Operating Procedures (SOPs) and other regulations to tighten 
the grasp on informal exchange companies, as will be expanded upon in later chapters. While the MER (2019) 

appreciates the "high-risk" designation afforded to the informal hawala/hundi system, it also states that there is a need 
to further identify how the use of this delivery channel may differ in relation to terrorist groups and/or the location of 
fund-raisers and end-users.186 

Real Estate Market 

Law enforcement investigators and FBR officials have stated that medium to high ML risks exist in the real estate 
market, as investments in land and property allowed for the parking of cash earned from illicit activities. Despite 
relevant legislative changes, there remains a lack of robust oversight mechanisms that result in higher risks of ML. A 

184 Pakistan submissions to the FATF -APG-MER Report, 2019 
185 The Endless Case of Khanani and Kalia, DAWN, 2019. 

https://www.dawn.com/news/1294802 
186 Chapter 1, Pakistan-FATF. Mutual Evaluation Report (MER) -2019. Financial Action Task Force. 
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recent example, though highlighting a positive development, is the confiscation of roughly 500 properties registered 
under JuD and FIF, which were brought using illicit meansandfunds.187 

In the AMUCFT Regulations issued by the SECP (2018), financial institutions have been instructed to deem real estate 
dealers as 'high risk' in their risk assessments. Thus far, there are no such directives particular to law enforcement 
agenciesforoperationally countering the risk of ML/TF in real estate.188 

Precious Metals and Stones Market 

Similar to the real estate market, medium to high risks exist in the precious metals and stones sector as well. Primarily, 
this is due to high value dealings carried out with walk-in customers usually on a cash only basis and with little to no 
verification or due diligence mechanisms in place. Further exacerbating this as a complete lack of systematic oversight 
by any official body, apart from periodic STRs reported to the FMU. Some examples of high-value metals and stones 
include gold, diamonds and other precious stones used in jewelry-making, which is an important part of Pakistan's 
wedding culture.189 There are attempts being made by the FBR to document this sector of the economy and to track all 
gold purchases.190 As with the real estate sector, new SECP regulations also compel financial institutions to designate a 
'high risk rating' to precious metal enterprises aswell.191 

Banking 

The banking sector continues to face a medium-level risk despite SBP's oversight and the extent of its AML/CFT 
frameworks. Increased financial inclusion in recent years has enhanced the demand and scope of banking services, 
thereby exposing the banking sector to more risks. In line with this, banks developed rigorous internal regulations and 
safeguards to address M L/TF risks, including the necessary due diligence for high-risk customers, STR mechanisms and 
strict value thresholds as per relevant FATF recommendations.192 According to the State Bank of Pakistan (SBP), factors 
that result in a high-risk designation for customers include politically exposed persons (PEPs), those with high value 
bank accounts and high va I ue transactions, and those with unclear sources of fund i ng.193 

In 2018, the SBP issued circulars requiring banks to further strengthen rules to prevent ML/TF by implementing a "Fit 
and Proper Test" criterion for transactions,"4 fool-proofing branchless banking, creating robust governance 
frameworks, etc.195 Overall, banks have a reasonable understanding of ML risks, with banks being the only entities from 
the private sector to have conclusive risk assessment frameworks internally. However, there remains a need to improve 
knowledge around TF risks as well.196 In the future, it is also necessary to ensure that banks comply with provisions of 
FATF Recommendation 15 especially when further integrating new technologies in a bid to adequately counter ML/TF 
risks.197 

Securities 

The securities sector also faces a medium-level risk. Despite compliance with strict Know your Customer (KYC)/CDD 
guidelines issued by the SECP,198 officials stated that threats exist due to non-verification of funds being traded in stock 
markets and a general lack of awareness of AML/CFT regimes overall in the sector. New guidelines issued in 2018 via 
Statutory Regulatory Order (SRO) 557(1)/2018 provide more robust mechanisms and risk assessment tools to enhance 
due diligence processes and strengthen reporting structures within this sector.199 However, the MER notes thatthere is 
a scope for wider prudential powers being afforded to reporting entities supervised by the SECP to draw on for 
additional sanctions beyond fines for AML/CFT breaches.200 

187 500 JUD/Fl F Properties Confiscated under NAP, T he News, 2019. 
https://www.thenews.com.pk/print/469873-over-500-jud-fif-properties-confiscated-under-nap 

188 Chapter 1, Pakistan-FATF. Mutual Evaluation Report (MER) - 2019. Financial Action Task Force. 
189 FATF Asks Pakistan to Document all gold purchases, T he News, 2019 

https://www.thenews.com.pk/print/457980-fatf-asks-pakistan-to-document-track-all-gold-purchases 
190 Ibid. 
191 Chapter 1, Pakistan-FATF. Mutual Evaluation Report (MER) - 2019. Financial Action Task Force. 
192 International Standards on Combating Money Laundering and the Financing a/Terrorism and Proliferation - FATF Recommendations (June 2019) 

http://www.fatfgafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf 
193 State Bank of Pakistan, Prudential AMUCFT Guidelines - Risk Based Approach (SBP) http://www.sbp.org.pk/l_frame/PDF/Prudential/AML-CFT-Guidelines-

RiskBasedApproach.pdf 
194 State Bank of Pakistan, AMUCFT Guidelines (SBP). http://www.sbp.org.pk/bprd/2018/C9-A.pdf 
195 State Bank of Pakistan, AMUCFT Guidelines (SBP), 2018 http://www.sbp.org.pk/bprd/2018/index.htm 
196 Chapter 4, Pakistan-FATF. Mutual Evaluation Report (MER) - 2019. Financial Action Task Force. 
197 International Standards on Combating Money Laundering and the Financing a/Terrorism and Proliferation - FATF Recommendations (June 2019) 

http://www.fatfgafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf 
198 SECP Money Laundering Regulations (2018) https://www.secp.gov.pk/document/anti-money-launderi ng-and-counteri ng-financi ng-of-terrorism-regulations-2018-

amended/?wpdmdl=33411. 
199 S.R.O. 557( 1)/2018 https://www.secp.gov.pk/document/anti-money-lau ndering-and-counteri ng-fi nancing-of-terrorism-regu lations-2018-amended/?wpdmd 1=33411. 
200 Chapter 4, Pakistan-FATF. Mutual Evaluation Report (MER) - 2019. Financial Action Task Force. 
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Insurance 

The insurance sector also faces low to medium level risks. Interviews with SECP officials showed that initiatives such as 
SRO 20(1)/2012201 further integrated AML/CFT measures into insurance operations and procedures, while the 
insurance sector was also found compliant with international requirements. Yet officials cited the need for more robust 
inspection frameworks for the effective implementation of the AMLA regime, and consequently in line with the 
Financial Action Task Force (FATF) recommendations,2°2 new guidelines were issued in 2018 under SRO 557(1)/2018,203 

which contain morestringentoversight and reporting mechanisms. 

Sectoral Risk Assessment (summarized) 

SECTOR 

Exchange companies 
(particularly B category) 

Informal/Alternate 
Remittance Operators 
(Hawala/Hundi) 

Real Estate Market 

I P,edous Matal/Stone ■ Bank;ng■ Secu,;t;es■ lnsu,ance

OVERSIGHT BODY 

Securities and Exchange 
Commission Pakistan 
(SECP) 

SECP* 

Directorate General 
Immovable Properties (DG 
IMP) - FBR** 

FMU*** 

SBP 

SECP 

SECP 

OVER RISK SCORE 
(ML/TT RISKS) 

Medium-High 

High 

Medium-High 

Medium-High 

Medium 

Medium 

Medium-High 

* The Hawala/Hundi system usually operates outside the scope of SECP regulations; while it falls under the
designation of SECP, it is almost entirely unregulated.

** Due to lack of a single cohesive body governing real estate, a specialized cell was created within FBR to 
provide oversight and investigate STRs. 

*** There is no body for systematic oversight for Precious Metal/Stone Industry, but it is governed by 
AMUCFT regulations and STRs are investigated reactively by the FMU. 

201 Anti-Money Laundering Act 2010, SECP issues clarifications (2013), Business Recorder, https://fp.brecorder.com/2013/08/201308131219703/. 
202 International Standards on Combating Money Laundering and the Financing a/Terrorism and Proliferation - FATF Recommendations (June 2019) 

http://www.fatfgafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf. 
203 S.R.O. 557(1)/2018 

https://www.secp.gov.pk/document/anti-money-laundering-and-countering-financing-of-terrorism-regulations-2018-amended/?wpdmdl=33411" 
https://www.secp.gov.pk/docu ment/anti-money-laundering-and-countering-fi nancing-of-terrorism-regu lations-2018-amended/?wpdmdl=33411. 
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TERRORISM FINANCING IN PAKISTAN 

Proscribed organizations in Pakistan follow from the provisions of the UNSCRs 1267 and 1373, and are further 
governed by FATF Recommendations, particularly 6 and 7, that deal with severe sanctioning of organizations that 
engage in terrorist financing and money laundering for the purpose of terrorist financing.204 

Under Sections 118 and 11EE of the ATA 1997, the Interior Ministry is authorized to add proscribed organizations and 
individuals believed or suspected of being associated with terrorist activities, to a watch-list, and closely monitor their 
activities. 

Under Section 2(q) of the ATA, a proscribed organization "means any organization which is listed in the first Schedule 
under section 11B:' Under section 11B205 of the ATA, the Federal Government may proscribe any organization where it 
has reasonable grounds to believe that the organization is involved206 in an act of terrorism, is owned directly or 
indirectly by an individual proscribed under the 4th Schedule of the same Act or is acting on behalf of any proscribed 
individual or proscribed organization. 

Section 11E talks about the list of proscribed persons, delineated under Schedule 1 of the ATA. However, no 
consolidated list of individuals currently exists under the Fourth Schedule. It becomes extremely important for the law 
enforcement agencies to take note of the different organizations as activities involving the procurement and transfer of 
funds must be monitored. Only then can their accounts be sought out and frozen to curtail their terrorist operations. 
The AT A provides for such action to be taken against these groups under various subsections of Section 11 as described 
in Chapters 4 and 5. 

As per the National Counterterrorism Authority (NACTA), currently only 71 organizations have been proscribed under 
Schedule I of the ATA. Pakistan has proscribed 66 organizations and approximately 7,600 individuals under the ATA in 
compliance with obligations under UNSCR 1373. However, conversely, it is noted that several of the organizations 
proscribed by the Government of Pakistan are not currently included in the list of terrorist groups or entities 
designated by the UNSC. 

Moreover, according to the MER, Pakistan faces a significant TF threat from a wide range of terrorist organizations, and 
the country has not installed a risk-based framework in assessing the TF risks from these organizations.207 

The following table contains the names of all the organizations, whether operating from within Pakistan or from other 
countries that have been proscribed by the Ministry of Interior (MOl).208 

ORGANIZATION NAME DATE PROSCRIBED 

1 *Lashkar-e-Jhangvi (LeJ) 14Aug 2001, 
(Afghanistan) 3 Feb 2003 under UNSCR 1267 

2 Sipah-i-Muhammad Pakistan (SMP) 14Aug 2001 

3 Jaish-e-Muhammad (JeM)* 14Jan 2002, 
17 Oct 2001 under UNSCR 1267 

4 *Lashkar-e-Tayyiba (LeT) 14Jan 2002, 
2 May 2005 under UNSCR 1267 

204 International Standards on Combating Money Laundering and the Financing a/Terrorism and Proliferation - FATF Recommendations (June 2019) 
http://www.fatfgafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf. 

205 Anti Terrorism Act, 1997 - 11 B Proscription of organizations.-(1) The Federal Government may. by order published in the official Gazette, list an organization as a 
proscribed organization in the FIRstSchedule on an ex Parte basis, if there are reasonable grounds to believe that it is-
a) Concerned in terrorism; or 
b) owned or controlled, directly or indirectly, by any individual or organization proscribed under 

this Act; or 
c) acting on behalf of, or at the direction of, any individual or organization proscribed under this Act .. 

206 Ali, K. (2016). Nacta moves to streamline list of Fourth Schedulers. [online] DAWN.COM. Available at: https://www.dawn.com/news/1287247 [Accessed 25 Sep. 2018]. 
207 Chapter 1, 4, Pakistan-FATE Mutual Evaluation Report (MER) - 2019. Financial Action Task Force. 
208 https://nacta.gov.pk/proscribed-organizations/. 
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5 Sipah-i -Sahaba Pakistan (SSP) 14Jan 2002 

6 Tehrik-e-Jaffria Pakistan (TJ P) 28Jan 2002 

7 Tehrik-e-Nifaz-e-Shariat-e-Mohammad (TNSM) 14Jan 2002 

8 Tehreek-e-lslami 14Jan 2002 

9 Al-Qaeda* 17 Mar 2003 , 
(Afghanistan) 6 Oct 2001 under UNSCR 1267 

10 Millat-e-lslamia Pakistan (Ex SSP) 15 Nov2003 

11 Khuddam-ul-lslam (Ex JeM) 15 Nov2003 

12 lslami Tehreek Pakistan (Ex TJP) 15 Nov2003 

13 Jamat-ul-Ansar 20Nov2003 

14 Jamat-ul-Furqan 20Nov2003 

15 Hizb-ul-Tahreer 20Nov2003 

16 Khair-un-Naas International Trust (Splinter 27Oct2004 
Gp. of Jamat-ul-Da'awa (JuD) 

17 Balochistan Liberation Army (BLA) 07 Apr 2006 

18 Islamic Students Movement of Pakistan 21 Aug2006 

19 Lashkar-e-lslami 30 June 2008 

20 Ansar-ul-lslam 30 June 2008, 
(Iraq) 24 Feb 2003 under UNSCR 1267 

21 Haji Namdaar Group 30 June 2008 

22 Tehrik-e-Taliban Pakistan (TTP) 25Aug2008, 
(Afghanistan) 29 July 2011 under UNSCR 1267 

23 Balochistan Republican Army (BRA) 08Sep2010 

24 Balochistan Liberation Front (BLF) 08Sep2010 

25 Lashkar-e-Balochistan (LeB) 08Sep2010 

26 Balochistan Liberation U nited Front (BLU F) 08Sep2010 

27 Balochistan Musalla Defah Tanzeem (BMDT) 08Sep2010 
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28 Shi a Tulaba Action Committee, Gilgit 10Oct2011 

29 Markaz Sabeel Organization, Gilgit 10Oct2011 

30 Tanzeem Naujawana-e-Ahle Sunnat (TNA), Gilgit 10Oct2011 

31 Peoples Aman Committee (Layari) 10Oct2011 

32 Ahle Sunnat Wal Jamat (ASWJ) Ex-SSP 15 Feb, 2012 

33 Al Harmain Foundation 6 March 2012 , 
26Jan2004 underUNSCR1267 

34 Rabita Trust 6 March 2012 , 
17 Oct 2001 under UNSCR 1267 

35 Anjuman-e- lmamia Gilgit Baltistan 24 April 2012 

36 Muslim Students Organization ( MSO) Gilgit 24 April 2012 

37 Tanzeem Ahle Sunnat Wal Jamat, Gilgit 5June2012 

38 Balochistan Bunyad Parast Army 04Aug2012 

39 Tehreek Nafaz-e-Aman 04Aug2012 

40 Tahafuz Hadudullah 04Aug2012 

41 Balochisan Waja Liberation Army 04Aug2012 

42 Baloch Republican Party Azad 04Aug2012 

43 Balochistan United Army 04Aug2012 

44 Islam Mujahidin 04Aug2012 

45 Jaish-e-lslam 04Aug2012 

46 Balochistan National Liberation Army 04Aug2012 

47 Khana-E-Hikmat Gilgit Baltistan, Gilgit 13 March 2013 

48 Tehrik-e-Taliban Swat (TTS) 15 March 2013 

49 Tehrik-e-Taliban Mohmand ( TTM) 15 March 2013 

50 Tariq Geedar Group (TGG) 15 March 2013 

51 *Abdullah Azam Brigade 15 March 2013 
(Lebanon, Syria, Arabian Peninsula) 23 Sep 2014 vide UNSCR 1267 
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52 

53 

54 

55 

56 

57 

58 

59 

60 

61 

62 

63 

64 

65 

66 

67 

68 

69 

*East Turkemenistan Islamic Movement (ETIM)
(Turkey, Afghanistan)

*Islamic Movement of Uzbekistan
(IM U)(Uzbekistan)

*Islamic Jihad Union (IJU)
(Uzbekistan, Afghanistan, Germany)

313 Brigade 

Tehrik-e- Taliban Bajaur (TTB) 

Amar bil MaroofWa Nahi Anil Munkir (Haji 
Namdaar Group) 

Ba loch Student Organization Azad (85O-A) 

United Baloch Army (UBA) 

Jeay Sindh Muttahida Mahaz (JSMM). 

*Daish/1511/15/1515 (Afghanistan)

* Jamat UI Ahrar (JuA)

Lashkar-e-Jhangvi AI-Almi (LeJA) 

Ansar-ul-Hussain 

Tehreek-e-Azadi-Jammu & Kashmir (TAJK) 

Jundullah 

Al Rah mah Welfare Trust Organization 

Balawaristan National Front (Abdul 
Hameed Khan Group) 

Jamaat-ul-Da'awa (JuD) 

Affiliated Organizations: 
i. AI-Anfal Trust, Lahore
ii. ldara Khidmat-e-Khalaq, Lahore
iii. AI-Dawatullrshad, Lahore
iv. Al-Hamad Trust, Lahore/Faisalabad
v. Mosques & Welfare Trust, Lahore
vi. Al-Medina Foundation, Lahore
vii. Mazz-Bin-Jabel Education Trust, Lahore

15 March 2013 
11 Sep 2002 vide UNSCR 1267 

15 March 2013 
6 October 2001 vide UNSCR 1267 

15 March 2013 
1 June 2005 under UNSCR 1267 

15 March 2013 

15 March 2013 

15 March 2013 

15 March 2013 

15 March 2013 

15 March 2013 

15 July 2015 by MOI, also vide UNSCR 1267 

11 Nov2016 
06 July2017 
vide UNSCR 1267 

11 Nov2016 

30 Dec2016 

08June2017 

31 Jan 2018 

13 Dec2018 

26 Feb2019 

05 March 2019 
10 May2019 



70 

71 

Falah-e-lnsaniat Foundation (FIF) 

Affiliated organizations: 
i. AI-Fazal Foundation/Trust, Lahore
ii. AI-Easar Foundation, Lahore

Pak Turk International CAG Education 
Foundation 

05 March 2019 
10May2019 

18April 2019 
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*Entities still on the UNSC Consolidated List established pursuant UNSC Resolutions 1267/1989/2253209 

More information on the sanction measures imposed on proscribed individuals and organizations can be 
found in Chapter 4 of the Guide. 

209 United Nations Security Council Consolidated List of Individuals and Entities accessible at: https://scsanctions.un.org/en/?keywords=AI Qaeda 
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INTRODUCTION 

This chapter provides an overview of the United Nations Security Council (UNSC) Sanctions Regime and Pakistan's 
obligations under it. It discusses the measures undertaken by Pakistan to comply with UNSCRs 1267 and 1373. These 
measures include the promulgation of implementing legislation; the listing and de-listing of criminal organizations and 
individuals; and the procedure that is followed for implementation of the sanctions against those designated 
entities-Le. freezing and seizure of the assets, travel ban and arms embargo and penalties for sanctions violations. 

LEARNING OUTCOMES 

By the end of this chapter, you should be able to: 
• Understand the importance of implementation of UNSC Sanctions Regime for Pakistan
• Understand the responsibilities/obligations under the sanction's regime
• Understand the domestic legislative framework implementing the sanctions regime
• Understand the procedural framework for inter-agency coordination and effective implementation of the

sanction's regime

ESSENTIAL READING 

• Guidelines issued by the Ministry of Foreign Affairs for the Implementation of the UN Security Council
Resolutions Concerning Targeted Financial Sanctions, Travel Ban, and Arms Embargo

• NACTA Guidelines on Action to be taken by Competent Authorities for Implementation of United Nations
SecurityCouncil Resolution 1373

• Anti-TerrorismAct(1997)
• Anti-Money Laundering Act (2010)



COMPLIANCE WITH UNSCR FRAMEWORK 

4.1. DOMESTIC COMPLIANCE/RESPONSE TOTHESANCTIONS IMPLEMENTATION UNDER 
THE UNSCR 1267 REGIME 

Implementation of the Resolutions of the UNSCRs, adopted under Chapter VII of the United Nations Charter is an 
international legal obligation for all Member States of the United Nations. The UNSC established the 1267 sanctions 
regime under its Resolution 1267 (1999). 

Pakistan is a dualist nation and, therefore, requires the implementation of domestic legislation in order to enforce 
UNSCRs. As a result, the United Nations (Security Council) Act, 1948 was promulgated. Under this legislation, the 
Ministry of Foreign Affairs issues SROsforthe implementation of these resolutions.210 

For supporting the implementation framework further, the Federal Government issued the United Nations Security 
Council (Freezing and Seizing) Order, 2019. The Order has been issued under Section 2 of the United Nations (Security 
Council) Act, 1948. The Order delineates the procedureforfreezing of assets under the UNSCR regime.21

1 

A National Committee for overseeing the implementation of sanctions against designated individuals and entities was 
also established. Guidelines were issued by MOFA to assist stakeholders in various ministries, departments, and 
agencies at the Federal and Provincial level in understandingthe UNSC 1267 Sanctions regime, the domestic legislation 
implementing it, and the obligations of stakeholders under it. 

Listing of Proscribed Organizations 

The information concerning the 1267 Committee List is received by the National Focal Point established in the Ministry 
of Foreign Affairs headed by the Additional Foreign Secretary in charge of the United Nations Affairs. Consequently, 
under the directions of the MOFA, the advice for necessary action is issued immediately to the MOI and the Ministry of 
Finance; they then issue instructions to the subordinate authorities working under them. The competent authority to 
enlist an organization/person as a proscribed organization and individual is the MOI; upon receipt of the information of 
the criminal organizations from the MOFA, they enlist the entity under 1st Schedule of the AT A. 

Upon revision/updates in the UN consolidated list, the MOFA under Section 2 of the United Nations (Security Council) 
Act (1948) issues an SRO on the same day to give legal effect to the update in Pakistan. The SRO is then shared with all 
concerned focal persons at the Federal and Provincial level.212 

MOFA also maintains the updated consolidated list of designated individuals and entities on its official website at the 
fol lowing link, (http://www.MOFA.gov.pk/contentsro.php). 

Listing of Proscribed Individuals 

An individual may be proscribed under the Fourth Schedule of the ATA on an ex-parte basis if there are reasonable 
grounds to believe that such person is 'involved with terrorism or is an activist or office bearer of an organization kept 
under observation under Section 11D or proscribed under Section 11B'.21

3 The 'reasonable grounds' may be formed
either based on information received from a credible domestic or foreign intelligence source and thus include 
information received by the MOFA about the 1267 Committee List. As indicated above, the competent authority to list 
organizations and individuals is the MOI; however, in SRO no. (1)/2014, dated 29th October 2014, the MOl214 delegated 
the power and functions as specified under section 11EE r/w Schedule 4 of the ATA (placement of individuals on the 
proscribed list) to the respective Provincial Home Secretaries and the Chief Commissioner Islamabad Capital 
Territory.21

5 

210 Guidelines on the Implementation of the United Nations Security Council Resolutions Concerning Targeted Financial Sanctions, Travel and Arms Embargo, Ministry of 
Foreign Affairs. 

211 Ibid. 
212 Guidelines on the Implementation of the United Nations Security Council Resolutions Concerning Targeted Financial Sanctions, Travel and Arms Embargo, Ministry of 

Foreign Affairs. 
213 Anti-Terrorism Act 1997, Section 11 EE. 
214 Supra note 34. 
215 The lists of proscribed persons are updated by the respective Home Departments and can be accessed on NACTA's website at https://nacta.gov.pk. 
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Process of the designation of entities/individuals under the 1267 Regime 

► Listing by Sanctions Committee

► Information shared with MoFA

► lssurance of SRO by MoFA

► Circulation of SRO's to all implementing federal and provincial stakeholders

► Implementation of SRO's by concerned provincial and federal stakeholders

4.2. SANCTIONS MEASURES THAT MAY BE IMPOSED AGAINST PROSCRIBED ORGANIZATIONS AND 
PROSCRIBEDINDIVIDUALSUNDER THE1267REGIME216 

Under the 1267 sanctions regime, all States are required to implement the following three sanctions measures against 
designated individuals and entities: 

Asset Freeze 

This stipulation requires the freezing (without delay) of funds and other financial assets or resources of designated 
individuals, groups, entities, etc .. These include funds derived from property owned, or controlled directly or indirectly, 
by either those mentioned above or by persons acting on their behalf or guidance. Also, it must be ensured that neither 
these funds nor any other funds are made available (directly or indirectly) for the designated person/entity' s benefit. 
Additionally, no person shall make donations to individuals and entities designated by the Committee or those acting on 
behalf of or at the direction of the designated persons or entities. 

Article 2(i) of the UNSC (Freezing and Seizing) Order (2019), 

Property of any description, whether corporeal or incorporeal, movable or immovable, tangible or 
intangible, and includes deeds and instruments, evidencing title to, or interest in, such property, 
including cash and monetary instruments, wherever located. 

Self-Assessment Question 

Pakistan Flood Relief (PRF) is not listed on the UN consolidated list. Upon research, it shows that the majority 
owner of PRF's assets belongs to a proscribed entity called 'X'. 

Does this fulfil the ownership criteria under the UNSC Resolution 1267? Will PRF also be subject to the same 
restrictions as designated entity X? 

Travel Ban 

Under this sanction's regime, Member States are required to prevent the entry into or transit through their territories 
of the designated individuals. It is crucial to note that this provision does not place an obligation on the State to deny 
entry or require the departure from the territories of its nationals. Additionally, this restriction shall not apply to bar the 
fulfilment of a judicial process, nor in cases determined explicitly by the National Committee.21

7 

216 Guidelines on the Implementation of the United Nations Security Council Resolutions Concerning Targeted Financial Sanctions, Travel and Arms Embargo, Ministry of 
Foreign Affairs 

217 Guidelines on the Implementation of the United Nations Security Council Resolutions Concerning Targeted Financial Sanctions, Travel and Arms Embargo, Ministry of 
Foreign Affairs 6. 
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Arms Embargo 

According to this stipulation, States are required to stop the direct or indirect supply, sale or transfer of arms to 
designated individuals, groups, undertakings and entities from or outside their territories, or those using an entity's flag 
vessels or aircraft. The definition of 'arms ' in this context includes tangible weapons and ammunition, military vehicles, 
equipment and spa re parts, as wel I as techn ica I advice, ass ista nee or training related to military activities. 

Implementation of Assets Freeze 

(The role and jurisdiction of entities in the implementation of the measures enumerated here are discussed in further 
detail in Chapter 6) 

i. Funds, financial assets or economic resources or related services held in the form of bank accounts, stocks or
insurance policies etc.

Regulator Entities involved: State Bank of Pakistan (SBP), Securities and Exchange Commission of Pakistan (SECP), 
Central Directorate of National Savings (CDNS) and Pakistan Post. 

SRO received by Regulator entitles 

Freezing of funds, financial assets and economic resources of designated entitles without delay (within 24 
hours) [chapter 2 &4of Freezing and Seizure Order 2019] 

Maintenance of updated lists by regulator entitles on an ongoing basis to verity whether designated 
entitles are holding any funds, financial assets or economic resources 

If there is a target match, i.e. all the particulars of the designated entitles or individuals mentioned in the 
SRO, match with particulars of an individual or entity in the database, the regulated entitles will 
immediately freeze such assets and would stop providing services to them 

In case of a potential match, the concerned regulated entity conveys this information to the regulators, 
which then informs the ministry of interior for verification of identity. 

ii. Financial assets or economic resources of the nature of the immovable and movable property

Immoveable assets 

Entities involved: CTD, Ministry of Defence (MOD), Home Department, NACTA, Islamabad Capital Territory (ICT), and 
Land Registration Authorities. 

The CT division of MOFA would electronically forward SROs to focal points in all MOD (for Cantonment Boards and 
Defence Housing Authorities (DHAs)), MOI, Home Departments and ICT. They will identify immovable assets 
registered in the name of designated individuals and entities from the relevant land registration authorities under their 
jurisdiction and freeze the titles and seize the assets per Chapters 11 and IV of the United Nations Security Council 
(Freezing and Seizure) Order (2019). The MOI will be involved for verification of identityin case of a potential match. 

Moveable Assets 

Entities involved: Home Departments, MOI and Excise Department. 

The Home Departments wil I forward SROs to the Excise Department. If there is a target match, the Excise Departments 
will immediatelyfree the titles of any vehicles in the relevant database. The rest of the procedure is like the one outlined 
above. 



RESEARCH SOCIETY OF INTERNATIONAL LAW 

Ongoing Monitoring 

Entities involved: Home Department, District Intelligence Committees (DI Cs) and Counter-Terrorism Department. 

Home Departments forward SROs to the DeputyCommissionerswith the direction to use DI Cs to identify other assets 
owned directly or indirectly by designated individuals and entities and report to the Home Departments. In the case of 
designated individuals, the Home Departments will ascertain how they are meeting daily expenses and whether they 
have applied for exemptions from assets freezes, as stipulated under Section 111 of MOFA guidelines and Article 16 of 
the United Nations Security Council (Freezing and Seizure) Order (2019). In the case where there is no exemption, 
action will be initiated againstthemunderSections 11F, 11H, 111 and 11J of theATA,asapplicable. 

Self-Assessment Questions 

• Name the federal entities involved when implementingfreezingof assets.
• Name the provincial entities involved when implementingfreezingof assets.
• Give two examples of movable assets and two examples of immovable assets.

For more information on howvarious agencies play a role in the sanctions process.see Chapter 6. 

Prohibition on fundraisingactivities by individuals and entities 

Entities Involved: Home Department (with help from SBP/SECP), local administrations, MOI, NACTA, CFTTask Force, 
FMU, Pakistan Telecommunication Authority (PTA) and FIA. 

Home departments (with the assistance from law enforcement agencies, security agencies and SBP/SECP) continue to 
monitor the activities of designated individuals/entities to ensure that they do not engage in any fundraising activities 
or that funds. They also authorize financial assets or economic resources, directly or indirectly, for such individuals' 
benefit. Collections of animal hides and Chanda/donation boxes are strictly monitored. 

Designated entities/individuals will not be allowed to raise funds through the collection of sacrificial hides. Charitable 
organizations, which have the requisite "No Objection Certificate" (NOC) from the local district administration, would 
be able to collect hides. Focal points from provincial authorities are supposed to share a consolidated list of designated 
individuals and entities with district administration to ensure that NOCs are not granted to designated 
entities/individuals. Violations of these rules will be dealt with under Sections 11F, 11H, 111 and 11J of the ATA, as 
applicable. 

MOI and Home Departments post advertisements in the media to create awareness in public to not donate to 
designated entities or individuals. Details of assets that are frozen are shared with focal points in MOFA, MOI, NACTA 
CFTTask Force, FMU, and FIA to enhance inter-agency coordination. 

Prohibition of raisingfunds on line 

Designated entities and individuals are not allowed to raise funds using the internet or social media as a forum. Focal 
points from MOFAare supposed tosharethe consolidated list of SROswith the PTA. 

Monitoring of internet: CyberCrime Wing of FIA and PTA. 

4.3. EXEMPTIONS FROM SANCTIONS MEASURES 

The assets freeze provisions do not apply to the following: 

1. Necessarybasic expenses:
a. Paymentsforfood
b. Rentormortgage
c. Medicine and medical care



d. Health insurance
e. Taxes
f. Professional fees for maintenance of frozen funds etc.
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g. Extraordinary expenses a pp roved by the 126 7 Committee or the 1988 Committee

The designated entity or individual must apply for the exemption under Article 16 of the United Nations Security 
Council (Freezing and Seizure) Order (2019). The details that are required in the application [Form C - Security Council 
(Freezing and Seizure) Order (2019)] are stipulated in MOFA Guidelines for 1267. The application will be processed as 
per the procedure stipulated in Article 16 of the United Nations SecurityCouncil (Freezing and Seizure) Order (2019). 

Mo FA receives the application (From C) either directly or indirectlythrough a reporting agency. 

The application is assessed to determine if the exemption is reasonable,giventhe circumstances. 

In case of basic expenses, MoFA will notify the UNSC Sanction committee of the intention to grant 
exemption from the asset freeze. 

The sanctions Committee, via the secretariat, will acknowledge receipt of the notification-Member state 
wi II be notify in 3 days of the committee. 

Upon the receipt of the decision from the sanctions committee, Mo FA will inform the applicant/agency for 
de-freezing of assets for provision of basic expenses. 

FMU will continue to monitor transactions granted under the exemption to ensure compliance with the 
saction committee's decision. 

4.4. DE-LISTING PROCEDURE218 

The procedure for de-listing of a designated entity/individual is stipulated on pp. 35-36 of the MOFA Guidelines. Upon 
de-listing, MOFA, upon notification from the relevant Sanctions Committee immediately issues an SRO and instructs all 
national stakeholders thatthe previously designated entity or individual is no longersubjecttosanction measures. 

4.5. PENALTIES FOR SANCTIONS VIOLATIONS219 

Section 2 of the United Nations (Security Council) Act (1948) stipulates that provision may be made for the punishment 
of person(s) who violate the SROs. The United Nations Security Council (Enforcement) Order (2012) prescribes the 
penaltyforviolation of SROs. 

If a person, including a company, fails or refuses to comply with any SRO issued under UNSC Act (1948), the Federal 
Government may, if satisfied after giving the opportunity of being heard that the non-compliance or violation was 
willful, imposeafineofupto 10 million rupees. 

Authority: It is the Secretary, MOFA, or any officer authorized by him on his behalf, but not below the rank of Additional 
Secretary. 

MOFA has the power to seek assistance from any Division, Department, Agency of the Federal or Provincial 
Government, regulatory bodies, LEAs including Police and FIA, fort he imposition of the penalty. 

Penalties for criminal violations of the sanctions 

Individuals (and legal persons/companies) whoviolatethe assets freeze provisions of the UNSC 1267 sanctions shall be 
prosecuted under Sections 11H, 111 and 11J, as applicable. Persons involved in violations of the arms embargo 

218 Guidelines on the Implementation of the United Nations Security Council Resolutions Concerning Targeted Financial Sanctions, Travel and Arms Embargo, Ministry of 
Foreign Affairs 

219 Guidelines on the Implementation of the United Nations Security Council Resolutions Concerning Targeted Financial Sanctions, Travel and Arms Embargo, Ministry of 
Foreign Affairs 
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provisions of the UNSC 1267 sanctions regime shall be prosecuted under the relevant Provincial laws (Arms 
Ordinances). 

4.6. SANCTION MEASURES UNDER UNITED NATIONS SECURITY COUNCIL RESOLUTION 1373220 

As elaborated upon in Chapter 2 (Global Legal Framework), UNSCR 1373 requires countries to put in place mechanisms 
enabling designation of terrorist organizations and persons associated with terrorism, and have their assets frozen, 
along with the consequent application of immediate sanctions. 

In order to ensure compliance with UNSCR 1373, there are many legal provisions in the ATA providing for the 
proscription of organizations, freezing and seizure of assets, criminalizing different forms of terrorist financing, and 
other required measures. 

Anti-Terrorism Act of 1997 

Sections 6 (7), 11H, 111, 11J, 11K, 11N,criminalize the offence of terrorist financing and all these offences have 
been included in the list of predicate offences in the Anti-Money Laundering Act 2010 (elaborated upon in 
Chapter6) 

Anti-Terrorism Act 1997 

Sections 11B, 11E, 11EE, 11EEEE, 110, 1100 and 11P concern procedures for implementation of UNSC 1373 
by empowering Pakistan's implementing agencies to freeze and confiscate terrorist assets and introduce 
provisional measures required to be implemented under UNSCR 1373. (The powers of the provincial CTDs 
under11 EE, 11 EEE, 11Oand 11 Phavebeenelaborated upon inChapter 7.). 

The procedures to comply with UNSCR 1373, from the stage of proscription to freezing and seizure of assets, are as 
follows:221 

Step 1: Listing of the Organization/ Entity 

The competent authority, Ministry of Interior (MOI), may include an organization in the First Schedule of ATA 1997 
considering Section 11B of the ATA. The updated list of criminal organizations can be accessed on NACTA's website at 
https://nacta.gov.pk. For proscription of persons, MOI has delegated the power and functions as specified in Section 11 

220 Guidelines on Actions to be taken by Competent Authorities for Implementation of United Nations Security Council Resolution No. 1373, National Counter Terrorism 
Authority 

221 The role,jurisdiction and coordination of each entity has been discussed in further detail in Chapter 6 of the Guide. 



Authorities for Compliance with the Notification 

Home Department/lCT 

Ministry of I nterior 
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E of the ATA to the respective Provincial Home Departments, which can also be accessed on the same link on NACTA's 
website. 

Step 2: Freezing of Bank and Financial Accounts 

In the case of criminal organizations, MOI issues the notification to the SBP and SECP to freeze the bank accounts or 
other financial accounts of the entity. In the case of individuals proscribed by the Home Departments or Chief 
Commissioner (ICT), the notification gets senttothe SBP and SECPfor freezingof the individuals' accounts. 

SBP, in its Guidelines on Compliance of Government of Pakistan's Notifications issued under UNSC Resolutions, 
stipulates that SBP circulates the notifications of proscribed entities/individuals to its regulated entities for taking 
necessary action. These SROs/Notifications, in addition to other requirements, require banks/DFls/MFBs to "freeze 
without delay the bank accounts, funds and other fi na nci a I assets or economic resources, including funds derived from 
property owned or controlled, directly or indirectly by a listed/proscribed individual/entity:' SBP also advises its 
regulated entities to report details of such frozen assets taken in compliance with the relevant SRO/notification to SBP 
withinthestipulatedtime. 

Step 3: Freezing of Immovable Properties 

UNSCR 1373 requires countries to freeze without delay the funds or assets of proscribed entities and individuals. 
Section 110 of the ATA 1997 states that money or other property owned or controlled wholly or partly, directly or 
indirectly, shall be frozen or seized. No person shall use, transfer, convert, dispose of or remove such money or other 
property without the permission of the Court and the law enforcement authorities. Within 48 hours of any freezing or 
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seizure of assets, the concerned person shall submit a report containing details of the property and the person affected 
by this to the Federal Government. 

Step4: FreezingofOtherFacilitiesandActivities: 

Proscribed organizations or persons are at times engaged in social, religious or charitable activities. Furthermore, these 
proscribed entities or individuals may be holding various assets, including immovable and movable assets for 
conducting such activities. 

Un-Freezing of Assets 

The ATA 1997 established a legal procedure for unfreezing of assets under Section 11U, which states that the Federal 
Government may, by notification in the Official Gazette, remove any organization or person from the First or Fourth 
Schedule at any time on the basis that no reasonable grounds for proscription exist. Upon cancellation of proscription, 
any money or property that has been frozen or seized shall be released promptly. The competent authority (MOI and 
Home Departments) shall remove the organization or person from the First Schedule or Fourth Schedule, respectively. 

4.7. MEASURES FOR COMBATING MONEY LAUNDERING UNDER ANTI MONEY LAUNDERING ACT, 2010 
(AMLA) 

The AMLA was enacted to comply with global AML standards. Section 6(2) of the AMLA states that "the Federal 
Government shall, by notification in the Official Gazette, establish a Financial Monitoring Unit which shall be housed in 
SBP or at any other place in Pakistan:' As a result of this legislation, the FMU was set to enhance the efficacy of the anti­
money laundering regime. 

Section 7 of the AMLA 2010 specifies that all Reporting Entities222 shall file with the FMU, no later than seven (7) 
working days223

, to the extent and in the manner prescribed by the FMU, Suspicious Transaction Reports and Currency 
Transaction Reports.224 While examining the activities of its customers, regulated entities are required to pay special 
attention to all involved, unusually large transactions, and all unusual patterns of transactions that have no apparent 
economic or visible lawful purpose. The background and purpose of such transactions shall, as far as possible, be 
examined; the findings established in writing, and be available to assist the relevant authorities in inspection and 
investigation.22'The transactions that are out of character or inconsistent with the history, pattern, or regular operation 
of the account, including through massive deposits, withdrawals and transfers, shall be viewed with suspicion, be 
investigated appropriately, and be referred to a Compliance Officer for possible reporting to FMU under the AMLA.226 

(Please see Appendix M for a list of examples of STRs and CT Rs.) 

Once the FMU receives the STR or CTR, it is responsible for analyzing the report. I t  may call for additional records or 
information from any agency or person in Pakistan related to the transaction. Subsequently, the FMU, after a thorough 
analysis of the report and other records, may disseminate, on a confidential basis, the necessary information or any 
other material to the concerned investigation agency for further enquiry under the AMLA 2010. The three 
investigation agencies that have been designated under the AM LA 2010 are FIA, AN F and the NAB. Based on the nature 
of the offence and the jurisdiction of the agency, FMU forwards the case for investigation. (The role and jurisdiction of 
each agency has been elaborated upon in Chapter 6). 

222 Reporting entities can include financial institutions and non-financial institutions. A financial institution can include any institution carrying on anyone or more of the 
following activities, namely: - (i) acceptance of deposits and other repayable funds from the public; (ii) lending in whatsoever form; (iii) financial leasing; (iv) money or 
value transfer; (v) issuing and managing means of payments including but not limited to credit and debit cards, cheques, traveler's cheques, and money orders. 
A non-financial institution includes real estate agents,jewelers, dealers in precious metals and precious stones, lawyers, notaries and other legal professionals, 
accountants, trust and company service providers and such other non-financial businesses and professions as may be notified by the Federal Government. 

223 Section 7 of the AMLA2010. 
224 A CTR means a report on currency transactions exceeding an amount of 2 million PKR (This amount has been specified by the National Executive Committee.). 
225 Anti-Money Laundering and Combating the Financing a/Terrorism (AMUCFT) Regulations for Banks & Development Finance Institutes (DFls). 
226 Ibid, Regulation 4. 



COMPLIANCE WITH UNSCR FRAMEWORK 

The FIA has been defined as the investigating or prosecuting agency under the AM LA. It has a Counter-Terrorism Wing 
(CTW) that detects and investigates terrorist financing/money laundering cases. The Terrorist Financing Investigation 
Unit (TFI U) at FIA facilitates investigation and prosecution of cases in courts of law. 

Investigation powers under the AMLA provide for attachment of property involved in money laundering, investigation 
of such cases, power of survey, search and seizure, powers of arrest, retention of property, records, and letters of 
request to the contracting State. 

Anti-MoneylaunderingActof2010 

Sections 8, 9, 13, 14, 15, 16, 17, 18, 24, 25, 27, 28, and 29 are all relevant in this regard. The provisions 
enumerating the powers of the LEAs under the AMLA regime for prosecuting a TF offence will be reviewed in 
Chapter 5. 
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INTRODUCTION 

The purpose of this chapter is to provide the reader with a comprehensive understanding of how the offences of 
terrorism financing and money laundering are criminalized under the Anti-Terrorism Act 1997 and the Anti-Money 
Laundering Act 2010. The chapter is divided into two parts. Part A provides an overview of the elements of terrorism 
financing offences and measures to freeze and confiscate property accordingly under ATA. Part B of the chapter will 
provide an overview of money laundering and identify the elements necessary to prove for offences under the AMLA
2010, to assist with adjudicating trials. Taking the profit out of crime is a necessary deterrent power, and this section will 
also provide an overview of relevant asset recovery provisions, includingfreeze orders, attachment, and forfeiture. 

LEARNING OUTCOMES 

By the end of this chapter and the relevant readings, you should be able to: 
• Define terrorism undertheAnti-TerrorismAct, 1997;
• Cite relevant provisions of the ATA and AMLA that criminalize terrorism financing and money laundering and

set forth the elements necessary to so prove;
• Detail the procedure of asset recovery (attaching, preventing disposal, freezing, seizure and confiscation)

undertheATAandAMLA;
• Identify the elements that constitute money laundering as distinct from terrorism;
• Frame charges appropriately and categorizes different types of evidence.

ESSENTIAL READING 

• Anti-Terrorism Act, 1997;
• Anti-Money Laundering Act, 2010;
• FATF Recommendations;
• UNSCR 1373.
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PART A:ANTI-TERRORISM ACT 1997 (ATA) 

The objective of the ATA is to make provision for the prevention of terrorist activities, sets forth the elements of the 
crime, as well as enough punishment and ancillary matters such as freezing terrorist funds. The ATA makes clear that 
unless explicitly stated, the provisionsof theATA will override any other law.22

7 

5.1. DEFINITION OF TERRORISM 

Terrorism has a broad definition and includes any action that:228 

• lnvolves thedoingof anythingthatcauses death;
• Involves grievous violence against a person or grievous bodily injury or harm to a person;
• Involves grievous damage to property [including government premises, official installations, schools, hospitals,

offices or any other public or private property including damaging property by ransacking, looting or arson or
by any other means;

• lnvolves thedoingof anythingthatis likelytocausedeathorendangers a person's life;
• Involves kidnapping for ransom, hostage-taking or hijacking;
• Involves the use of explosive by any device including bomb blast [or having an explosive substance
• Without any lawful justification or having been unlawfully concerned with such explosive;
• Incites hatred and contempt on a religious, sectarian or ethnic basis to strip up violence or cause an internal

disturbance;
• Involves taking the law in one's hand, an award of any punishment by an organization, individual or group

whatsoever, not recognized by the law, to coerce, intimidate or terrorize public, individuals, groups,
communities, government officials and institutions, including law enforcement agencies beyond the purview of
the law of the land;

• Involves firing on religious congregations, mosques, imam bargahs, churches, temples and all other places of
worship, or random firing to spread panic or involves any forcible takeover of mosques or other places of
worship;

• Creates a severe risk to the safety of the public or a section of the public, or is designed to frighten the general
public and thereby prevent them from coming out and carrying on their lawful trade and daily business, and
disrupts civic life;

• Involves the burningof vehiclesor any other severe form of arson;
• Involves extortion of money(" Bhatta'') or property;
• Is designed to seriously interfere with or seriously disrupt a communication system or public utility service;
• Involves severe coercion or intimidation of a public servant in order to force him to discharge or to refrain from

discharging his lawful duties;
• Involves serious violence against a member of the police force, armed forces, civil armed forces, or a public

servant;
• Involves acts as pa rt of armed resista nee by groups or ind ivid ua Is aga i nst the law
• Enforcement agencies; or
• Involves dissemination, preaching ideas, teachings and beliefs as per one's interpretation on FM stations or

through any other means of communication without the explicit approval of the Government or its concerned
departments.

AND: 
Is designed to coerce and intimidate or overawe the Government or the public or a section of the public or 
community or sect [or a foreign government or population or an international organization] or create a sense of fear 
or insecurity in society; or the use or the threat is made to advance a religious, sectarian or ethnic cause 

OR: 
Intimidating and terrorizing the public,social sectors, media persons, business community or attacking the civilians, 
including damaging property by ransacking, looting, arson or by any other means, government officials, 
installations, securityforces or law enforcement agencies 

227 Section 32 Anti-Terrorism Act 1997 
228 Section 6 Anti-Terrorism Act 1997 
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The ATA, therefore, criminalizes various acts as terrorism. It defines terrorism in two ways. First, it provides a general 
definition of terrorism in which actus reus elements and mens rea elements combine to form an offence. Secondly, it 
criminalizes specific offences, which facilitate or promote terrorism, including but not limited to involvement in 
terrorist organizations, terrorism financing, and money laundering. 

Anti-Terrorism Act, 1997 

Sections6(7), 11F, 11H, 11K, 11J, 111 criminalize theoffenceof terroristfinancing 

Sections 118, 11C, 11CC, 11D, 11E, 11EE, 110, 1100, 11-P, 11-Q, outline the procedures for implementation of 
UNSCR 1373(2001). 

Provisions Criminalizingthe FinancingofTerrorism under ATA 

■ 
1 

2 

3 

SECTION OF 
ATA,1997 

6(6) 

11F(1) 

11-H

OFFENCE 

Terrorism 

Membership, 
support and 
meetings relating 
to a Proscribed 
Organization 

Funds raising 

PROVISION 

Under this Act, a "terrorist" means: 
an individual who has committed an offence 
of terrorism under this Act and is or has been 
concerned in the commission, preparation, 
facilitation, funding or instigation of acts of 
terrorism; 

Soliciting, collecting or raising funds for a 
proscribed organization 

1. A person commits the offence of
terrorism if he:
(a) invites another person or

organization to provide money or
other property,
and

(b) intends that it should be used or has
reasonable cause to suspect that it
may be used, for terrorism.

2. A person commits an offence if
(a) he receives money or other property,

and
(b) intends that it should be used or has

reasonable cause to suspect that it
may be used, for terrorism.

3. A person commits an offence if he 
provides money or other property; knows
or has reasonable cause to suspect that it
will or may be used for terrorism.



CRIMINALIZING TF/ ML IN PAKISTAN 

4 111 Use and possession A person commits an offence if 
1. he uses money or other property for

terrorism; or
2. (a) possesses money or other property;

and 
(b) intends that it should be used or has

reasonable cause to suspect that it
may be used, for terrorism.

5 11J Funding 1. A person commits an offence if he
Arrangements (a) enters or becomes concerned in an

arrangement as a result of which
money or other property is made
available or is to make available to
another;

(b) Moreover, has reasonable cause to
suspect that it will or may be used for
terrorism.

2. Any person in Pakistan or a Pakistani
national outside Pakistan shall commit an 
offence under this Act, if he knowingly or
willfully makes money or other property
or services available, directly or indirectly,
wholly or jointly, for the benefit of a
proscribed organization or proscribed
person.

6 11K Money-laundering A person commits an offence if he enters into 
or becomes concerned in any arrangement 
which facilitates the retention or control, by 
or on behalf of another person, of terrorist 
property by concealment, by removal from 
the jurisdiction, by transfer to nominees, or in 
any other way. 

7 11N Punishment under Any person who commits an offence under 
Sections 11H to 11K sections 11H to 11K, shall be punishable on 

conviction with imprisonment for a term not 
less than five years and not exceeding ten 
years and with fine. 

8 11L Disclosure of A person commits an offence if he suspects 
Information that another person has committed an 

offence of terrorism or financing of terrorism 
under the ATA and fails to disclose it to the 
police officer as soon as it is reasonably 
possible. 

9 11M Cooperation with A person does not commit an offence under 
the Police sections 11H to 11K if he is acting with the 

express consent of a police officer, not below 
the rank of a Deputy Superintendent 
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Section 11L was discussed in the case of Jameel Ahmad V. Home Secretary, Government of Punjab,22
9 in this case, the

Court held: 

It can safely be concluded that before passing a detention order, the authorities must have a recourse to section 154, 
Cr.P.C, when the allegations levelled against the detenus in the detention orders constitute a criminal offence under Anti­
Terrorism Act, 1997, Pakistan Penal Code or any other law, as in this case most of the allegations levelled against the 
detenus are criminal offences. Furthermore, under section 11-L of the Anti-Terrorism Act, 1997 a person who receives 
information about the involvement of a person in an offence covered by Anti-Terrorism Act, 1997, and he believes or 
suspects that someone has committed an offence under the above Act, he is under a legal compulsion to disclose such 
belief or suspicion to the police of(lcer. 

It is importantto note that if a person has done any of the acts described in 11H-11Kwith the express consent of a police 
officer, not below the rankof a Deputy Superintendent, he is not liable foranycrimeas per section 11M. 

5.2. FOREIGN TERRORIST FIGHTERS(FTF) 

Where nationals of CountryX travel to another Country Yin furtherance of terrorism, they are internationally referred 
to as Foreign Terrorist Fighters (FTF). Although the ATA does not explicitly outlaw recruitment and travel in the 
furtherance of terrorism, the broad language of the Act provides several mechanisms by which Pakistan can implement 
UNSCR 2178 (2014) on addressing FTFs. 

For example, FTFs who upload material or appear in videos in support of terrorist groups (disseminated either at home 
or when they are abroad), can be charged with more serious offences including incitement to murder along with 
supporting terrorism and membership of a proscribed terrorist entity. The proven swearing of an oath of allegiance and 
other declarations of assistance to a terrorist group can support charges of membership or support of a proscribed 
organization. At the same time, returning FTFs who have been involved in fighting or executions can additionally be 
considered forwarcrimes, such as the killing of civilians. 

Where there is insufficient evidence of terrorist intent, there may be other offences within domestic criminal law that 
can be considered against returning or aspiring FTFs. For example, there may be evidence of immigration offences or 
fraud concerning travel documents. Equally, there may be evidence of crimes such as murder or conspiracy to murder. 
However, relying on common offences runs the riskthatthe Courts will be unable to address the full severity of the case. 

Self-Assessment Questions 

• Howdoes theATAcriminalize theoffenceof terrorismfinancing?
• What measures can the pol ice take under the ATA against a proscribed organization or an ind ividua I?
• If a person or an organization commits an offence stipulated under Section 11H-K, what penalty can be

imposed upon the offender?

5.3. MEASURES UNDERTAKEN AGAINST TERRORIST PROPERTY 

"Terrorist Property"230 is defined as: 

(I) (a) Money or other property which is used or is likely to be used for terrorism (including any resources of an 
organization concerned in terrorism or a terrorist); 

(b) Proceeds of the commission of acts of terrorism;
(c) Proceeds of acts carried out for terrorism; and

(ii) ln sub-section(i)above;
(a) A reference to proceeds of an act includes reference to any property which wholly or (including

payments of other rewards in connection with the commission); [and]

229 Jameel Ahmad v. Home Secretary, Government of Punjab, Lahore, 2013 P Cr. L J 1322 
230 Section (aa) Anti-Terrorism Act 1997 
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(b) The reference to an organization's resources includes a reference to any money or other property which
is applied or made available or is to be applied or made available, for use by the organization [and includes
assets of any kind, whether tangible or intangible, movable or immovable, and legal documents or
instruments in any form, whether written, electronic or digital, and shares, securities, bonds, drafts and
letters of credit partly, and directly or indirectly represents the proceeds of the act

Preventing Disposal 

A police officer not below the rank of superintendent231 can prevent disposal of property on written notice to the person 
in possessionwhen:232 

• He has enough evidence to believe that any property
• Which is the subject matter of the inquiry or investigation
• He is likely to be removed, transferred, or otherwise disposed of before an order of the appropriate authority

for its seizure is obtained,

Any contravention of a written order is punishable with rigorous imprisonment for a term that may extend to two years, 
or with fine, or with both.233 

Freezing Terrorist Property 

A proscribed organization or person can have money or other property under their control or ownership, or money or 
property generated from this property, frozen or seized by the Federal Government.234 

Once the money or property is frozen or seized, no person can use, transfer, covert, dispose or remove it.235 Any person
breaching a freeze can be charged a fine not exceeding ten million rupees, and every Director, officer, or employee of 
such person found guilty can be punished in the same terms.236 It is possible that if the property has been inadvertently
frozen or seized, the affected person can apply to the Federal Government to make inquiries. If the Federal Government 
is satisfied with the application, it will release the frozen property immediately.237 The Federal Government can allow
money seized (or frozen) to be used for necessary medical, educational, and subsistence allowances, upon application 
by a proscribed organization or person.238 

Attaching Terrorist Property 

If an investigating officer wants to attach (i.e. prohibit transfer, conversion, disposition or movement) 'terrorist 
property' they must apply to a court (the AT A does not specify this is the Anti-Terrorism Court).239 

The attachment will be for a period specified in the Order by the Court or pending completion of the investigation. The 
notice must be given to a person affected by the attachment or from whom the property was attached. Cash attached 
must be held in a profit or loss account and any profitor losssoearned shall be added if released.240 There is no procedure
or standard of proof stipulated under the ATA for an attachment. It is suggested that a police officer requesting a freeze 
should: 

• Submit a written applicationtotheCourt outlining:
• As much detail as possible aboutthe property, person or entity involved
• Reasons for suspecting the property or cash is terrorist property;
• The possibility of dissipation of the property soon after the commission ofan offence.

231 Or a joint investigation team where there is preventative detention pursuant to section 11EEEE following the calling in of armed forces and civil armed forces in aid of 
civil power pursuant to section 4 Anti-Terrorism Act 1997 

232 Section 11EEEEE(1) Anti-Terrorism Act 1997 
233 Section 11EEEEE(2) Anti-Terrorism Act 1997 
234 Section 11O(1)(a) Anti-Terrorism Act 1997 
235 Section 11O(1)(c) Anti-Terrorism Act 1997 
236 Section 110(2) Anti-Terrorism Act 1997 
237 Section 110(4) Anti-Terrorism Act 1997 
238 Section 1100(1) Anti-Terrorism Act 1997 
239 Section 11P Anti-Terrorism Act 1997 
240 Section 11P Anti-Terrorism Act 1997 
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It would be good practice for the Court when deciding to issue an attachment order againstterrorist property to: 

• Assess the reasonableness of the application on merit;
• Tot he effectthatthe proposed property may be used in the commission of an offence under the Act

If the terrorist property is intermingled with legitimate sources, the officer applying for an attachment should suggest 
that such property, up to the value of the mingled terrorist property or where the value of the terrorist property cannot 
be determined. Thefull valueof the mingled property shall be liable to attachment. 

ForfeitureofTerrorist Property 

If an accused is convicted of the terrorist financing offences of fundraising,241 use and possession,242 funding
arrangements2

4
3 or money laundering,244 the ATC may order forfeiture of any property or cash.245 Where a person is

convicted of a funding offence under section 11H(1) or (2) or use and possession under section 111, the Court may order 
the forfeiture of any money or other property:246 

• Which, at thetime of the offence, he had in his possession or under his control; and
• Which at that time, he intended should be used, or had reasonable cause to suspect might be used, for

terrorism.

Where a person has been convicted of fund raising under 11H(3), the Court may order the forfeiture of any money or 
other property:247 

• Which, at thetime,oftheoffence, he had in his possessionorunderthiscontrol; and
• Which, at the time, he knew or had reasonable cause to suspect would or might be used for terrorism.

Where a person is convicted of funding arrangements under section 11J, the Court may order the forfeiture of the 
money or other property:248 

• To which the arrangement in question-related; and
• Which, at the time of the offence, he knew or had reasonable cause to suspect would or might be used for

terrorism.

Where a person is convicted of money laundering under section 11K, the Court may order the forfeiture of the money 
or other property to which the arrangement in question-related.24

9 Where a person is convicted of any fundraising, use
and possession, funding arrangement or money laundering offence under sections 11H to 11K, the Court may: 

• Order forfeiture of any money or other property that wholly or partly, and directly or indirectly, is received by
any person as a payment or other reward in connection with the commission of the offence.25

0 

A third partyclaimingthe ownership or interest in any property may:25
1 

• Within fifteen days offreezingor of taking into possession or control of such property or assets;
• Or within such extended period as the Court may, for reasons to be recorded, allow;
• File his claim before the Court;
• The Court shall decide the claim after giving notice to the prosecution and hearing the parties.

241 Section 11H Anti-Terrorism Act 1997 
242 Section 111 Anti-Terrorism Act 1997 
243 Section 11J Anti-Terrorism Act 1997 
244 Section 11KAnti-TerrorismAct 1997 
245 Section 11QAnti-TerrorismAct 1997 
246 Section 11Q(2) Anti-Terrorism Act 1997 
247 Section 11Q(3) Anti-Terrorism Act 1997 
248 Section 11Q(4) Anti-Terrorism Act 1997 
249 Section 11Q(5) Anti-Terrorism Act 1997 
250 Section 11Q(6) Anti-Terrorism Act 1997 
251 Section 11Q(7) Anti-Terrorism Act 1997 
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The evidential standard for forfeiture is set out in section 11Rof theAnti-Terrorism Act 1997: 

(1) The Court may pass an order for forfeiture under section 11Q upon conviction and only if satisfied on reasonable
grounds that the money or other property is a terrorist property and before so doing must allow being heard to
anyperson-
(a) Who is not a party to the proceedings; and
(b) Who claims to be the owner of or otherwise interested in any of the money or other property, which can be

forfeited under this section.
(2) An order may be made under section 11Q, whether proceedings are brought against all the persons for an

offence with which the money or other property is connected.

Any party to the forfeiture proceedings may a ppea I to the High Court within 30 days of the making of the Order. 252 

Anypropertyforfeitedwill be deposited into a fund as described in section 11T of the Anti-Terrorism Act 1997: 

(1) Any money or other property to which a forfeiture order under sections 11Rand 115 applies, along with [any
addition, return,] profit and loss accrued, shall be deposited into a special fund to be notified by the Federal
Government-
(a) After the expiry of the limitation period within which an appeal against the forfeiture order may be

brought under section 115 (2); or
(b) Where an appeal brought under section 11 S has been determined and disposed of.

(2) Any fund constituted by the Federal Government under sub-section (1) may also be used to compensate
victims of acts of terrorism or in the case of deceased victims, their dependents.

(3) The Federal Government may, by rules made under this Act, prescribe the manner of administration of the
fund and management or disposal of the money or property forfeited under this Act.

*Please note- if any proscription is cancelled any money or property must be released in a timelyfashion.253 

252 Section 115 Anti-Terrorism Act 1997 
253 Section 11U(3) Anti-Terrorism Act 1997 
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PART B: Anti-Money LaunderingAct2010 

Prosecutions for money laundering can involve any of these stages in the money laundering process. 

Money laundering is invariably serious as it: 

i. lncentivizes crime by rendering it profitable
ii. Provides domestic and transnational organized crime with a cash flow to perpetrate further crimes
iii. Threatens thefmancial system and its institutions, both domestic and international

Asset recovery and money laundering offences are inter-linked. Where money launderers have benefitted from their 
criminality, asset recovery should be used to repatriate stolen money and assets confiscated. 

5.4. ANTI-MONEY LAUNDERING ACT OF 2010 

The Anti-Money Laundering Act 2010 (AM LA) criminalizes money laundering in the fol lowing ways: 

1. Acquiring, converting, possessing, using or transferring property knowing or having reason to believe that it is
the proceeds of crime:254 Possession means having custody of criminal property.

ELEMENT 
(ACT) 

Acquires 

Converts 

Possesses 

Uses or 

Transfers 

ELEMENT (INTENT) 

Knowing 

Or having reason to 
believe 

PARTICULARS PARTICULARS 

That such property Is the proceed of crime 

2. Conceals or disguises the true nature, origin, location, disposition, movement or ownership of property knowing
or having reason to believe that it is the proceeds of crime:255 This requires evidence of concealing or disguising
the nature, source, location, disposition, movement or ownership or any rights concerning the relevant
property. It is essential to be aware that mere suspicion is not enough to support a conviction. The prosecution
must prove thatthe accused knew or oughtto have known the property is the proceeds of crime.

ELEMENT 
(ACT) 

Or Disguises 

PARTICULARS 

The true nature 

Origin 

Location 

Disposition 

Movement 

Or ownership 

254 Section 3(a) Anti-Money Laundering Act 2010 
255 Section 3(b) Anti-Money Laundering Act 2010 

ELEMENT (INTENT) 

Knowing 

Or having reason 
to believe 

PARTICULARS 

That such property 

PARTICULARS 

Is the proceed of 
crime 
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3. Holds or possesses on behalf of any other person, knowing or having reason to believe that such property is the
proceeds of crime:256 This would require an overt act where the accused, knowing or where he ought to have
known that the property is the proceeds of a particular predicate crime, takes positive action to prevent others
knowing that the proceeds are illegitimate. This overt act should be identifiable in order to prove the element of
converting or transferring. This could include, for example, incriminating the staff at financial or credit
institutions, accountants, etc .. , who, during their work, facilitate money laundering by or on behalf of other
persons.

ELEMENT 
(ACT) 

Holds 

Or possesses 

PARTICULARS 

On behalf of 
another person 

PARTICULARS 

Any property 

ELEMENT 
(INTENT) 

Knowing 

Or having reason 
to believe 

PARTICULARS 

That such 
property 

PARTICULARS 

Is the proceed 
of crime 

4. This element refers to participation, association, conspiracy, commission (and attempts at commission), along
with aiding, abetting, facilitating, or counselling.257 If an accused enters into an arrangement to launder the
proceeds of crime through retaining control or making funds available to acquire a property - knowing that
another has obtained proceeds from unlawful activity, he would be committing an offence of aiding and
abetting; in short, those who launder on behalf of others. This provision can incriminate those who work in
financial or credit institutions, accountants, or lawyers, who, during their work, facilitate money laundering by
or on behalf of other persons.

ELEMENT 
(ACT) 

Participates in 

Associates 

Conspires to 
commit 

Aids 

Abets 

Facilitates 

Or Counsels 

PARTICULARS 

The commission of acts 

5.5. PROCEEDS OF CRIME 

PARTICULARS 

In sections 3(a), 3(b) and 3(c) AMLA 2010 

The term "proceeds of crime" refers to any property obtained or derived directly or indirectly from the commission of a 
predicate offence, or a foreign serious offence.258 

'Property' includes tangible, intangible, movable and immovable property as well as cash and any legal deeds or 
instruments showing title to, or interest in the property.259 

256 Section 3(c) Anti-Money Laundering Act 2010 
257 Section 3(d) Anti-Money Laundering Act 2010 
258 Section 2(q) Anti-Money Laundering Act 2010 
259 Section 2(r) Anti-Money Laundering Act 2010 
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This definition of 'property' may not include cryptocurrencies. Under the domestic legal framework, the possession of 
cryptocurrency is not illegal by itself; it must be linked to a predicate offence for it to be unlawful. In April 2018, the State 
Bank of Pakistan issued a circular implementing a blanket ban in dealing with all cryptocurrencies.26

0 

Property in this context also includes property obtained indirectly through a predicate offence. For example, if a 
predicate offence of trading narcotics is established, the direct property in this example would be the money paid for 
the narcotics. If the profits of the crime are used to buy other assets such as a house or a car; these assets would be 
defined as 'property' as stated. 

Retaining or controlling does not necessarily mean thatthe accused owns the property in question. It would be enough 
if the accused leased the property or owned part of a company through which monies from a predicate offence were 
transferred. The essential element for control is that the accused was able to manage or handle the property in a way 
that meant he or she could determine what happened to that property. 

The AMLA contains a Schedule of all predicate offences that the prosecution must prove money or property was 
derived from.26

1 

A 'foreign serious offence' means an offence against the law of a foreign State, which had it occurred in Pakistan would 
have been a predicate offence.262 The foreign serious offence must be confirmed in a certificate issued by the 
Government of that State. (The MLA process has been elaborated upon this process of international cooperation in 
further detail in Chapter 10 of this Guide). 

5.6. KNOWLEDGE 

Though it is not necessary to prove the predicate offence,26
3 and as will be seen below, it is good practice to charge the

predicate offence alongside any charge for laundering the proceeds of this criminality, as will be shown below. 

When adjudicating money laundering offence(s), the prosecution must prove that the accused knew the property in 
question was the proceeds of a crime. 

Explanation II of Section 3 of AMLA states that proving that property is the proceeds of crime is not dependent on a 
person being convicted of a predicate offence. Although a predicate offence would not have to be proven, there would 
have to be evidence that the proceeds of crime are linked to a predicate offence. This link could be by way of 
circumstantial evidence inferring the link to a predicate offence in the Schedule of theAMLA-see case study below. 

CASE STUDY 

The accused had been arrested at the International Airport about to board a flight for Delhi. He had checked-in 
suitcases containing over a million USO, wrapped in newspapers, failing to declare the same in a custom notice 
he completed. The accused, when questioned by a customs officers who found the cash, said that he was given 
the money by another man, who he knew was involved in the theft of cars. He said he had taken cash to India for 
this man, in the same way, several times before and knew what he was doing was wrong. Airline records show 
that this was, in fact, the thirtieth flight the accused had made to India in the past 12 months. On each occasion, 
he checked in a substantial weight of suitcases. The man named by the accused as the source of the money could 
not be located but was wanted by the police for theft of cars contrary to section 381A of the Pakistan Penal 
Code, 1860. In this situation an offence has been committed contrary to section 3(a) of the Anti-Money 
Laundering Act 2010, namely, possessing the money seized knowing or having reason to believe it is the 
proceeds of crime. This is an appropriate charge based on the facts, as the accused knows about the theft of cars 
it is a reasonable inference that the money he had and removing from the jurisdiction was linked to this 
criminality. Further, the accused is smuggling the cash out of Pakistan contrary to section 2(s) Customs Act, 
1969 and made a false declaration in the customs notice contrary to section 32(1)(a) of the Customs Act, 1969 -
both predicate offences. 

260 State Bank of Pakistan Circular No. 3 of 2018, SBP. http://www.sbp.org.pk/bprd/2018/C3.htm 
261 Anwar Khan vs. State [2018 YLR Peshawar High Court]: Azmat Ullah vs. State [2016 YLR 361]; Muhammad Usman vs. State [2016 PCr.LJ 54 Peshawar High Court] 
262 Section 2(i) Anti-Money Laundering Act 2010 
263 Section 3 Anti-Money Laundering Act 2010 Explanation 11 
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Typically, evidence of the criminal origin of proceeds may be proved in money laundering proceedings by: 

1. Direct evidence through eyewitness testimony, or that from an accomplice;
2. Forensic evidence (e.g. contamination of cash with drugs) from which inferences can be drawn that money came

from drug trafficking;
3. Evidence of tricky audit trails, from which an accountancy expert may be able to conclude that the complexity of

the transactions indicatethatthe property was the proceeds of crime;
4. Cash flows that appear too large or the profit margins too high may be capable of giving rise to expert evidence

that the business will usually produce a particular level of profit, demonstrating that the profits are excessive;
this testimony, along with other available evidence can be sufficientto prove the underlying criminality;

5. Circumstantial evidence-where the prosecution proves guilt from the evidence of the circumstances in which
the property was handled-gives rise to the inference that proceeds can only be derived from a predicate crime.

CASE STUDY 

A Director of a Company had obtained money by fraud in USD from outside Pakistan. $10,000 had been seized 
wrapped in a plastic bag hidden under the floorboards in a bedroom used only by the Director. The Director had 
made no response when questioned about the source of the money. Whilst there is no direct evidence to show 
that the money seized was from the transfer obtained by fraud, it can be inferred from the facts that the money 
was linked to the predicate crime of fraud, without an alternative explanation from the Director, is the same 
currencyas the fraudulenttransfers and being hidden in a room under the control of the Director. 

5.8 FRAMING CHARGES 

The underlying predicate offence ought typically to be prosecuted, as it represents the conduct, that gives rise to the 
criminal proceedings regarding money laundering. Money laundering and the underlying criminality are separate 
offences. Money laundering activities should not be seen merely as "part and parcel" of the underlying criminal activity. 

A money laundering charge ought to be considered where the proceeds are more than de minimis in any circumstances 
where the accused who is charged with the underlying offence has done more than simply consume his proceeds of 
crime. 

Where, however, there is any significant attempt to transfer or conceal ill-gotten gains, money laundering should 
generally be considered as an additional charge, in part because the purpose of the concealment will be to defeat or 
avoid prosecution and forfeiture. 

A careful judgment will need to be made if it is in the public interest to proceed with the money laundering charge in the 
event of a plea to the underlying criminality by an accused who is also indicted for laundering the criminal proceeds. 
Among other factors, the Judge should consider whether the laundering activity involves such a significant attempt to 
conceal i I I-gotten gains such that the Court might consider it appropriate to impose a consecutive sentence. 

In a 'mixed' case, where the laundering is by X on behalf of Y (the perpetrator of the predicate offence), it may be 
appropriate to proceed against Yforthe underlying crime and Xconcerning the laundering offence in the same trial. 

CASE STUDY 

If the wife of an illegal narcotics trafficker has laundered the proceeds of his criminality and the 
investigation has followed the money trail, and there is enough nexus between the underlying predicate offence 
of narcotics trafficking and the money laundering. The case may benefit from being run together in one trial. 
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Money laundering can be committed in several ways, and the various methods used for criminal proceeds of one 
predicate offence can be included in a single money laundering charge. However, this should not be taken to be a license 
to allege different methods of commission without discretion. The prosecution should identify the methods of 
commission which can be proved and should specify those methods and only those methods when charges are being 
framed. 

CASE STUDY 

The prosecution case against the accused was involved in the course of conduct, by laundering the proceeds of 
their corrupt receipts of bribes by a police officer over several years by spending (converting) it into thousands of 
different transactions, large and small, albeit intermingled with similar transactions representing some 
legitimate activity. Some of these proceeds were also used to purchase land and property. Because it is mostly 
impossible to untangle these activities and charge separately, a single count generally charging with converting 
criminal property is appropriate contrary to section 3(a) of the Anti-Money LaunderingAct2010 

Where a conspiracy to commit any of the principal money laundering offences are charged contrary to section 3(d) of 
the AMLA, there must be an intention that the property to be laundered would be the proceeds of crime where the 
property had not been identified at the time of the agreement; and, where the property had been so identified, the 
know I edge thatthe property was the proceeds of crime is required. 

5.9 INVESTIGATORY POWERS 

For a more detailed discussion on powers of investigation, see Chapter 7. 

The AMLA allows for an investigating officer to serve notice for disclosure of the sources of income, earnings or assets 
after an attachment order is issued264 and a "power of surveV:'265 

The "power of survey" of a place where a money laundering offence has been suspected or where relevant records are 
located is wide-ranging and allows an investigatingofficerto: 

1. Based on the material in his possession;
2. Having a reason to believe an offence of money laundering has been committed; and
3. With the permission of the Court
4. Enter anyplace to:

• lnspectrecords
• Verify any information or transaction related to the proceeds of crime; and
• Furnish information useful or relevantto any proceedings under AMLA

An alternative to the power of the survey is "search and seizure" ordered by the Court where the investigatingofficer:266 

• Based on the material in his possession;
• Having a reason to believe any person has committed an offence of money laundering; and
• Owns any record which may be useful or relevantto proceedings under AMLA.

The court order should authorize the investigating officer or any subordinate officer to: 

• Enter and search any building, place, vessel, vehicle or aircraft where he has reason to suspect that such record
or properties are kept;

• Break open the lock of any door, box locker.safe, almirah or other receptacles where the keys are not available;
• Seize any such record or property found as a result of such search;
• Placemarks of identification on such record or make, or ca use to be made, extracts or copies;
• Make a noteofanyinventoryofsuch record or property; or

264 Section 9 Anti-Money Laundering Act 2010 
265 Section 13 Anti-Money Laundering Act 2010 
266 Section 14Anti-Money Laundering Act 2010 
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• Examine any person, who is found to be in possession or control of any such record or property, in respect of all
matters relevant for any investigation under the AM LA.

If the search is urgent, section 14(2) allows a senior officer to authorize the investigating officer to begin the search. 

Section 15 of theAMLAalso provides for a search of a person where the investigating officer: 

• Has reason to believe that the relevant person has secreted on their person or has under their possession,
ownership or control;

• Any record or property;
• Useful for or relevantto proceedings under AMLA; and
• Seize such record or property

Any property seized fol lowing a search of the property, or the investigating officer can retain the person for 90 days.267 A
court can grant an extension if required - for example for production at a trial fixed for a later date or as prima facie 
property involved in money laundering needed to furtherthe investigation.26

8 

Asset Recovery 

Forfeiture of assets following conviction should be a critical goal of the prosecution. Without the assets accrued 
through crime, the suspect is likely to be stripped of his status and ability to commit further serious crimes. The first 
stage is attachment (i.e. prohibit the transfer, conversion, disposition or movement) to prevent dissipation of criminally 
acquired assets or instrumentalities used in the commission of t he offence.269 

Attachment 

There are two procedures for attachment orders to the Court: 
1. An investigating order application under section 8AMLA
2. An application following an investigation under section 9 AMLA

Section 8 AM LA 

Section 8 of the AM LA sets out that an investigating officer may apply for a 90-day attachment order to the Court when 
he reasonably believes the property is involved in money laundering. 

This belief must be based on a report in his possession from an investigating or prosecuting agency. 

The officer applying for the attachment order must then update the Court every month on the progress of the 
investigation.270 

Section 9 AM LA 

Section 9 of AMLA requires an investigating officer, no later than seven days after issuance of the attachment order, to 
serve a notice on any person concerned with the property to 'indicate the sources of his income, earnings or assets, out 
of which or utilizingwhich he has acquired the property.' 

A 'person concerned' should be broadly interpreted to include any of the following with interest in illegally obtained 
property: 

• Personsowningproperty
• Persons possessing property
• Persons in control of the property
• Persons holding property on behalf of another; and
• Jointownersof a property

267 Section 17 Anti-Money Laundering Act 2010 
268 Section 17(3) and (4) Anti-Money Laundering Act 2010 
269 See definition at section 2(a) Anti-Money Laundering Act 2010 
270 Section 8(5) Anti-Money Laundering Act 2010 
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The concerned person served with section 9 AMLA notice should be offered an opportunity to be heard by the 
investigating officer, who should consider all information provided.27

1 

The investigating officer should then decide whether the property is involved in money laundering.272 

This finding can then be used to 'show cause why all or any of such properties should not be declared to be the properties 
involved in money laundering and forfeited to the Federal Government:273 

If the investigating officer determines the property is involved in money laundering, he shall apply to the Court for an 
attachment order or retention of the property seized under sections 14 and 15 of AMLA (see the section above on 
Investigatory Powers above). 

Section 8(4) of AMLA does confirm nothing shall prevent any person claiming an interest in the property to enjoy rights 
attached to ' immovable property'. For example, if there is an attachment order against a house, the owners can still 
reside in it, subjecttothe State having an attachment for 90 days whilst a money-laundering investigation is extant. 

Forfeiture 

Section 9(3A) sets outthatafter hearing a concerned person, the attachment order shall: 
a. Continue during the court proceedings; and
b. Will become final if it is proved thatthe property is involved in the money laundering

This means that, following conviction, the property will vest absolutely in the Federal Government void of any 
encumbrances. 

Sale before Forfeiture 

Where attached property is 'perishable in nature, subject to speedy or natural decay, or the expense of keeping it in 
custody is Ii kely to exceed its va I ue', the investigating officer may apply to the Court for sale. 275 

This provision could be used for cars or vessels that are seized, and prohibitive storage costs or depreciation means an 
investigating officer should apply for sale. 

Acquittal 

Where an accused is acquitted the attachment of property ends, and the property must be returned to the person from 
whom it was seized.27

6 Equally, where a Court determines the property is not involved in money laundering, it will also be
returned to the persons from whom it was seized.277 

Issuing an Order 

There is no procedure established for a Court to determine if an attachment order is issued, other than allowing 
concerned persons to make representations before issuing an order.27

8 

It is suggested that the fol lowing matters are considered: 

• Full description of the propertyforwhich an order of attachment is sought;
• Grounds and primary evidence in support of the property for being attachable due to its involvement in money

laundering or any other offence; and
• The apprehension that the property may be transferred or taken beyond possession (i.e. dissipation) before the

disposal of the complaint if the Court does not pass an order according to the application. The Court may be
minded to accept a risk of dissipation in cases where there has been a significant benefit to the accused; the

271 Section 9(2) Anti-Money Laundering Act 2010 
272 Ibid 
273 Ibid. 
274 Section 10 Anti-Money Laundering Act 2010 
275 Section 9(4) Anti-Money Laundering Act 2010 
276 Section 9(5) Anti-Money Laundering Act 2010 
277 Section 9(7) Anti-Money Laundering Act 2010 
278 Section 3AAnti-Money Laundering Act 2010 
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accused has been charged with a dishonesty offence, or the assets are easily liquidated-such as funds in bank 
accounts. In cases where there has been a delay in obtaining the freeze order (for whatever reason) and no 
assets have been dissipated at the time of application for a freeze is made, it will be more difficult for the 
prosecution to establish the risk of dissipation. 

The consideration of 'involvement in money laundering or any other offence' is a wide requirement and could include: 

• Property laundered: For example, the cash smuggled over the border more than the amounts required to be
declared under the law;

• Instrumentality: For example, a car used to smuggle cash across the border; or proceeds from the
instrumentality: For example, the proceeds from the sale of a car used to smugglecash illegally over the border;

• The converted property at the integration stage of a money laundering offence: For example, a house
purchased with illegal proceeds;

• A bribe paid to a bank employee to illegallytransfermoneyoutof the jurisdiction;
• Any other proceeds from the predicate offence, for example, if a dishonesty offence, the property stolen or

acquired.

Equally, the AM LA does not establish any specific legal standard to determine if the evidence in support of the property 
is involved in a money laundering. The Qanun-e-Shahadat Order of 1984 section 117 provides that the burden of proof 
of the existence of facts will be on the person who asserts the fact.279 This means the police officer applying for the 
attachment must establish thatthe property in question is involved in money laundering. 

If the question is whether any person in possession of the property is the owner, section 126 of the Qanun-e-Shahadat 
Order of 1984places the burden on the person affirming he is nottheowner. 

As an investigating officer applying for an attachment must have reasonable grounds to believe the property is involved 
in money laundering, it must be assumed that a Court must also be satisfied to this standard. 

Corporate Veil 

As a general rule, companies enjoy a legal personality of their own. However, if it can be shown that the company is itself 
a 'sham'-designed only to facilitate the accused individual's money laundering-then the Court may lift the corporate 
veil and forfeit the property involved in the money laundering. This is supported by extensive case law, as well as 
provisions in the Companies Ordinance 1984 (now Companies Act 2017).280 According to Section 453of the Companies
Act 2017, all officers of a company are instructed to prevent the commission of money laundering, including predicate 
offences laid out in the Anti-Money Laundering Act 2010. Failure to do so can result in an imprisonment term of up to 
three years and afineoverone hundred million rupees.2"

1 

It is not uncommon for a money launderer to operate a business. Often such a business will have a partially legitimate 
and partially criminal element to it. In such cases, the burden falls on the accused to demonstrate which proportion of 
the business was legitimate and which was illegitimate. 

Innocent Purchase 

If the Court passes any person or entity purchases any property subject to forfeiture before an order for forfeiture of 
the property, it is good practice for a Judge to order the purchase monies be deposited with the State if: 

The person or entity purchased in good faith; 
The purchase was for a proper value; 
The person orentitywas notawarethe property was involved in money laundering 

279 Section 117,QanooneShahadatOrder, 1984. 
https://punjabpolice.gov.pk/system/files/qanun-e-shahadat-order-1984.pdf 

280 Effects of Incorporation in Pakistan: A Study of Corporate Veil Pricing https://sahsol.lums.edu.pk/law-journal/effects-incorporation-pakistan-study-corporate-veil­
piercing 

281 Companies Act 2017, National Assembly Pakistan. 
http://www.na.gov.pk/uploads/documents/1487136261_767.pdf 
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Loans 

The AMLA states that a person will not be discharged from any liability in respect of encumbrances on the seized 
property. This could be interpreted as meaning that, if the property in question is subject to a loan or security, and the 
Bank or Financial Institution is an innocentthird party, the loan or security can still be enforced. 

Mingled Property 

If the property involved in money laundering has been mingled with property acquired from legitimate sources, the 
Court should forfeit up to the value of the mingled proceeds. Where the value of the property involved with money 
laundering cannot be determined, the Court should pass a forfeiture order on the full value of the mingled money or 
property in favour of the State. The burden falls on the convicted to demonstrate legitimate from illegitimatefunds. 

Anti-Money Laundering (Amendment) Act, 2020 

In September 2019, the Anti-Money Laundering (Amendment) Bill 2019 was laid in the National Assembly. The 
purpose of the amendment was to strengthen the current Anti Money Laundering regime in the country with more 
stringent provisions. Its title was formally changed to Anti-Money Laundering (Amendment) Act, 2020 as deliberations 
continued intothefollowingyear. 

According to Section 4, violators of the law would now be subject to greater financial penalties i.e. fines would be 
increased from 1 million rupees to 5 million rupees, and sentences would be increased from two years to ten years 
imprisonment. The amended AMLA also equips the investigating officer with the authority to hold a person in remand 
forup to 180days, up from 90days previously(Section 8,subsection 1). 

For information on how law enforcement agencies interact with other agencies in the combating of M L/TF, see Chapter 6. 
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PARTC: ELEMENTS OF THE OFFENCE 

5.10. ANTI-TERROR ISM ACT, 1997 

Section 11-H (1)-Apersoncommits anoffence if he: 

a) invites another to provide money or other property; and
b) intends that it should be used, or has reasonable cause to suspect that it may be used, for terrorism or by a

terrorist or organization concerned in terrorism.

The ATA incorporates a set of unique offences relating to terrorism financing and money laundering. Section 11-H(1) 
relates to the act of inviting another to provide money or other property, Sec 11 (H) (2) criminalizes the offence of 
receiving money or other property and Sec 11 (H) (3) criminalizes the offence of providing money or other property. 
However, all the acts mentioned above will only be criminalized if the mens rea element of the crime is met, i.e. the acts 
of invitation, receipt and provision are carried out with the intention that the money or other property is to be used for 
the purpose terrorism OR thattheoffender has a 'reasonable cause to suspectthat it may be used' for terrorism. 

The TF activities mentioned above apply in two distinct circumstances: 

a) When the act of willfully inviting, providing orcollectingfunds or assets is complete, and
b) Even if the act was attempted, but the funds or other assets were not ultimately provided (for example the TF 

activity can be disrupted)2
"
2 

Moreover, the TF acts should not be limited to certain forms of methods of inviting, providing or receiving funds but 
apply to all means of doing so. This as mentioned in Sec 2 of theATAand FATF Recommendation No. 5 applies to funds or 
other assets that can include economic resources, including oil and other natural resources, dividends, funds which may 
potentially be used to obtain funds, goods or services. This implies that the TF offence may apply to trade or other 
commercial or fi nancial relations with terrorist organizations or individuals. 

Knowledge or intent may be inferred from objective factual circumstances and is the minimum requirement that needs 
to be met for the accused to be charged with the mens rea element of terrorism financing. While acting with intention is 
easy to understand, the term 'reasonable cause to suspect that it may be used' for terrorism is a specialized form of 
mens rea. Since similar wording has been used in the UK's Terrorism Act, this issue has arisen recently in the UK as well, 
and the UK Supreme Court in R. v. Lane and Letts (2018) explained this term. The term 'reasonable' adds objectivity and, 
therefore, the investigation and prosecution would only have to prove that a reasonable person in the position of the 
accused would suspect that the funds may be used for terrorism. 

Some countries also use the concept of recklessness to criminalize terrorism financingwhere they may be an absence of 
a link to a specific terrorist act. This would require the prosecutor to show that the offender was aware of the 
substantial riskthatthe fundswould be used for terrorist purposes. 

It is also important to note that FATF recommendation No. 5 (R.5) and its interpretative note (INR.5) allows us to 
understand the meaning of 'for terrorism.' It explains what specific knowledge is required for the offence (the mens real 
and what unlawful intention/ purpose must be proven as part of the offence. The INR.5 clarifies that: 

a) The terrorist financier must be acting with the knowledge that the funds or other assets are to be provided or
collected for a terrorist organization or individual terrorist;

b) It is only the terrorist financier's unlawful intention/purpose which is relevant. That unlawful intention/purpose
must be to provideorcollectfunds or other assets for a terrorist organization or individual terrorist.

This means that, under R.5/I N R.5, the following aspects are not relevantto thescope of the TF offence: 

1. the purpose for which the terrorist financier intended those funds or other assets to be used by the terrorist
organization/individual terrorist;

282 FATF "Criminalizing Terrorist Financing (Recommendation 5):' Oct. 2016, pp. 2-3, https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Criminalising­
Terrorist-Financing.pdf 
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2. any knowledge that the terrorist financier may have had about how the terrorist organization/individual
terrorist was using or intendingto use the funds or other assets;

3. the use to which the terrorist organization/individual terrorist put (or intended to put, or tried to put) the funds
or other assets; and

4. whether or not the funds or other assets were used to plan, prepare for or carry out a specific terrorist act.2°3 

However, a fact that is relevant is whether the organization or individual to whom the funds or the other assets are 
provided is in fact, a terrorist organization or an individual terrorist and one way to determine that is via domestic 
proscription or if the individual or organization have been proscribed by the UNSCR 1267/1988. The terms terrorist 
organization or terrorist are also defined as 'an organization or individual that commits, attempts or is otherwise 
complicit in a terrorist act'.284 

In some cases, the question of whether the organization to which funds were provided is, in fact, a terrorist 
organization, is central to whether a TF offence has been committed. Cases may also arise in which a terrorist financier 
has an unlawful intention to finance a terrorist organization (or a terrorist act), but is unsuccessful in doing so (e.g. 
because an undercover police officer intercepts the funds or other assets). Such cases could be considered a TF offence 
(or an attempted TF offence) if the intended recipient of the funds or other assets is an individual terrorist or a terrorist 
organization, regardless of the actual recipient of the funds or other assets.285 

In summary, for th is aspect of the offence, the prosecutor should only have to prove that the terrorist financier knew (or 
believed) that the funds or other assets were being collected for or provided to a terrorist organization or individual 
terrorist, or unlawfully intended todo so. The mental element is decisive in establishing criminal liability. 

ELEMENTS 
OF CRIME 

Actus reus He invites someone 
else 

To provide money or 
other property 

PURPOSE/AIM/ 
MAQSAD 

EVIDENCE NEEDED TO 
PROVE EACH ELEMENT 

Witness testimony 
Confession 
SMS messages inviting another 
recovered from the phone 
WhatsApp messages 
Pamphlet 
Donation (Chanda) receipt 
Identity of who was invited is essential. 

Witnesses, Confessions, Messages 
would have to show that money, or some 
other property was requested in the 
invitation to the other (or was the result 
of the invitation). 
Bank Records 
Record from SBP if any foreign exchange 
is involved. Further details can be 
acquired from the exchange company 
Record from FBR of NTN No. Income 
Tax Returns and Wealth Statements 
Letter to concerning revenue or excise 
department for identification of any 
property associated with the individual 
or organization 

283 FATF "Criminalizing Terrorist Financing (Recommendation 5):' Oct. 2016, pp. 2-3, https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Criminalising­
Terrorist-Financing.pdf 

284 Terrorist Financing Convention 1999,Article 2 
285 supra note 1. 



-
Mens rea Intends that it 

should be used, or 

(Level 1 Mens rea -
Intent 

Has reasonable 
cause to suspect 
that it may be used, 

(Level 2 Mens rea -
reasonable cause 
to suspect) 

Section 111: Apersoncommitsanoffence if-

For terrorism or by a 
terrorist or an 
organization 
concerned in 
terrorism 

( 1) he uses money or other property for terrorism; or
(2) (a) possesses money or other property; and
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Specific intent needs to be proven. 
Specific intent that the money or other 
property will be used for terrorism or by 
a terrorist or terrorist organization. 
Establishing links with a terrorist 
organization-through intelligence, 
witnesses' testimony, literature or 
written material at his house, place of 
work, frequently visited places, online 
browsing history, messages on the 
phone, email, known associates, etc .. 

Objective assessment: Would a 
reasonable person in the individual's 
position have a reason to suspect that 
the money or other property received 
would or may be used for terrorism or 
by a terrorist, etc .. 

Since this is an objective test, it is not 
necessary to prove that the accused 
suspected that the money or other 
property might be used for terrorism 
but rather that a reasonable person with 
the same knowledge would so suspect. R 
v. Sally Lane and John Letts [2018 - UK
Supreme Court]

Prosecutors can prove that the offender 
was aware of a substantial risk that the 
funds would be used for terrorist 
purposes. (recklessness); this requires 
that the suspect "consciously accepts 
the substantial chance" that funds will 
serve to offer financial support 

(b) intends that it should be used or has reasonable cause to suspect that it may be used, for terrorism.

TheATA 1997 criminalizes the "use and possession" of money/propertyor funds thatcan be used for terrorism. The UK 
Terrorism Act 2000 in its Section 16 (Use and Possession) verbatim criminalizes the same offences as are included in 
section 11-1 of Pakistan'sATA 1997. 

Section 11-1 of theATA 1997 (and Section 16ofthe UKTerrorismAct 2000) target both the act of using money or other 
property (actus reus) for terrorism (mens rea). Similar to Section 11-H, the criminalization of the mens rea element is 
two-fold: firstly, there needs to be a clear intention or knowledge of the funds being used for terrorism; secondly, there 
needs to be "reasonable cause to suspect" (11-I(2)(b)), which means (as mentioned above in Section 11-H) thatthe state 
need only establish that any rational person or actor ("reasonable") can draw assumptions of funds being used for the 
cause of terrorism. Using or possessing could borrow the same interpretation as. 
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Considering the definition of 'purposes of terrorism,' the commentary to Section 15-17 of the UK terrorism Act 2000 
offer guidance on the term. It says that under Section 1(5) of the PTA (Prevention ofTerrorism Acts), the words for "the 
purposes of terrorism can be taken to include for the benefit of a proscribed organization. Thus, as mentioned above in 
the notes for Section 11-H, the identity of the individual/ organization who is benefiting from the arrangement is of 
crucial significance. The offender shall be held accountable if the purpose of the arrangement is to facilitate a terrorist 
organization/individual.286 

Actusreus 

-
Mensrea 

ELEMENTS 
OF CRIME 

Uses money or other 
property 

Possesses money or 
other property 

Intends that it 
should be used, or 

(Level 1 Mens rea -
Intent} 

PURPOSE/AIM/ 
MAQSAD 

For terrorism 

EVIDENCE NEEDED TO 
PROVE EACH ELEMENT 

Witness testimony 
Confession 
SMS messages recovered from the 
phone 
WhatsApp messages 
bank statements/ financial statements 
transfer receipts. 
contracts 
purchase receipts 

Witnesses, Confessions, Messages 
would have to show that money or some 
other property was used. 
Bank Records 
Record from SBP if any foreign exchange 
is involved. Further details can be 
acquired from the exchange company 
Record from FBR of NTN No. Income 
Tax Returns and Wealth Statements 
Letter to concerning revenue or excise 
department for identification of any 
property associated with the individual 
or organization. 
Cheque books, 
transfer of title documents. 
social media accounts 

Specific intent needs to be proven. 
Specific intent that the money or other 
property will be used for terrorism or by 
a terrorist or terrorist organization. 
Establishing links with a terrorist 
organization-through intelligence, 
witnesses testimony, literature or 
written material at his house, place of 
work, frequently visited places, online 
browsing history, messages on the 
phone, email, known associates, etc 

286 Office, Home. "Explanatory Notes to Terrorism Act 2000:• Explanatory Notes, Section 15-17, Queen's Printer of Acts of Parliament, 
www.legislation.gov.uk/ukpga/2000/11/notes/division/4/3/2. 



Has reasonable 
cause to suspect that 
it may be used, 

(Level 2 Mens rea -
reasonable cause to 
suspect) 

Section 11J. (1)-Apersoncommitsan offence if he-

CRIMINALIZING TF/ ML IN PAKISTAN 

Objective assessment: Would a 
reasonable person in the individual's 
position have a reason to suspect that 
the money or other property received 
would or may be used for terrorism or 
by a terrorist, etc .. 

Since this is an objective test, it is not 
necessary to prove that the accused 
suspected that the money or other 
property might be used for terrorism 
but rather that a reasonable person with 
the same knowledge would so suspect. R 
v. Sally Lane and John Letts [2018 - UK
Supreme Court]

Prosecutors can prove that the offender 
was aware of a substantial risk that the 
funds would be used for terrorist 
purposes. (recklessness) This requires 
that the suspect "consciously accepts 
the substantial chance" that funds will 
serve to offer financial support 

(a) enters or becomes concerned in an arrangement as a result of which money or other property is made available or is
tomakeavailabletoanother;and
(b) has reasonable cause to suspect that itwil I or may be used for terrorism.

Section 11 (J) (1) criminalizes the act of entering into any arrangement including but not limited to initiating or entering 
into in an arrangement designed to provide funds if the offender suspects that it will be used for terrorism. Hence, the 
offender's participation and having a reasonable cause to suspect2"7 that the funding arrangement shall be used for
terrorism is an offence. An arrangement may include all legal and non-legal arrangements to make funds available for 
terrorism such as the availability of funds via trusts and NGOs, beneficial ownership; donations (chandas), dealing in 
real estate or precious stones or metals; providing a registered office or a property; acting as or arranging for another 
person to act as a nominee shareholder for another person, or working as an agentto make funds available.2"" 

Actus reus 

ELEMENTS 
OF CRIME 

Enters or becomes 
concerned in an 
arrangement 

PURPOSE/AIM/ 
MAQSAD 

EVIDENCE NEEDED TO 
PROVE EACH ELEMENT 

witnesses, intelligence, confession, 
trust deeds, 
transfer of title to an NGO, 
donation cheques, 
beneficial ownership certification of 
legal entities 
details through NADRA verisys 
title of property or contract testifying to 
transfer of interest/ profit accruing from 
a property 
Call Data Record, text messages. 

287 Reasonable cause in this section would rely again on the objective test as it was applied in the case R v. Sally Lane and John Letts [2018 - UK Supreme Court 36]. 
288 International Standards on Combating Money Laundering and the Financing ofTerrorism &Proliferation . FATF, 2012, www.fatf­

gafi.org/media/fatf/documents/recommendations/pdfs/FATF Recommendations 2012.pdf. 
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Mensrea Has reasonable 
cause to suspect that 
it may be used, 

(Level 2 Mens rea 
reasonable cause to 
suspect) 

For terrorism 

Section 11J. (2)-Apersoncommitsan offence if -

Witnesses, Confessions, 
Bank Records reflecting benefit accrued. 
Record from FBR of NTN No. Income 
Tax Returns and Wealth Statements 

Objective assessment: Would a 
reasonable person in the individual's 
position have a reason to suspect that 
the money or other property arranged 
for would or may be used for terrorism 

Since this is an objective test, it is not 
necessary to prove that the accused 
suspected that the money or other 
property might be used for terrorism 
but rather that a reasonable person with 
the same knowledge would so suspect. R 
v. Sally Lane and John Letts [2018 - UK
Supreme Court]

Prosecutors can prove that the offender 
was aware of a substantial risk that the 
arrangement would be used for terrorist 
purposes. (recklessness) This requires 
that the suspect "consciously accepts 
the substantial chance" that 
arrangement will serve to offer support 
that may be used for terrorism 

(2) Any person in Pakistan or a Pakistani national outside Pakistan shall commit an offence under this Act, if he
knowingly or willfully makes money or other property or services available, directly or indirectly, wholly or
jointly, for the benefltof a proscribed organization or proscribed person.]

Section 11 J (2) expands the jurisdiction of the offence of providing or collecting funds or other services, to Pakistani 
citizens out of the country, if they are supporting a proscribed organization or individual listed under the ATA. The 
difference between the previous TF sections and this section is that while Section 11-H to I, criminalize the offence of 
funding to terrorist organizations/ terrorists, this section focuses its ambit to proscribed entities and individuals. 
Hence, an amendment to this section could be introduced to widen the scope to include 'benefits accrued to terrorist 
organizations/individuals'; this will consequently include Foreign Terrorist Fighters within its parameter. 

For the requisite mental element, the conduct ought to be deliberately committed with unlawful intent. However, the 
TF offence under this section is not limited to providingthefunds directlyforthe proscribed organization/ individual for 
a terrorist attack but making it available for any purpose that may lead to terrorism. The TF offence should apply when 
the person providing or collecting funds or other assets (the terrorist financier) is doing so themselves (i.e., directly), or 
when doing so indirectly (e.g., through an intermediary/middleman or a secondary trader). Indirectly providing or 
collecting funds or other assets would apply to those who take part in a chain of transactions knowing that these will 
benefit a terrorist or a terrorist organization (e.g. as an intermediary trader). Moreover, the TF offence should not be 
I imited to situations where the fu II amount of the funds or other assets collected or provided were used or intended for a 
terrorist act or were collected for or provided to a terrorist organization or an individual terrorist. Instead, it should also 
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apply in cases where part or some of the funds or other assets concerned were used or intended for a terrorist act or 
provided to a terrorist organization or individual, while the rest were not. This includes situations in which value and 
other benefits in kind are transferred through a transaction which also includes a legitimate economiccomponent.2°9 

For example, as set out in the 2008 FATF Terrorist Financing Report, most of the financing used by terrorist 
organizations is not used to meet the direct costs of mounting attacks. However, it is needed for broad organizational 
support, including services such as recruitment and radicalization, training, subsistence, travel, and maintaining a veil of 
legitimate activities. The 2015 FATF report on Emerging Terrorist Financing Risks further highlights the use of funds by 
large terrorist organizations for propaganda and recruitment, training, salaries and member compensation, and social 
services. Funds provided for and spent on these non-attack activities nevertheless contribute to terrorist attacks, by 
sustaining the terrorist organization's capabilityto mount such attacks.29

0 

Actus reus 

ELEMENTS 
OF CRIME 

A citizen or national 
outside Pakistan 

To make money or 
property or services 
available 
(directly or 
indirectly) 
(wholly or jointly) 

PURPOSE/AIM/ 
MAQSAD 

EVIDENCE NEEDED TO PROVE 
EACH ELEMENT 

CNIC, Information from NADRA verisys, 
Travel tickets/ history 
information received from Immigration 
and Passports Department (MOI) or 
passport 
Intelligence received from the 
investigation department outside 
Pakistan 

Witnesses of middleman/ trader, 
Confessions. 
Messages would have to reflect the tacit 
approval of the offender in providing 
money or some other property or the 
middleman's communication with the 
leading financier of the funds. 
Bank Records or financial statements that 
are reflecting the transfer of money. 
Record from SBP if any foreign exchange is 
involved. Further details can be acquired 
from the exchange company 
Record from FBR of NTN No. Income Tax 
Returns and Wealth Statements 
Letter to concerning revenue or excise 
department for identification of any 
property associated with the individual or 
organization if a property is involved. In 
this case, the title documents of the 
property wou Id have to be traced. 
(running of hospitals or other social 
services as undercover terrorist 
operations) 
donations cheques/ gift deeds (wholly) 
contracts that are testifying the provision 
of other economic resources such as oil, 
dividends or other natural resources 
(provision of a service/wholly or jointly 
controlled) 

289 "Criminalising Terrorist Financing (Recommendation 5):' Oct. 2016, pp. 11-12., FATF (2016), Guidance on the criminalization of terrorist financing (Recommendation 5), 
FATF, Paris www.fatf-gafi.org/publications/fatfrecommendations/documents/criminalising-terrorist-financing.html. 

290 "Criminalising Terrorist Financing (Recommendation 5):' Oct. 2016, para 19., FATF (2016), Guidance on the criminalisation of terrorist financing (Recommendation 5), 
FATF, Paris www.fatf-gafi.org/publications/fatfrecommendations/documents/criminalising-terrorist-financing.html. 
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Mensrea knowingly, wilfully 

Section 11K. A person commits an offence : 

For the benefit of a 
proscribed 
organization/ 
individual 

Online media activity: Facebook pages 
being run for the propagation of 
ideology or recruitment, or business 
pages being used as a vehicle to secure 
and send funds to finance food, medical 
supplies or ammunition 
literature available (online or hard 
copies) 
financial documents indicating profit 
received from businesses (wholly or 
jointly controlled) 
Partnership deeds/ Contracts 
other electronic evidence 

Specific intent needs to be proven by 
objective factual circumstances. 
Specific intent that a proscribed 
organization or individual will use the 
money or other property or services. 
(the proscribed individual or 
organization needs to be listed on the 
4th or first schedule of the ATA). 

Establishing links with the proscribed 
organization-through intelligence, 
witnesses testimony, literature or 
written material at his house, place of 
work, frequently visited places, online 
browsing history, messages on the 
phone, email, known associates, etc .. 

(1) if he enters or becomes concerned in any arrangement which facilitates the retention or control, by or on behalf
of another person, of terrorist property:
(a) byconcealment;
(b) byremoval fromthe jurisdiction;
(c) bytransferto nominees; or
(d) in anyotherway.

(2) It is a defence for a person charged with an offence under subsection (1) to prove that he did not know and had no
reasonable cause to suspect that the arrangement related to terrorist property.

Section 11 K criminalizes the offence of money laundering of a terrorist property in the form of either concealment, 
removal from the jurisdiction, transferring to nominees or layering the proceeds in any other way. Considering Section 
2 (aa), a terrorist property means any money/ property/ resources or funds that are utilized for terrorism/ benefit for a 
terrorist organization/ individual. These funds include proceeds of the commission of an act of terrorism or the 
proceeds of the predicate crime (carried out for terrorism) such as kidnapping for ransom, drug trafficking or human 
smuggling etc .. Resources of a terrorist organization under the ATA may include movable and immovable assets 
including but not limited to legal documents, written, electronic or digital and shares, securities, bonds, drafts and 
letters of credits. Under FATF Recommendation No.3 and its interpretive note, the predicate offences ought to include 
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all offences within the category of severe offences under the national law or may include all offences that are 
punishable by a minimum punishment of six year's imprisonment to a maximum penalty of more than one year's 
imprisonment. Section 3 of the Anti-Money Laundering Act, discussed below covers the offence of money laundering in 
further detail and even identifies a list of predicate offences in its schedule. 

Actus 
Reus 

ELEMENTS 
OF CRIME 

enters an 
arrangement 

concealment 

removal from 
jurisdiction 

PURPOSE/AIM/ 
MAQSAD 

facilitates retention 
or control of a 
terrorist property 

EVIDENCE NEEDED TO PROVE 
EACH ELEMENT 

witnesses, confessions 
contractual agreements, 
property/business address and 
registration details 
If MVTS involved, then details from SBP 
of records 
social media pages 
purchase receipts of high-value goods, 
predicate crime witnesses 
express trusts deeds, 
foundations, NGOs 
other electronic evidence 

witnesses, confession 
Benami or other bank account details 
(NTN and tax records) 
Transfer of title of property documents, 
Transfer of shares, 
Gift deeds. 
Bank transfer records/ statements, 
Sale purchase agreement 
Investment agreements, 
trade invoices 
shell companies' documents, 
employment records, asset worth etc .. 
Falsifying activities using fraudulent 
loans, false invoices, and misleading 
naming conventions. 
CCTV footage and other electronic 
evidence 

witnesses (brokers/ Hawala Hundi 
operators) 
shipment invoices and re-sale receipts of 
goods 
distribution agreement, 
bank transfer details and statements 
remittance statements 
international NGO registration 
certificates 
MLA request letter for further 
investigation. 
travel history, 
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Mensrea 
element 
(onus to 
prove is 
on the 
accused) 

transfer to nominees 

reasonable cause to 
suspect 

Witnesses who are acting as 
intermediaries. 
partnership deeds that disguise 
beneficial ownership especially of LLCs 
asset divisions contracts, trust deeds 
appointing nominees, power of 
attorneys, 
nominee shareholder agreement 
other electronic evidence 

Objective assessment: Would a 
reasonable person in the individual's 
position have a reason to suspect that 
the money or property/ funds or 
resources arranged for would or may be 
used for terrorism 

Since this is an objective test, the burden 
on the accused does not prove that he 
suspected that the money or other 
property might be used for terrorism 
but rather that a reasonable person with 
the same knowledge would so suspect. R 
v. Sally Lane and John Letts [2018 - UK
Supreme Court]

In Treasurer v. Mohammad Jabbar 
Ahmad291 and others, it is noted that the 
offences included in the UK Terrorism 
Act 2000 about "terrorist property" and 
using said property for terrorism, are all 
defined in terms which require mens rea, 
interpreted as "intention, knowledge or 
reasonable suspicion that money or 
other property will be used for terrorist 
pu rposes:'292 

The mens rea element is based on the fact whether the offender had any reasonable cause to suspect if the arrangement 
was being used for terrorism. However, this section places a reverse onus upon the accused as he must prove his case on 
the principle of balance of probabilities. In Her Majesty's Treasurerv. Mohammad Jabbar Ahmad and others, it is noted 
that the offences included in the Terrorism Act 2000 about "terrorist property" and using said property for terrorism, 
are all defined in terms which require mens rea, interpreted as "intention, knowledge or reasonable suspicion that 
money or other property will be used for terrorist purposes:'293 

The necessity of mens rea is indirectly considered in the UK case R. v. Salim Wakil.294 In this case, the defendant, who 
suffered an acute mental illness and was seeking treatment for it, had been providing funds to his sister, who had fled to 
Syria to join Daesh, and later sought a way to return to the UK. In order to facilitate her return, the defendant regularly 

291 Her Majesty's Treasuryv Muhammed Jabar Ahmed and others; Her Majesty 's Treasuryv. Mohammed al-Ghabra [2010] UKSC 2 
https://www.refworld.org/cases,UK_SC,4b62d9282.html 

292 Ibid. 
293 Ibid. 
294 "The Counter-Terrorism Division of the Crown Prosecution Service (CPS) - Successful Prosecutions since 2016:' The Crown Prosecution Service, 

www.cps.gov.uk/counter-terrorism-division-crown-prosecution-service-cps-successful-prosecutions-2016. 
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transmitted money and was duly charged under Section 17 of the UK Terrorism Act 2000. In her judgment, HHJ Pu let 
QC noted the defendant's history of mental illness and low IQ as mitigating factors "substantially reduces his 
responsibility:' That said, it was contended that it was reasonable to suspect that the funds could be used for terrorism 
purposes, and the defendant admitted that he had recognized the risks of sending money to Syria, rendered his guilt on 
the charges levied against him. 

5.11. ANTI-MONEY LAUNDERING ACT, 2010 

Section 3: A person commits an offence if 

(a) He acquires, converts, possesses, uses or transfers property knowing or having reason to believe that such
property is proceeds of crime;

(b) He conceals, disguises the true origin, location, movement, ownership of the property knowing or having
reason to believe that such property is proceeds of crime;

(c) He holds or possesses on behalf of any other person such as property knowing or having reason to believe
that such property is proceeds of crime;

(d) He participates in, associates, conspires to commit, attempts to commit, aids abets, facilitates or counsels
the commission of the acts specified in clauses (a), (b) and (c)

Money Laundering is the process of acquiring money from illicit origins and then applying specific layering methods to 
conceal their source in order to make the proceeds appear legitimate. Money Laundering and terrorism financing are 
two distinct offences. They are prosecuted separately, but the two offences are linked under FATF Special 
Recommendation 11 that requires jurisdictions to include the financing of terrorism as a predicate offence to money 
laundering. 

According to FATF Recommendation 3 on Money Laundering, "countries should criminalize money laundering based on 
the Vienna Convention and the Palermo Convention. Countries should apply the crime of money laundering to all 
serious offences, to include the widest range of predicate offences:' The UN's Legislative Guide to the Palermo 
Convention and Legislative Guide for the Implementation of the United Nations Convention Against Corruption also 
shed light upon the elements of a money laundering offence. 

1. Conversion or transfer of proceeds of crime. This includes "instances in which financial assets are converted from one
form or type to another, for example, by using illicitly generated cash to purchase precious metals or real estate or the
sale of illicitly acquired real estate, as well as instances in which the same assets are moved from one place or jurisdiction
to another or from one bank account to another:' Regarding mental elements (Mens Rea), the conversion or transfer
must be intentional; the accused must know at the time of conversion or transfer that the assets are criminal proceeds,
and the act must be done for either one of the two purposes stated. They may be concealing or disguising criminal origin
or helping any person (whether one's self or another) to evade criminal liability for the crime that generated the
proceeds.29

5 

2. Concealment or disguise of proceeds of crime. There are many aspects noted in the provision as to which there can be
concealment or disguise - almost any aspect of, or information about, the property, so this section is broad. The
concealment or disguise must be intentional, and the accused must know that the property constitutes proceeds of
crime atthetimeof the act.

This provision deals with the intentional deception of others; including the intentional deception of law enforcement 
authorities. True nature is the essential quality of it having been derived from criminal activity. The origin may be the 
physical origin or its origin in criminality. For this second offence, there should not be a requirement of proof that the 
purpose of the concealment or disguise is to frustrate the tracing of the asset or to conceal its true origin. Although as a 
general matter this will be the purpose of the concealing or disguising, the applicable UN Conventions require that 
there be criminalization that is not dependent upon a showing of such purpose.29

6 

3. Acquisition, possession or use of proceeds. This section imposes liability on recipients who acquire, possess or use
property, and contrasts with the two provisions above that deal with liability for those who provide illicit proceeds.

295 http://www.imolin.org/pdf/imolin/Model_Provisions_Final.pdf 
296 http://www.imolin.org/pdf/imolin/Model_Provisions_Final.pdf 
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There must be intent to acquire, possess or use, and the accused must have knowledge at the time of acquisition or 
receiptthat the property was from the proceeds.29

7 

4. Participation in, association with or conspiracy to commit, attempts to commit and to aid, to abet, facilitating and
counselling. There are varying degrees of complicity or participation other than physical commission of the offence:
assistance (aiding and abetting, facilitating) and encouragement (counselling). Also, attempts are to be criminalized.
Finally, this section includes conspiracy, a common-law concept, or as an alternative, an association of persons working
together to commit an offence.29

8 

The above acts of acquiring, concealing and then holding or possessing, identify the various stages of money laundering 
if the accused knows or has reason to believe that the property or money is the proceeds of a crime. In light of 
participating in or abetting, if the accused enters into an arrangement to launder the proceeds of crime through 
retaining control or making funds available to acquire a property - knowing that another has obtained proceeds from 
unlawful activity, he would also be committing the offence of money laundering. This provision can catch people who 
work in financial or credit institutions, accountants, or lawyers, who, during their work, facilitate money laundering by 
or on behalf of other persons. 

Actus 
Reus 

297 ibid 
298 ibid 

ELEMENTS 
OF CRIME 

acquires, converts 
possesses, uses or 
transfers property 

conceals, disguises 
the true origin, 
location, movement 

PURPOSE/AIM/ 
MAQSAD 

facilitates retention 
or control of a 
terrorist property 

EVIDENCE NEEDED TO PROVE 
EACH ELEMENT 

witnesses, confessions 
contractual agreements, 
property/business address and 
registration details 
If MVTS involved, then details from SBP 
of records 
transfer deed, 
social media pages 
purchase receipts of high-value goods, 
predicate crime witnesses 
express trusts deeds, 
foundations, NGOs 
other electronic evidence 

witnesses, confession 
Benami or other bank account details 
(NTN and tax records) 
Transfer of title of property documents, 
Transfer of shares, 
offshore companies 
Gift deeds. 
Bank transfer records/ statements, 
Sale purchase agreement 
Investment agreements, 
trade invoices 
shell companies' documents, 
employment records, asset worth etc .. 
Falsifying activities using fraudulent 
loans, false invoices, and misleading 
naming conventions. 
CCTV footage and other electronic 
evidence 



Mens rea 
element 
(onus to 
prove is 
on the 
accused) 

holds or possesses 
on behalf of any 
other person 

participates in, 
associates, conspires 
to commit, attempts 
to commit, aids, 
abets, facilitates or 
counsels 

knowing or having 
reason to believe 

retaining control 
over proceeds of 
crime 
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Witnesses who are acting as 
intermediaries. 
partnership deeds that disguise 
beneficial ownership especially of LLCs 
asset divisions contracts, trust deeds 
appointing nominees, power of 
attorneys, 
nominee shareholder agreement 
other electronic evidence 

Witnesses who are acting as 
intermediaries. 
asset divisions contracts, trust deeds 
appointing nominees, power of 
attorneys, 
nominee shareholder agreement 
agreement with agent, distribution 
agreement, 
NTN numbers, tax records 
other electronic evidence like CCTV 
footage and WhatsApp or text 
messages. 

knowledge or intent will be determined 
from the factual circumstances. Mere 
suspicion will not be enough. 
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INTRODUCTION 

To effectively counter the scourge of terrorism financing and money laundering, many government and law 
enforcement actors are involved in varying degrees and at different levels. In such situations, there are chances of 
overlap, confusion and ignorance about the roles and jurisdictions among different actors. T his chapter seeks to clarify 
the roles of LEAs, particularlywhen counteringthefinancingof terrorism, including how these agencies workwithin the 
purview of UNSC Resolutions 1267 and 1373 aswell as Pakistan'sATAandAMLAregimes. 

LEARNING OUTCOMES 

After this chapter, the reader should be able to: 
• N ame all lawenforcement agencies( LEAs) involved inAMUCFT.
• Identify the roles and functions of entitiesworkingunder UNSC Resolutions 1267 .
• Understand the role/jurisdiction of agencies under Pakistan'sATA regime.
• Understand the role/jurisdiction of agencies under Pakistan'sAMLA regime.

ESSENTIAL READING 

• Ministry of F oreign Affairs (MOFA)-Guidelinesforthe Implementation of UNSC Resolution 1267 (2019)
• NACTA Guidelines on the Implementation of UNSC Resolution 1373 (2019)
• UNODCTraining Manual for Law Enforcement Agencies
• Anti-TerrorismAct(ATA) 1997 
• Anti-Money Laundering Act (AMLA) 2010



ROLES, JURISDICTION AND COORDINATION 

6.1. ROLE OF AUTHORITIES IN COUNTERING FINANCING OF TERRORISM 

The National Counter Terrorism Authority (NACTA), established as an administrative entity under the Ministry of 
Interior in 2008, was reorganized as a federal authority vide NACTA Act (2013) to act as a national institution working 
to combat extremism and terrorism in Pakistan. NACTA was to work in coordination with other investigative and 
intelligence agencies for formulating and implementing policies and action mechanisms. Moreover, after the Army 
Public School Attack on 16 December 2014, a National Action Plan299 was established by the Government of Pakistan in 
January 2015 to counterterrorism and facilitate the ongoing anti-terrorist operations in North-Western Pakistan. Two 
of the significant features of the 20-point agenda of the National Action Plan were to revive and make NACTA effective 
and curb financing of terrorism by cutting down financial sources of terrorists and terrorist organizations. Thus, ever 
since then, NACTA, in coordination with the Ministry of Interior, Ministry of Foreign Affairs (MOFA) and the Financial 
Monitoring Unit (FMU), has taken the lead role in regulating and monitoring counteringfinancing of terrorism. 

Furthermore, NACTA, on the directions of the MOI, has set up the National Task Force for Countering Terrorism 
Financing and TF Sub Committees. This task force has set up CFT Units (CFTUs) that work with various stakeholders, 
including but not limited to the FIA, FBR,300 ANF, FMU, SECP, Inter-Services Intelligence (ISi), Intelligence Bureau (IB), 
Intelligence Bureau, Customs Department, Finance, Provincial Home Departments and, most importantly, the 
Counter-Terrorism Department (CTD) Police. Under this task force, the investigation agencies are expected to carry 
out parallel financial investigations to unearth the financial trail behind the terrorist incidents.301 

Moreover, AML/CFT policy is coordinated by the National Executive Committee (NEC),302 chaired by the Minister for 
Finance and comprising the Minister on Foreign Affairs, Minister for Law and Justice, Minister for Interior, Governor 
SBP, Chairman SECP, and Director General FMU (who also acts as secretary). The mandate of the NEC is to develop, 
review and oversee the implementation of a national strategy to fight money laundering and financing of terrorism. 

AML operational activities are coordinated by the General Committee (GC),3°3 which comprises the secretaries of the 
Ministries of Finance, Interior, Foreign Affairs, and Law & Justice, the Chairman NAB, Chairman-FBR, Director 
General-FIA, Director General-ANF, Deputy Governor-SBP, Commissioner-SECP and Director-General FMU. The 
main objectives of the GC are to take measures for the development and review of the performance of investigating 
agencies, FMU and the financial institutions and Designated Non-Financial Businesses and Professions (DNFBPs) 
relating to anti-money laundering. The Director FMU acts as Secretary to the NEC and GC. 

In order to further facilitate inter-agency coordination between the various Law Enforcement Agencies, NACTA has 
enabled the signing of an MOU304 between 14 LEAs, including but not limited to the CTDs, FIA, NAB, ANF, FBR, FMU, 
and Intelligence Agencies amongst others. 

Self-Assessment Question 

What role does NACTAplayincounteringthefinancingof terrorism in Pakistan? 

6.2. FRAMEWORK DEFINING ROLES AND FUNCTIONS OF ENTITIES UNDER UNSCR 1267 

Under UNSCR Resolutions 1267 (1999), 1989 (2011), 2253 (2015) and 2368 (2017), preventive measures that include 
freezing and seizure of assets, arms embargoes and travel embargoes have been enforced via the United Nations 
Security Council (Freezing and Seizure) Order (2019),305 issued under Section 2 of the United Nations Security Council 
Act(1948). 

299 NACTA. Https://Nacta.gov.pk/Nap-2014/. 
300 Under the Statutory Notification (SRO) dated July 12, 2016, the FBR was assigned by the Federal Government of Pakistan as an investigating agency under the Anti 

Money Laundering Act, 2010. 
301 NACTA Holds Meetings with National Task Force on CFT - October 2018, NACTA 

https://nacta.gov.pk/nacta-holds-meeting-of-its-national-task-force-on-ctf. 
302 Section 4 (g) of the AMLA. Section 5 of the AMLA 2010 also gives power to the National Executive Committee to combat money laundering (section 5) which shall among 

other things be responsible for: Developing, reviewing and overseeing the implementation of national strategy to fight money laundering and financing of terrorism 
(section 5(3) (a)). Making recommendations to the Federal Government for effective implementation of this Act and framing of national policy to combat money 
laundering and financing of terrorism (Section 5 (3) (d)). 

303 This has been constituted under Section 5 of the AMLA 2010. 
304 NACTA Letter No. 1 (01)/DD/CTF/NACTA/2016 dated 11.04.2019 on the 14th Meeting of NACTA on Counter Finance of Terrorism and signing summary of 

Memorandum of Understanding. Referenced at: https://nacta.gov.pk/nacta-organizes-multilateral-mou-amongst-leas-intelligence-agencies-and-fmu/. 
305 United Nations Security Council (Freezing and Seizure) Order, 2019. S.R.O. 261 (1)/2019 dated 4 March 2019 accessed at: 

http://www.MOFA.gov.pk/documents/sro/SR0-261.pdf. 
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Under this Act, the Ministry of Foreign Affairs issues Statutory Regulatory Orders (SROs) to introduce measures not 
involving the use of armed force to streamline the procedure for implementation of Security Council sanctions against 
designated individuals and entities.306 Moreover, the MOFA has also issued Guidelines307 that supplement the UNSC 
Order (2019) and have the core objective of facilitating an understanding of the Sanctions regime and the role of each 
agency/stakeholder in countering the financing of terrorism. 

A National Committee for overseeing the implementation of the sanction's regime, which aims to provide guidance to 
the Ministries,departments and agenciesfunctioningatthe Federal and Provincial level, has also been set up. 

Authorities for Compliance with the Guidelines issued by MO FA are as follows: 

The fol lowing authorities are competent to act for compliance with the notification: 
• Ministry of Foreign Affairs (Counterterrorism (CT) Department)
• Ministry of Interior
• Home Departments
• National CounterTerrorismAuthority(NACTA) 
• State Bank of Pakistan
• Security Exchange Commission of Pakistan
• Pakistan Post
• Central Directorate of National Savings
• All Banks/Development Financial Institutions/Micro-Finance Banks/N POs/otherfinancial institutions, etc ..
• Land Registration Authorities
• Excise Department
• All Provincial Departments
• District Intelligence Committees
• Customs (FBR)
• FIAandPTA
• FMU
• Directorate General of Immigration & Passports (IMPASS), National Database and Registration Authority

(NADRA)
• DistrictAdministration
• Provincial and District Revenue Authorities
• Provincial CTDs

Asset Freeze 

AUTHORITY 

Ministry of Foreign Affairs (MOFA) (CT 
Department) 

306 Government Move Against UN-Listed Terror Outfits, Dawn, 2019 
http://www.dawn.com/news/1467656/govt-move-against-un-listed-terror-outfits. 

ACTION TO BE TAKEN 

• Issue SROs to the respective focal persons
at the federal and provincial level if there is
a n  u p d a t e  i n  the  c o n s o l i d a t e d  l i s t
maintained by the UNSC Sanct ions
Committee. This includes the Regulators,
MOD, MOI, Home Departments and the
ICT, the PTA, FIA, IMPASS National
Database and Registration Authority
(NADRA) and the Intelligence Agencies.

• Maintain an updated consolidated list of
designated individuals and entities on its
official website.

• Receive monthly compliance reports from
t h e  R e g u l a t o r s ,  MOD, MOI,  H o m e
Departments and the I CT and the Customs.

307 Ministry of Foreign Affairs Guidelines on Implementing UNSC Resolution 1267 (2019)-http://www.MOFA.gov.pk/documents/1267-Guidelines.pdf/2019/08/09/2019-
Guidelines on implementation of the UN Security Council Resolutions concerning targeted financial sanctions, travel bans and arms embargo. 



Ministry of Interior (MOI) 

ROLES, JURISDICTION AND COORDINATION 

Assets Freeze 
• Receive and maintain an updated list of all 

the assets frozen/ seized.

Travel Ban 
• In case there is a target match of a foreign or 

Pakistani national who is attempting to 
enter/transit in Pakistan, the MOFA will
receive information from the focal point at
MOI.

• Share updated lists and the SRO with the
Pakistani Embassies and the Consulates.

Arms Embargo 
• Keep an updated list of the proscribed

individuals/entities.
• Share monthly compliance reports with

focal points in MOFA.

Assets Freeze 
• Receive and maintain an updated list of all 

the assets frozen by the concerned entities.
• Identify immovable assets registered in the

names of the designated individuals/entities
from the relevant land registration
authorities under their jurisdiction.

• Freeze the titles and seize assets under the
U NSC Order (2019).

Verification Process 
• Receive Information about a potential

match from the Regulators, the relevant
land registration authority and the Home
Department.

• Verify whether this potential match is a
target match within five working days with
the help of relevant law enforcement
agencies and the security agencies.

• Send the verified report to the requesting
authorities.

Fund Raising 
• Take out advertisements in the media to

advise the public about the prohibition
against making any funds or financial
resources ava i I able to a proscribed
organization/entity.

Travel Ban 
• In case there is a target match of a foreign or 

Pakistani national who is attempting to 
enter/transit in Pakistan, the MOI will
receive this information from the focal point
at the FIA and then relay this information
the DG (CT) and MOFA.
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Home Departments/lCT 

Arms Embargo 
• Instruct the LEAs to seize all the licensed

arms/weapons from the designated
individuals/entities.

Immovable Assets 
• Identify immovable assets registered in the

names of the designated individuals/entities
from the relevant land registration
authorities under their jurisdiction.

Rentfrom lmmoveableAssets 
• The Home Departments would direct the

Land Registration Authorities and the
Excise Departments to search if the
designated entities or individuals are
deriving any rent from their properties. In
case it is, it will have the rent deposited in an 
account under Article 9 of the UNSC Order
2019.

Ongoing Monitoring 
• The Home Department will forward the

SRO to the Deputy Commissioner with the
direction to use the mechanism of the DI Cs
to identify additional assets owned directly
or indirectly by the designated individuals
/entities and report back to them. In case
there is a violation, action will be taken
againsttheviolators under Section 11-F, H-J
oftheATA 1997.

Moveable Assets 
• The Home Department will forward the

SROs to the Excise Department with the
instruction to verify the names of the
individuals/entities from its vehicle
registration records.

Freezing of Assets. (Moveable and Immoveable) 
• The Home Departments would freeze

assets under Article 15 of the UNSC Order
(2019).

Seizure of Assets 
• The Home Department will seize assets

under Article 14ofthe UNSC Order(2019).
• Receive and forward details of the potential

match to the MOI for verification of identity.

Prohibition on Fundraising 
• The Home Department will show advertise­

ments in the media to advise the public
about the prohibition on making any
funds/financial resources available to a
proscribed organization/entity.



NACTA 

All Regulators 
1. SECP
2. SBP
3. CDNS
4. Pakistan Post

ROLES, JURISDICTION AND COORDINATION 

Sharing Deta i Is of Assets Frozen/Seized 
• The Home Department will share details of

the assets frozen and seized with the focal
points in the MOFA, MOI, NACTA, FMU and
FIA.

• Share monthly compliance reports to focal
points in MOFA.

• Enabling inter-agency coordination across
all entities across Pakistan to facilitate
cou nterterrorism fi na nci ng.

• The CFTUs, established under NACTA, are
working with other stakeholders (menti­
oned below) to curb terrorism.

• Keep updated data of the frozen/seized
assets received from the Regulators, MOI
and the Home Departments.

Freezing of Accounts/Financial Assets or 
Economic Resources 
• Immediately notify the proscription order to

all regulated entities under its supervision.
• Issue directions to freeze, without delay, the

accounts, funds and other financial assets or
economic resources of the proscribed
person or organization.

• Any corporate entity, including non-banking 
financial companies, stock exchanges,
clearinghouses, or depository companies
shall freeze and not transfer any share,
debenture, bond, unit ,  or any other
instrument of investment of a proscribed 
organization and person. 

• The banks/DFls/MFBs will provide no loan
facilityorfinancial support.

• Maintain an updated list of proscribed
individuals and organizations and verify if
those entities are holding any funds,
financial assets or economic resources.

• Receive information about a potential
match from the regulated entities and relay 
it to the MOI for verification of identity.

• SECP/CDNS and Pakistan Post ought to
share details of the assets frozen with focal
points in MOFA, MOI, NACTA (CFT Task
Force), FMU and FIA.

• SBP will share details of the assets frozen
with FMU (intheformofan STR).

• Share Monthly Compliance Reports to
MOFA.
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Regulated Entities 
1. All Banks/Development Finance

Institutes (DFls)/Micro Finance Banks
(MFBs/Non-Profit Organizations
(NPOs)/other financial institutions, etc ..
regulated by the SBP

2. All corporate entities, including non­
banking financial companies, stock
exchanges, clearinghouses, or
depository companies regulated by the
SECP

3. All other entities regulated by the CDNS
and Pakistan Post.

MOD 

Provincial Authorities 

Land Registration Authorities 

Freezing of Accounts/F inancial Assets or 
Economic Resources 
• Freeze, without delay, the bank accounts,

funds and other financial assets or economic
resources of the proscribed person or
organization if target match. This includes
all money or articles of value deposited with
banks or financial institutions or placed in 
their safe lockers belonging to the pro­
scribed person or organization.

• No loan facility or financial support should
be provided to proscribed person or
organizations.

• Convey information about a potential
match to the regulators.

• Temporarily freeze assets of the proscribed
entity or organization if there is a potential
match.

• Immediately freeze assets if the potential
match is a target match.

Immoveable Assets 
• Identify immovable assets registered in the

names of the designated individuals/entities
from the relevant land registration
authorities under their jurisdiction.

• Upon a potential match, receive details from
the relevant land registration authority.

• Share Details of frozen assets with MOFA,
MOI, NACTA, FMU and FIA.

• Share the consolidated list of designated
individuals and entities with the district
administrations required to ensure that the
NOCs are not granted to the proscribed
entities/individuals.

Rentfrom Immovable Assets 
• Verify from their database if the designated

individuals/entities are deriving rent from
their properties.

Assets/Titles Freeze of immovable Assets 
• Facilitate the MOD, MOI and the Home

Departments in identifying immovable
assets in the name of the designated
entities/individuals.

• Immediately freeze the title of the assets of
the proscribed entities/individuals if there is
a target match.

• Convey the requisite information to the
requesting authority (MOD, MOI or Home
Department) if there is a potential match
and temporarily freeze the assets of the
entity/individual.



Excise Departments 

FIA 

ROLES, JURISDICTION AND COORDINATION 

• Maintain an updated list on an ongoing basis
and run a check if the individuals/entities are
holding any immovable assets.

Rentfrom lmmoveableAssets 
• Verify from their database if the designated

individuals/entities are deriving rent from
their properties.

Assets Freeze of Moveable Assets 
• Verify  the names of the designated

individuals/entities from their respective
motor vehicle registration records.

• In case there is a target match, immediately
freeze the title of the vehicle in the relevant
database to prevent itssaleortransfer.

• Convey details of frozen titles to the Home
Departments.

• Monitor if the entities/individuals designa­
ted are holding any moveable assets.

Assets Freeze 
• Receive Lists and maintain an updated list in 

electronic form of the assets frozen from the
Home Departments and ICT, SECP, CDNS,
Pakistan Post, FMU, MOI and the MOD.

FundraisingActivities 
• Cyber Crime Wing will monitor the internet

to prevent any on line fundraising activity by
the designated individual/entity.

• The Cyber Crime Wing will act against the
blocked links/websites being used by the
designated individuals/entities under the
Prevention of Electronic Crimes Act (2016).

Travel Ban 
• Receive the SRO from the MOFA and place

the designated individuals on the blocked
list maintained for the travel ban.

• If the designated individual (target match) is
a foreign national and is attempting to enter
Pakistan, the focal person will receive
his/her details from the IMPASS. This focal
point at the FIA will then forward the matter
to theFocal PointatMOI.

• If the designated individual (target match) is
a Pakistani national and is attempting to
enter Pakistan, the focal point will receive
his/her details from the IMPASS. This focal
point at the FIA will then forward the matter
to theFocal PointatMOI.

• Initiate legal inquiry/legal action under the
AMLA 2010 after receiving the necessary
information from the FMU.
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PTA 

LEA/Intelligence Agencies/CTDs 

Fund-Raising Activities 
• Receive theSRO fromtheMOFA.
• Monitor the internet to prevent any online

fundraising activity by the designated
individual/entity.

• If any designated/entity is reportedly using
the internet via a social media platform for
fundraising activities, the PTA would
immediately block the webpage/URL on the
order of the focal pointatthe MOFA.

• In case the webpage is hosted on a secured
server hosted outside Pakistan, PTA would
approach the company hosting the server
for having the link blocked. If there is no
cooperation from the company, then the
MOFA would take the matter up with the
concerned host government via diplomatic
channels.

• Maintain a database of blocked lists/
website being used by the entities/ individu­
als. These details will be shared with the F IA
cybercrimewingforfurther investigation.

Fundraising 
• Continue monitoring the activities of the

proscribed persons/entities. In case there is
a violation on the part of a designated
entity/individual (i.e. it is involved in any sort
of fund-raising activity), legal action would
be taken against it by the LEAs under
Section 11F,11H-J undertheATA.

Arms Embargo 
• Monitor the designated individuals and

entities to ensure they do not procure arms
and other related materials from any source.

Ongoing Monitoring 
• The Deputy Commissioner will use the

mechanism of the DI Cs (including CTDs) to
identify other assets owned directly or
indirectly by the designated individuals/
entities or their immediate family members'
parents, wife, and children through the
police or any government. Other agencies
and report back to them. In case there is a
violation under Section 11-F, H-J of the ATA 
1997,actionwill be takenagainstthem.

• The CTDs implement all the requirements
under section 11EE of ATA 1997, which
relates to Police and Local Enforcement
Agencies.

• The CTDs may check and probe the assets of
IV-Scheduler.

• Any other obligation specified under ATA
1997



Customs 

Immigration & Passports (IMPASS) 

District Intelligence Committees 

FMU 

ROLES, JURISDICTION AND COORDINATION 

Travel Ban 
• The Focal Point from the Customs Depart­

ment shall run the names of the import or
export entities and related persons against 
the names in the sanctions list.

• If there is a target match, it will initiate
inquiries to confirm the nature of the goods
to be imported or exported.

• The Customs Intelligence Directorate will
also have access to the sanctions lists for
checking the names of the designated
individuals/entities.

• Conduct Inquiry if the imported or exported
good is from an individual/entity on the
proscribed list.

• Share fortnightly Compliance Report with
theMOFA.

Travel Ban 
• Receive the SRO from the MOFA and place

the designated individuals on the blocked
list for a travel ban.

• If there is a positive match for an individual
who is a foreign national, the person will be
refused entry into Pakistan, and the matter
will be reported to the focal point at the FIA
Headquarters.

• To hold regular meetings of District
Intel l igence Committee compris ing
representatives from Police, Intelligence
agencies, CTDs and Special Branch to
identify the persons or organizations to be
placed on the 4th schedule under the
provisions of section 11EEoftheATA 1997.

• To make recommendations to the Home
Departments for placement of such persons
on the Fourth Schedule.

• In compliance with the 1267 regime, the
FMU receives and analyzes the Suspicious
Transact ion  Reports  and Currency
Transaction Report and then communicates
the necessary information to the relevant
Investigating Agencies. The roles and
responsibilities of the FMU and other
investigating agencies have been discussed
in further detail below.
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Self-Assessment Questions 

• What are the four kinds of sanctions outlined in the 1267 Sanctions regime read in line with the MOFA
Order?

• What two agencies are responsible for primarily monitoring on line fundraising activities?
• ldentifyses anythreewaysviawhich assets a re frozen under the sanction's regime.

Pakistani Embassies 
and Consulates 

MOI MOFA ___ FB_ R_(_c_u_st_ o_m_ s _)_ ... � I ARMS EMBARGO

Other Regulated 
Entities, Companies, 

DFls,MOs 
Exchange Companies 

Freezing of 
B ank Accounts, 

Stocks, 
Insurance Policies 

FREEZING & SEIZING 
Moveable and 

Immoveable Assets 
and Rent 

Monitoring 
Aundraising 
Activities 

TRAVEL 
EMBARGO 

6.3. ROLE/JURISDICTION OF EACH AGENCY IN COMPLIANCE WITH UNSCR 1373 UNDER THE ANTI­
TERRORISM ACT1997(ATA REGIME) 

Framework Defining Roles and Functions of Entities under UNSCR 1373 

NACTA has issued comprehensive directions to entities involved in the CFT legal framework via 'guidelines' for 
effective implementation of the UNSCR 1373.308 During implementation, these agencies are required to identify 
additional capacity building requirements and report gaps in legislation and implementation mechanisms to the FMU, 
MOI and Provincial Home Departments. Furthermore, these gaps may be used by the agencies to identify opportunities 
for intra-agency coordination and mutual assistance. 

308 NACTA Guidelines on the Implementation of UNSC Resolution 1373 (2019) - NACTAwebsite: 
https://nacta.gov.pk/wp-content/uploads/2019 /09/08/09 /2019-gu ideli nes-on-actions-to-be-taken-by-competent-authorities-for-implementation-of-united-nations­
security-cou ncil-resolution-no.-1373-without-coveri ng-letter-1.pdf. 
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The Ministry of Interior issues Notifications of proscribed individuals (Section 11-EE) and organizations (Section 11-B) 
under the Anti-Terrorism Act (1997) for further implementation of the sanctions measures introduced under the 
United Security Council Resolution 1373.309 However, vide SRO no. (1)/2014 dated 29th October 2014, MOI has 
delegated the power and functions as specified in section 11EE of the ATA to respective Provincial Home Secretaries 
and the Chief Commissioner Islamabad Capital Territory.31

0 

Authorities for Compliance with the Guidelines Issued by NACTA:311 

The fol lowing authorities are competent to act for compliance with the notification: 
• Ministry of Interior
• Home Departments
• National CounterTerrorismAuthority(NACTA)
• State Bank of Pakistan
• Security Exchange Commission of Pakistan
• All Banks/DFls/MFBs/NPOs/otherfinancial institutions,etc ..
• All Provincial Departments
• District Intelligence Committees
• DistrictAdministration
• Provincial and District Revenue Authorities
• Provincial CTDs

The table below highlights the role that each entity ought to take in order to comply with the directions issued by 
NACTAand the MOI againstthecriminal organizations and persons.312 

AUTHORITY 

MOI 

Home Departments/Chief Commissioner of ICT 

ACTION TO BE TAKEN 

• Immediately notify the proscription order of
a proscribed organization to all concerned
federal and provincial departments/
organizations.

• Enforce and monitor the actions taken
under  U N SCR  1373  by respec t i ve
organizations.

• Freezing and Seizure of Property (movable
and immovable) under section 11-0 ATA
1997

• Keep updated data of all the frozen/seized
assets.

• Immediately notify the proscription order
for a proscribed organization to SBP, SECP,
Passport and Immigration Authority, FIA,
prov inc ia l  departments  and  Home
Secretaries of the other provinces.

• Issue notification of proscribed persons to
all concerned federal and provincial
organizations.

• To monitor the actions taken under UNSCR
1373 by respective organizations.

309 Further details of how an organization or individual is enlisted in compliance to UNSCR 1267 have been discussed in Chapter 4. 
310 Supra note 3. 
311 Supra note 3. 
312 The proscribed organizations and persons have been delineated under the First and the Fourth Schedule of the ATA respectively. 
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NACTA 

SECP 

SBP 

All Banks, Development Finance Institutes 
(DFls), Micro Finance Banks (MFB), Non-Profit 
Organizations (NPOs), other financial 
institutions, etc .. regulated by the SBP 
All corporate entities, including non-banking 
financial companies, stock exchanges, 
clearinghouses, or depository companies 

• Comply with directions/proscription
notifications from the MOI to freeze and
seize, without delay property of criminal
organizations/individuals under section 11-
0of ATA 1997 and for compliance ofUNSCR
1373.

• Keep updated data of the frozen/seized
assets and share the progress with the MOI
and NACTAmonthly.

• Enable inter-agency coordination across all
entities across Pakistan in order to facilitate
countering offinancingofterrorism.

• The CFTUs established under NACTA are
w o r k i n g  w i t h  o t h e r  s t a k e h o l d e r s
(mentioned below) tocurbterrorism.

• Keep updated data of the frozen/seized
assets received from the MOI and the Home
Departments.

• Immediately notify the proscription order
to all financial entities under its supervision.

• Issue directions to freeze, without delay, the
accounts, funds and other financial assets or 
economic resources of the proscribed
person or organization.

• Any corporate entity, including non-banking
financial companies, stock exchanges,
clearinghouses, or depository companies
shall freeze and shall not transfer any share,
debenture,  bond, unit ,  or any other
instrument of investment of a proscribed 
organization and person. 

• Immediately notify the proscription order
to all banks/DFls/MFBs.

• Issue direction to all banks to freeze
accounts of criminal organizations and
individuals without delay.

• No loan facility or financial support will be
provided.

• Freeze without delay the bank accounts,
funds and other financial assets or economic
resources of the proscribed person or
organization. This includes all money or
articles of value deposited with banks or 
financial institutions or placed in their safe
lockers belonging to the proscribed person
or organization.

• No loan facility or financial support will be
provided to  proscr ibed persons  or
organizations.



District Intelligence Committees 

All Provincial Departments 

District Administration 

ROLES, JURISDICTION AND COORDINATION 

• H o l d  regular  m e e t ing s o f  D i s t r i c t
Intelligence Committee,  compris ing
representatives from Police, Intelligence
agencies, CTDs and Special Branch, to
identify the persons or organizations to be
placed on the 4th schedule under the
provisions of section 11EEof theATA 1997.

• To make recommendations to the Home
Departments for placement of such persons
on the Fourth Schedule.

• Comply with directions issued under
proscription notifications from the MOI or 
Home Departments to freeze and seize,
without delay, the property of proscribed
organizations/ individuals under section
110 of the ATA 1997 and for compliance of
UNSCR1373.

• To freeze, without delay, funds and other
financial assets or economic resources of
proscribed persons; and of entities owned
or controlled directly or indirectly by such
persons; and of persons and entities acting 
on behalf of, or at the direction of such
persons and entities, including funds
derived or generated from property owned 
or controlled directly or indirectly by such 
persons and associated persons and
entities.

• Comply with directions issued under
proscription notifications from the MOI,
through respective Provincial Home
Departments, to freeze and seize, without
d e l a y, t h e  p r o p e r t y  o f  p r o s c r i b e d
organizations/individuals under section
110 of the ATA 1997 and for compliance of
UNSCR1373.

• To freeze, without delay, funds and other
financial assets or economic resources of
proscribed persons; and of entities owned
or controlled directly or indirectly by such
persons; and of persons and entities acting 
on behalf of, or at the direction of, such
persons and entities, including funds
derived or generated from property owned 
or controlled directly or indirectly by such 
persons and associated persons and
entities.



RESEARCH SOCIETY OF INTERNATIONAL LAW 

Provincial and District Revenue Authorities, 
including land registration departments and 

• Comply with directions issued under
proscription notifications from the Ministry

excise departments of Interior, through respective Provincial
Home Departments to freeze and seize
without delay property of proscribed
organizations/ individuals under section
110 of the ATA 1997 and for compliance of
UNSCR1373.

Provincial CTDs (The powers of CTD officers for 
a TF investigation have been discussed in 
further detail in Chapter 7.) 

FMU 

• All the provincial revenue authorities shall
freeze/seize, without delay, the immovable
a s s e t s  o f  p r o s c r i b e d  p e r s o n s  a n d
organizations on the direction of Ministry of
Interior.

• An immovable property may also be frozen
by way of avoiding or restraining the
transfer, or creation of an encumbrance
over such property.

• The CTDs implement all the requirements
under section 11EE of theATA 1997, which 
relate to Police and Local Enforcement
Agencies.

• The CTDs may check and probe the assets of
IV-Scheduler or their immediate family
members' parents, wife, and children
through the police or any other government
agencies.

• T h e  C T D s  m a y  m o n i t o r  a n d  ke e p
surveillance over activities of such persons
through the police or any other Govt.
agencies or any other person and check if
there has been a violation under Section 11
F,H-J of theATA 1997.

• In case there has been a violation, the CTD
can carry out the necessary measures under
section 110 of theATA, including any other
obligation specified under ATA, 1997.

• In compliance with the 1373 regime and 
under the AMLA regime, the FMU receives
and analyzes the STRs and CTRs on an
ongoing basis .  After  analyzing the
STR/CTR, it  then communicates the
necessary information to the relevant
investigating agencies. The roles and
responsibilities of the FMU and other
investigating agencies have been discussed
in further detail below. 



Home Department/lCT 

Provisional Authority 

District Departments 

Ministry of Interior 

Passport Authority 

Application of 
11-0oftheATA

ROLES, JURISDICTION AND COORDINATION 

NACTA 

SBP/SECP 

Financial Institutions 
DFls 

Modarabas 
Companies 

Stock Exchange 
NPOs 

NGOs etc. 

FIA 

1-ii:ii:iiif@ii+iiiiif i:i·H·&·I--· 
i t 

FIA

.____� �-------

FBR 

CTW PROSECUTION 

6.4. ROLE/ JURISDICTION OF EACH AGENCY IN THE IMPLEMENTATION OF THE SANCTIONS REGIME 
UNDER THE ANTI-MONEY LAUNDERING ACT (2010) (AMLA REGIME) 

Financial Monitoring Unit 

The FMU receives and analyzes STRs and CTRs and disseminates information to relevant investigating authorities. 
Financial institutions313 and DNFBPs314 referred to in the AMLA as reporting entities,315 are required to reportfmancial 
information to the FMU in the form of a suspicious transaction report (STR) and a currency transaction report (CTR).316 

Additionally, the FMU consolidates databases by compiling information collected from banks and other financial 
institutions and can share information with police and law enforcement authorities accordingly to aid in 
investigations.317 It is vital that all types of money service businesses, including regulated hawala and hundi service 
providers, report promptly to the FMU if they suspect or have reasonable grounds to suspect318 that funds are the 
proceeds of criminal activity, or are related to terrorist financing or related to an unlicensed money remittance 
business. The information collected by the FMU through STRs can be used by law enforcement agencies (or by 
supervisors) to conduct further investigations, which can help identify illegal hawala and other similar service 
providers. 

After analysis, the FMU forwards STRs, CTRs or case referrals to investigating agencies for confidential review.319 The 
FMU also may request information from financial intelligence units (Fl Us) in other countries or request to search their 

313 Section 2(1) Anti-Money Laundering Act (2010). 
314 Section 2(m) Anti-Money Laundering Act (2010). 
315 Section 2(u) Anti-Money Laundering Act (2010). 
316 Section 6(4)(a) and (b) and (c) Anti-Money Laundering Act (2010). 
317 UNODC Training Manual for LEAs Counter Terrorism Financing. 
318 Ibid. 
319 Section 6(4)(c) Anti-Money Laundering Act (2010). 
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databases for information on the suspect(s) or transaction(s). In any investigation of a financial crime, such a database 
search should be requested where there is information that relates to anothercountry.320 

Federal lnvestigationAgency(FIA) 

• It has been defined as the investigating or prosecuting agency undertheAMLA2010.
• It is also a part of the General Committee to assist the National Executive Committee constituted under

section 5 of theAMLA2010.
• The FIA has offices in each of Pakistan's four provinces as well as its headquarters in Islamabad.
• It has a Counter-Terrorism Wing (CTW) that detects and investigates terrorist financing/money laundering

cases.
• The Terrorist Financing Investigation Unit (TFIU) at FIA facilitates investigation and prosecution of cases in

courts of law. 
• TFIU provides training to Financial Investigators and hasdevelopedSOPsfor TF Investigations.
• FIA liaises with FMU,SBP Commercial Banks and Financial Institutions.
• The TFIU's functions also include analysis and monitoring of the implementation of rules and regulations

about terrorist financing.
• It represents the Counter-Terrorism Wing (CTW)/FIA on various national and international forums for

supporting efforts to combat money laundering& terroristfinancing.
• After dissemination of an STR by FMU, the Investigation Agency evaluates the financial intelligence report of

FMU and commences investigation under its jurisdiction. TF cases fall under its domain, and the FIA also
investigates cases that have a cross-provincial impact.

• FIA, being an LEA, can exercise the powers of search, seizure, attachment, arrest, etc. As given to them under
Sections, 8-10 of the AM LA 2010 read with the AM L Rules 2008.

• FIA also has powers related to search, the arrest of persons and seizure of property under the CrPC and
Section 5( 1) of the FIA Act 197 4.

TERRORISM SPECIFIC 
INVESTIGATIVE BODIES UNDER FIA 

Counter-Terrorism Wing (CTW) 

Financial Investigation Unit (FIU or TFIU) 

320 Section 6(4)(g) Anti-Money Laundering Act (2010). 

FUNCTION 

• Identify and arrest most wanted terrorists .
• D e t e c t  a n d  i n v e s t i g a t e  t e r r o r i s t

financing/money laundering cases.
• Crime scene and forensic analysis of

explosive material at major terrorist
incident sites

• Detect,seize and prosecute hate material.
• Prepare terrorist incident analysis reports.
• Prepare threat assessment reports.
• Help create and maintain a national

database of terrorist entities.

• Conducts inquiries into TF/ML on request
of other agencies such as Interpol, FMU,
etc. (both foreign and domestic)

• F a c i l i t a t e s  t h e  i n v e s t i g a t i o n  a n d
prosecution ofTF/M L cases.

• Provides training and develops SOPs for
TFcases.

• Coordinates with FMU, SBP, commercial
banks and financial institutions for TF
investigations.

• Analyzes and monitors the implementa­
tion of rules and regulations about CFT.



Cyber-lnvestigation Unit (CIU) and Computer 
Forensics Lab 

Thefollowingare of concern tothe FIA in ML/TF contexts: 
• Reports ofSTRsandCTRs ;
• Private Complaints (whistleblowers);
• LEAreferralsfromotherCTUnits;

• 

• 

ROLES, JURISDICTION AND COORDINATION 

Runs inquiries and investigates cases of 
cyberterrorism. 
Conduct forensic analysis computer/cell 
phone/electronic  devices  forensic  
analysis. 

• Developed software designed to aid in
combattingterrorist activities such as:

• Terrorist Information System (TIS) 
• Terrorist Incident Analysis (TIA)
• Case Monitoring System (CMS) 
• Personnel  Record  Database

(PERREC) 
• Human Trafficker Information

System

• Foreign requests through FMU or INTERPOL and National Central Bureau of Interpol Pakistan (NCB);321 and
• Requests from the MOL

The FIA verifies and converts data from anonymous sources into inquiries. The investigation is carried out under the 
Rules of Inquiry and Investigation (2002) and the FIA Standing Order No 01/2018. The FIA has the power to summon 
witnesses and requisition bank records and relevant documentation.322 The Enquiry Officer then submits a Confidential 
Final Report for consideration of the FIAScrutinyCommittee. 

If a case is supported by proof, it will form the basis of a First Information Report (FIR). If not, it will be closed or referred 
to another unit if they are to explore offences other than terrorism.323 

In addition to A TA 1997 and AMLA2010, the FIA has powers to investigate offences under the Prevention of Electronic 
Crimes Act (2016), Pakistan Penal Code (1860), Code of Criminal Procedure (1898) and FIA Act (1974).324 A report 
under Section 173325 of the Code of Criminal Procedure will be presented to the tribunal concerned upon completion of 
the inquiry.326 

The FIA uses a variety of intelligence sources, including the PTA for SIM cards and call data records and the FBR for 
income tax and other financial information. The FIA further has an extensive liaison with police units and intelligence 
from the military and inter-services. They can start investigations into N POs, NG Os, Madrassas and Trusts;327 and seek 
evaluations of such organizations by third parties. If they go overseas through MOI and MOFA and follow up on 
overseas inquiries, they can alsotestthe roots and destinationsof funds.328 

National Accountability Bureau (NAB) 

• NAB'sroleprimarilypertains tocorruptioncases.
• It operates as the investigating or prosecuting agency as provided under section 20) of theAMLA2010.

321 FIA- NCB Pakistan http://www.fia.gov.pk/en/ip.php; 
NACTA Guidelines https://nacta.gov.pk/wp-content/uploads/2019/04/Pakistan-1267-guidelines.pdf. 

322 FIA Act 1974,Section 5 (1). 
323 FIA Standing Order No.01/2018: Directions and Guidelines regarding Verification, Enquiry Proceedings, Investigation of Cases, Change/Transfer of 

Enquiry/Investigation and Matters Connected Therewith. Accessed at: http://www.fia.gov.pk/en/law/SON012018.pdf. 
324 'Federal Investigation Agency' (Fia.gov.pk, 2019) http://www.fia.gov.pk/en/about.php. 
325 Given that Section 5 FIA Act (1974) vests the powers of police in members of the FIA, the FIA is required to duly file a police report under Section 173 of the Cr.P.C. 
326 FIA Standing Order No.01/2018: Directions and Guidelines regarding Verification, Enquiry Proceedings, Investigation of Cases, Change/Transfer of 

Enquiry/Investigation and Matters Connected Therewith. Accessed at: http://www.fia.gov.pk/en/law/SON012018.pdf. 
327 FIA Act (1974), Section 5. See also, Schedule of Offences, FIA Act (1974); AMLA 2010 and; ATA 1997. 

FIU contends with offences punishable under the Anti-Terrorism Act, 1997(XXVI I of 1997) to the extent 
of dealing with cases which: -

(a) have Inter-provincial scope, or 
(b) are entrusted to the Agency by the Federal Government 

http://www.fia.gov.pk/en/about.php. NACTA Guidelines https://nacta.gov.pk/wp-content/uploads/2019/04/Pakistan-126 7-gu ideli nes.pdf. 
328 Ibid. 
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• It is also a part of the General Committee to assist the National Executive Committee constituted under
section 5 of theAMLA2010.

• After dissemination of an STR by the FMU, the Investigation Agency evaluates the financial intelligence report of 
FMU and commences its investigation of Money Laundering with its predicate crime jurisdiction. (Corruption) 

• NAB, being an LEA, can exercise the powers of search, seizure, attachment, arrest, etc. As given to them under
Sections, 8-10 of the AM LA 2010 read with AM L Rules 2008.

• It is designated to investigate ML. NAB has enough powers to identify, trace, seize and freeze assets under
sections 11, 12, 13, 18, 19, 20, 21, and 24of the National Accountability Ordinance (now Act).

Anti-Narcotics Force (ANF) 

• AN F's role primarily emerges in drugs-related cases.
• It operates as the investigating or prosecuting agency as provided under section 20) of the AM LA 2010.
• It is also a part of the General Committee to assist the NEC constituted under section 5 oftheAMLA2010.
• After dissemination of an STR by the FMU, the Investigation Agency evaluates the financial intelligence

report of FMU. It commences with the investigation of the ML under its predicate crime jurisdiction (use of
Narcotics and drugs).

• AN F, being a Law Enforcement Agency, can exercise the powers of search, seizure, attachment, arrest, etc. As
given to them under Sections 8-15 under the AM LA 2010 read with AM L Rules 2008.

• ANF has powers under the Control of Narcotic Substances Act (sections 12, 13, 19, 31, 37 and 39) and ANF
Act (s 6) for search, the arrest of persons and seizures of property.

Federal Board of Revenue (FBR) 

• FBR assists the General Committee constituted under section 5 of the AM LA 2010.
• It primarily deals with smuggling cases.
• After dissemination of the STR by the FMU, the Investigation Agency evaluates the financial intelligence

report of FMU and commences an investigation of ML under its predicate crime jurisdiction (smuggling).
• FBR, being an LEA, can exercise the powers of search, seizure, attachment, arrest, etc. As given to them under

Sections 8-15 of the AM LA 2010 read with AM L Rules 2008.
• FBR-Customs has powers of seizure, confiscation and disposal of smuggled goods, including currency

(Customs Act 168,169 and 179).
• FBR-lnland Revenue (IR) has powers to identify, trace, freeze or seize and confiscate and investigative

measures under the Income Tax Ordinance (2001) (ITO), Sales Tax Act (1990) (sections 37 A, 40 and 48) and
Federal ExciseAct (2005) (sections 14, 19,22and 26).

• During investigations, the FBR ought to forward the case for verification of statements in case there has been
concealment of tax, improper use of the National Tax Number and a suspicion that the tax allegedly evaded is
ten million or more.

*The LEAs mentioned above can also, during ML/fF and predicate crime investigations, search premises and persons,
take witness statements, and obtain evidence as stated mainly in Part 5 of the Code of Criminal Procedure (searches of
premises and persons under Sections 165 and 166; taking of witness statements through interviews or interrogation
under Sections 160-162; obtaining evidence and seizing under Sections 162 and 550 under their special legislation).

6.5. COORDINATION AMONGST THE LEAS UNDER THE AMLA AND ATA REGIME 

A significant issue for all CTDs has been that, while they are the designated LEAs for the investigation of TF provincially, 
they are not authorized to receive TF disseminations from the FMU, either spontaneously or by request. CTDs must 
seek prior court approval for each request for information submitted to the FMU and vice versa. The FMU must have 
prior court approval to disseminate STRs to the CTDs spontaneously. This was a structural deficiency in Pakistan's CFT 
regime that hampered CTDs' ability to run effective TF investigations. However, through the establishment of JI Ts via 
SOPs issued by NACTA under Section 19(1) of the ATA, and facilitated by the MOU329 signed between the various 
stakeholder LEAS, the FIA and CTDs can now both access FMU financial intelligence products. (The constitution and 
the role of JITs have been further elaborated in Chapter 8 oftheGuide.) 

329 NACTA Letter No. 1 (01)/DD/CTF/NACTA/2016 dated 11.04.2019 on the 14th Meeting of NACTA on Counter Finance of Terrorism and signing summary of 
Memorandum of Understanding. Referenced at: https://nacta.gov.pk/nacta-organizes-multilateral-mou-amongst-leas-intelligence-agencies-and-fmu/, Standard 
Operating Procedures for Joint Investigation Team (JIT) for Terrorist Financing Investigations (Annex I). 
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The objective of this MOU is to enhance interagency coordination and facilitate the timely and effective detention, 
analysis, and probe of cases, transactions and activities that pertain to AML/CFT. The MOU is also meant to ensure that 
any such data shared amongst organizations would be used only in an authorized fashion with the strictest 
confidentiality. Any request for information must be provided with a statement of relevant facts, details of new trends, 
personal information (CNIC etc .. ) of suspected persons, and details of assets under investigation. In the MOU, it was 
agreed that LEAs should investigate all predicate crimes from a CFT perspective and develop their own SOPs to 
facilitate such investigations. As a reference, it was recommended that LEAs should consider the SOPs issued by 
NACTA. 

Hence, the Fl A's CTW and provincial CTDs can form a joint investigative team (J IT)330 to investigate TF cases together. 

LEAs can obtain information related to ML or a suspicious transaction from the FMU in an investigation, including NAB 
(section 27 of NAO), ANF (sections 31, 67 and 69 of CNSA) and FBR- IR (section 176 of ITO). However, FBR-Customs 
FIA has faced challenges in obtaining information held by the FIA. 

Self-Assessment Questions 

How is coordination carried out between CTD and FIA? How do you think the CTD obtains information from the 
FMU? 

What agency is responsible for investigating if it is a drug trafficking case and, during the investigation, it comes to 
the I O's knowledge that the money is being used for terrorism 1i nancing? 

330 An SOP issued on 19 September 2018 by the NACTA provides a framework for these teams. Standard Operating Procedures for Joint Investigation Team (JIT) for 
Terrorist Financing Investigations (Annex 1). 
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The diagram below explains the role of the Law Enforcement/Investigating Agencies under the ATAand theAMLA regime. 
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INTRODUCTION 

Having understood the global legal framework that underpins the fight against terrorism financing, it is now critical to 
look atthe applicable domestic law and analyze the scope of powers awarded to relevant authorities through legislation 
and procedure. T his chapter analyzes the powers of investigators in terrorism financing cases as afforded by the Anti­
Terrorism Act (1997). It also seeks to detail the procedures for investigation, after arrest, collection of evidence and the 
creation and maintenance of necessaryfilesfor further legal proceedings. 

LEARNING OUTCOMES 

After readingthis chapter, the reader is expected to: 
• Understand the investigative powers of the police's Counter Terrorism Department (CTD).
• Understand the powers of investigators as per ATA 1997 - including search, seizure, attachment, arrest,

remand.etc.
• Understand the legal requirements for the proper collection, protection and analysis of evidence.
• Be able to maintain a policefile and ajudicialfile.
• Understand how to furnish a copy of such files to the prosecution.

ESSENTIAL READING 

• Code of Criminal Procedure (CrPC)- Pakistan (1898)
• Qanoon-e-Shahadat0rder(1984)
• Anti-TerrorismAct(ATA) (1997)



7.1. OVERVIEW 

POWERS OF THE INVESTIGATORS 

There are primarily four mechanisms which trigger the investigative powers of the police (CTD) for cases related to 
terrorism financing. 

Firstly,as highlighted in Chapter 5, under the UNSC Resolutions 1373 and 1267,oncetheSROs are issued either via the 
MOFAorthe MOI, the respective Home Departments forward the notification of the proscribed individuals/entities to 
the concerned provincial authorities, including the CTD. 

Under the UNSCR 1267 framework, the CTDs work with the Deputy Commissioner under the DIC mechanism and are 
expected to constantly monitor fundraising activities of the proscribed individuals/entities. If they are found to be in 
violation of Section 11F, H-J of the AT A, the CTDs maycarryoutthe necessary measures under the law. 

Under the UNSCR 1373 framework, read in conjunction with Section 11 of the ATA, the CTD is empowered to 
implement all the measures/requirements under Section 11 EE of the ATA falling under its jurisdiction. This includes 
carrying out the necessary measures under Section 11 0 and 11 P, checking and probing the assets of the Fourth 
Scheduler or proscribed entity, their members and immediate family, parents, spouse and children with the assistance 
of the government and other agencies. Similar to the 1267 regime, they are also responsible for carrying out monitoring 
and surveillance over the activities of such persons and take the necessary action if needed. 

PursuanttotheATA: 

The CTD may also proceed with the investigation (once an Fl R is lodged) if they receive information from any source or 
they themselves find an individual or entity engaged in the acts mentioned under Sections 11 F, H-J or M. The CTD may 
then execute all the powers authorized to it undertheATA. 

The second mechanism is the transfer of a case registered or an investigation already underway pursuantto any law. It is 
also relevant to note that there are cases where the accused has been released from police custody or is being held in 
judicial custody, in which case the police may request that (s)he be handed over to them for further investigation in their 
custody. This mechanism would permitfurther investigation into the accused's actions. 

Formation of a J IT pursuant to Section 19 of the ATA under the command of the Federal Government for e.g., the MOU 
faci I itated by NACT A. 

Self-Assessment Question 

How are the powers of the CTD officers triggered for an offence related to Terrorism Financing? 

7.2. LODGING OF AN FIR 

The Code of Criminal Procedure, 1898 (CrPC) lays down the procedure for the criminal justice system. It provides a 
mechanism for, inter alia, how to carry out an arrest, an investigation, and a trial. Prior to terrorist prosecution, the first 
step carried out by the police is the investigation which normally begins after the recording of a Fl R in the police station. 

An Fl R is a  document, on the basis of which, the police machinery is activated and set in motion for investigation. The 
purpose of an Fl R. is to set criminal law in motion and to obtain first-hand spontaneous information of an occurrence, in 
order to exclude the possibility of fabrication, consultation, or deliberation on part of the complainant. The spontaneity 
of an FIR. guarantees truth,331 and provides a sound basisforcarrying outan investigation in the right direction.332 

The procedure for recording an Fl R is provided under Section 154 of CrPC,333 which states that the officer in charge of 
the police station will produce in writing any information of a cognizable offence and read it out to the complainant and 
have him/her sign it. 

An example of an Fl Ras outlined in Form 24.5 (1) has been attached below in Appendix L. 

331 Mushtaq Hussain v. State. 2011 SCMR45. 15. 
332 Umar HayatSajjad v. SHO Police Station Machi Gate, Lahore,2005 YLR 1313 
333 Code of Criminal Procedure, 1898, Section 154 
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Powers under Section 11 EE (Restricting Movement) and 11 EEEEE (Preventing Transfer or Disposal of Terrorist 
Property) 

If it appears to the investigating officer that there is insufficient evidence or that no reasonable grounds for suspicion 
against the accused exist, and if such a person has been proscribed on the Fourth Schedule List of the ATA, the officer 
may, if such person is in custody, as a preventive measure, release him on his executing a bond. The surety requires that 
the said individual does not engage in any act of terrorism or act in any manner that advances the objectives of the 
organization proscribed. However, if the individual fails to execute the bond, the District Police Officer may detain the 
said individual and produce him within 24 hours before a magistrate. The magistrate shall then order his detention in 
prison until he executes a bond.334 

The police officer may also require the proscribed individual to seek prior permission from the police station of the 
concerned area before moving from his permanent place of residence for any period of time. He will also be expected to 
update the police officer about his daily activities. 

The police under Section 11 EE are also empowered to check, probe and monitor the assets, personal belongings or 
other economic sources of the proscribed person and his family to ascertain whether they are being utilized for any 
terrorism fund raising activity. 

If, during the course of the investigation, the police officer or the J IT believes that the property under inquiry is likely to 
be sold off/transferred before its seizure, the police officer maydirectthe owner or individual to not remove, transfer, or 
dispose of the property in anyway except on receipt of an order of the Court.33s 

Power of Seizure under 110 (Seizure) 

Under the UNSCR 1267 and 1373 regime, read in light with the ATA regime, the police are authorized to conduct 
ongoing monitoring of the activities of proscribed organizations/individuals to see if they are engaged in fundraising 
activities. If they see the proscribed entities/individuals engaged in anyfundraising activity, they may seize those items. 
The seized property may, in turn, be used as evidence againstthe proscribed organizations/individuals. 

Self-Assessment Question 

Identify at least 3 powers discussed abovethatthe CTD has under Section 11 of the AT A. 

Conducting Arrest, Remand and Detention of the Accused 

Section 60 of the Cr PC provides that a person arrested withoutwarrantshould be produced before a magistrate having 
requisite jurisdiction without unnecessary delay. Section 61 of the Cr PC curtails the powers of a police officer to detain 
persons arrested for more than twenty-four hours in the absence of a special order from a magistrate under section 
167336 ofthe Cr PC.337 

Safeguards in relation to an arrest are laid down in Article 10 of the Constitution of Pakistan. In that sense, a formal 

334 Code of Criminal Procedure, 1898, Section 169 read along with Section 11 EE (2) of the ATA. 
335 The Investigating officer may also apply to the court for an order of attachment (11-P) of the terrorist property 
336 Code of Criminal Procedure, 1898, Section 167, Procedure when investigation cannot be completed in twenty-four hours: (1) Whenever any person is arrested and 

detained in custody, and it appears that the investigation cannot be completed within the period of twenty four hours specified by Section 61, and there are grounds for 
believing that the accusation or information is well founded, the officer in-charge of the police-station or the police-officer making the investigation if he is not below the 
rank of the sub-inspector, shall forthwith transmit to the nearest Magistrate a copy of the entries in the diary hereinafter prescribed relating to the case, and shall at the 
game time forward the accused to such Magistrate. (2) The Magistrate to whom an accused person is forwarded under, this section may, whether he has or has not 
jurisdiction to try the case, from time to time, authorize the detention of the accused in such custody as such Magistrate thinks t, for a term not exceeding fifteen days in 
the whole. If he has no jurisdiction to try the case or [send] it for trial, and considers further detention unnecessary, he may order the accused to be forwarded to a 
Magistrate having such jurisdiction; Provided that no Magistrate of the Third Class, and no Magistrate of the Second Class not specially empowered in this behalf by the 
Provincial Government shall authorize detention in the custody of the police. (3) A Magistrate authorizing under this section detention in the custody of the police shall 
record his reasons for so doing. [(4) The Magistrate, giving such order shall forward copy of his order, with his reasons for making it, to the Sessions Judge]. [(5) 
Notwithstanding anything contained in Sections 60 and 61 or hereinbefore to the contrary, where the accused forwarded under sub-section (2) is a female, the 
Magistrate shall not except-in the cases involving Qatl or dacoity supported by reasons to be recorded in writing, authorize the detention of the accused in police 
custody, and the police officer making an investigation shall interrogate the accused referred to in subsection (1) in the prison in the presence of an officer of jail and a 
female police officer. (6) The officer in-charge of the prison shall make appropriate arrangements the admission of the investigating police officer into the prison for the 
purpose of interrogating the accused. (7) If for the purpose of investigation, it is necessary that the accused referred to in subsection (1) be taken out of the prison, the 
officer in-charge of the police station or the police officer making investigation, not below the rank of sub-inspector, shall apply to the Magistrate in that behalf and the 
Magistrate may, for the reasons to be recorded in writing, permit taking of accused out of the prison in the company of a female police officer appointed by the Magistrate 
: Provided that the accused shall not be kept out of the prison while in the custody of the police between sunset and sunrise]. 

337 Ghulam Shabbir v. State, 2000 P.Cr.L.J. 1411. 
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arrest also affords significant protections. An investigating officer also has the power to postpone the arrest of the 
accused and investigate the commission of the offence.338 lf a person is unlawfully arrested, remedies such as the habeas 
writ are available to safeguard the petitioner's righttofreedom. 

Under Article 10 (2), an individual who is arrested and detained in custody shall be produced before a magistrate within 
a period of twenty-four hours of such arrest. The Constitution forbids the continued detention of an individual beyond 
twenty-four hours without the authority of a magistrate. 

Neither theATA nor the Cr PC define what an arrest is, but a formal arrest authorizes the detention of an individual for a 
period of twenty-four hours during which the investigation is conducted. As per Section 46 of the CrPC, the person 
making the arrest is to touch and confine the body of the person arrested, unless there is a submission to custody by 
word or action. 

Under the AT A, the pol ice, armed forces and civi I armed forces a re em powered to arrest an ind ividua I without issuing a 
warrant of arrest.339 This power of arrest is similar to the provision contained in Section 54 CrPC, whereby a police 
officer may arrest a person without a warrant on nine grounds. 

It is important to note that, under Section 54 Cr PC, the wide powers of arrest have been limited by requiring the police 
to make an arrest on the basis of either"credible information" or"reasonable suspicion:' Similarly, under Section 5 (2) (ii) 
of the ATA, a reasonable suspicion340 that a person has committed, or is likely to commit, an act or offence of terrorism 
has to exist. 

In the CrPC, "reasonable suspicion" does not mean a vague surmise or inference but rather a bona fide belief on part of 
the police that an offence has been committed or was about to be committed.341 Such belief must be founded on some 
definitive averments/allegations that may create the basis for suspicion of the involvement in the offence of the person 
to be arrested.342 

GUIDELINES TO FOLLOW 

Police, the armed forces and 
civil armed forces deployed 
under the ATA have the 
authority to arrest without 
warrant any person who has 
committed, or for whom there is 
reasonable suspicion to believe 
that he has committed, an act of 
terrorism. 

Reasonable suspicion that an 
offence has been committed or 
is about to be committed must 
be a bona fide belief on part of 
the police. Such belief has to be 
founded on some definite 
averments tending to throw 
suspicion on the person 
arrested; it amounts to 
availability of some tangible 
evidence with prosecution. 

338 Interview with prosecutor, (Islamabad, 25 May 2017). 

RELEVANT REGULATION/ 
RULE APPLICABLE 

Section 5(2)(ii) of ATA 

RELEVANT JURISPRUDENCE 

339 Anti-Terrorism Act, 1997, Section 5, Use of armed forces and civil armed forces to prevent terrorism (2) An officer of the police, armed forces and civil armed forces may-­
(ii) arrest, without warrant, any person who has committed an action of terrorism or a scheduled offence, or against whom reasonable suspicion exists that he has 
committed, or is about to commit, any such act or offence. (iii) enter and search, without warrant any premises to make any arrest or to take possession of any property, 
re-arm, weapon or article used, or likely to be used, in the commission of any terrorist act or scheduled offence. 

340 Mohsin Ali Shah v. S.H.O. Police Station Gargh Maharaja, 1995 MLD771. 
341 Manthar Ali v. S.H.O., 2013 PCrU 553. 
342 Ibid. 
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Arrest Memo should be 
recorded in the zimni and 
roznamcha. 

It is mandatory to record the 
time and date of arrest in the 
zimni. 

Section 21E operates in 
consonance with Section 167 of 
the CrPC, which operates in a 
situation where investigation 
cannot be completed within 
twenty-four hours. 

The police may be required to 
detain the accused in police 
custody for the purposes of 
interrogation. The time period 
may extend to 90 days. 

MEASURES TO AVOID 

Arrest should not be made 
merely on a vague surmise or 
inference. This inference is 
contingent on the context and 
circumstances encircling the 
crime. 

The time required for travelling 
does not count in this twenty­
four-hour time-period. 

Remand: S. 21E - ATA 
Section 167 of CrPC 

RELEVANT REGULATION/ 
RULE APPLICABLE 

• Production before Magistrate (if accused is found)

GUIDELINES TO FOLLOW 

A person arrested without a 
warrant should be produced 
before a Magistrate having 
jurisdiction without 
unnecessary delay. 

RELEVANT REGULATION/ 
RULE APPLICABLE 

Section 60 of CrPC 

Raja Waheen Mehfooz v. Special 
Judge, Anti-Terrorism Court-I 1, 
Rawalpindi, 2016 PCrLJ 1773 it 
was held that: 
"the learned Special Court 
under Anti-Terrorism Act, while 
dealing with the matters of 
remand of the accused persons, 
is equally responsible to 
observe the provisions of 
section 167(3), CrPC, ... " 

RELEVANT JURISPRUDENCE 

RELEVANT JURISPRUDENCE 

The State v. Muhammad Yusuf, 
PLO 1965 (W.P.) Lah. 324, [3] 

"Moreover, even if a person be 
rightly arrested, it does not rest 
with the discretion of the Police 



An investigating officer also has 
the power to postpone the 
arrest of the accused and 
investigate the commission of 
the offence. 

The Arrest Report Memo has been attached below in Appendix L. 

POWERS OF THE INVESTIGATORS 

Officer to keep the prisoner in 
custody where and as long as he 
pleases. Under no circumstances 
can he be detained without the 
special order of a Magistrate more 
than 24 hours. At the expiration of 
24 hours, unless the special order 
has been obtained, the prisoner 
must either be discharged or sent 
on to the Magistrate, and any 
longer detention is absolutely 
unlawful ... " 

The AT A has a widely used preventive detention regime. There are two layers of preventive detention: 

a. The first relates to the detention of a person already proscribed under 5. 11EE of the ATA and to the placement
on the Fourth Schedule of theATAsubjectto the limitations set by Art. 10 of the Constitution of Islamic Republic
of Pakistan 1973.

b. The second relates to detention for the purposes of inquiry to which Art. 10 of the Constitution of Islamic
Republic of Pakistan, 1973 also applies.

IMPLEMENTING 
LAW 

Anti-Terrorism 
Act (1997) 

OPERATIVE 
CLAUSE 

5.11£££:arrest 
and detention of 
suspected 
persons 

PERIOD OF 
DETENTION 

Initial period of 
three months 

Total period of 
detention 
cannot exceed 
twelve months 

DETENTION 
AUTHORITY 

Federal 
Government. 
Armed 
Forces, 
Civil Armed 
Forces 

MECHANISM 
FOR INITIATING 
DETENTION 

An order is 
issued by the 
Government 
directing 
detention and 
specifying 
custody and 
the period of 
detention 

AIM OF 
DETENTION 

To prevent 
persons 
proscribed 
under5.11EE 
ATA from 
committing 
offences 
relating to 
terrorism, 
national 
security and 
sectarian 
violence 
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Anti-Terrorism S.11EEEE: Initial period of Federal An order is To prevent 
Act (1997) preventive thirty days Government, issued by the offences 

detention for Armed Government relating to 
inquiry Cannot exceed Forces, after recording national 

ninety days Civil Armed reasons for security, 
Forces detention sectarianism, 

etc. 

The inquiry under Section 11EEEE may be conducted by a police officer not below the rank of an SP- or through a JIT 
(read in light with Section 19 of the ATA) to be notified by the Government that may include representatives from the 
police, and civil armed forces and other investigation agencies such as the FIA.343 Provided that where the provisions of 
sections 4 and 5 have been invoked, the investigation shall be conducted by the JIT comprising of members of armed or 
civil armed forces, intelligence agencies and other law enforcement agencies, including an investigating officer of police 
not below the rank of lnspectorwhoshall sign the report under section 173of the Code and forward it tothe Court. 

During this inquiry, the concerned police officer of the Court or any other LEA member of the JIT shall have all the 
powers of search, arrest, and seizure of property and other belongings of the proscribed individual/organizations as 
mentioned under the Cr PC or any other special law. 

Under Section 19(18), if the person has been arrested by the armed forces, he shall be handed over to the 10 of the 
police station designated by the provincial government. 

Under Section 19(5) of the ATA, a person who has been released from police custody under Section 169 of the Cr PC or 
has been remanded to judicial custody, may be subjected to further investigation. The Anti-Terrorism Court (ATC), after 
recording reasons in writing and upon good grounds shown by a public prosecutor, may order for a person to be placed 
in police custody or in the custody of the JIT, in order to conduct further investigation in a case. As per Section 19(6), the 
ATC is considered to be a magistrate for this purpose. 

Self-Assessment Question 

Under Section 11EEEE, the period of detention cannot exceed 
(Please select the right answer) 

• 6months
• 3months
• 12months

Searches under the Anti-Terrorism Act (1997) 

GUIDELINES TO FOLLOW 

An officer-in-charge of a police 
station or the police officer 
making an investigation must 
ensure that the place being 
searched is in the correct 
jurisdiction. 

The officer must record, in 
writing, the grounds for his 
belief. 

RELEVANT REGULATION/ 
RULE APPLICABLE 

Section 165 & Section 166 of 
CrPC; Sections 218, 19A of ATA 

343 The FIA has powers to investigate under Section 5 of the FIA Act, 1974. 

RELEVANT JURISPRUDENCE 

Muhammad Bilal v. Superintendent 
of Police, Dera Ghazi Khan, PLO 
1999 Lah 297, [BJ 
''This section [section 165] 
empowers the police off,cer 
specif,ed to make a search without 
warrant subject to certain 
safeguards. The prerequisites for a 
search as per this section are that: 
(i) Search must be necessary for

investigation.



The officer must specify, in 
writing, the place of his search. 

The officer must justify the 
undue delay in the search. 

An officer-in-charge of a police 
station after receiving a 
requisition to search u/s 166 of 
Cr PC, shou Id comply without 
unnecessary delay and should 
take all necessary precautions 
to ensure a successful search 

Police Rules (1934), s. 25.23 

POWERS OF THE INVESTIGATORS 

(ii) The offence must be such as the
police officer is authorized to
investigate, i.e. a cognizable
offence.

(iii) Reasonable grounds must exist
for believing that the thing
required will be found in a place.

(iv) There would be undue delay in
getting the things in any other
way.

(v) Grounds of belief as to the
necessity of search must be
previously recorded by the
police o(frcer.

These conditions must be fu/fll/ed 
and there should not be a misuse of 
the power nor should there be any 
harassment. The perusal of the 
section leaves no doubt that it does 
not apply when search is for arrest 
of the accused. The search 
envisaged by this section is to be 
made for a specified thing. A person 
is not a thing . ... where police [do] 
not record in writing in roznamcha 
(daily diary) grounds for making 
search of the house of the accused, 
it was held that it was without 
jurisdiction and bad in law" 

Ashiq Din v. The State, PLO 1968 
Lah. 1425, [21] 

''The Head Constable did not record 
in writing the grounds for making a 
search of the house of Ashiq din and 
his brothers. As such the act of the 
Head Constable suffered from a 
complete absence of jurisdiction." 
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MEASURES TO AVOID 

If the object in question can be 
obtained otherwise, the officer 
is not required to make the 
search. 

The officer should ensure that 
the precautionary measures are 
abided by. 

Searches 

RELEVANT REGULATION/ 
RULE APPLICABLE 

Section 165 of CrPC 

Police Rules (1934), s. 25.23 

s.19-Aand s.103 of the ATA

RELEVANT JURISPRUDENCE 

Murtaza Hussain v. The State, 
1996 PCr.LJ 510 

"It is mandatory for officer-in­
charge of a police station who 
desires to make a search in any 
place outside his territorial 
jurisdiction to make a request to 
the officer in charge of the police 
stations having territorial 
jurisdiction to make such search. 
However, it further provides that 
in case the First Police Officer is of 
the view that there may be a delay 
caused in following the said 
procedure which may result in 
evidence being concealed or 
destroyed then he may cause the 
said search to be made by himself 
but he has to issue forthwith a 
notice for search to the officer-in­
charge of the police station having 
territorial jurisdiction ... It is 
essential that a Police Officer 
conducting a search under section 
165 or 166 of the Code of 
Criminal Procedure should send 
forthwith, to the nearest 
Magistrate, copies of the record 
that he has prepared before 
undertaking the search and non­
compliance in such cases would 
amount to disregard of a 
mandatory provision and no 
conviction can be based on such 
defective investigation." 

No requirement of having 
witnesses during searches 
underATA. 
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Although the provisions of the Cr. P.C. are to apply to searches and arrests made under the ATA, s.19-A of the ATA makes 
one particular exception: the inapplicability of s.103 of the CrPC In a nutshell, this provision requires that two or more 
respectable witnesses of the locality be accompanied by the Police and anything that is taken from the search be signed 
off by those witnesses. However, under section 19-A, the police are under no obligation to take witnesses along for 
searches. 

The format of a recovery memo during search Form 25.23(1) (c) has been attached below in Appendix L. 

7.3. COLLECTION OF EVIDENCE 

Without evidence, even a heinous crime may go unpunished. The role of the investigator is to collect relevant 
testimonies and other evidence so that the crime can be connected to the criminal. Thus, it is integral for the 
investigation agency (police) to not only understand the various types of evidence but also to collect and preserve each 
type effectively (in the case of documentary and trace evidence). The evidence collected is then forwarded to the 
relevant forensic agencies for analysis, and if considered substantial and admissible, it can be used by the prosecutor 
duringtrial. 

An investigation should be evidence based; any other basis for investigation like inferences, unreliable information, 
hearsay evidence and deductions are likely to fail. It then becomes important to know what is 'evidence.' From a 
layman's point of view, every piece of information may be evidence, but from the viewpoint of a police officer, the only 
pieces of information or articles that will be treated as evidence are those which satisfy the legal requirements of 
credibility, admissibility, chain of custody and adverse examination. The types of evidence that can be utilized in a 
terrorism fmancingcase have been elaborated in detail below. 

RecordingofStatementsofWitnessesandtheirEvidentiaryValue 

Section 161 Cr PC empowers the investigating officer to orally examine witnesses and record their statements. He/she 
is required to make a separate record of such statements and is expected to include them in the case diary maintained 
under Section 172. In addition, sessions judges are also empowered to ensure that material witnesses are not left out. 
This means that the judge will be able to summon witnesses who are material but not included in the calendar. 344Under 
the ATA, an ATC is deemed to have all the powers of a Court of Sessions for purposes of a trial under Section 19(14) and, 
therefore, can exercise the same powers with respect to police diaries. However, these are not mandatory provisions, as 
such statements are not substantive pieces of evidence,345 meaning that it is up to the investigating officer if he or she 
requires witness statements to be recorded.34

6 According to Moazzam alias Moazzan v. The State, "the statements 
under section 161, CrPC prima fade, has no evidentiary value at bail stage.''347 While not admissible as evidence of a 
defendant's guilt, witness statements u/s 161 may be used in evidence to contradict a witness or to test his statement's 
veracity under Article 140ofthe Qanun-e-Shahadat Order.3

4
8 

Witness statements must be taken down promptly and verbatim. If these are missing, then it creates doubts about the 
veracity of these statements, thereby harming the prosecution's case. Police usually elaborate upon witness 
statements that later do not corroborate with circumstantial or documentary evidence, thereby weakening the 
prosecution case.349 In Naveed Hussainv. State,35

0 the Court said that: 

"Regarding the confessional statement of the convict/appellant recorded under section 21-H of ATA there is no doubt a shaky 
piece of evidence and much reliance has not been placed on such confessional statements by this Court and in this regard many 
cases have been disposed of in the tight of the same. After the amendment in section 21-H of ATA whereby a proviso has been 
added which is reproduced as under where a legislature has made it mandatory that section 21-H of ATA shall be admissible in 
evidence which has to be read with amended section 6 of theATA". (Judgment) 

Amendment of section 21-H, Act XXV/1 of 1997. ---In the said Act, in section 21-H, in the existing proviso, after the word 
"provided" the word "further" shall be inserted and before the proviso amended as aforesaid the following new proviso shall be 
inserted, namely: 

344 Rules and orders of the Lahore High Court Volume 111 Chapter 24 Part 8(9. 
345 Wazir Khanv. theState,2004 MLD 1982. 
346 Dilshad v. The State, 1995 PCrLJ 248. 
347 Moazzam alias Moazzan v. The State, 2012 MLD Kar.1986. 
348 Supra (n 16). 
349 Interview with ATC Judge, (Karachi, 25 July 2017). 
350 Naveed Hussain v. State, 2011 PCrLJ 389. 
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"Provided that the confessional statement made before the District Police Officer or equivalent officer of security forces 
operating in aid of civil power in the military/security operational areas notified by the Government under section 4 of this Act, 
involving attack on the members of Armed Forces, Civil Armed Forces, Law Enforcement Agencies, Government installations, 
hotels or public property shall be admissible in evidence." 

Furthermore, a confessional statement can be considered a corroborative piece of evidence if it supports other pieces 
of evidence vital to the case. In the case of Muhammad Latif v. The State,35

1 the Court held that statements of the 
prosecution witnesses made during extrajudicial confession were found consistent, and the accused had not been able 
to shake their credibility. It was said by the Court that, since there was no hindrance in the chain of custody of 
circumstantial evidence and since the extrajudicial confession was credible and corroborated the circumstantial 
evidence, the plea by the accused was dismissed, and the Supreme Court upheld the death penalty. The table below 
highlights the guidelinestofollowwhen recordingwitnessstatements. 

GUIDELINES TO FOLLOW 

Compulsory to record 
statements of the witnesses or 
accused or any other suspect. 
Reduce the statements of such 
people into writing except for 
those who give their statements 
by reason of their duty, e.g., 
medical officer, FSL & DNA 
expert, serologist, etc. 
Statements under this section 
ought to be recorded and 
written by the 10. 

Such statements may become 
relevant as to their admissibility 
when any witness is called for 
the prosecution in such inquiry 
or trial whose statement has 
been reduced into writing. 

10 is required to make a 
separate record of such 
statements and is expected 
include them in the case diary 
maintained under Section 172. 

351 Muhammad Latif v. State, 2008 PLD SC. 503. 

RELEVANT REGULATION/ 
RULE APPLICABLE 

Section 161- CrPC 

Section 162 - CrPC 

Section 172 - CrPC 

RELEVANT JURISPRUDENCE 

The applicability of Section 161 
was discussed in the case titled 
Nasir Ahmad v. the State: The 
court ruled: 
" ... from the statement of the 
accused/respondent recorded 
under section 161, CrPC., wherein 
he had narrated the whole facts of 
this unfortunate incident and also 
admitted that he was part of this 
unlawful assembly with specific 
role, who had tortured and done to 
death a young lady of 16/17 years 
under the garb of 'Ghairat1/'lzzat', 
so, when the occurrence is unseen 
one, even statement of an accused 
recorded under section 161, CrPC. 
could be taken into consideration." 



The number of statements 
attached to a particular case 
diary, and the number of pages 
in each statement shall be noted 
in the case diary. 

Witness statements must be 
taken down promptly and 
verbatim. 

MEASURES TO AVOID 

Police Rules (1934), s. 25.18 

Such statements, if reduced into writing, are not expected to be signed 
by the respective person. 

Any such statement, record, or any part of the same cannot be used for 
any purpose at any inquiry or trial in respect to any offence under 
investigation at the time when such statement was made. 

If a person knows or has reasonable cause to suspect that a terrorist 
investigation is being conducted, and if he discloses any information or 
material piece of evidence that is likely to prejudice an investigation, or 
if he interferes with that which is likely to be relevant to an 
investigation, that is a scheduled offence under the law which could 
lead to imprisonment for six months to two years and/or fine. 

Statements recorded by an 10 u/s 161 shall not form part of the case 
diary prescribed by section 172 but shall be recorded separately and 
attached to the case diary. 

Police should not elaborate upon witness statements because it may 
hinder the Prosecution's case for corroboration with circumstantial or 
documentary evidence. 

POWERS OF THE INVESTIGATORS 

RELEVANT REGULATION/ 
RULE APPLICABLE 

Section 162 - CrPC 

Section 21 A(6) -ATA 

Section 21 A(7)-ATA 

Police Rules (1934), s. 25.18 

The Memo Format of recording of witness statements along with the record of a confession have been attached below 
inAppendixL. 

Self-Assessment Question 

What is theevidentiary value of witness statements and a confession undertheATA? 
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Documentary Evidence 

Documentary evidence includes all documents produced for the inspection of the Court.35
2 It can consist of any matter

expressed or described upon any substance by means of letters, figures or marks, intended to be used for the purpose of 
recording that matter:'353 Documentary evidence can be primary or secondary and is usually considered as direct 
evidence if it proves a fact in issue. Examples of documentary evidence can include photographs or, in a terrorism 
financing case, can also include the publications, literature or any other material being used by the proscribed entity/ 
individual to commit acts mentioned under Section 11F, H-J of the AT A 1997. 

Financial Information as Evidence 

Financial investigations may provide material of use in all types of investigations, including those with no obvious link to 
money or assets. This is possible because most people have some kind of property, money or assets, and use credit or 
debit cards. Many individuals use on line means of payment and banking instead of cash. This development has created 
sources of information that can reveal details about a person's life, activities, interests, associates, plans and desires, all 
of which can be used to detect and combat crime. 

Types of Financial Information 

Financial information includes all types of information that is connected to money, assets, expenditure and finance, of 
any kind. This information is present in almost every aspect of a person's life (their home, work and plans, both present 
and future). Non-cash based methods of dealing with money and assets, such as credit and store loyalty cards, generate 
financial information. Investigators can analyze this information to obtain material to assist the investigation. It can 
help establish a person's whereabouts, their possible intentions, evidence of a crime, motive and whether they are living 
beyond their means. 

A substantial amount of financial information is available to all police officers, although there are restrictions. Financial 
Investigators (Fl's) may access that information more easily because of their training and the control that some data 
owners place on access to financial information. For these reasons, more complex enquiries are usually conducted by Fis. 

Opportunities to gather financial information can arise when: 

• Conducting a legal search in relation to an offence of money laundering where there are reasonable grounds
to believe that financial information will lead to evidence that will benefitthe investigation;

• Conducting a legal search into an offence where the situation evolves so that the officer becomes aware of
reasonable grounds to suspect that another offence has been committed - and the financial information is
evidence of that offence;

• Conducting a legal search into an offence and the officer makes notes of financial information for intelligence
purposes (without specifically searching for it).

Where premises are being searched in relation to a crime, it is possible that financial information of relevance to the 
investigation may be found. In illegal narcotics investigations, officers will be looking for controlled drugs, drugs 
paraphernalia, cash and financial records. If the investigation is not narcotics related but concerns an acquisitive crime 
such as a fraud, financial information may be relevant tothatoffence or any future asset recovery proceedings. 

Financial information also has a wider investigative use in providing details of a person's lifestyle and motives; for 
example, it is worth noting during a house search if the resident is obviously living beyond their means and/or the house 
has apparent and excessive signs of unexplained wealth. 

Useful financial information from a search of the person, vehicle or premises will be: 

• Bank account numbers listed on bankcards and credit cards;
• Information from bank account statements (both the suspect's and their families', noting that production

orders may not reveal accounts owned by the suspect in other names);

352 Qanoon-e-Shahdat Order 1984, a. 2(1)(c)(ii). 
353 Qanoon-e-Shahdat Order 1984, a. 2(b). 
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• I nformationfrom financial documents regarding pensions, investments, mortgages;
• Information from business documents suggesting a working relationship between the suspect and a business

or company;
• Expenditure information from bills, including utility bills, receipts, car and house contents, insurance papers;
• Personal photographs reflecting expenditure, such as holiday snaps;
• Jewelry, watches, designer clothes;
• The car, bike or motorbike the person was driving;
• Downloads from/to mobile phones to show anyonlinetransactions;
• Evidence from computers or other digital devices to show purchases;

Information held by financial institutions can also show the lifestyle of a person and whether they are living beyond their 
means. This includes information from: 

• Bank accounts;
• Bank statements;
• Direct debits;
• Standing orders;
• Credit and debits lips;
• Supplemental information such as managers' written notes;
• Identity documents used to open accounts (banks must be satisfied with the identity of a person opening an

account);
• Accountopeningforms;
• Safe deposit boxes;
• Copiesof ledgersofbusiness;
• Creditandchargecardaccounts;
• Credit and charge card statements;
• Pensions;
• Insurance schemes;
• Mortgages; and
• Any other previously unidentified accounts.

The above can inform a Fl of payments to and from other persons, the lifestyle of the individual (their wealth, the 
turnover in their account), their spending patterns (for example, where they went on holiday, their travel, meals, 
hobbies and other interests), and any financial problems. In addition, ATMs and online transactions can provide 
information on: 

• Sums withdrawn;
• Geographical location ata certain time; and
• Routines.

Various government agencies and departments also hold financial information of potential use to an investigation to 
establish the legitimacy of earnings or otherwise. For example: 

• Tax status; and
• Employment information.

Customs is another law enforcement agency that can be utilized in your money laundering investigation. Customs 
agencies monitor imports and exports of goods and services across international borders. In many countries, they also 
have jurisdiction over movements of cash and "bearer negotiable instruments"-financial instruments payable to the 
individual holding the instrument. Examples of bearer instruments are checks, money orders, or other negotiable 
instruments payable to "the bearer" rather than a named individual or company. Among the types of information 
available through customs agencies are:354 

• Declarations filed by persons entering the country;
• Listings of customs brokers;
• Recordsofofficial importers and exporters;

354 Combating Money Laundering and the Financing of Terrorism A Comprehensive Training Guide, The World Bank 
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• Records of persons transporting currency or other monetary instruments;
• Records of shippers' export documents; and
• Import/export records

Any person willfullyfails or refuses tocooperatewith an investigation they could be disciplined for misconduct.355 

Relevance offmancial evidence 

The use of evidence of an extravagant lifestyle can be very persuasive. However, it must be relevant and will usually be 
supportive of a case where the prosecution asserts that the accused has accumulated assets through criminal activity 
rather than through a legitimate activity. The evidence of such wealth, therefore, will have to be of probative 
significance to the issue in the case. 

7.4. EVIDENCE OBTAINED FROM MODERN DEVICES 

Although evidence obtained through modern means is admissible under the law,356 investigative tools in Pakistan are
not up to date with scientific developments.357 Generally, Article 164 of the (QSO) governs the admissibility of evidence
collected from modern devices. 

Article 164 of QSO states: 

A person accused of an offence under the Pakistani Law may be convicted on the basis of electronic or forensic evidence 
or such other evidence that may have become available because of Modern devices or techniques referred to in Article 
164oftheQSO. 

In cases tried by the ATC under provisions of ATA, the "court may convict the accused on the basis of electronic or 
forensic evidence or such other evidence that may have become available because of Modern devices or techniques:'358 

The (QSO), Article 164 states that information may be extracted from modern devices if the court deems it appropriate. 
Along with audio-visual evidence, this provision extends to evidence from cellular devices, computers and various 
other modern techniques or devices that could be used for digital storage. Evidence samples of this sort are collectively 
referred to as d igita I evidence. Due to the importance of d igita I evidence in AT A cases, maintaining the chain of custody 
for evidence is crucial for an investigation and admissibility greatly depends on it. In this context, a consideration for t he 
Court is whether or not there is evidence to support thefactthat the digital evidence collected has been maintained and 
stored in safe custody. 

Closed Circuit Television (CCTV) 

With regard to (CCTV) footage, it has been held that, pursuant to the insertion of Article 164, the evidence collected 
through modern devices is admissible as valid.359 However, the mere production of CCTV footage as a piece of evidence
in Court is not sufficient for the Court to rely upon that evidence unless it is proved to be authentic. In order to prove the 
authenticity of such footage, it is incumbent upon the prosecution to examine the person who recorded or downloaded 
the footage.360 

Call Data Record ("CDR") 

According to Article 164 of the QSO, production of evidence through modern devices or techniques can be used as 
circumstantial evidence if the court deems it to be appropriate. In the case of Abdul Razzaq vs. The State,361 the Court
held in this case that "petitioner/accused had every right to prove himself innocent by making use of the very same call 

355 Section 25(2) Anti-Money Laundering Act 2010 
356 The Anti-Terrorism Act 1997, Section 27-8. 
357 Riaz v. SHO, PLD 1998 Lahore 35. 
358 Sikandar Ali Lashari v. The State, 2016 YLR 62, [7]. Read with Section 27-8 of the ATA 
359 8abar Ahmad vs. The State, 2017YLR 153 [Gilgit 8altistan Chief Court]. 
360 Asfandyar vs. Kam ran, 2016 SCMR 2084. 
361 Abdul Razzaq vs. The State, 2016 PCr.LJ. 
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data record". In the case of Arsalan v. the State,362 the pivotal pieces of evidence obtained were SI Ms and Call Data 
Records363 of the accused, which corroborated the accused's statements. 

EvidentiaryValue of Calls/Text Messages from the Accused's Phone 

Jurisprudence of the superior judiciary highlights the issues relating to using CDR as evidence against the accused. 
Some cases also elaborate upon how the accused can utilize CDR to their benefit to discredit the case of the 
prosecution. 

2018YLR 1092 KHC (Salman Alias Lamba and Another vs. The State) 

The evidence collected by the Investigating Officer included CD Rs of the mobile phones of the accused and SI Ms and 
National Identity Cards. However, the evidence of police officials was deemed not trustworthy because no recovery 
memos were presented to satisfy that the recovered cell phone SIMS were kept in safe custody. Records also showed 
that there was no verification from the mobile companies as to the identities of those to whom such SI Ms were issued. 
Furthermore, since the evidence did not have any corroborative value, it weakened the case of the prosecutor. 

Forensic Evidence 

Forensic evidence is a crucial form of evidence and constitutes a link in the chain of evidence that is used to prove the 
guilt of an accused beyond a shadow of doubt.364 Forensic evidence is evidence arrived at by scientific or technical 
means, such as ballistic or medical evidence. Forensic science deals predominantly with the recovery and analysis of 
latent evidence such as fingerprints, DNA analysis, autopsies, pathologies, etc. 

Under domestic law, the only definition available for forensics is found in the Punjab Forensic Science Agency Act 
(2007), where forensic material is defined as a 'document, material, equipment, impression or any other object 
connected with the commission of an offence, a civil cause or any other proceedings'.365 

One field of forensic science, forensic accounting, refers to the analysis of financial information, including all 
transactions, past records and tracing source of transfers, etc., of the accused individual or entities, to reveal important 
information that can aid in legal proceedings especially in cases of financial crimes. Forensic accounting is particularly 
useful fortracingTF activities and tracing back money trails to the original sources of income,such as donations made to 
terrorist organizations, or money made from drugs trafficking. 

Electronic Records as Evidence 

With the use of information technology, the police department has started storing information pertaining to 
investigation in computers. The computer stores criminal records conveniently and efficiently. One consequence is 
making it easier for police to collect and process information, eliminating the duplication of paper and electronic 
records and the multiple entries of same data. 

For example, the Punjab Information Technology Board (PITB) has done massive revamping of the outdated criminal 
record management system (CRMS) of the Punjab Police. "Previously it was a lengthy and tedious process to retrieve 
records of the individual criminals based on name, father's name, caste and address. I t was almost impossible to identify 
criminals of each district because there was no comprehensive and integrated criminal record system:'366 

The PITB has developed the CRMS based on Citizen National Identity Card Number (CNIC). It is a digitized system that 
contains personal details such as CN IC, appearance, phones, etc. of criminals. The idea is to maintain a comprehensive 
database containing complete criminal profiles, including personal information, physical appearance, modus operandi, 
gang, criminal history, fingerprints and photographs that can be easily retrieved via the biometric data. Moreover, the 
manual fingerprint record is successfully digitized and available in the CRMS database with a complete profile of 
individual criminals. A system like CRMS can be utilized in various ways to investigate a case. "If a victim of a mobile 
phone snatching incident reports in a police station and he remembers some details of the snatcher, an officer can apply 

362 Arsalan v. The State, 2018 MLD 894 Karachi. 
363 In case of CDR, the manner and procedure through which the CDR is obtained is pivotal to determining its evidentiary value. 
364 Muzaffar Muhammad alias Veera vs. The State, PLO 2004SC 749; Jawad vs. The State, 2003 SCMR 1530; Ali Murad vs. Ayub, 1995 SCMR 1105. 
365 Punjab Forensic Science Agency Act 2007, Section 2(g). 
366 http://booklet.pitb.gov.pk/mobile/Flipbook.aspx, p32. 
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all the known filters and search the criminal in his own district and the Punjab server:'36
7 Additionally, the Criminal

Record Identifier (CRI), an application in the CRMS, also utilizes the fingerprints to identify criminals by matching the 
fingerprints stored in the "Megamatcher Fingerprints Matching Library that has a matching speed of 20 million 
fingerprints per second:'36

8 Moreover, on average, 50 to 60 criminals are being identified per day from different stations
across Punjab due to this application. 

Electronic records maintained by banks, DFls and other financial institutions can also be used to trace evidence related 
to terrorism financing. In fact, the FMU is obliged under the law to maintain electronic records of the STRs received by 
the financial institutions. After receiving an STR, if the FMU suspects that the act is related to terrorism, it may forward 
the case for further investigation to the CTW of the FIA. These investigations may, however, run parallel to the 
investigation run bythe CTDofthe Police if the police discover a financial trail to the terrorism act. 

Self-Assessment Question 

How can electronic records be utilized as pieces of evidence? 

CASE STUDY 

TerroristFinancingandATA 

Mr.Xis caught speeding in his car-lackof a valid driver's license prompts the police to search his car, where they 
find a high value of cash, along with ropes, duct tape, two knives, one pistol and a bottle of chloroform. There are 
also masks and balaclavas stuffed inside the glove box of the car. 

Mr. X's WhatsApp record shows suspicious conversations via a eel I phone with members of the Majlis-e-Jehaad 
and with a certain Politically Exposed Person (PEP) whose son was recently abducted. Given the high amount of 
cash recovered from Mr.X, the police suspectthathe is involved in the kidnapping of the PEP's familymember. 

Additionally, there are also pamphlets of Majlis-e-Jehaad found in his car, along with bank receipts of 
transferring money into an account held by " Flood Relief Islam;' which is considered a front organization for 
Majlis-e-Jehaad -a proscribed terrorist organization mentioned under the 1stschedule of theATA. 

Mr.Xistaken into custody and an investigation is started against him. 

Discuss 

• What pieces of financial and electronic evidence can be utilized in this case?
• What information can forensic accountants and data technicians recover from Mr. X's documents and

bank transactions?
• What is the evidentiary value?
• Whatsectionsof theATAareapplicablehere?

Crime Mapping 

Conventional crime mapping techniques include drawing of maps manually and calculations of scale, latitude and 
longitude. However, such techniques are not only time consuming but may also be of less utility in the future, as the ink 
could fade, or the paper could tear off. Hence, modern techniques such as digital crime mapping and availability of 
satellite imagery through Google Maps can result in great efficiency. At this point, it would be pertinent to quote the 
example of the effective gee-mapping system employed by the Punjab Police. Just like the CRMS, PITB has deployed a 
web-developed, android-based application system to capture the location of a crime scene with an Fl R number, pictures 
and other details to determine the frequency of crime in an area and identify similar crime clusters. For instance, when 
an "investigation officer visits a crime scene, he enters the location in the mobile app and geo-tags the crime scene. The 
data is then displayed on a dashboard for analysis".36

9 

367 Ibid. 
368 Ibid. 
369 Supra note 1, pg 38. 
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The Khyber Pakhtunkhwa Police has developed and launched a Centralized Crime Tracking and Analysis System. The 
new system is based on geo-tagging technology, and the tracked data includes pictures of the militants/crime scenes, 
latitude and longitude coordinates, and incidentdetails.37

0 The data, when captured and submitted to the main server, is
automatically plotted on Google Maps and can be utilized to analyze crime trends in the province. 

Moreover, the system has a number of tools for analyzing the data, including heat maps, crime comparison maps and 
tables, and search, using advanced filters. 

Collection of Evidence from Social Media and Electronic Devices371 

Evidence collected from social media pages can provide very powerful evidence, in some instances effectively tracking 
the activity of individuals. Terrorist entities actively engage in on line recruitment and glorify terrorist acts by posting 
videos and messages, encouraging others to follow them and engage in violence. Whenever possible, efforts should be 
made to download on line content in real time, before it is potentiallyerased,so that it can be used as evidence.372 

When this is not possible, applications need to be submitted to preserve content373 in advance of either a Court order374 

or Mutual Legal Assistance Request to the relevant overseas jurisdiction (see Model M LAR in and chapter 10 for more 
information). For instance, the only message content recoverable from WhatsApp is the undelivered messages 
(retained for 30days).375 

Retrieving and analysing evidence from recovered electronic communication devices is a highly skilled task. The vast 
number of different apps, ever increasing size of hard drives, encryption and other difficulties also mean that once 
retrieved, analysis and assessment of the data can be extremely time consuming. Efforts need to be triaged, initially (at 
least) focused on available operational information. Ideally, a more in-depth examination will then follow, as data can 
easily be hidden. Time can be saved, however, by building a library of propaganda and instructional media files found 
during the course of investigations. These can be indexed and their hash values37

6 can then be checked against future 
seizures, removing the need to repeatedly view and assess the same files. 

Although some suspects will be very careful in hiding their on line and computer history, others will be less technically 
aware or more brazen. Recovered phones and computers can be an evidential goldmine, revealing evidence of chat and 
other communications, financial activity, photographs and videos, and locations visited, together with browsing 
activity,showingoperational planning orthe viewingof propaganda. 

In preparing a case for Court, analytical charts can illustrate the links between the accused and their actions online or 
elsewhere. Expert testimony can be presented to the Court to explain the technical elements underlying the recovery 
of data, whileothersubjectmatter experts can providecontextonterroristgroupsand the role played by social media in 
the funding of terrorism. 

When attending a crime scene, there may be electronic evidence, and the following four main principles should be 
followed in a search: 

• Do not change electronic evidence when it is seized orduring the course of examination;
• If electronic evidence is found during a search, any Police Officer authorized and qualified to examine it must

be competenttodosoandunderstandthe consequencesof doingso;
• The Police Officer authorized and qualified to examine must have an audit trail of all actions;
• A seniorofficershould ensure these actions are adhered to; and
• If a computer or electronic device is turned off, ensure it is seized for examination by an expert for electronic

evidence.

370 Developed by KP Police ITWing-http://kppolice.gov.pk/hotspot/. 
371 Investigation, Prosecution and Adjudication of Foreign Terrorist Fighter Cases for South and South-East Asia E-Book, UNO DC, 2018. 
372 T he evidentiary standard used here will be the same as under Article 164 of the QSO. 
373 Section 28 Prevention of Electronic Crimes Act (2016). 
374 Section 31 Prevention of Electronic Crimes Act (2016). 
375 Requesting Electronic Evidence Across Borders, UNODC, 2019. 
376 A hash value is a numeric value of a fixed length that uniquely identifies data. Hash values represent large amounts of data as much smaller numeric values. 
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7.5. OBTAINING ADDITIONAL RECORDS (21EE)/ AMLA/ ATA/INVESTIGATION FOR FAIR TRIAL ACT (IFTA) 

Under the ATA, the Superintendent of the Police is authorized during an investigation to call for additional records to 
facilitate the inquiry process. The Police may either call for information from any person or require that person to 
produce or deliver any document or thing useful or relevant to the ongoing inquiry. Moreover, after acquiring 
permission from the court, the CTD is also authorized to obtain information, records and bank statements from banks 
and financial institutions. This section is of particular use when investigating TF offences that have been committed via 
the formal banking channel. However, a major issue for all CTDs is that while they are the designated LEAs for the 
investigation of TF,377 they are not authorized to receive TF disseminations from the FMU, either spontaneously or by
request. Since they ought to seek prior court approval for each request for information submitted to the FMU and vice 
versa, the FMU must have prior court approval to spontaneously disseminate STRs to the CTDs. This is a structural 
deficiency in Pakistan's TCFT regime that hampers CTDs' ability to deal with TF matters and is a stumbling block to 
effective TF investigations. 

However, inordertoexpedite the process ofobtaining bank records,STRs or CTRsfromthe FMU,an MOU (discussed in 
Chapter 5) has been signed by the law enforcement agencies to facilitate interagency coordination and investigation. It 
is through the establishment of JI Ts (pursuant to Section 19 of the ATA and the SOPs issued by NACTA378

), that the FIA 
and CTDs can access FMU financial intelligence products. Moreover, with the formation of JITs and, under this 
provision, the CTD is also empowered to obtain information such as Call Data Records, encrypted messages, e-mails 
and other confidential information and use it as evidence for prosecution purposes. At this point, while highlighting the 
power of LEAs to obtain additional records under the umbrella of inter-agency coordination, it is relevant to discuss the 
powers ofother agencies such as FIA, NAB,AN F and FBR. 

The AMLA gives investigating officers the power to obtain documents and information related to the customer of a 
bank or other financial institution through an order of a competent court. This only relates to matters under enquiry or 
investigation; it does not provide a general power for an LEA to access this information in the absence of an 
investigation or enquiry. 

LEAs have powers under their special legislations. These powers are listed as follows: 

FIA: The investigating officer has the power to obtain and access records held by Fis, DNFBPs and other commercial 
entities under Section 5of the FIA Act 1974. 

ANF: Section 21 of the CNSA allows the ANF to search persons and premises, to call for information under Section 6 of 
ANFA, and to secure information from any departments/institutions under Section 31 of the CNSA. Section 6(3) of the 
ANFA also empowers ANF officers (not below the rank of Inspector) to arrest, without warrant, any person who has 
committed, or against whom a reasonable suspicion exists that he has committed, any of the offences relating to 
Narcotics. 

NAB: Sections 19 and 27 of the NAO 1999 empower investigators to call for information and search people and 
premises. 

FBR-Customs: Sections 26, 165, 166 and 168 of the Customs Act (1969) apply to FBR-Customs obligations to produce 
documents, provide information and give them power to examine persons, summon persons to give evidence and 
produce documents or things, and seize things liable to confiscation. 

FBR-IR: Sections 175 and 176 of the ITO 2001 and Section 38 of the Sales Tax Act (1990) empower authorities of the 
Directorate General, Intelligence & Investigation, Inland Revenue to access computer systems of persons involved in 
ML and tax evasion. The relevant provisions under ITO 2001 are Sections 17 6 & 177 and 37 & 38(A) and (Bl of the Sales 
TaxAct 1990thatenablethe FBR-IRtoobtain records held by any person. 

Self-Assessment Question 

Canthe CTDobtain information from the FMU? If yes, how? 

377 Regulation 30 of the FATF Recommendation. 
378 Standard Operating Procedures for Joint Investigation Team (JITI for Terrorist Financing Investigations (Annex I). 
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Obtaining Information under the Investigation for Fair Trial Act (IFTA) 

This Act allows authorized officers of the Services Intelligence Agencies and the police379 to file for a warrant of 
surveillance if the applicant believes that a person is engaged in any suspicious conduct that may result in a scheduled 
offence being committed.380 

Actions that may be taken under the warrant 

The judge may authorize the officers to take the following measures against the suspects under the warrants, including 
but not limited to: interception and recording of telephonic conversations of the suspect with any person; video 
recording of persons, premises and events; interception of electronic transactions such as m-emails, SMS etc.; 
collection of evidence through any modern device; and use of human intelligence, covert surveillance and property 
interference. Taking over of electronic equipment that can be used in communication shall be allowed only when the 
authorized officer discloses a substantial threat or possibility of an attempttocommitthe scheduled offence.381 

Process to be followed once its established that the scheduled offence was likely to be committed. 

If the data collected via the warrant reveals any elements of any scheduled offence (under the PPC or ATA), the 
applicant may immediately proceed to register a Fl R under Section 154of Cr PC and hand over all the obtained evidence 
to the Investigation Officer. If the data collected is insufficient to lodge an Fl R, it will be kept in custody and shall not be 
used withoutthe court's permission.382 

7.6. IDENTIFICATION PARADE PROCEEDING 

This is an investigation tool used by the police to help identify the culprit,giventhere is a witness. It involves lining up the 
suspect of a crime with individuals that match their description. A witness is then required to identify the suspect out of 
the individuals. 'The identification test is normally conducted when an accused is not previously known to the 
witnesses, and they have only had a momentary glimpse of him/her. Furthermore, it becomes imperative to hold such a 
test if the witnesses claim that they can identify the accused if brought before them. Needless to mention, such an 
identification is to be conducted in accordance with certain rules and procedures. Admittedly, no instruction or the 
details regarding the holding of identification tests stand incorporated in the Cr PC or in the QSO. Article 22 of the QSO, 
which is normally referred for identification tests, only pertains to its relevance and does not provide any procedure. 
However, certain guidelines are given in the Rules and Orders of the Lahore High Court Volume 3 Chapter 11, Part-C.383 

The identification parade proceeding details are recorded in the case diaries, and the identification parade proceeding 
certificate is attached with the judicial file record. 

The identification parade memo has been attached below in Appendix L. 

7.7. MAINTAINING A POLICE FILE AND A JUDICIAL FILE 

During the investigation of a criminal offence, every significant application, order,statementordocument is recorded in 
writing in the form of a case file. This case file contains information in chronological order and contains documents 
including but not limited to the complaint, the Fl R, the crime scene analysis, evidence collection memos, opinion of the 
10, expert opinions such as the medical legal report or report of forensic analysis, evidence analysis submission 
applications, remand and bail applications, judicial orders and witness interrogation statements, confessional 
statements if any, CDR(s) if any, and the case diaries of the investigating officer etc. 

Concept of Judicial and Police File: All over the world, for the sake of prosecuting terrorists, the evidence and material 
against an accused is compiled and presented by investigation agencies to the Court in a written form through a case 
file. The ideas, efforts, records, reports, evidence and intelligence are to be presented through a case file; in this sense, it 
is a tool. 

379 Section 3(a) 
380 Section 5 
381 Section 16 
382 Section 22 
383 2018 MLD 43 
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Types of Case File: As required by the processes evolved under the legal framework applicable to Pakistan, in each 
terrorism case, as many as two case files are prepared. One is the Investigative Agency's file (or pol ice file, in cases where 
police investigate the cases); the other is a judicial file, which is maintained by a court and contains judicial orders and 
proceeding details. 

Contents of Case File: The contents of each case file differ. A police case file contains all the investigative information 
along with case diaries of the case. In case of judicial files, the case diaries are substituted by court proceeding 
papers/records. 

Case File Management: Case file management means the manner in which a case file is to be maintained, updated and 
finally presented to the court of law. 

Start of a Case File: lt startsfrom the moment information about a terrorist incident is received by the police. 

End of Case File: It continues throughout the stages of investigation, scrutiny by the prosecutor, trials by the judge and 
til I the clemency proceedings come to an end. 

Responsibility for Case File: Under the law, the Investigating Officer (10) entrusted with investigation of a terrorism 
case is responsible for the case file management. He is also responsible for safe custody of the case file, which is also 
treated as partofcasefile management. 

Effective case file management is crucial to the investigation process. Effective management requires that: 

• Records are updated when required;
• New information is noted in a timely manner;
• Files a re easy to reference for future use; and
• All the importantannexures and documents relevant to the case are attached without any discrepancies.

Components of a Case File 

Acasefile typicallycontains a number of significant documents, which are elaborated upon below. 
However, before shedding light upon the components of a case file, it is important to understand the following: 

• Police Report/Chai Ian filed under Section 173oftheCrPC
• Interim and Final Report
• Supplementary Reports
• Case Diaries

Police Report 

As noted above, a case file includes the police report, often referred to as a 'cha II an', which is furnished by the officer-in­
chargeof the police station as required under Section 173oftheCrPC 

At the completion of an investigation by the police, the police are required to submit a report to the Court through 
prosecutors; these reports are called "police investigation reports:' The reports must be submitted within fifteen days 
from the date of the registration of a case and are statutorily required. The investigation reports submitted by the I Os to 
the courts through the prosecutors can be final or interim in nature. Depending upon the nature of the reports, the 
police have assigned these reports vernacular names: 

• 'mukamal challan' (final report to charge the accused);
• 'namukamal challan' (incomplete final reporttochargetheaccused);
• 'tatima challan' (supplementaryfinal reporttochargetheaccused);
• 'adam patta' (untraced case report);
• 'saqit' (abated case reportdueto death of an accused etc.); and
• 'ikhraj' (cancellation report).
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The police investigation report is a very important document, and the whole trial is based on it. It contains details of 
evidence besides providing relevant information about the case. The prosecutor vets the police report and helps the 10 
to remove legal defects, if any. The police report should include: 
names of the parties; 

• the nature of the information;
• the names of the persons who appear to be acquainted with the circumstances of the case; and
• a statement of whether the accused, if arrested, was handed over for judicial remand or was been released on

his bond (whether with or withoutsureties).384 

Under section 173 of the CrPC, the defense, in a trial, can also make an application for the report and the police is 
required under the law to provide a copy of the report to the defense. This report ought to be accompanied by a list of 
witnesses that are important for the police/prosecution's case. For the purposes of the section, it is important to 
distinguish the police file from the police report. The former is specifically intended for the reference and record of the 
police, and the latter is completed and sent to the courts for consideration in the trial. Thus, the police report, unlike the 
police file, contains original versions of all documents. 

Investigations under the CrPC are to be completed within 14days of the filing of the FIR, and with the expiration of this 
time period, a police report (challan) needs to be submitted to the Courtthrough the public prosecutor. There is a similar 
requirement in terrorism cases, wherein the investigators or the Joint Investigation Team must complete the 
investigation within 30 days and submit a report accordingly. The report needs to be submitted directly to the Court by 
the officer-in-charge of the police station. In cases where the J IT is conducting the investigation, under sections 4 and 5 
of theATA, the police investigator, who isa memberof theJIT, mustsubmitthe reportto theCourt. 

Interim and Final Report 

It is possible, after conducting an investigation, that the report cannot be fully completed within the stipulated deadline 
of 30 days under section 19of theATA. If not, the officer is required to prepare and send to the Court, through the public 
prosecutor, an interim report within 3 days of the expiration of the 30-day period. The interim report must state, 
'therein the result of investigation made until then and the court shall commence the trial on the basis of such interim 
report, unless, for reasons to be recorded, the court decides that the trial may not so commence'.38s The investigation 
continues during the trial and, once complete, a final report will be sent to the court before the end of the trial. If the 

384 173. Report of police officer: (1) Every investigation under this Chapter shall be completed without unnecessary delay, and, as soon as it is completed, the officer in­
charge of the police-station shall [through the Public Prosecutor]-
(a) forward to a Magistrate empowered to take cognizance of the offence on a police-report, a report in the form prescribed by the Provincial Government, setting forth 

the names of the parties, the nature of the information and the names of the persons who appear to be acquainted with the circumstances of the case, and stating 
whether the accused (if arrested) has been forwarded in custody or has been released on his bond, and, if so, whether with or without sureties, and 

(b) communicate, in such manner as may be prescribed by the Provincial Government, the action taken by him to the person, if any, by whom the information relating to 
the commission of the offence was first given: 
[provided that, where investigation is not completed within a period of fourteen days from the date of recording of the first information report under Section 154, the 
officer in-charge of the police station shall, within three days of the expiration of such period, forward to the Magistrate through the Public Prosecutor, an interim 
report in the form prescribed by the Provincial Government stating therein the result of the investigation made until then and the Court shall commence the trial on 
the basis of such interim report, unless, for reasons to be recorded, the Court decides that the trial should not so commence], 

(2) Where a superior officer of police has been appointed under Section 158, the report shall, in any cases in which the Provincial Government by general or special order 
so directs, be submitted through that officer, and he may, pending the orders of the Magistrate, direct the officer in-charge of the police-station to make further 
investigation. 

(3) Whenever it appears from a report forwarded under this section that the accused has been released on his bond, the Magistrate shall make such order for the 
discharge of such bond or otherwise as he thinks fit. 

(4) A copy of any report forwarded under this section shall, on application, be furnished to the accused before the commencement of the inquiry or trial: 
Provided that the same shall be paid for unless the Magistrate for some special reason thinks fit to furnish it free of cost. 

(5) Where the officer in-charge of a police station forwards a report under sub-section (1), he shall along with the report produce the witnesses in the case, except the 
public servants, and the Magistrate shall bind such witnesses for appearance before him or some other Court on the date fixed for trial. 

385 According to Section 19 of theATA, the investigating officer to the JIT, as case may be, shall complete the investigation in respect of cases triable by the court within thirty 
working days. The report under section 173 of the Code shall be signed and forwarded by the investigating officer of police directly to the court: 
Provided that where the provisions of sections 4 and 5 have been invoked, the investigation shall be conducted by the J IT comprising members of armed or civil armed 
forces, as the case may be, intelligence agencies and other law enforcement agencies including an investigating officer of police not below the rank of Inspector who shall 
sign the report under section 173 of the Code and forward it to the Court: 
Provided further that, where investigation is not completed within a period of thirty days from the date of recording of the first information report under section 154 of 
the code, the investigating officer or the JIT shall, within three days after expiration of such period, forward to the Court through the Public Prosecutor, an interim report 
under section 173 of the Code, stating therein the result of investigation made until then and the Court shall commence the trial on the basis of such interim report, 
unless, for reasons to be recorded, the Court decides that the trial may not so commence. The interim report shall be signed by the investigating officer of police. 
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investigators have done everything within their power and yet the investigation has not led to conclusive results, then 
the investigation may be suspended and annal report will be drafted.386 

Challan Form 

Final reports and incomplete reports recommending initiation of trial are sent in Form 25.56(1) of the Police Rules 
(1934). This is calledthe challanform. The challan is the report submitted by the police under section 173 of theCrPC 

The challan form has seven columns and can only be prepared by the officer-in-charge of the police-station. 

Completion of Challan Form 

1. When the investigation is completed in accordance with chapter 14, section 169 and section 170 of the CrPC,
the officer-in-charge of the police station ought to prepare the report as per the sample provided by the
provincial government under the Police Rules (1934)withoutany undue delay.

2. The officer-in-charge of the police station has the power to investigate the crime under section 156 of the Cr PC,
but he may also delegate this responsibility to his/her subordinate under section 157(1) of the CrPC387 The
investigating officer who carries out the investigation will have to submit his investigation report to the officer­
in-charge of the Police Station under section 168 of the CrPC388 

However, in either case, the officer-in-charge of the police station would prepare the report u/s 173. 

ASupplementary Report 

It is possible, even after a final report has been filed, that new evidence or material has surfaced. It is under this sort of 
circumstance thatthe Court can allow for a supplementary report to be filed. The only limitation for such a report is that 
it be submitted duringthetrial. No new material can be brought forward after the conclusion of the case. 

Under certain circumstances, a supplementary report may be required when a particular piece of evidence is not 
available at the time of submission of cha I Ian, such as a report from the forensic science laboratory etc. In such cases, a 
supplementarychallan is preceded by an incomplete challan. 

A supplementary challan is also submitted if a proclaimed offender has been arrested or has voluntarily appeared 
before the police. Asupplementary challan in this case is preceded by a cha II an under section 512 Cr PC (to the extent of 
the Proclaimed Offender (PO). 

For a police report to be complete, it is important that any (and all) important documents like the FIR and evidence 
reports are attached to it. The case is heavily dependent on how complete and correct the report is and thus must be 
filled out carefully and signed off by a senior police official (supervising officer). A thorough check of background 
information about the accused and witnesses must also be done when making the police report (e.g. to see whether the 
accused has any previous arrests or convictions, etc.). 

386 25.57. Close of investigation and final report. 
(1) If on any day, or days, a police officer in charge of the investigation of a case makes no investigation, he shall enter a statement to this effect in the case diary of the 

day on which he next does something towards 
the completion of the case. 

(2) [(i) When the police are unsuccessful, after taking all the measures in their power and it is considered advisable to suspend the investigation, a final report in Form 
25.57(2) shall be submitted as required by Section 173, of the Code of Criminal Procedure, 1973. One carbon copy of final report shall be submitted to the 
District Crime Record Bureau of concerned District Headquarters for record by the concerned Station House Officer.]1 

(ii) In cases in which a final report is submitted under sub-rule (2)(i) above and in which a copy of the first information report has been sent to a Panchayat as 
required by Police Rule 24.4(2), a final report shall also be sent to the Panchayat containing information on 
the following points: 
(a) Whether or not an offence has been proved. 
(b) Whether or not the offence proved is triable by the Panchayat and explaining that the case has not been sent for trial. 

(3) If the informant is present when the final report is prepared, he shall be informed verbally of the result of the investigation and, after noting this fact in the final 
report, his signature or thumb mark shall be taken on it. If the informant is not present, he shall be informed in writing by postcard or by the delivery of a notice by 
hand, and the fact that this has been done shall be noted in the final report. 
In final (untraced or cancelled) reports the facts of the case which the investigating officer believes to be correct should be summarised, together with the grounds, 
for his belief. Information so recorded should be utilised for the completion of preventive records. 
Rule25.58

387 Section 157 (1) If, from information received or otherwise an officer in-charge of a police-station has reason to suspect the commission of an offence which he is 
empowered under section 156 to investigate, he shall forthwith send a report of the same to a Magistrate empowered to take cognizance of such offence upon a police­
report, and shall proceed in person, or shall depute one of his subordinate officers not being below such rank as the Provincial Government may, by general or special 
order, prescribe in this behalf to proceed, to the sport, to investigate the facts and circumstances of the case, and, if necessary to take measures for the discovery and 
arrest of the offender: 

388 Section: 168. Report of investigation by subordinate police-officer. When any subordinate police-officer has made any investigation under this Chapter, he shall report 
the result of such investigation to the officer in-charge of police-station 
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Hence, a supplementary report may be filed after a final report. As is self-explanatory, the supplementary report is for 
the purpose of bringing any material or evidence on record, and there is no bar in law regarding the same. In Mian 
lftikhar Ahmad v. DSP Range Crime Branch, (2016 YLR 495), the 'case was investigated twice and the order for second 
investigation has been made by the competent authority before the framing of Charge/Commencement of the trial and 
if any fresh material or evidence is brought on record, there is no bar to submit supplementary report under section 
173:389 

A reinvestigation and subsequent report are permissible if it would "definitely help [the] court for arriving at [a] just 
conclusion;'390 but it can only be done before the commencement of a trial pursuant to the final cha I Ian and not once the 
trial has concluded and the matter is up for appeal. In Bahadur Khan v. Muhammad Azam, (2006 SCMR 373), 'even after the 
decision of the criminal appeals by the High Court and a�er the lapse of a considerable period of time the second cha/Ian for trial 
of the offence under the sections of the PPC was submitted in the trial court having become functus officio (when the mandate of 
officer/agency expires) long before which directly took cognizance of the offence not permissible within the meaning of section 
190of the CrPC'. The High Court consequently set aside the conviction by the trial court and the criminal revision. 391 

Case Diary and Daily Diary 

Under Section 172 CrPC,392 it is mandatory for an investigating officer to enter day-to-day proceedings of the 
investigation in a case diary known as a daily diary. The "daily diary" (register), which is usually register no. 2 being 
maintained atthe police station, is made up of the daily diaries recorded by the officer, setting forth the time at which the 
information reached him; the time at which he began and closed his investigation; the place or places visited by him; the 
items recovered during the investigation and in custody of the pol ice; and a statement of the circumstances ascertained 
through his investigation. Case diaries are required to be as brief as possible and must record only those incidents that 
have a bearing on the case.393 

The diary maybe used at the trial or inquiry, not as evidence in the case but to aid the Court in such inquiryortrial.394 The 
objective of recording "case diaries " under this section is to enable courts to check the method of investigation (and 
possibly track the chain of evidence) by the Police.395 Therefore, it is very crucial, thatthe case diary entries are accurate 
and made with diligence in order to minimize potential human rights abuses and to encourage compliance with law and 
procedure. If a police officer fails to keep a diary as required under Section 172, the statement of such a police officer 
may be open to adverse criticism and may consequently diminish its evidentiaryvalue.396 The prosecution may also use 
this case diary to refresh the police witnesses' memory during recording of evidence, as provided under article 155 of 
QSO, 1984.397 Once the police witness has refreshed his memory using the diary, he may be subject to cross­
examination by the defense. The defense or the Court in these circumstances are also allowed to view the particular 
portion of the diary that is concerned with the witness testimony.398 It must be noted that the Court is also permitted to 
seethe police diaries, not only for the purpose of enabling the police officerwhocompiled it to refresh his memory, or for 
the purpose of contradicting him, but for the purpose of tracing the investigation through its various stages, the 
intervals which may have elapsed in it, and the steps by which a confession may have been elicited, or other important 
evidence may have been obtained. The Court may use the diary, not as evidence of any date, fact or statement referred 
to in it, but as containing indications of sources and lines of inquiry and as suggesting the names of persons whose 
evidence may be material for the purpose of doing justice between the state and the accused. 

Should the Court consider that any date, fact or statement referred to in the police diary is, or may be, material, it cannot 
accept the diary as evidence, in any sense, of such date, fact, or statement, and must, before allowing any date, fact or 
statement referred to in the diary to influence its mind, establish such date, factor statement by evidence. 

389 Mian lftikhar Ahmad v. DSP Range Crime Branch, 2016 YLR495. 
390 Ibid. 
391 Bahadur Khan v. Muhammad Azam, 2006 SCMR 373. 
392 Section:172. Diary of proceedings in investigation. (1) Every police-officer making an investigation under this Chapter shall day by day enter his proceedings in the 

investigation in a diary, setting forth the time at which the information reached him, the time at which he began and closed his investigation, the place or places visited by 
him, and a statement of the circumstances ascertained through his investigation. 

393 The Police Rules, 1934, Rule 25.53. 
394 19 Born. BR 510. 
395 Peary Mohan Das v. D. Weston and Others, 16 CWN 145. 
396 Zahiruddin v. Emperor, PLD 1947 PC 13. 
397 Qanun-e-Shahadat Order, 1984,Article 155, Refreshing memory: (1) A witness may, while under examination, fresh his memory by referring to any writing made by 

himself at the time of the transaction concerning which he is questioned, or so soon afterwards that the Court considers it likely that the transaction was at that time 
fresh in his memory. (2) The witness may also refer to any such writing made by any other person, and read by the witness within the time aforesaid, if when he read if he 
knew it to be correct. (3) Whenever a witness may refresh his memory by reference to any document, he may with the permission of the Court, refer to a copy of such 
document: Provided the Court be satisfied that there is sufficient reason for the non-production of the original. (4) An expert may refresh his memory by reference to 
professional treaties. 

398 Kali mullah v. The State, 2018 PCrLJ 553 Peshawar High Court. 
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Judges should avail themselves of the assistance of police diaries for the purpose of discovering sources and lines of 
inquiry and the names of persons who may be in a position to give material evidence, and should call for diaries for this 
purpose.399 

The format of the case diary is provided in Form 25.54 (1) of the Police Rules. A case diary consists of sheets; each of 
which is numbered,dated and stamped with the police station stamp.As soon as each diary is completed, its number and 
date is recorded at the police station and one copy is sent to higher police officials to ensure that no changes are made. 
The case diary contains details of the stolen or recovered property;400 documentary evidence; details of the arrest; a 
concise summary of statements of the suspect, victim, the eyewitnesses;, and all the proceedings carried out by the 
investigating officer in respect of said case.40

1 A case diary acts as a procedural safeguard as it provides a check against 
individuals being picked at random by the authorities or illegally arrested. The efficacy of the diary or case diary as a 
procedural safeguard is ensured by the compliance of the police and the oversight by the court. 

7.8. DUTY TO FURNISH A COPY OF THE FIR TO THE PROSECUTION 

Although under Section 19 of the ATA, the public prosecutor is not involved in the submission of a final report, it is still a 
mandatory component for compliance with Section 173 of the Cr.P .. C and Section 9(4) of the Punjab Criminal 
Prosecution Service Act (2006) for the police to furnish a copy of the report to the prosecution. Moreover, under 
Section 19-B of the ATA, it is obligatory for the public prosecutor to scrutinize the case file "to ensure that all pre-trial 
formalities have been committed:' 

The powers, duties, expected conduct, and limitations to the powers of prosecutors in Pakistan are all promulgated in 
the following: 

• Khyber Pakhtunkhwa Prosecution Service (Constitution. Functions and Powers) Act (2005),
• Punjab Criminal Prosecution Service (Constitution, Functions and Powers) Act (2006),
• Sindh Criminal Prosecution Service (Constitution, Functions and Powers) Act (2009),
• Balochistan Prosecution Service (Constitution, Functions and Powers) Act (2003).

The role of prosecutors in coordination with the police begins immediately after the registration of the Fl R filed under 
Section 154of theCrPC 

Prosecutors also play a significant role in the inspection of an Fl R. Using the Khyber Pakhtunkhwa province as an 
example, we find relevant provisions describing this inspection in Section 8(2) of the Khyber Pakhtunkhwa Prosecution 
Service Act (KPPS) as fol lows: 

Section 8(2). Reports and Guidelines 

On registration of the Fl R, the Station House Officer (SHO) of the police station concerned shall send a copy of 
the Fl R to the District Public Prosecutor/Public Prosecutor of the District who, upon receipt, shall inspect the 
same and issue necessary directions to the Head of Investigation, and shall also inspect,scrutinize and supervise 
the whole investigation process of various cases so registered in the District. 

Therefore, it is evident from the aforementioned provision that the Police Officer is required to send a copy of the Fl R to 
the District Public Prosecutor, who then inspects the same and issues necessary directions to the Head of Investigation. 
In Farman Ullah vs. The State through Additional Advocate-General,40

2 the Peshawar High Court found that 5.7 of 
Khyber Pakhtunkhwa Prosecution Service (Constitution, Functions and Powers) Act (2005), for example, had 
prescribed the powers of the prosecutor to scrutinize the case, and that any insertion or deletion of offences and 
sections of law in the FIR falls within the exclusive domain of the investigating officer and the prosecutor. The public 
prosecutor also inspects, scrutinizes and supervises the whole investigation process.403 

399 Rules and Orders of the Lahore High Court Volume Ill Part H Chapter 12(3). 
400 Pursuant to power granted under Section 5 (2) (iii), Anti-Terrorism Act, 1997. 
401 The Police Rules, 1934, Form No. 25.54(1). 
402 2016 PCrU 1096 Peshawar. 
403 Section 8(2) of the Khyber Pakhtunkhwa Prosecution Service (Constitution, Functions and Powers) Act, 2005. 
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Moreover, in Bahar Ali and Others vs the State,404 the Peshawar High Court found the following: 

"S. 8(2) of the North-West Frontier Province Prosecution Service (Constitution, Functions and Powers) Act, 2005
stipulates that a S.H.O. sends a copy of each FIR. of his police station to District Public Prosecutor and it bestows an 
extraordinary responsibility on District Public Prosecutor to inspect F/Rs and wherever necessary to Suo Motu issue 
necessary guidelines to investigating of(lcer and that would be in the shape of "Direction", to the Head of Investigation. 
He can also inspect, scrutinize and supervise the whole Investigation process of the cases. While reporting to 
Government under section 8(6) of the Act, the District Public Prosecutor can highlight lapses of the investigating officer 
in acute cases of negligence for appropriate departmental level punitive action to promote a sense of responsibility and 
accountability in the investigating officers." 

Therefore, prosecutors have been given the power of scrutinizing the Fl Ras well as the entire investigation process 
under the relevant statute. 

Self-Assessment Question 

What are the four primary components of a casefile thatsignifythatthe judicial file is complete? 

7.9. ML/TF INVESTIGATION 

Planning a Money Laundering lnvestigation405 

In any financial investigation (including money laundering), it takes time to obtain bank and business records. Even more 
time is required if the records are in another country. Proper planning will alert the investigator to seek foreign records 
early in the investigation and to initiate contact with his or her counterpart in the country in question. Although bank 
and business records figure in most financial investigations, they rarely provide sufficient evidence, on their own, to 
justify a conviction. 

A money laundering case should be guided by a work plan that specifies: 

• Witnesses to be contacted;
• Domestic and international financial records needed;
• Procedures for managing documents;
• Surveillance requirements;
• Desired evidence of criminal activity and proceeds;
• Analysis, summaries, and graphic representations of evidence; and
• Any special investigative techniques required.

The initial phases of the investigation should proceed as discreetly as possible. Surveillance of the subject and 
associates early in an investigation can provide valuable leads to evidence. However,earlydisclosureof an investigation 
can cause the subject and associates to take precautions that may make surveillance useless. It may also cause the 
suspect or key witnesses to destroy or alter records. 

Bank records should be obtained early and discreetly. One set of records usually leads the investigator to seek another. 
When records are needed from other countries, the delay can be months. Delays in obtaining records can slow an 
investigation down, which is why it is vital to begin collecting them early on in the investigation, plan the use of search 
warrants, and to time their execution to maximize chances of obtaining evidence. Surveillance will provide information 
that can be used to set the time of the search (after a delivery, after a meeting, during a meeting, and so on). Sometimes, it 
is good practice to interview suspects or witnesses at the time of the search warrant execution. 

Consider using special investigative techniques to assist in gathering evidence (see Chapter 8). The use of undercover 
operations, interception of communications, or consensual telephone monitoring can produce valuable evidence and 
applications for warrants under the Investigation for Fair Trial Act (2013) - which should be applied for at the earliest 
opportunity to ensure the product is admissible. 

404 2008 PLD 28 Peshawar. 
405 Combating Money Laundering and the Financing of Terrorism A Comprehensive Training Guide, The World Bank. 
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However, all these measures take planning and consideration of the admissibility of the final product. Just as crucial is 
consultation between the investigating officer and public prosecutor at an early stage to advise on admissibility and 
presentation at trial. 

7.10. TERRORIST FINANCIN G INVESTIGATION UNDER THE AMLA REGIME406 

Planning an investigation of terrorist financing begins with the formation of the investigative team: 
Who are its members? In addition to investigators from the police and other investigative agencies, other specialists 
may be needed, such as intelligence officers and analysts, military officers, financial analysts (representing the FMU), 
accountants, and auditors. 

Who will direct and manage the financial investigation? It could be the police, military, an intelligence service, or 
another appropriately qualified and authorized government entity. What are the roles and duties of each member of the 
team?Who gathers evidence from the public (such as banks, charities, NGOs, witnesses)? 

The financial evidence gathered in a terrorist financing case is similar to that gathered in a money laundering case. 
Where was the money obtained? Who gathered it? Who deposited it? Who carried it across the border? Were wire 
transfers used?What banks or bankers were involved?Were attorneys or accountants involved? 

Once evidence from financial institutions, businesses, NGOs, and witnesses is collected, it must be analyzed. Leads to 
additional evidence can also be gathered from informants or with search warrants and special investigative techniques. 

Many different sources can provide information for use in initiating or pursuing M L/TF investigations, such as:407 

• I ntelligence from the Financial Monitoring Unit (FMU);
• Banks and financial institutions;
• Criminal cases, open or closed;
• Informants;
• Cooperating accused in criminal cases;
• Law enforcement agencies; and
• Cross-border operations from any of the above.

Sources of information for terrorist financing investigations are similar to those for money laundering investigations. 
An additional sourceforterroristfinancing investigations may be intelligence gathered by police or other authorities on 
terrorist groups and their associates. It is often the case that much of the information on money laundering 
investigations also applies to terroristfinancing investigations. 

Financial Monitoring Unit 

The FMU receives, analyzes, and disseminates to competent authorities, financial information that the financial 
institutions and designated non-financial businesses and professions (DNFBPs), referred to in AMLA as reporting 
entities, are obligated to disclose in the form of STR/CTR.4O0 

Reporting Entities are Defined inAMLAas:409 

Financial institutions, including any institution carrying on one or more of the fol lowing activities:41O 

• Acceptance of deposits and other repayable funds from the public;
• Lending in whatsoeverform;
• Financial leasing;
• Money or valuetransfer;
• Issuing and managing means of payments, including but not limited to credit and debit cards, cheques,

traveler's cheques, money orders, bank drafts and electronic money;
• Financial guarantees and commitments;

406 Combating Money Laundering and the Financing of Terrorism A Comprehensive Training Guide, The World Bank. 
407 Ibid. 
408 Section 6(4)(a) and (b) and (c) Anti-Money Laundering Act (2010). 
409 Section 2(u) Anti-Money Laundering Act (2010). 
410 Section 2(1) Anti-Money Laundering Act (2010). 
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• Trading in money market instruments; foreign exchange; exchange, interest rate and index instruments;
transferable securities; commodity futures trading; etc.;

• Participation in shares issues and the provision of services related to such issues;
• Individual and collective portfolio management;
• Safekeeping and administration of cash or liquid securities on behalf ofother persons;
• lnvesting,administeringormanagingfunds ormoney on behalf of otherpersons;
• Insurance business transactions;
• Money and currency changing; and
• Carrying out business as intermediary.

Non-financial businesses and professions (DNFPBs):411 

• Real estate agents;
• Jewellers;
• Dealers in precious metals or precious stones;
• Lawyers, notaries and other legal professionals;
• Accountants;
• Trust and company service providers; and
• Such other non-financial businesses and professions as may be notified by the Federal Government, which

could include hawala and hundi banking.

The AMLA requires a report entity to file an STR with the FMU if it 'knows, suspects or has reason to suspect that a 
transaction or pattern of transactions': 

• Involves funds derived from illegal activities or is intended or conducted in order to hide or disguise proceeds
of crime;

• Is designed to evade any requirements of the reporting requirements;
• Has no apparent lawful purpose after examining the available facts, including the background and possible

purpose of the transaction; or
• Involves financing of terrorism, including funds collected, provided, used or meant for, or otherwise linked or

related to, terrorism, terrorist acts or organizations and individuals concerned with terrorism.

After analysis, the FMU forwards "high risk" STRs, CTRs or case referrals to relevant investigating agencies or 
regulators (SBP, SECP, etc.) for confidential review.41

2 

The FMU also may request information from Fl Us in other countries or to search their databases for information on a 
suspect and on a transaction(s). In any investigation of a financial crime, such a database search should be requested 
where there is information that relates to anothercountry.41

3 

Note that where a reporting entity willfully fails to comply with the STR process or gives false information, they are 
liable to imprisonment for a term which may extend to three years or with a fine which may extend to 100,000 rupees or 
both.41

4 Further, disclosure of any STR or CTR to any person involved in the transaction by a reporting entity makes them 
liable to imprisonmentfor a term of three years or with afineof 100,000 rupees or both.41

5 

Review and Consideration of FMU Referrals 

After the FMU receives an STR of suspected money laundering, terrorist financing, or financial crimes from a financial 
institution or DNFBP, it should cross-check its own, the government's, and commercial databases for information about 
the persons, businesses, or entities mentioned in the report.41

6 The FMU may also try to determine if any of the subjects 
has a criminal record by queryingjudicial or police records. 

After compiling all the information from databases and other sources, the FMU prepares a report that includes an 
analysis of the transaction(s) reported. If the information is available, the FMU will analyze money movement between 
banks or bank accounts, companies, individuals, and countries. 

411 Section 2(m) Anti-Money Laundering Act (2010). 
412 Section 6(4)(c) Anti-Money Laundering Act (2010). 
413 Section 6(4)(g) Anti-Money Laundering Act (2010). 
414 Section 33 Anti-Money Laundering Act (2010). 
415 Section 34 Anti-Money Laundering Act (2010). 
416 Section 6(4)(d) Anti-Money Laundering Act (2010). 
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The Director of the FMU417 can also postpone or suspend a suspicious transaction for 15 days if there are reasonable 
grounds to believe that the property is involved in money laundering.418 

An investigator receiving an FMU report should then decide if a criminal investigation is commenced on thesubject(s) of 
the report. Certain circumstances are especially likely to lead to the opening of an investigation:41

9 

The subject of the report has a prior criminal record, and the amount of the reported financial transaction is large or very 
unusual; 
A suspected intermediary-lawyer, accountant, or financial institution-is involved in the transaction; 
The transaction appears to have been made in the name of someone other than the ultimate beneficiary, indicating an 
attemptto avoid scrutiny by authorities; 
The transaction is of a highervalue than might be expected from the individuals concerned, considering their income or 
business; 
The investigator already has intelligence about the subject of the STR (or other report); 
The FMU referral details multiple reports of suspicious activities and/or transactions from one or more reporting 
entities. 

Many factors may go into the decision to open a criminal investigation, but a report (or referral) from the FMU that 
reinforces or confirms information already available to a law enforcement officer can provide a good reason to open a 
money laundering investigation. 

Investigators should keep an open mind when reviewing an FMU referral, using their experience and intuition to see 
beyond the bare facts of the referral for indications of criminal activityorterroristfinancing. 

Analysis of Suspicious Transaction Reports 

The investigator or analyst reviewing the STR should first of all look for the following items that raise the intelligence 
value or investigative potential of a given STR:420 

References to known criminals,orto individuals or companies that appear in numerous ST Rs; 
Reports of the movement of money to countries that are sources of or transit locations for narcotics, or that are 
international tax havens or money centers; 
References to financial activities that are known to be used in money laundering orfinancial fraud; 
Reports from different financial institutions in the same area or region that detail similar financial activity, but by 
different individuals; 
Conflicting data on individuals or entities mentioned in the STR, or data that conflicts between STRs (Note that 
reporting entities are required by section 7(4) of AMLA to retain ST Rsfor Syears.); and 
Reports of deposits of domestic or foreign currency to business or individual accounts that are not justified by the size 
or nature of the business. 

Hawala 

There are many different strategies and techniques to identify illegal hawala and other similar service providers. Many 
of those are used in combination. Some of the most common methods used to detect such operations are:421 

• Specific targeted investigations and physical surveillance of suspicious entities;
• Identifying advertisements placed by such businesses in community newspapers;
• Conducting survey of open source material on line;
• Searching throughsocial media;
• Following up on leads from the general public or service providers;
• Use of AML monitoring systems especially leveraging on useful indications originating from STRs filled by 

financial institutions;
• Working in partnership with other agencies and gathering information from law enforcement and AML

regulatory authority's investigations and inspections; and
• Targeted investigations and surveillance.

417 The Anti-Money Laundering Act 2010 at section 6(6) confers this power subject to regulations sanctioned by the National Executive Committee. 
418 Section 6(6) Anti-Money Laundering Act (2010). 
419 Combating Money Laundering and the Financing ofTerrorism A Comprehensive Training Guide, The World Bank. 
420 Ibid. 
421 Role of Hawala and Other Similar Service Providers in Money Laundering and Terrorist Financing, FATF, October 2013. 
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It is important that all types of money service businesses including regulated hawala and hundi service providers report 
promptly to the FMU if they suspect or have reasonable grounds to suspect that funds are the proceeds of a criminal 
activity or are related to terrorist financing or an unlicensed money remittance business. The information collected by 
the FMU through ST Rs can be used by law enforcement agencies (or by supervisors) to conduct further investigations, 
which can help identify illegal hawala and other similar service providers. STRs can be very useful to track the flow of 
money, especially when banks and otherfinancial institutions are used as a medium of settlement.422 

Suspicious transaction patterns of illegal hawala include:423 

• Extensive use of collective accounts. These can be identified by the reporting institutions if lots of small sums
are deposited into the bank account of an individual (often stating their name in the reference line), or if large
cash sums are deposited at regular intervals before transfers, aggregating all of the smaller amounts from the
account are made to foreign accounts. Indicators of such collective accounts can be individuals possibly
organized under the aegis of a cultural association collecting money through the banking system, or one or
more ind ivid ua Is making an aggregated transfer of a I a rge sum of money to a bank or money rem itter abroad.

• Money being transferred at regular intervals to international locations such as Dubai. Dubai is a major
international clearing house for remittances and other value transfers. Many trading companies/criminal
groups route their money through Dubai to other destinations through hawala channel. Most of the hybrid
hawala transactions are routed through some major international destination such as Dubai.

• An account being used as a temporary repository and the funds are transferred in and out of the account
immediately.

• Usage of third-party accounts to disguise and avoid detection by authorities. Often such third-party accounts
have no business connection to the hawaladaror sender.

• Frequentwire transfer activity from an account in the sending countryto an international bank account.
• Wire transfers frequently sent by traders to foreign countries that do not seem to have any business

connection to the destination countries.
• Money remitter or trader conducting transactions such that they fall beneath the identification, STR or CTR

reporting threshold.
• Business accounts used to receive or disburse large sums of money but show virtually no normal business­

related activities such as payment of payrolls, invoices, etc.
• Frequent deposits of third-party checks and money orders into business or personal accounts.
• Frequent international wire transfers from bank accounts, which appear inconsistent with stated business

activities.
• Frequent deposits by multiple individuals into a single bank account, followed by international wire transfers

and/or international withdrawals through ATMs. 
• Sudden change in pattern of financial transactions from low value international fund transfers to large value

transfers by a money remitter.

Currency Transaction Reports 

AMLA defines a currency transaction report as a 'report on currency transactions exceeding 2 million PKR or as may be 
specified by the National Executive Committee by notification in theo(f,cial Gazette.' 

Analysis of CTRs can identify individuals and businesses that are involved in financing of terrorism or money laundering 
activities. The investigator or analyst reviewing the CTR should look, in particular, for the following items, which raise 
the intelligence value or investigative potential of the CTR:424 

• References to known criminals, orto individuals or companies that appear in numerous CT Rs;
• Reports of the movement of money to countries that are sources of or transit locations for narcotics, or that

are international tax havens or money centers;
• CT Rs that report financial activity that is a known money launderingtechnique or financial fraud activity, such

as the exchangeofsmall bills for largeones;
• Reports from different financial institutions in the same area or region that detail similar financial activity, but

by different individuals;
• Conflicting data on individuals or entities mentioned in the CTR, or data conflicts between CT Rs, indicating an

attempt to avoid scrutiny;

422 Ibid. 
423 Ibid. 
424 Ibid. 



RESEARCH SOCIETY OF INTERNATIONAL LAW 

• Reports of transactions by businesses that are not large enough to justify the amounts deposited; and
• Reports of individuals who attempted todissuadethe bankorfmancial institutionfromfilingthe CTR.

Referrals from Financial Institutions 

Another source of a potential money laundering investigation are referrals from bank and financial services regulators. 
Regulators of banks and otherfinancial institutions are responsible for ensuring that financial service providers comply 
with relevant laws and regulations. They examine financial institutions for safety and soundness, assessing compliance 
with regulations related to credit practices, liquidity, capital adequacy, and operational risks in a wide range of areas. 
Examinations shall also include checks of institutions' anti-money laundering and combating the financing of terrorism 
(AMUCFT) programs.42

5 

In the course of their work, examiners are also likely to do 'transaction testing' in risk areas, such as account deposits, 
wire transfers, loan portfolios, transactions or business relationships with politically exposed persons, correspondent 
banking relationships, and private banking. Some examples of information that could be uncovered during transaction 
testing: 

• Suspicious wire transfer activity, such as a high volume of transfers, or simultaneous transfers;
• Evidence of account 'structuring' not readily observed in daily banking activity;
• Incomplete account information,such as omitted identifiers of nationality;
• Questionable loans and loan practices;
• Early payoffs of large loans;
• Cash reserves at a level inconsistent with bankingvolume; and
• Transactions with shell banks.

7.11. INTERNATIONAL COOPERATION 

Where an investigation reveals a nexus between the offence committed by a proscribed organization or an individual in 
Pakistan and a foreign entity or individual, the MOI (upon request of the LEA (the CTD in this case)) may forward a 
Mutual Legal Assistance (MLA) request to the MOFA for onward submission to the concerned foreign government 
through proper diplomatic channels. 

This will be discussed in more detail in Chapter 10 below. 

425 Ibid 



CHAPTERS 
SPECIAL INVESTIGATION TECHNIQUES 

Introduction 
8.1. FATF Mutual Evaluation Report on Pakistan 
8.2. Types of Special Investigation Techniques in Use in Pakistan 
8.3. Joint Investigation Teams (JITs) 
8.4. Checking of Assets without Notification to the Owner 

164 
165 
165 
170 
173 























































































































































































































































































































































































































RS I L I RESEARCH SOCIETY OF 
INTERNATIONAL LAW 

IMPARTIAL ANALYSIS• LEGAL SOLUTIONS 


	T.pdf
	Page 1
	Page 2

	T.pdf
	Page 3
	Page 4




