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Message from the Sindh Judicial Academy  
 
The creation of the Advanced Training Course on Anti-Money Laundering and Countering 
the Financing of Terrorism has been the result of a remarkable collaborative effort between 
the esteemed Sindh Judicial Academy (SJA) and the Research Society of International 
Law, Pakistan (RSIL). Over the past few years, RSIL has worked closely with the SJA to 
design and conduct comprehensive trainings centered around this critical subject matter. 
This joint initiative signifies the commitment of both organizations to combatting the 
challenges posed by terrorism financing and money laundering. 
 
This course is the outcome of numerous meetings and productive discussions between the 
SJA and RSIL. The importance of this document and its impact on judicial officers cannot 
be overstated. The extensive deliberations and iterative drafting process, with inputs going 
back and forth between the SJA and RSIL, have resulted in a robust and well-crafted 
training model that addresses the complexities of the subject. 
 
The Advanced Training Course on Anti-Money Laundering and Countering the Financing 
of Terrorism is not merely a one-time endeavor but is instead envisioned as a permanent 
and integral component of the curriculum offered by the Sindh Judicial Academy. This 
strategic decision reflects the recognition of the urgent need to equip judicial officers with 
the knowledge and skills necessary to effectively combat terrorism financing and money 
laundering within the legal framework. 
 
It is worth mentioning that the SJA has consistently demonstrated its dedication to 
advancing the topic of anti-money laundering and countering the financing of terrorism. 
The Academy aims to conduct trainings on these subjects in various provinces, benefiting 
numerous judicial officers. With the introduction of this comprehensive course, jointly 
created with RSIL, the SJA's efforts to enhance understanding and competence in the field 
of anti-money laundering and terrorism financing will be further fortified. Furthermore, the 
role of Mr. Shahid Shafique, District and Session Judge, is highly appreciated as his 
involvement in developing this course has been valuable since its inception. 
 
This course stands as a testament to the fruitful collaboration between the SJA and RSIL 
and serves as a commendable example of how partnerships between different institutions 
can yield impactful outcomes. It is our shared hope that the Advanced Training Course on 
Anti-Money Laundering and Countering the Financing of Terrorism will serve as a vital tool 
in the ongoing efforts to uphold the rule of law, promote financial integrity, and safeguard 
societies against the threats posed by terrorism financing and money laundering. Thus, I 
believe this course shall benefit other provincial academies of Pakistan as well. 
 
Hon’ble Mr. Justice Nadeem Akhtar 
 
Judge, High Court of Sindh 
Director General, Sindh Judicial Academy  
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List of Abbreviations  
 
AML/CFT Anti-Money Laundering/Countering the Financing of   

Terrorism 
AMLA    Anti-Money Laundering Act, 2010 
ATA    Anti-Terrorism Act, 1997 
CrPC    Code of Criminal Procedure, 1898 
CEO     Chief Executive Officer  
CRO     Company Registration Office  
CTR     Currency Transaction Report  
FATF    Financial Action Task Force 
FIA     Federal Investigation Agency  
FIR    First Information Report 
FIs    Financial Institutions 
FMU    Financial Monitoring Unit 
ID    Identification  
IFTA     Investigation for Fair Trial Act, 2010  
IO    Investigation Officer  
IP    Internet Protocol 
IPDR    Internet Protocol Detail Record 
ICAP    Institute of Chartered Accountants of Pakistan  
LEAs    Law Enforcement Agencies 
ML     Money Laundering 
ML/TF    Money Laundering/Terrorism Financing 
MOI     Ministry of Interior 
MOU    Memorandum of Understanding  
MLA    Mutual Legal Assistance 
MLAA Mutual Legal Assistance (Criminal Matters) Act, 2020 
MVTS    Money or Value Transfer Services 
NAB    National Accountability Bureau 
NACTA   National Counter Terrorism Authority 
NADRA   National Database and Registration Authority 
NAO     National Accountability Ordinance, 1999 
NBFC     Non-Banking Finance Company  
NBMFC    Non-Bank Microfinance Company  
NGOs    Non-Governmental Organizations 
PPC     Pakistan Penal Code, 1860  
QSO                           Qanoon-e-Shahadat, 1984  
SBP    State Bank of Pakistan 
SECP    Securities & Exchange Commission of Pakistan 
SMS    Short Message Service 
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SOPs    Standard Operation Procedures 
SRO    Statutory Regulatory Orders 
STR    Suspicious Transaction Report 
TF    Terrorism Financing 
QCR    Quality Control Review  
UN 1988 Convention United Nations Convention against Illicit Traffic in 

Narcotic Drugs and Psychotropic Substances, 1988 
UNSC     United Nations Security Council  
UNSC Act   United Nations (Security Council) Act, 1948 
UNSC Resolutions United Nations Security Council’s Resolutions 1267 

and 1373 
UNCAC   United Nations Convention against Corruption 
UNODC   United Nations Office on Drugs and Crime 
UNTOC United Nations Convention against Transnational   

Organized Crime  
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Guide Descriptor  
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Purpose   
 
The purpose of this document is to provide facilitators with guidance on leading the 
Advanced Course on CFT at the Sindh Judicial Academy. It is critical to know the 
content of the training for which the Guide has been developed, as a firm grasp of 
the content will ensure that the training is effective in instilling the knowledge and 
skills required to successfully investigate, prosecute, and adjudicate upon cases of 
ML/TF.  
 
For this reason, within the Guide, each session has been separated to cover 
different advanced aspects of ML/TF. For each session, there is a detailed 
breakdown, course materials and excerpts from the Course Book that need to be 
explained by the facilitator during the session.  
 
In addition to this Guide, a Resource Pack will be provided to supplement the 
contents of this document. The Resource Pack contains: (i) a Course Book, (ii) 
PowerPoint presentations and (iii) Toolkits on AML/CFT in Pakistan Volumes I and 
II.  
 
The Resource Pack comes with a set of pre and post assessment questions to 
determine the impact of the training. It also includes an indicative agenda for a four-
day training which has been developed keeping in mind the themes that the 
lectures relate to. In line with principles of advanced learning, the training has been 
designed in an interactive manner with several case studies, activities, and 
opportunities for interaction among participants.  
 

Learning Outcomes  
 
By the end of the training, participants should be able to:  

�x Identify the legal framework and accurately use the law in cases of ML/TF in 
Pakistan; 

�x Distinguish between predicate offences and the offence of ML/TF; 
�x Successfully follow money trails and identify the proceeds of crime; 
�x Understand and use the tools for international cooperation for better 

investigation of cases of ML/TF through MLA;   
�x Understand and ensure the admissibility of different types of evidence; 
�x Learn to identify, obtain and rely upon a variety of evidence particularly of a 

financial nature; and 
�x Correctly use sentencing guidelines for cases of ML/TF. 
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Day One  
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Introduction  
 
Day one has been designed to provide participants with an introduction to ML/TF. 
The lectures are intended to provide definitions, elements, and sources of ML/TF. It 
also includes an overview of the global legal framework governing these offences, 
a brief overview of the grounds for Pakistan’s grey-listing by FATF, and a snapshot 
of Pakistan’s response to the grey-listing. 
 

Agenda  
 
A draft agenda has been provided below:  

 
DAY 1 

Introduction to Money Laundering/Terrorism Financing 

 
Timings 

 

 
Sessions 

 
Speakers 

 
9:30 AM – 10:00 AM 
 

 
Pre-Test 

 
10:00 AM -10:30 
AM 

 
Introduction and Training Outline 
 

�x Overview of AML/CFT Toolkit Vol. I 
and II 

�x Icebreaker session 
 

 
This can be 
conducted 
by a senior 
expert  

 
10:30 AM -12:30 
PM 

 
Session 1: Introduction to ML/TF in 
Pakistan and Global Legal Framework 
 

�x Understanding the challenge of ML  
�x Offence of ML in Pakistan 
�x Challenges of combatting ML 
�x Role of international cooperation in 

combating ML 
�x Terrorism Financing (TF) 
�x FATF 

 
This needs 
to be 
conducted 
by a senior 
expert on 
ML/TF and 
someone 
who 
understands 
the criminal 
justice  
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�x ML/TF challenges in Pakistan’s 
criminal justice sector  

�x Overview of FATF’s Action Plan and 
Pakistan’s response to grey listing 

�x The role of criminal justice sector in 
FATF compliance 

�x Assessment   
 

sector in 
Pakistan.   

 
12:30 PM -1:00 PM 
 

 
Tea Break 

 
1:00 PM – 2:30 PM 
 

 
Session 2: Elements of ML/TF in Pakistan 
  

�x Understanding the offence of ML 
�x Proceeds of crime  
�x Process of an ML offence 
�x Common methods used for ML 
�x Elements of TF under ATA 
�x Sources of TF 
�x Elements of ML under AMLA & ATA 
�x Assessment  

 

 
An expert 
with 
operational 
experience 
in this area  

 
2:30 PM-3:30 PM 
 

 
Lunch Break 

 
3:30 PM – 4:30 PM 

 
Group Activity 
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Session One: Introduction to ML/TF in 

Pakistan and Global Legal Framework  
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Objectives of the Training  
 
By the end of this training, trainees will be able to:  

�x Understand the challenge of ML;  
�x Differentiate between the predicate offence and the offence of ML; 
�x Describe the type and nature of predicate offences;  
�x Define the offence of ML under domestic law;  
�x Understand the role of international cooperation in combating ML;  
�x Delineate the response of the international community to ML;  
�x ML/TF Challenges in Pakistan’s Criminal Justice Sector; 
�x Overview of the FATF’s Action Plan; 
�x Pakistan’s Response to FATF Grey Listing; and  
�x Role of Criminal Justice Sector in FATF Compliance. 

 

Session Topics, Timeframe, Methodology, and 

Material Required  
 

 
Sr. No 

 
Topic 

 
Time 

 
Methodology 

 
1.  Welcome and 

Introduction 
 

5 Minutes Opening remarks – short 
introduction to the session and 
objectives. 

2.  Understanding 
the Challenge of 
ML 

10 Minutes Lecture with the presentation 
followed by a discussion on 
examples of predicate offences. 
 

3.  Offence of ML in 
Pakistan 
 

5 Minutes Lecture to provide an overview of 
the legal framework. 

4.  The Challenge of 
Combatting ML 

5 Minutes Have a discussion on what the 
challenges relate to ML – give an 
example through the PowerPoint 
presentation. Short Q and A on 
potential examples of how ML 
works and why it is challenging to 
counter.  
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5.  The Role of 
International 
Cooperation in 
Combating ML 
 

5 Minutes Brief lecture based on the 
PowerPoint on the role of 
international cooperation and the 
response of the international 
community to ML.  

6.  TF 10 Minutes Lecture with supporting 
presentation with an overview of 
the difference between ML/TF, the 
UNSC Resolutions as well as high 
profile individuals and entities 
listed under 1267 Consolidation 
and UNSC Resolutions 
 

7.   FATF  5 Minutes A short lecture on FATF and its 
implications supported by the 
PowerPoint presentation. 
 

8.  ML/TF 
Challenges in 
Pakistan’s 
Criminal Justice 
Sector 

10 Minutes Presentation and lecture on the 
current issues and a discussion 
on any other issues that are faced 
by practitioners which negatively 
impact the prosecution of ML/TF 
cases.  
 

9.  Overview of 
FATF’s Action 
Plan  
 

5 Minutes A quick overview supported by 
the presentation on the salient 
features of the Action Plan. 

10.  Pakistan’s 
Response to 
FATF Grey Listing 
 

5 Minutes  Lecture on key legislative and 
procedural developments as a 
result of the grey listing. 

11.  The Role of 
Criminal Justice 
Sector in FATF 
Compliance 
 

5 Minutes Interactive discussion supported 
by the presentation on issues that 
impede Pakistan’s compliance 
with FATFs Recommendations. 

12.  Way Forward and 
Conclusion 

5 Minutes Discussion with participants on a 
way forward. 
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Process of the Session  
 

Welcome the participants, and briefly introduce the training course. Trainers must 
give an overview of the topics that will be covered during this session. This is 
important as it provides participants with an expectation of what is to follow. Since 
this session is ninety minutes long it is crucial that the lecture is kept interactive, and 
discussion based. From the beginning, participants should be made aware of the 
simulation exercise that will be conducted. PowerPoint presentations are important 
tools for this session as many of the legal provisions and lists can be displayed there 
for participants to go over to keep them interested and informed.  
 

Background Material  
 
The background material for this session can be found in the Course Book attached 
to this Guide, as well as the Toolkit. 
 

Session Breakdown  
 

The relevant material is as follows: 
 
1. Introduction  

 
For the introduction it is important for the trainer to explain the purpose behind the 
session, provide the learning outcomes, and accordingly set expectations. Any 
rules for the training regarding the usage of phones, format for asking questions, 
and overall classroom decorum should be explained at the forefront. Participants 
should be encouraged to take notes and to participate openly in the session to allow 
for a more productive session.  
 
2. Understanding the Challenge: Money Laundering 

 
This part of the session should be a careful mix of a top-down lecture and 
discussions with participants to ensure that they understand the difference between 
a predicate offence and the offence of money laundering. The following points need 
to be highlighted:  
 

�x ML relates exclusively to funds and proceeds acquired through illegal or 
unlawful means.  
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�x ML is the act of disguising the illicit origins of funds via a series of complex 
transactions.  

�x Since ML is linked with the proceeds of crime, there is always a predicate 
offence underlying the offence.  

�x Article 6 of the UNTOC identifies four actions relating to ML: 
 

o Conversion or transfer of crime proceeds for the purpose of 
concealing their illicit origin;  

o Concealment or disguise of crime proceeds;  
o Acquisition, possession or use of crime proceeds; and 
o Contributing indirectly to the commission of the offences outlined 

above, including participation in and conspiring or attempting to 
commit the offences in question. 
 

�x Under Pakistani law, the following definitions have been provided:  
o  – Section 2(xxviii), AMLA defines ‘Proceeds of Crime’ as:  

 
“Proceeds of crime” means any property derived or obtained directly 
or indirectly by any person from the commission of a predicate 
offence or a foreign serious offence; 

o Section 2(xxvi), AMLA defines ‘Predicate offence as:  
 
“Predicate offence” means an offence specified in Schedule-I to this 
Act.  
The Schedule includes serious PPC offences and offences under 
ATA, CNSA, Arms Act, NAB Ordinance, Customs Act, Prevention of 
Trafficking in Person Act etc. 

o Definition of ‘Foreign Serious Offence’ – Section 2(xvi), AMLA: 
Foreign serious offence means an offense: 
 

(a) Against the law of a foreign state stated in a certificate issued 
by, or on behalf of, the government of the foreign state; and 
 

(b) which, had it occurred in Pakistan, would have constituted a 
predicate offence. 
 

  



 

13 
 

FACILITATORS’ GUIDE – Advanced Training Course on Anti-Money Laundering and Countering the Financing of Terrorism 

This is to be followed by a discussion on what predicate offences are.  
 
An example that can be shared by the trainer is:  
 
 
Example No. 1 
 
A drug-trafficker has made a profit of Rs. 1,000,000,000 by smuggling opium 
across the border from Afghanistan into Pakistan. In order to disguise these 
origins, he undertakes measures that would conceal the fact that the funds are 
the proceeds of a crime. He “cleans” the money by putting money in accounts 
that are linked with some offshore companies. These companies then deposit the 
money in small increments to his personal bank account under the guise of 
“services rendered”.  The drug trafficker is guilty of the offence of ML and the 
predicate offence of drug trafficking.  
 
Example No. 2 
 
An organized group of human traffickers has made a profit of Rs. 5,000,000,000 
by trafficking persons within and outside the country. In order to disguise these 
origins, he undertakes measures that would conceal the fact that the funds are 
the proceeds of a crime. They “clean” the money by putting money in accounts 
that are linked with farming of livestock, recruitment agency and hotel business. 
These registered businesses show huge profit and accordingly partners of the 
business share profit and substantial profit amount is deposited in their personal 
bank accounts. Their tax return profiles also reflect different businesses and profit 
earned from those businesses. The profit is subsequently converted in buying 
properties that are in personal use of the partners. Out of three partners, two have 
close relations and their children live together as wife husband in UK. Initially they 
visited for study. They are currently running a hotel there. There is no record with 
any of the partners for transferring funds to their children for running the business. 
  
Trainer to put following quarries: 
 

1. What is/are predicate offence/s? 
2. Who has committed those offences?  
3. Who would be the investigation agency to investigate predicate offence/s?  
4. How to identify ML offences? 
5. What type of evidence may be collected by the investigation agency 

during enquiry or investigation?  
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6. What actions would be required by the I.O. to identify and highlight the 
process of placement, layering and integration of crime proceed?  

7. What would be the role of the court supervising investigation?  
8. What kind of role may be played by the trial court in bringing necessary 

evidence on record? 
9. How many FIRs will be registered during the course of investigation?  
10. Who will refer the case to FIA for conducting investigation under ML and 

at what stage?  
11. What process is to be adopted to seize the property in the UK if reasonable 

grounds are available that it was purchased from crime proceed and the 
amount was sent to UK through Hawala Hundi?      

12. Who has- 
 

i. acquired 
ii. converted, concealed or disguised the true nature. 
iii. possessed 
iv. used 
v. transferred property, cause disposition or movement, change its 

origin and location or ownership of the property in the above facts 
and circumstances.  

 
Note: Trainer to give feedback to the trainees. This activity may be assigned to a 
group of four people.   
 

 
3. Offence of Money Laundering in Pakistan  

 
The offence of ML as per the prevalent law needs to be explained to the 
participants.  

�x Under Section 3 AMLA, a person shall be guilty of offence of ML, if the 
person:  

o acquires, converts, possesses, uses, or transfers property, knowing 
or having reason to believe that such property is proceeds of crime; 

o conceals or disguises the true nature, origin, location, disposition, 
movement or ownership of property, knowing or having reason to 
believe that such property is proceeds of crime; 

o holds or possesses on behalf of any other person any property 
knowing or having reason to believe that such property is proceeds 
of crime; or 
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o participates in, associates, conspires to commit, attempts to commit, 
aids, abets, facilitates, or counsels the commission of the acts 
specified in clauses (a), (b) and (c). 

�ƒ Explanation-I.- The knowledge, intent or purpose required as 
an element of an  offence  set forth  in  this  section  may  be  
inferred  from  factual  circumstances  in  accordance  with  
the Qanun-e-Shahadat Order, 1984 (P.O. X of 1984). 

�ƒ Explanation II.- For the purposes of proving an offence under 
this section, the conviction of the accused for the respective 
predicate offence shall not be required. 
 

 
Exercise 
 
AB (Pvt.) Ltd. is a Pakistani company with business activities centered around 
human resource recruitment. They have connections, including formal contracts 
with foreign countries to hire technical and non-technical workers for them. The 
company-initiated recruitment in 2020 for Saudi Arabia to recruit 10 electricians, 
5 plumbers, 5 nurses and 10 babysitters. The process was completed in six 
months and accordingly newly recruited staff joined the companies in Saudi 
Arabia. Similar practice was repeated for almost a similar category of staff in the 
USA and their process was completed in one year and accordingly selected 
employees travelled to the USA.  
 
In 2022 another advertisement is published in two newspapers. FIA received 
three complaints from different persons alleging against the recruitment agency 
M/s. AB (Pvt.) Ltd. for not paying the amount on account of salary that was 
offered herein Pakistan. It is also agitated in a complaint that a few women are 
compelled to work as sex workers and for which they are paid more than the 
commitment. 
 
AB (Pvt.) Ltd. also has other businesses as revealed from their income tax and 
wealth tax return. Shareholders of the company have property in Saudi Arabia 
and USA. In Pakistan every director has a 1000 Sq. yard-house in different cities, 
and own multiple properties across the country. Audited balance sheet of AB 
(Pvt.) Ltd. shows that they pay substantial amount to different charity 
organizations and madrassahs. 
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Required: 
 

i. Is there any possibility of money laundering? 
ii. Has the company or any of its directors committed a predicate offence? 
iii. If yes, Identify the nature of predicate offence. 
iv. Did the company or any of its directors attempt placement and layering, 

if so, how? 
 

 

4. Challenges in Combating Money Laundering 
 

It is important that participants understand the nuances of ML and how it is 
challenging to combat based on its technical nature. To do this it will be useful to 
provide examples of how this is done. For this part, participants should also be 
encouraged to ask questions.  
 

�x To understand the challenge of combating ML, consider the following 
example. A cash-based Laundromat has no paper trail making it easier for 
money-launderers to put money gained through (for e.g.,) a drug smuggling 
ring “on the books”. This is done by claiming more people used the 
Laundromat than they did. 
 

o In order to determine the authenticity of this, authorities will have to 
surveil the locality, count the customers, and loads of laundry and 
then compare their own numbers with those provided by the 
Laundromat.  

o If the launderer owns more than one laundromat, oversight quickly 
becomes very expensive. 

o Now imagine if a string of Laundromats is owned under different 
names and in different legal jurisdictions. 
 

�x Casinos, banks, and other deposit taking institutions that don’t verify the 
names of the beneficial owners can do the same.  

�x This makes it almost impossible to find the source of money. 
�x Today’s fast-moving, global financial system can have the same effect 

because money moves faster than those tracking it.  
�x The challenge of small ‘safe haven’ states should also be highlighted. 
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5. The Role of International Cooperation in Combating Money Laundering 

 
It is important for participants to understand that ML is often the ‘tip of the iceberg’ 
– following the money often helps identify the magnitude of international crime. 
Controlling that iceberg requires substantial international cooperation, since ML is 
a trans-boundary, trans-jurisdictional issue. This requires States to cooperate in 
order to clamp down on all the links in the criminal chain that precede and proceed 
with ML.   
 
Participants should be made aware that negotiations surrounding AML agreements 
focus on the ability of police and judicial actors to cooperate across borders. This 
demand for cooperation only increases when tracking money intended to fund 
terrorism - a non-compliant state can become a global problem.  
 

�x With regard to the response of the international community to ML the 
following points should be communicated: 
 

o By 1989, it was clear that UN Conventions were a cumbersome and 
ineffective method of dealing with ML.  

o Some States argued the process was too complex, preferences too 
divergent, and outcome too basic to be effective.  

o Convention took 10 years in negotiations making it inept to regulate 
the highly adaptive world of finance.  

o The Establishment of Task Force on ML to compile all AML laws 
(1989) was proposed by the US, designed to be a one-year fact-
finding Task Force to catalogue AML statutes on books around the 
world.  

o The Proposal was resisted a year before the G7 agreed to participate 
in the newly formed “Financial Action Task Force” on ML.  

o Starting as an 11-member task force with a one-year mandate to 
combat flow of funds from the drug trade.  

o Today, FATF is a transnational public policy, multi-level network – 39 
full members, 9 regional groupings as associate members and 28 
observer bodies (including World Bank, International Monetary 
Fund, Asian Development Bank, Interpol, UN Office for Drugs and 
Crime, UN Counter-Terrorism Directorate, Egmont Group). 
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6. Terrorism Financing 
 

This is a key area of the lecture and therefore sufficient time should be spent in 
explaining what TF is, the global regime in relation to it and the difference between 
ML/TF.  
 

�x TF is defined as the financing of terrorists, terrorist acts and terrorist 
organizations.  

�x The difference between TF and ML is that while TF involves the collection or 
provision of funds for terrorist purposes, ML refers to “the process of 
concealing the illegal origin of profits from crime”. The funds involved in ML 
will always be of illicit origin.  However, when it comes to TF, funds can 
originate from either legal or illegal sources or both.  
 

o Examples:  
 
(i) Individual A in Karachi is involved in kidnapping for ransom. In 

the current year, two FIRs were registered against A and trial is 
pending in district court. The money being generated from this 
activity is being used to fund a terrorist organization in 
Balochistan. His travel history reflects the number of visits to 
Balochistan during the year. He is neither in employment nor 
running business in Balochistan. There are reasonable grounds 
to believe that individual A is involved in TF involving an illegal 
source of money.  

(ii) Individual B works for a bank. He is a long-term supporter of a 
proscribed terrorist organization and donates money to it. 
Individual B is committing the offence of TF even though the 
source of money is legal. 
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Exercise 
 
1. What type of evidence is needed to prove connection between terrorist 

organization and Mr. A?  
2. What would be importance to prove predicate offence in the present 

circumstances? Identify quantum of evidence that would prove that A 
provided funds to the terrorist organization, and these were arranged out of 
crime proceed?  

3. What evidence would be necessary to prove that A knowingly funded to a 
terrorist organization?   

4. What type of evidence is needed to prove a connection between proscribed 
organization and Mr. B? 

5. How to prove B’s donation to a proscribed organization? 
 

 
�x In relation to the global regime the relevant UNSC Resolutions need to be 

highlighted – these are provided in the handout attached to this guide. 
�x In pursuance of the mandate of preserving International Peace and Security, 

the Security Council is empowered, under Chapter VII of the UN Charter, to 
adopt measures that include economic sanctions, arms embargoes, travel 
bans etc. (Art. 41 of the UN Charter).  

�x The Security Council has the power to adopt decisions which are binding on 
members of the United Nations (Art. 25 of the UN Charter).  

�x The UNSC Resolution 1267 establishes a sanctions regime to cover 
individuals and entities associated with Al-Qaeda, Osama bin Laden 
(UNSCR 1333) and the Taliban (UNSCR 1267).  

�x 1267 and its successor resolutions require countries to immediately freeze 
funds, financial assets or economic resources of individuals and entities who 
are designated as terrorists by the UNSC. (Paragraph 4(b)).  

�x It sets up the 1267 Committee which can proscribe entities and individuals, 
and which seeks implementation reports from all the States. 

�x In relation to the high-profile individuals and entities listed under the UNSC 
Resolution 1267 consolidated list a quick snapshot can be given to 
participants. This is provided in the handout attached and can be displayed 
on PowerPoint. 

�x Additionally, UNSC Resolution 1373 should also be explained as to how it 
was adopted after the events of September 11th, 2001.  

�x  The Resolution requires States to criminalize terrorism, especially TF, deny 
‘safe havens’ to terrorists and ‘bring them to justice’. It also requires all States 
to enhance cooperation, especially mutual legal assistance.  
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�x It sets up the UNCT Committee which monitors the implementation of 
UNSCR 1373. This is considered to be one of the most important legal 
instruments of this century which has directly impacted Pakistan’s 
economic, foreign and security policy and international relations. 
 

7. FATF 
 

It is important that participants know how the global regime on AML/CTF has been 
consolidated. As a result, the obligation to combat ML/TF is iterated within different 
treaties, UNSC Resolutions and FATF’s standards.  
 

�x The FATF has developed a series of recommendations that are recognized 
as the international standard for combating ML/TF.  

�x Understanding the objective of the FATF recommendations is important, as 
it helps carve out an international standard that countries can tailor subject 
to their local, legal, and financial regimes.  

�x Countries are therefore mandated to:  
 

o identify ML/TF related risks;  
o develop policies and domestic coordination mechanisms 

accordingly; 
o pursue an investigation against ML/TF and the financing of 

proliferation; 
o apply preventive measures within the financial and other designated 

sectors; 
o establish roles and responsibilities for the competent authorities 

(e.g., investigative, law enforcement and supervisory authorities);  
o increase the dissemination of information related to terrorist 

organizations amongst legal institutions; and  
o facilitate international cooperation. 

 
�x UNSC Resolution 2462 needs to be highlighted which states that:  

 
“Strongly urges all States to implement the comprehensive 
international standards embodied in the revised Forty FATF 
Recommendations on Combating Money Laundering, and the 
Financing of Terrorism and Proliferation and its interpretive notes” 
(Operative Clause No. 4) 
 

�x Ensuring Implementation of the FATF Regime: To secure implementation of 
the FATF recommendations, States are assessed using a system of 
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‘Technical Compliance’ that focuses on whether the laws, and institutional 
frameworks of a country are technically competent to implement the FATF 
recommendations. This includes a review of the powers and procedures of 
the competent authorities and the coordination mechanisms between them. 

 
The following can be briefly explained to the participants, and it should ideally not 
take too much space in the session: 
 

�x Since 1989, the FATF has consistently upgraded its monitoring mechanisms 
to ensure States improve compliance with its AML/CFT standards. 

�x Currently: International Cooperation Review Group (ICRG) in the FATF – 
established in 2007 and enhanced in 2009, follows the following steps when 
conducting mutual evaluations and other assessments: 
 

i. Initial Mutual Evaluation Report (MER) of Country by FATF Style 
Regional Body (Pakistan’s MER is conducted by the Asia Pacific 
Group (APG) 

ii. If a country scores poorly on its MER it enters the ICRG Review 
Process. A poor score is determined by 20 NC/PC on Technical 
Compliance or a low level of effectiveness in 6 of the 11 Immediate 
Outcomes. 

iii. A country that enters the ICRG Review Process is given 1 year 
Observation Period to work with FATF to address deficiencies in its 
systems. 

iv. If FATF deems progress insufficient, the country is moved to the 
FATF Public Statement where it is identified as a Jurisdiction with 
Strategic Deficiencies in its AML/CTF systems. (Informally known as 
the Grey List). 

v. Jurisdictions that have serious, long standing strategic deficiencies 
that fail to make progress after Grey Listing can be made subject to 
counter-measures which isolates the country from the international 
financial system in order to protect it from ML/TF. (Informally known 
as the blacklist). 
 

�x Pakistan’s rating on the MER (2019) indicates that there was low compliance 
on 10 out of 11 immediate outcomes, and moderate compliance on one 
immediate outcome (international cooperation).  

�x The implications of grey-listing and black-listing must also be highlighted.  
�x A country that has been grey listed faces numerous challenges, including, 

stricter guarantees for borrowing from international lenders, enhanced due 
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diligence measures on financial dealings, a need for high level political 
commitment to implement legal, and regulatory and operational reforms.  

�x Being blacklisted severely hampers business activity and trade, potentially 
bankrupting a country and rendering foreign loans/funds unavailable. 
Foreign banks and companies are highly discouraged from operating in a 
blacklisted territory. 
 

8. ML/TF Challenges in Pakistan’s Criminal Justice Sector as per the FATF MER 
2019  
 

The following takeaways from the assessment team should be highlighted (as of 
2018):  

�x Pakistan LEAs undertook 2,420 ML investigations, resulting in 354 
prosecutions. These culminated into only one conviction. 

�x Pakistan registered 228 TF cases and convicted 58 individuals, found to be 
inconsistent with Pakistan’s overall level of TF risk. 

�x Pakistan undertook zero TF investigations of legal persons due to presumed 
lack of capacity of prosecutors. 

�x From 2014 to 2018, Pakistan made over 140 outgoing MLA requests with 
most requests related to the production of documents (financial and judicial 
information) for predicates crimes (corruption, followed by drug offences) - 
only 15 of these were for TF cases. 

�x Pakistan made 76 extradition requests including 4 for terrorism and 1 for TF. 
�x The MER noted that these findings were grossly inconsistent given the high 

TF/ML risks in Pakistan, illustrating that the justice sector was failing to target 
TF/ML effectively. 

�x When authorities were asked the underlying reasons for only one conviction, 
it was stated that the AMLA is a relatively new Act and requires more time to 
get efficient results. 

�x However, the assessment team noted that the AMLA came into force in 2010 
(8 years prior to the onsite). Before that, the AMLO was in effect since 2007.  

�x The assessment team was of the view that:  
(i) the collection of insufficient evidence;  
(ii) ineffective use of investigative tools;  
(iii) the delays at the trial stage; 
(iv) and the low levels of awareness as to the elements of TF/ML 

offence by the judiciary were the main grounds for the contrast 
between investigations/prosecutions and the nearly non-
existent conviction rate in Pakistan.  

�x Recommended Actions by the FATF/APG: provide targeted ML training to 
LEAs, prosecutors and the judiciary to enhance their understanding of 
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TF/ML offences including comprehending barriers ahead of successful 
investigations and prosecutions. 
 

In addition to this the trainer should encourage a discussion on what are some of 
the failings and how successful the recommended actions have been. Participants 
should be encouraged to share their views on the issues that are being faced and 
what are some of the reasons for prosecutorial failings in ML/TF cases. 

 
9. Overview of FATF’s Action Plan 

 
The twenty-seven-point Action Plan of 2018 and the seven-point Action Plan of 2021 
should be briefly highlighted through the presentation. Only the relevant points 
should be mentioned in the voice over – participants should ideally read the Action 
Plans as part of their background reading which are part of the attached handout 
and can also be found in the background readings.  
 
 
Twenty-Seven Point Action Plan 2018 
 
1. Understanding risks of CFT by the financial sector.  
2. Outreach sessions of AML/CFT for FIs.  
3. Developing an integrated database at airports.  
4. Mechanisms to publicize designated persons and entities.  
5. TF specific units and analysis done by FMU and SBP.  
6. Audit of FIs by the SBP.   
7. STRs disseminations and analysis done by FMU.  
8. TF risk assessment and its implementation.  
9. Inter-coordination mechanism of federal & provincial departments.  
10. Parallel investigations by CTDs.  
11. Risk assessment of cash smuggling.   
12. Implementation of domestic cooperation to counter cash smuggling.  
13. Understanding TF by the judiciary through conducting awareness and 

training sessions.  
14. Risk based outreach of DNFBPs and NPOs. 
15. Pakistan will have to demonstrate effectiveness of sanctions including 

remedial actions to curb TF in the country; 
16. Pakistan will have to ensure improved effectiveness for terror financing of FIs 

with particular to banned outfits; 
17. Pakistan will have to take actions against illegal MVTS such as Hundi-Hawala;  
18. Pakistan will have to place sanction regime against cash couriers;  
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19. Pakistan will have to ensure logical conclusion from ongoing terror financing 
investigation of LEAs against banned outfits and proscribed persons;  

20. Pakistani authorities will have to ensure international cooperation-based 
investigations and convictions against banned organizations (list provided to 
Pakistan) and proscribed persons (list provided to Pakistan);  

21. Place effective domestic cooperation mechanisms between FMU and LEAs 
in TF investigations; 

22. Prosecution of banned outfits and proscribed persons (list provided to 
Pakistan); 

23. Demonstrate convictions from court of law of banned outfits and proscribed 
persons (list provided to Pakistan);  

24. Seizure of properties of banned outfits and proscribed persons (list provided 
to Pakistan);  

25. Conversion of madrassas to schools and health units into official formations 
(list provided to Pakistan);  

26. To cut off funding of banned outfits and proscribed persons; and  
27. Pakistan will have to place permanent mechanism for management of 

properties and assets owned by the banned outfits and proscribed persons 
(list provided to Pakistan) 
 

 
FATF’s Additional 7 Point Action Plan 2021 
 
1. Enhancing international cooperation by amending the Mutual Legal 

Assistance law;  
2. Demonstrating that assistance is being sought from foreign countries in 

implementing UNSCR 1373 designations;  
3. Demonstrating that supervisors are conducting both on-site and off-site 

supervision commensurate with specific risks associated with DNFBPs, 
including applying appropriate sanctions where necessary;  

4. Demonstrating that proportionate and dissuasive sanctions are applied 
consistently to all legal persons and legal arrangements for non-compliance 
with beneficial ownership requirements;  

5. Demonstrating an increase in ML investigations and prosecutions and that 
proceeds of crime continue to be restrained and confiscated in line with 
Pakistan’s risk profile, including working with foreign counterparts to trace, 
freeze, and confiscate assets; and  

6. Demonstrating that DNFBPs are being monitored for compliance with 
proliferation financing requirements and;  

7. Sanctions are being imposed by the State for non-compliance of these 
measures. 
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10. Pakistan’s Response to FATF Grey Listing 
 

It is important that participants are aware of the efforts that have been made to 
ensure that Pakistan is removed from the grey list. The presentation that will support 
the lecture must include the following few points.  
 

�x In June 2022, FATF declared Pakistan largely compliant on all 34 Action Plan 
Points and consequently conducted an on-site evaluation.  

�x Pakistan officially exited the FATF grey list in October 2022. This resounding 
achievement was made possible by a multi-pronged approach employed 
by the government of Pakistan that aimed at legal/administrative reforms, 
justice sector capacity-building and law enforcement action.  

�x Pakistan has in total passed 15 laws/ordinances and around 75 
rules/regulations since 2018 to enhance its compliance with the FATF’s 
Recommendations.   

�x The key areas of concern, such as DNFBPs and MLA were also brought 
under the ambit of regulation. Furthermore, the key state institutions have 
been thoroughly revamped and coordination mechanisms greatly improved 
to achieve these results. 

 
 

Relevant Authorities 
  

 
Regulators 

 
Ministerial Authorities 

  

 
Agencies 

State Bank of Pakistan   Ministry of Foreign Affairs  Financial 
Monitoring 
Unit 

Securities and Exchange 
Commission of Pakistan  

Ministry of Interior  National 
Counter-
Terrorism 
Authority  

Pakistan Post  Ministry of Finance  Federal 
Investigation 
Agency  

Central Directorate of National 
Savings  

  CTD 
(provincial) 

Federal Board of Revenue    
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Participants should know that as a response to being grey listed by the FATF, 
Pakistan adopted the following laws:  
 

�x Anti-Money Laundering (Amendment) Act, 2020 
�x Anti-Money Laundering (Second Amendment) Act, 2020 
�x Anti-Terrorism (Amendment) Act, 2020 
�x Anti-Terrorism (Second Amendment) Act, 2020 
�x Anti-Terrorism (Third Amendment) Act, 2020 
�x Mutual Legal Assistance (Criminal Matters) Act, 2020 
�x UN Security Council (Amendment) Act, 2020 
�x Companies (Amendment) Act, 2020 
�x Limited Liability Partnership (Amendment) Act, 2020  
�x Islamabad Capital Territory Trust Act, 2020 
�x Control of Narcotics Substance (Amendment) Act, 2020 
�x Islamabad Capital Territory Waqf Procedure Act, 2020 
�x NACTA (Amendment) Act, 2020 
�x Foreign Exchange Regulations (Amendment) Act, 2020 
�x Pakistan has provided four case examples of proactive financial 

investigations involving members of Lashkar e Taiba (LeT), an associate of 
a proscribed domestic terrorist group, and a UNSCR 1267 individual. The 
update provided is that three of the cases were registered by CTD Punjab 
and one by CTD Sindh and one by the FIA with TF provisions (11F, 11H and 
11N) of the ATA. Nine (9) cases initiated against UN designated persons 
including recent charges against Hafiz Saeed (designated at the UN in 
2008). 

 
It is important that participants understand that going forward there is going to be 
an emphasis on the parallel TF cases for the hundreds of Jamaat-ud-Dawa (JuD) 
and Falah-e-Insaniat Foundation (FIF) property that the Government of Pakistan has 
taken for an enhanced response to FATF requirements and to ensure that they are 
not placed back on the grey list. Participants should be informed of the pivotal role 
they will play in this case.  
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11. Role of the Criminal Justice System in FATF Compliance 
 

This is a key area of the session. It should be kept discursive and interactive, 
encouraging participants to engage freely with the trainer as well as their peers.  
 

�x The following should be used as the basic grounds to build the discussion 
on:  
 

o Malaise in justice sector:  
 

�ƒ Faulty investigations and prosecutions result in acquittals.  
�ƒ These historical concerns continue to plague Pakistan’s 

justice sector.  
 

o Antiquated processes and lack of capacity:   
 

�ƒ Critical dearth in capacity and expertise in tracking financial 
information to obtain evidence that could result in successful 
prosecutions and lead to convictions. 

�ƒ LEAs and prosecutors unfamiliar with lawfully using special 
investigative techniques (evidence through interception, 
surveillance, controlled deliveries, accessing computer 
systems etc.). 

�ƒ IOs are required to have knowledge of global financial 
systems, including areas such as how to procure information 
from foreign countries in order to successfully obtain 
evidence for ML/TF offences. 

�ƒ Judiciary is not fully familiar with TF/ML laws, and not 
meaningfully trained in examining and analyzing financial 
and electronic evidence or the evidence collected through 
modern devices. 
 

12. Way Forward 
 

The session should conclude with a discussion on the way forward and what needs 
to be achieved through the different justice sector actors. Some key points that need 
to be stressed upon are:  
 

�x Encouraging buy-in from justice sector actors and designated sectors. 
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�x Reducing Reliance on Ocular Testimony – moving away from using 
eyewitnesses to increasing use of financial evidence and special 
investigative techniques. 

�x Improving quality of investigations to include MLA. 
�x Building broad-scale capacity-building across all fronts to ensure effective 

compliance for investigators, prosecutors, and judicial authorities. 
 

Concluding Summary 
 
A brief summary needs to be given on the session which is as follows:  
 

�x There are no universal definitions of ML/TF and therefore must be 
understood in the context of international law and domestic law. 

�x ML/TF offences in Pakistan fall under two separate legal regimes, i.e., ATA 
and AMLA. 

�x While ML and TF are separate offences, ML can sometimes lead to TF. 
However, it is important to note that TF can also occur without any ML.  

�x There is a comprehensive international legal framework governing AML/CFT 
in the world, applied through international institutions such as the UN, FATF 
etc. This global AML/CFT regime is consolidated in various international 
legal instruments, notably UNSC Resolutions and the FATF’s standards. 

�x The FATF prioritizes technical and effective compliance with its international 
standards by States, ensuring that countries are mitigating ML/TF risks. Most 
of these standards fall within the parameters of the criminal justice sector 
with the emphasis on enhanced capacity-building of justice sector actors 
and increasing the number of ML/TF investigations and prosecutions that 
result in convictions. 

�x Pakistan’s grey-listing by the FATF exposed faults within the country’s 
AML/CFT framework, including structural deficiencies such as no dedicated 
law for MLA and no supervisory frameworks for high-risk sectors such as 
DNFBPs. 

�x Pakistan was handed two stringent Action Plans targeting TF and ML 
separately. In order to boost its technical frameworks, Pakistan passed 15 
laws and more than 75 rules/regulations to enhance compliance with the 
FATF framework. This allowed Pakistan to enhance its compliance ratings 
significantly and successfully complete the two Action Plans. Pakistan 
exited the FATF grey-list in October 2022. 
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Activity  
 
At the end of this session, participants should be given the following MCQs to 
assess whether they have fully grasped the contents of this session. These should 
be peer-reviewed by the group to allow participants to engage with each other. The 
correct answers are in bold and should be provided once the answer papers have 
been distributed in the group.  
 
 

1. A person shall be guilty of the offence of ML under Section 3 of the AMLA 
2010 if the person:  
 

a) Possesses, converts, acquires, transfers or uses the property, 
knowing or having reason to believe that such property is proceeds 
of crime. (Correct) 

b) Acquires, converts, uses or transfers property, knowing that such 
property is proceeds of crime.  

c) Acquires, converts, possesses, uses or transfers property, even if 
the person is not that such property is proceeds of crime.  

d) Possesses, converts, acquires, transfers or uses the property, with 
or without knowledge that such property is proceeds of crime.  
 

2. Terrorism Financing can be defined as:  
 

a) Providing money from illegal sources to a terrorist organization.  
b) Providing money from legal sources to a terrorist or terrorist 

organizations.  
c) Sending money from abroad to a known terrorist in Pakistan.  
d) All of the above (Correct)  
e) None of the above.  
 

3. In Money Laundering the source of the funds or property is always illegal 
(black money). In terrorism financing, the source of the funds is irrelevant as 
long as the purpose for which they are used is terrorism.  
 

a) True (Correct)  
b) False.  

 
4. When implementing the UNSC Resolution 1267, the Ministry of Foreign 

Affairs has to issue Statutory Regulatory Orders for the implementation of UN 
Resolutions.  
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a) True (Correct) 
b) False  
 

5. Munir sees a man outside his local mosque asking for donations for jihad 
against the Government. Munir gives the man Rs. 1000, but he distinctly 
specifies that the money should not be used for violence, and only to feed 
the poor. Has Munir committed a crime, and if so, which one?  
 

a) Yes. He has committed ML because he has given money to a person 
who is likely to use it for an illegal act.  

b) Yes. He has committed terrorism financing because he knows or has 
reason to believe that the money will be used for terrorism. (Correct)  

c) He has not committed any crime as he clearly told the man not to use 
the money for violence.  
 

6. Ali is a drug smuggler. He sold his last shipment of heroin for Rs. 20 million. 
He received the money in cash and purchased dollars’ worth $50,000/- from 
a local money changer with that money. This will be considered: 
 

a) ML because Ali has converted the money he received from the illegal 
sale of heroin. (Correct) 

b) ML because Ali has transferred the money he received from the sale 
of heroin outside the country. 

c) An offence under Sec. 9(c) of the Control of Narcotic Substances 
Act, 1997 (CNSA) only. 
 

7. Which of the following was not a part of the twenty-seven-points action plan 
given by FATF in 2018? 
 

a) Pakistan will have to ensure logical conclusion from ongoing terror 
financing investigation of law enforcing agencies (LEAs) against 
banned outfits and proscribed persons.  

b) Place effective domestic cooperation mechanisms between FMU 
and LEAs in TF investigations.  

c) Seizure of properties of banned outfits and proscribed persons. 
d) Conversion of madrassas to schools and health units into official 

formations. 
e) All the above-mentioned were included in the action plan. (Correct) 
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8. Although Pakistan has passed about 15 laws/ordinances, and around 75 
rules/regulations since 2018 to enhance its compliance with FATF’s 
Recommendations, these laws failed to address mutual legal assistance.  
 

a) True  
b) False (Correct). 
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Session Two: Elements of Terrorism Financing 

and Money Laundering in Pakistan 
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Objectives of the Training  
 
By the end of this training, trainees will be able to:  

�x Define ML/TF;  
�x Define ‘proceeds of crime’;  
�x Understand the process of ML; 
�x Distinguish the common methods used for ML; 
�x Define the elements of TF under the Anti-Terrorism Act, 1997;  
�x Identify sources of TF;  
�x Distinguish the elements of ML under the AMLA and ATA; and   
�x Understand charging standards.  

 

Session Topics, Timeframe, Methodology and 

Material Required  
 

 
Sr. No 

 

 
Topic 

 
Time 

 
Methodology 

1.  Introduction 5 Minutes Spend the first five minutes of 
the lecture for introductions 
and session objectives. 
 

2.  Proceeds of 
Crime 

5 Minutes Lecture followed by a 
discussion on the types of 
proceeds of crime.  
 

3.  Process of a ML 
offence 

10 Minutes Have a discussion on what the 
process of ML is, with an 
explanation of the three 
stages of ML followed by a 
case study that will help 
participants better understand 
the process.  
 

4.  Common 
methods used 
for ML 

5 Minutes Brief lecture that goes over 
the common methods used 
for ML. This can be 
accompanied by a few case 
studies.  
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5.  Elements of TF 
under ATA 

10 Minutes Lecture with supporting 
presentation with an overview 
of the elements of TF and the 
legal framework provided 
under the ATA. 
 

6.  Sources of TF 5 Minutes 
 

A short lecture on the sources.  

7.  Elements of ML 
under AMLA and 
ATA 

5 Minutes Lecture with supporting 
presentation with an overview 
of the elements of ML and the 
legal framework provided 
under the ATA.   
 

8.  Charging 
Standards 

10 Minutes A quick overview of the 
importance of having 
charging standards in place, 
and the essential ingredients.  
 

9.  Conclusion 5 Minutes A quick summary should be 
provided to participants, and 
they should also be asked to 
discuss anything they did not 
particularly understand.  
 

 

Process of the Session  
 
This session is designed to last for sixty minutes, during which participants will be 
engaged using lectures, presentations, and case studies.  
 

Background Material  
 
The background material for this session can be found in the Case Book attached 
to this Guide as well as the Resource Pack. 
 

Session Breakdown  
 
For the second session, the following topics will be covered: 
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1. Predicate offences 
 

Predicate offences are listed in the AMLA, 2010. Kidnapping for ransom, theft of 
vehicles, manipulation in land revenue record, human trafficking, extortion etc. are 
the common offences that lead to ML & TF. Out of these, most offences are initially 
investigated by the police department and after completing of investigation, final 
reports/charge sheet is submitted before magistrate working under the 
administrative control of District & Sessions Judge. Police and judges working at 
the district level need to understand the correlation between predicate offence and 
ML/TF. The Investigation Officer (IO) conducting the investigation should be vigilant 
about ML cases and should assess at the outset of the investigation if there are 
reasonable grounds that the accused was involved in ML or TF related crime. Once 
this is determined, an appropriate agency may be approached for enquiry. This 
would be possible for the police officer and the magistrate if they understand 
concept of the ML and TF.    
        
2. Proceeds of Crime 

 
It is important that participants are able to understand what proceeds of crime are. 
As ML falls within the realm of serious and organized crime, the main goal is mostly 
to generate profit through criminal activity. Participants need to understand what 
the different types of proceeds can be and how these can be identified.  
 

�x The proceeds of crime are money or assets gained by perpetrators during 
the course of their criminal activity.  

�x Under Pakistani law, section 2(xxviii) AMLA, the term “proceeds of crime” 
is defined as “any property derived or obtained directly or indirectly by the 
commission of a predicate offence or a foreign serious offence.”   
 

o The term “property” here is meant to include all property and assets 
of any description whether moveable or immoveable, tangible, or 
intangible, including deeds and instruments that express ownership 
of any such asset and cash and monetary instruments.   
 

�x All property involved in ML or gained through criminal activity constitutes 
proceeds of crime. 

�x The first stage of AML proceedings is the identification of the proceeds of 
crime. The IO, during the investigation of the predicate offence, shall 
identify the properties obtained/derived by the accused person(s) from the 
proceeds of crime. The proceeds of crime can be in any of the following 
forms:  
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o Cash in Hand and or cash kept with a person who is under his control 

or cash kept in the name who does not exist  
o Cash in Banks  
o Gold  
o Gems and jewelry  
o Prize bonds  
o Investments in stock  
o Bullion  
o Saving certificates  
o Investment in government securities (Pakistan Investment Bonds, 

Treasury Bills, Sukkuk Bonds)  
o Investment in Mutual Funds  
o Investment in Investment Banks  
o Investment in Businesses  
o Virtual Currencies  

 
3. The Stages of Money Laundering 

 
ML generally consists of three distinct stages: (i) placement, (ii) layering and (iii) 
integration. Each element has been described in detail below.  
 
(i) Placement 

�x This initial stage of ML involves placing 'dirty' money into existing financial 
systems. Criminal money is moved away from the illegal activities from 
which it was sourced, making it appear as if it came from a legitimate 
source. Examples include: 
 

o Smuggling currency: Physical movement of cash across borders 
o An accomplice bank: A banker knowingly accepting deposits from 

criminal elements. 
o Securities: Brokers knowingly accepting investments from criminal 

elements. 
o Blending funds: Creation/Co-opting of companies which mix dirty 

cash with clean cash for e.g., internet cafes, laundromats, or any 
similar cash heavy business. 

o False invoicing: Creating dummy invoices to match cash lodged to 
look like payment in settlement of the false invoice. 
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(ii) Layering 
�x The 'layering' stage entails obscuring proceeds of crime and concealing 

laundered money through multiple transactions conducted via legitimate 
financial system. Criminals enter into a complicated web of financial 
transactions to further complicate the trail that leads back to their illicit 
activity. 

�x  Layering is essentially the use of the “placement” and “integration” stage 
repeatedly, using varying amounts each time, to make tracing transactions 
as hard as possible. 

(iii) Integration 
�x The third of the stages of ML is ‘integration’. The ‘dirty’ money is now 

available to the launderers as clean, documented money. 
�x Integration is done very carefully from legitimate sources to create a 

plausible explanation for where the money has come from.   
�x At this stage, it is very difficult to distinguish between legal and illegal 

wealth. The launderer can use the money without getting caught. Examples 
of use include: Investments into the property market, high-end cars, 
artwork, jewelry or other highly-priced commodities. 

 
After going over the conceptual stages, it would be useful for the trainer to provide 
a case study to practically demonstrate how this is done. Have a discussion on the 
case study and get input from all participants. 
 
4. Common Methods Used to Launder Money 

 
It is important for participants to understand what the common methods for ML are. 
Since this is fairly simple for this advanced course it should only be discussed 
briefly. It would be useful to take input from the participants in their experience with 
different cases of ML and the common types of methods used.  
 

�x The following are considered to be common methods used for ML:  
 

o Structuring: cash is broken into smaller deposits of money to escape 
reporting restrictions; 

o Changing currency denominations from small notes to larger notes; 
o Expensive asset purchases, such as luxury goods, vehicles, 

property, precious metals, and stones including jewelry; 
o Currency exchange and purchase of foreign currency including 

digital currency exchanger; 
o Hawala/hundi; 
o Wire transfers or postal orders; 
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o Mobile banking applications such as Easypaisa, JazzCash, UPaisa, 
Omni UBL; 

o Diverting profits from legitimate businesses;  
o Donating to charities, madrassas, or other charitable causes which 

are fronts for terrorist groups; 
o Bulk cash smuggling (deposit in offshore Banks); 
o Cash-intensive businesses/Services Business – for this, examples 

can be taken of salons, restaurants, grocery stores, construction/real 
estate companies etc.; 

o Shell companies and trusts; 
o Invoice fraud; 
o Black salaries; 
o Tax amnesties; and  
o Cryptocurrencies. 
 

5. Elements of Terrorism Financing under the Anti-Terrorism Act, 1997 
 

In order to determine charges for ML/TF offences and to understand what each 
offence entails, it is beneficial to break it down into the actus reus (the act 
requirement) and mens rea (the intent requirement). This is a slightly lengthier part 
of the session and therefore information should be unpacked in a way to keep 
participants engaged. The following sections of the Anti-Terrorism Act, 1997 have 
been covered below:  
 

�x Section 11-H, ATA 1997  
�x Section 11-I, ATA 1997  
�x Section 11-J, ATA 1997  
�x Section 11-F(5), ATA 1997  
�x Section 11-OOO, ATA 1997  

 
�x Section 11-H Anti-Terrorism Act, 1997: Fund Raising 
1) A person commits an offence if he: 

 
a) invites another to provide money or other property; and 
b) intends that it should be used, or has reasonable cause to suspect that 

it may be used, for, the purpose of terrorism or by a terrorist or 
organization concerned in terrorism. 
 

2) A person commits an offence if: 
 

a) he received money or other property; and 
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b) intends that it should be used or has reasonable cause to suspect that it 
may be used, for the purpose terrorism or by a terrorist or organization 
concerned in terrorism.  

 
3) A person commits an offence if he:  

 
a) provides money or other property; and 
b) knows or has reasonable cause to suspect that it will or may be used for 

the purpose of terrorism or by a terrorist or organization concerned in 
terrorism. 
 

4) In this section a reference to the provision of money or other property is a 
reference to it being given, lent or otherwise made available, whether or not for 
consideration. 

 
Ingredients  

 
Act 

  

 
Intent  

11-H (1): 
Invitation to 
provide money or 
property for 
terrorism 

Invitation (through any 
mode) by a person to 
provide money or other 
property. 
Words used for invitation 
must contain 
asking/requesting for 
finances, description of 
purpose and the name of 
the organization. 
  

With an intention that the 
money or other property 
should be used or has a 
reasonable cause to suspect 
that it may be used for the 
purposes or terrorism or by a 
terrorist or organization 
concerned in terrorism. 

11-H(2): Receipt 
of money or other 
property for 
terrorism 

Receives money or other 
property (possesses 
property received as a 
result of invitation, issues 
acknowledgement/receipt) 

With an intention that the 
money or other property 
should be used or has a 
reasonable cause to suspect 
that it may be used for the 
purposes of terrorism or by a 
terrorist or organization 
concerned in terrorism. 
  

11-H(3): Provision 
of money or other 

Provides money or other 
property. 

With knowledge or reasonable 
suspicion that it will or may be 
used for the purpose of 
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�x Section 11-I Anti-Terrorism Act, 1997: Use and Possession  
A person commits an offence if: 
 

1) He uses money or other property for the purposes of terrorism; or 
2) He: 

 
a) Possesses money or other property; and 
b) Intends that it should be used, or has reasonable cause to suspect 

that it may be used, for the purposes of terrorism. 
 

 
Ingredients 

  

 
Act 

 
Intent 

11-I (1): Use of money or other 
property for terrorism 

Use of money or other 
property. The uses of money 
can be for terrorism/terrorist 
operations, propagation of 
ideology, recruitment, training, 
procurements, managing 
organizational infrastructure, 
social services to members, 
etc. 
  

For the 
purposes of 
terrorism. 

11-I (2): Possession of money 
or other property for terrorism 

Possesses money or other 
property. This includes 
management of funds in the 
form of bank accounts, real 
estate, cash in boxes, gems 
and minerals, jewelry, front 
businesses, front NPOs, etc. 
  

With an 
intention that 
the money or 
other 
property 
should be 
used, or has 
reasonable 
cause to 
suspect that it 
may be used 
for the 

property for 
terrorism 

terrorism or by a terrorist or 
organization concerned in 
terrorism. 
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purposes of 
terrorism. 

 
�x Section 11-J Anti-Terrorism Act, 1997: Funding Arrangements 

1) A person commits an offence if he: 
 

a) enters into or becomes concerned in an arrangement as a result of 
which money or other property is made available or is to be made 
available to another; and 

b) has reasonable cause to suspect that it will or may be used for the 
purposes of terrorism. 
 

2) Any person in Pakistan or a Pakistani national outside Pakistan shall commit 
an offence under this Act, if he knowingly or willfully makes money or other 
property or services available, directly or indirectly, wholly or jointly, for the 
benefit or a proscribed organization or proscribed person. 

3) A person commits an offence if he knowingly or willfully pays for or provides 
money or other property or facilitates in any manner the travel of a person 
anywhere for the purposes of perpetrating, participating in, assisting or 
preparing for a terrorist act or for the purposes of providing or receiving 
training for terrorist related activities. 

4) The provisions of sub-section (2) shall also apply to: 
 

a) organizations owned or controlled, directly or indirectly, by 
proscribed organizations or proscribed persons; and 

b) persons or organizations acting on behalf of, or at the direction of, 
proscribed organizations or proscribed persons. 
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Ingredients 

  

 
Act 

 
Intent  

11-J (1): Entering into an 
arrangement for provision 
of money or other 
property for terrorism 

Entering or becoming concerned in 
an arrangement as a result of which 
money or other property is made 
available or is to be made available to 
another. 
This includes front businesses, NPOs, 
illegal MVTS, cash smuggling, bank 
accounts, etc. 

With a 
reasonable 
cause to 
suspect 
that money 
or other 
property 
will or may 
be used 
for 
terrorism. 
 
 
 
 
 
  

11-J (2): 
Assistance/provision of 
money or other property 
or services to proscribed 
persons or organizations, 
organizations owned by 
proscribed 
persons/organizations, 
and 
persons/organizations 
acting on behalf of/at the 
direction of proscribed 
persons/organizations 
  

Makes money or other property or 
services available, directly or 
indirectly, wholly or jointly, for the 
benefit of a proscribed organization 
or proscribed person. 
This includes associates, front-man, 
front NPOs  

Willfully 
and with 
knowledge 

11-J (3): Provision of 
money or other property 
or facilitation of travel for 
the purposes of terrorism. 

Pays for or provides money or other 
property or facilitates in any manner 
the travel of a person anywhere for 
the purposes of perpetrating, 
participating in, assisting or 
preparing for a terrorist act or for the 

Willfully 
and with 
knowledge 
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purpose of providing or receiving 
training for terrorist related activities. 

 
�x Section 11-F (5) Anti-Terrorism Act: Membership, Support and Meetings 

Relating to a Proscribed Organization  
 
1) A person commits an offence if he solicits, collects or raises money or other 

property for a proscribed organization. 
 

 
Ingredients 

  

 
Act  

 
Intent  

11-F (5): Soliciting, 
collecting or raising 
money or other 
property for a 
proscribed 
organization 

Conducting the act of 
either soliciting or 
collecting or raising either 
money or property for a 
proscribed organization. 

An accused can be held 
guilty of Section 11-F(5) 
without having any intent 
for the offence. It is a 
strict liability offence, 
meaning that the 
prosecution is not 
required to establish 
intent on part of the 
accused. To secure a 
conviction, it will be 
enough for the 
prosecution to show that 
the accused committed 
the act, regardless of 
whether he did so 
intentionally or 
unintentionally. 
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�x Section 11-OOO Anti-Terrorism Act, 1997: Violation of UN Security Council 
Resolutions  
 
1) A person is guilty of an offence if he, in any way whatsoever, refuses or fails 

to comply with the orders of the Federal Government under Section 2 of the 
United Nations (Security Council) Act, 1948 (XIV of 1948) 

2) A person guilty of an offence under sub-section (1), shall be liable on 
conviction imprisonment for a term not to exceed ten years or with fine not 
exceeding twenty-five million rupees or both. 

3) If a legal person or body corporate, commits an offence under sub-section 
(1), such person or body corporate shall be liable on conviction to fine not 
exceeding fifty million rupees and every director, officer or employee of such 
legal person or body corporate found guilty of the violation shall be liable on 
conviction to imprisonment for a term not exceeding ten years or with fine 
not exceeding twenty-five million rupees or with both. 

4) Notwithstanding anything contained in sub-section (2) of section 11-OOO, if 
any public servant is found negligent in complying with the provisions of 
sub-section (1), such public servant shall be proceeded against under 
respective service rules for administrative action. 

 
 

Ingredients 
  

 
Act 

 
Intent 

11-OOO: 
Refusing or 
failing to 
comply with 
the orders of 
the Federal 
Government 
under Section 
2 of the United 
Nations 
(Security 
Council) Act, 
1948 (XIV of 
1948) 

A person either refusing or failing to 
comply with the orders of the Federal 
Government under Section 2 of the 
UNSC Act. 
These primarily relate to the UNSC 
Resolutions (1267 and 1373) on 
counter-terrorism measures to be 
taken by the member states in order 
to check terrorism financing by 
making and enforcing such provision 
in the domestic laws.  

An accused person, legal 
person, or body corporate can 
be held guilty of Section 11-
OOO without having the 
requisite intent for the offence. 
To the extent of private persons 
(legal or otherwise), this 
provision is a strict liability 
offence, meaning that the 
prosecution is not required to 
establish intent on the part of 
the accused.  
To secure a conviction, it will be 
enough for the prosecution to 
show that the accused failed to 
comply with the orders of the 
Federal Government under 
Section 2 of the UNSC Act, 

 
A legal person or body corporate 
either refusing or failing to comply 
with the orders of the Federal 
Government under Section 2 of the 
UNSC Act.  
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regardless of whether such 
failure was intentional or 
unintentional. 
  

A public servant being negligent in 
complying with the orders of the 
Federal Government under Section 2 
of the UNSC Act. 

To the extent of public servants, 
Section 11-OOO can be 
committed by a public servant if 
he possesses the mens rea of 
negligence by showing that the 
accused public servant failed to 
observe the standards 
expected of a public servant in 
terms of complying with the 
orders of the Federal 
Government under Section 2 of 
the UNSC Act, 1948 
 
  

 
 
6. Sources of Terrorism Financing 

 
It is important for justice sector actors to be able to identify the different sources of 
TF. Participants should discuss important sources of TF, while some of the main 
sources should be displayed on the PowerPoint presentation, such as:  
  

�x Charities/donations: Certain charities via NGOs or Madrassas are ‘fronts’ for 
collection of funds for terrorist organizations. With most of these charities, the 
donors are not aware of their true objectives and there is no transparency as 
to the utilization of the funds.  

�x Self-financing (legitimate income): Individuals from the proscribed 
organization may have legitimate businesses under the same or different 
names that generate money legally. This legally generated money is then 
poured into the proscribed organization to fund terrorist activities.  

�x Funding from supporters of a cause of membership payments: Various 
organizations propagate their agenda or cause as a humanitarian or a 
religious one. These organizations ask people to attend sessions, learn and 
interact with other supporters and also financially assist the cause.  
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�x State/Intelligence Agency Sponsoring: It is common for countries with 
heightened animosity to dismantle national security. Terrorist organizations 
are paid or even created by intelligence agencies to disrupt law and order. 

�x Criminal Activities – Drug trafficking, extortion, robbery, theft, smuggling and 
counterfeiting: Money obtained illegally from these criminal offences are then 
used to purchase arms, recruit fighters etc. to run the terrorist organizations. 
 

 
Case Study 

 
‘Kidmat Gaar Foundation’ a non-governmental organization, started to collect 
Charities and donations for extension of their Madrassas in two big cities. They 
purchased 50 Acres of land in interior Sindh for the Madrassa students who live 
on-board. 
 
On this land, the Foundation constructed a separate lodging house with 5 rooms, 
under the guise of expanding student housing. The Madrassa management often 
rents out this space to other parties to meet its day-to-day expenses. 
 
Mushtaq, the general manager of the Madrassa has a legitimate transportation 
business across the province that generates money. Proceeds from Mushtaq’s 
car business are funneled into the Foundation’s donations, and the Foundation 
further contracts Mushtaq’s transportation services for its activities. The 
Foundation does not keep proper records of money received through donations, 
foreign funding or even its own expenses. 
 
The Foundation recently organized a conference on religious issues under the 
umbrella of the Madrassa, where violence against minority communities was 
openly incited. Nearby villagers have complained of shooting sounds from the 
Madrassa compound, to which the Foundation says that it is part of its security 
system and guards’ training using weapons purchased legally for security 
reasons. 
 

�x Identify the funding streams of the Madrassa/Foundation. 
�x Identify evidence that may be helpful to identify money laundering and 

terrorism financing offences in the above circumstances.  
�x What offences may be made out under the circumstances against 

Mushtaq, other members of the Madrassas’ management and the 
Foundation? 
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7. Elements of Money Laundering under AMLA and ATA 
 

Similar to the case of TF, the elements of ML need to be explained in terms of the 
actus reus and mens rea through the legal framework.  The following legal 
provisions need to be explained:  
 
�x Section 3 AMLA, 2010: Money Laundering  
A person shall be guilty of ML, if the person: 
 

a) Acquires, converts, possesses, uses or transfers property, knowing or 
having reason to believe that such property is proceeds of crime; 

b) Conceals or disguises the true nature, origin, location, disposition, 
movement or ownership of property, knowing or having reason to believe 
that such property is proceeds of crime; 

c) Holds or possesses on behalf of any other person any property knowing or 
having reason to believe that such property is proceeds of crime; or 

d) Participates in, associates, conspires to commit, attempts to commit, aids, 
abets, facilitates or counsels the commission of the acts specified in clause 
(a), (b) and (c). 

 
 

Ingredients  

 
Act 

 
Intent  

Section 3 (a): 
Acquisition, conversion, 
possession, use or 
transfer of property 
which is proceeds of 
crime.  

Acquires, converts, possesses, 
uses or transfers property. 

With knowledge 
or having 
reason to 
believe that the 
property is 
proceeds of 
crime.  

Section 3 (b): 
Concealment of or 
disguising the true origin 
or ownership of property 
which is proceeds of 
crime. 
  

Conceals or disguises the true 
nature, origin, location, 
disposition, movement, or 
ownership of property. 

With knowledge 
or having 
reason to 
believe that the 
property is 
proceeds of 
crime.  

Section 3 (c): Possession 
of a property on behalf of 
any other person, which 
is proceeds of crime. 

Holds or possesses on behalf of 
any other person any property. 

With knowledge 
or having 
reason to 
believe that 
property is the 
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proceeds of 
crime. 
  

Section 3 (d): Aiding and 
abetting the offence of 
money laundering. 

Participates in, associates, 
conspires to commit, attempts to 
commit, aids, abets, facilitates or 
counsels the commission of acts 
specified in clause (a), (b) & (c) of 
Section 3. 

With knowledge 
that an offence 
under clause 
(a), (b) or (c) of 
Section 3 has 
been 
committed. 
 
  

 
�x Section 11-K Anti-Terrorism Act, 1997: Money Laundering   

1) A person commits an offence if he enters into or becomes concerned in any 
arrangement which facilitates the retention or control, by or on behalf of 
another person, of terrorist property: 
 

1. By concealment; 
2. By removal from the jurisdiction; 
3. By transfer to nominees; or 
4. In any other way. 

 
2) It is a defense for a person charged with an offence under sub-section (1) to 

prove that he did not know and had no reasonable cause to suspect that the 
arrangement related to terrorist property. 
 

 
Ingredients  

 
Act 

 
Intent 

11-K: Money Laundering Entering into or becoming 
concerned in an arrangement 
which facilitates the retention or 
control of terrorist property by 
concealment, removal from 
jurisdiction, transfer to nominees or 
in any other manner. This includes 
front-men, front-businesses, front 
NPOs, DNFBPs, illegal MVTS, cash 
smuggling, etc. 

If the 
accused 
proves that 
he did not 
know, or had 
no 
reasonable 
cause to 
suspect that 
the 
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arrangement 
related to 
terrorist 
property, 
that is a 
valid 
defense. 
The onus to 
prove this 
would lie 
with the 
accused. 
  

 
8. Charging Standards 

 
Charging standards are important to explain to participants as these are designed 
to assist justice sector agents in making informed decisions before, during and after 
the conclusion of a trial. Selecting correct charges is crucial to the disposal of 
cases. This part of the session does not need to be very detailed as the last session 
of the advanced training will also relate to this in more detail.  
 

�x What is a ‘charge’?  
 

o A ‘charge’ entails precise information of a specific accusation, and 
its purpose is to tell an accused as precisely and concisely what the 
prosecution intends to prove against him.  

o Its purpose is to afford the accused an opportunity to concentrate his 
attention on the allegations he has to meet. 
 

�x This is covered under Chapter XIX, in sections 221 to 240 of the CrPC. 
Charge is precise information of a specific accusation, and its purpose is to 
tell an accused as precisely and concisely what the prosecution intends to 
prove against him.  

�x The essential ingredients of a charge are:  
 

o The charge should state the offence with which the accused is 
charged.  (Offence defined under section. 4(O) Cr.P.C.) whether it is 
an act or omission.  

o If the offence is named specifically by law, which creates the offence, 
the offence may be described in the charge by that name only. 
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o If the law has no specific name, the definition must be stated (Example 
337-LP.P.C).  

o The law and sections of the law against which the offence is 
committed should be mentioned. 

o In case of previous conviction of the accused for affecting the 
sentence, the fact and date, place of the previous conviction are to 
be stated. 

o Time, place, and the person against whom or the thing in respect of 
which it is committed needs to be mentioned. 

o Where the accused is charged with criminal breach of trust or 
dishonest misappropriation of money, it is sufficient to specify the 
gross sum in respect of which the offence is committed and the dates 
between which it is committed provided the time between the first and 
last date does not exceed one year. 

o When the particulars mentioned in Sections 221 and 222 are 
insufficient to notify the accused with the matter which he is charged 
for, the charge should also contain such particulars of the manner in 
which the alleged offence was committed. 

o Name, parentage, caste, age, and address of accused must be 
recorded. 
 

It is important that participants understand that in AMLA cases, charging is 
sometimes a delicate exercise for the reason that it may be difficult to notify: (i) On 
what date the offence was committed, (ii) At what time it was committed (iii) At which 
place it was committed, and (iv) In what specific manners it was committed. Section 
223 Cr.PC will come into force (notify the particulars and manners) and it will be 
sufficient for that purpose. 
 

Concluding Summary 
 
In the final five minutes of the session participants should be given a concluding 
summary to bring attention to all the important points that were raised during the 
session.  
 

�x ML/TF offences in Pakistan fall under two separate legal regimes, i.e., ATA 
and AMLA. 

�x While ML/TF are separate offences, ML can sometimes lead to TF. However, 
it is important to note that TF can also occur without any ML.  

�x There are various methods of ML and various sources of TF, all of which must 
be kept in mind while adjudicating ML/TF cases. 



 

51 
 

FACILITATORS’ GUIDE – Advanced Training Course on Anti-Money Laundering and Countering the Financing of Terrorism 

�x In order to determine the charges for ML/TF offences, the elements of each 
offence, i.e., actus reus and mens rea must be proved. 

�x Under the AMLA, while the offence of ML is based upon a predicate offence, 
a conviction for the latter is not required for a conviction of the former.   

�x The burden of proof for offences under the ATA rests upon the prosecution 
whereas for offences under the AMLA it rests upon the accused. 
 

Activity 
 

Participants will be divided into six groups. Each group will be given a distinct case 
scenario, followed by a set of questions. The participants must work together to 
provide responses to the questions. This activity will assess whether the 
participants have succinctly understood the elements of ML/TF.  
 
Group A 
 
Ali, a shopkeeper from Islamabad, regularly solicits donations for a local NGO from 
his customers. Alongside this, Ali also runs an illegal hawala/hundi service, some of 
the profits of which are also funneled to the NGO disguised as donations from 
customers. Ali is aware that the NGO is a front for the proscribed organization TTP, 
and knowingly forwards the money. Is he liable under Section 11-H, ATA? If yes, 
please provide a detailed response explaining why he would be.  
 
Answers 

• By asking for donations from his customers, and from operating his 
hawala/hundi business, Ali has committed an offence under Section 11-H 
(1) of the ATA.  

• By receiving donations from his customers, and from operating his 
hawala/hundi business, Ali has committed an offence under Section 11-H 
(2) of the ATA 

• By sending donations and profits from the hawala/hundi business to the 
NGO, Ali has committed an offence under Section 11-H (3) of the ATA. 
 

Group B 
 
Ali, a shopkeeper from Islamabad, regularly solicits donations for a local NGO from 
his customers. Alongside this, Ali also runs an illegal hawala/hundi service, some of 
the profits of which are also funneled to the NGO disguised as donations from 
customers. Ali is aware that the NGO is a front for the proscribed organization TTP, 
and knowingly forwards the money. After receiving donations—Kamran, who is a 
director of the NGO and is aware of Ali’s illegal activities—uses some of the money 
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to buy food and other various supplies for TTP militants. Is he liable under Section 
11-I, ATA? If yes, please provide a detailed response explaining why he would be.  
 
Answers 

• By using the donations to purchase supplies for TTP militants, Kamran has 
committed an offence under Section 11-I (1) of the ATA. 

• By possessing the money received from Ali, Kamran has committed an 
offence under Section 11-I (2) of the ATA. 

 
Group C 
 
Ali, a shopkeeper from Islamabad, regularly solicits donations for a local NGO from 
his customers. Alongside this, Ali also runs an illegal hawala/hundi service, some of 
the profits of which are also funneled to the NGO disguised as donations from 
customers. Ali is aware that the NGO is a front for the proscribed organization TTP, 
and knowingly forwards the money. After receiving donations—Kamran, who is a 
director of the NGO and is aware of Ali’s illegal activities—uses some of the money 
to buy food and other various supplies for TTP militants. In order to deliver the 
supplies and remaining money to the TTP militants, Kamran enlists his son, Faraz, 
tasking him with traveling to various TTP camps, and delivering the supplies. Is he 
liable under Section 11-J, ATA? If yes, please provide a detailed response 
explaining why he would be.  
 
Answers 

• Through the collection and dissemination of donations (Ali), the buying of 
supplies (Kamran), and the delivery of said supplies (Faraz), all three 
individuals have committed an offence under Section 11-J (1) of the ATA. 

• Through the collection and dissemination of donations (Ali), the buying of 
supplies (Kamran), and the delivery of said supplies (Faraz) to the TTP, all 
three individuals have committed an offence under Section 11-J (2) of the 
ATA. 

• Through the collection and dissemination of donations (Ali), the buying of 
supplies (Kamran), and the delivery of said supplies (Faraz) to the TTP, all 
three individuals have committed an offence under Section 11-J (3) of the 
ATA. 

• The NGO, since it is a front-organization for the TTP, would also have 
committed an offence through the operation of Section 11-J (4) of the ATA. 
 
 
 
 



 

53 
 

FACILITATORS’ GUIDE – Advanced Training Course on Anti-Money Laundering and Countering the Financing of Terrorism 

Group D 
 
Ali, a shopkeeper from Islamabad, regularly solicits donations for a local NGO from 
his customers. Alongside this, Ali also runs an illegal hawala/hundi service, some of 
the profits of which are also funneled to the NGO disguised as donations from 
customers. Ali is aware that the NGO is a front for the proscribed organization TTP, 
and knowingly forwards the money. After receiving donations—Kamran, who is a 
director of the NGO and is aware of Ali’s illegal activities—uses some of the money 
to buy food and other various supplies for TTP militants. In order to deliver the 
supplies and remaining money to the TTP militants, Kamran enlists his son, Faraz, 
tasking him with traveling to various TTP camps, and delivering the supplies. After 
delivering the last of the supplies, Faraz travels to Afghanistan and delivers the 
remaining money to Jamshed, a TTP coordinator living in the outskirts of Kabul. Is 
he liable under Section 11-K, ATA? If yes, please provide a detailed response 
explaining why he would be.  
 
Answers 

• Through the collection, dissemination, and concealment of donations (Ali), 
the buying of supplies and knowledge of concealment (Kamran), and the 
delivery of said supplies alongside the delivery of money to Afghanistan 
(Faraz), all three individuals have committed an offence under Section 11-K 
of the ATA. 

 
Group E 
 
Ali, a shopkeeper from Islamabad, regularly solicits donations for a local NGO from 
his customers. Alongside this, Ali also runs an illegal hawala/hundi service, some of 
the profits of which are also funneled to the NGO disguised as donations from 
customers. Ali is aware that the NGO is a front for the proscribed organization TTP, 
and knowingly forwards the money. After receiving donations—Kamran, who is a 
director of the NGO and is aware of Ali’s illegal activities—uses some of the money 
to buy food and other various supplies for TTP militants. In order to deliver the 
supplies and remaining money to the TTP militants, Kamran enlists his son, Faraz, 
tasking him with traveling to various TTP camps, and delivering the supplies. After 
delivering the last of the supplies, Faraz travels to Afghanistan and delivers the 
remaining money to Jamshed, a TTP coordinator living in the outskirts of Kabul. Is 
Ali liable under Section 11-F (5) ATA? If yes, please provide a detailed response 
explaining why he would be. What evidence would be required to fix responsibility 
against Ali and how essential evidence will be collected?  
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Answers  
• Through the solicitation of donations and the use of money generated from 

the illegal hawala/hundi business by Ali, and the collection of supplies by 
Kamran, both individuals have committed an offence under Section 11-F(5) 
of the ATA. 

 
Group F 
 
Ali, a shopkeeper from Islamabad, regularly solicits donations for a local NGO from 
his customers. Alongside this, Ali also runs an illegal hawala/hundi service, some of 
the profits of which are also funneled to the NGO disguised as donations from 
customers. Ali is aware that the NGO is a front for the proscribed organization TTP, 
and knowingly forwards the money. After receiving donations—Kamran, who is a 
director of the NGO and is aware of Ali’s illegal activities—uses some of the money 
to buy food and other various supplies for TTP militants. In order to deliver the 
supplies and remaining money to the TTP militants, Kamran enlists his son, Faraz, 
tasking him with traveling to various TTP camps, and delivering the supplies. After 
delivering the last of the supplies, Faraz travels to Afghanistan and delivers the 
remaining money to Jamshed, a TTP coordinator living in the outskirts of Kabul. 
Jamshed uses the money received from Faraz and invests it into various business 
ventures, hoping to generate additional income for TTP operations that cannot be 
traced back to illegal activities. Explain any potential liabilities under Section 3 
AMLA, 2010.  
 
Answers 

• Ali, having derived profits from his illegal hawala/hundi business, and 
knowingly transferred said profits to the NGO of the TTP, and Jamshed, by 
investing proceeds of crime into various businesses, have both committed 
an offence under Section 3 (a). 

• Ali, by disguising proceeds of crime as donations to the NGO, and Jamshed, 
by investing proceeds of crime into various businesses, have both 
committed an offence under Section 3(b). 

•  Kamran, having received profits from Ali’s illegal hawala/hundi business, 
has committed an offence under Section 3(c). Faraz may also potentially 
have committed an offence under this Section, if it can be proven that he 
had knowledge of the illicit nature of the funds. 
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Group Activity  
 
At the end of the first day, the following group activities will be given to the 
participants. The activities are designed in a manner that will strengthen their 
understanding of the contents of the first two sessions. The participants will be 
divided into two groups, and each group will be given the activities below. After 
each group has been given ample time to study the facts of the scenarios, they will 
be asked to present their answers to the entire class and trainer. The trainer should 
guide the presentation and correct each group where an incorrect or incomplete 
answer is provided.  
 
Activity 1 
 
Group A 
 

Adeel is a narcotics dealer but uses a jewellery business as his ‘front’. His 
arrangement with Waqas, who is a jewellery exporter in Faisalabad allows him to 
sell overvalued jewellery in Dubai. Adeel utilized the services of Banks, Cash 
Couriers & Alternative Remitters (hawala operators) for receiving and moving large 
sums of money derived from sale of narcotics. He got such amounts transferred 
through a number of countries and split up bulk cash into smaller amounts 
(smurfing). To remit part of the proceeds of crime to his home in Faisalabad, he 
made an arrangement with Waqas who overvalued the artificial handmade jewellery 
exports. Adeel then opened a jewellery store in Dubai to purchase the overpriced 
exports. 

1. Identify the placement, layering and integration by Adeel. 
2. Can Adeel be accused of money laundering? If so, suggest the AMLA 

sections that Adeel could be charged against? 
3. Can Waqas be charged as an accomplice? Specify the AMLA sections to 

charge Waqas. 
 

Group B 
 

A car wash business is run successfully by its owner, Sadiq. Most payments are 
made in cash. The FBR suspects Sadiq to be evading taxes, as his reported income 
is higher than the proceeds of sale; from this car wash business.  

1. Could Sadiq be laundering money?  
2. If so, list the possible ways he could be laundering money. 
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Years after he has been running the car wash, the police found Sadiq to be involved 
in a group that carried out extortion around the neighborhood. Sadiq has two 
houses in his wife’s name and one in the name of his elder son who opened a 
Kiryana Store a year back. Worth of houses Rs.15-20 million each.  

1. Could the car wash business and the extortion be linked?  
2. If so, how? What sections of the AMLA would be applicable on Sadiq?  

 
Activity 2 
 
Facts sheet 

Two individuals who have been accused of committing the offences of ML/TF were 
sent for trial to the ATC. The IO collected substantial evidence to prove that the two 
accused individuals arranged funds for a Madrasa, and most of the funds were 
generated via crime proceeds, while some were collected by taking donations from 
the public. Notably, both individuals have a criminal record. The Final Report 
reflected that the predicate offences of kidnapping for ransom and human 
trafficking were committed, for which two separate FIRs were annexed by the 
IO. On the last date of hearing, the accused were provided with the necessary 
documents. The IO obtained call data records of four persons, two of them were 
found to have been in contact with the management of the Madrasa. 

In the recent past, a few students of the Madrassa were arrested for possessing 
unlicensed firearm weapons along with a chemical substance that is used for 
preparing bombs. Independent FIRs were filed. It appears that there is not an 
abundance of evidence that indicates that the management of the Madrasa had 
sufficient resources to run the daily affairs of the Madrasa. 

The IO gathered information from two bank accounts maintained by the Madrasa 
which reflects numerous transactions of cash withdrawals and deposits. It has been 
difficult to ascertain where the money went, to whom it was paid, and from where 
money has been deposited. 

The following witnesses have been named in Final Report: 
 
1. Complainant and victim of Kidnaping case 
2. Complainant and victim of Human Trafficking case 
3. Two private witnesses of Kidnaping case 
4. Two private witnesses of Human Trafficking case  
5. Two police official arrested accused of Human Trafficking crime 
6. Two police official arrested accused of Kidnaping case 
7. First I.O. of Human Trafficking case 
8. First I.O. of Kidnaping case 
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9. I.O. of FIA conducted investigation of Money laundering case 
10. Bank official from where financial information were obtained 
11. Forensic expert 
12. Ballistic expert 
13. Audio Video maker 
14. Magistrate, recorded identification test parade 
15. Magistrate, recorded confessional statement and statement of victim 
16. Police officer (ASI) who collected call data record 
17. Recovery officer who recovered four telephone sets from different persons, on 

different dates 
 

Group A 
 
What should be the procedure of identification of properties and accused in the 
Court? 
 
Time required for exercise: 15 Minutes 
Time required for feedback: 10 Minutes 
 
Trainer’s response  
 
Normally, witnesses disclose the facts of the case in detail. However, due to the lack 
of knowledge, they miss out on identifying case property, and the procedure of 
identifying the accused in Court. If the case property is sealed by the IO or recovery 
officer, in the presence of the witness, the witness should disclose this fact before 
the Court and should detail the article(s) sealed. The witness should clarify that the 
property was secured from the accused’s possession in his presence, that it was 
sealed by the recovery officer, and finally that both the witness and recovery officer 
put their signatures on the seal. The witness should also be conscious when 
identifying the accused. He should explain the role of the accused while identifying 
him in court. The Prosecutor should know the processes to seal, de-seal and reseal 
articles, and he may assist the Judge during this process. This is important as 
sometimes articles are left from identification, as neither the Court nor the 
Prosecutor properly de-seal the property during trial. This may jeopardize the entire 
trial; hence special attention must be paid. 

The following questions may be put to a witness for bringing the above facts on 
record: 
 
Q.  What was recovered or secured by the police officer in your presence? 

Answer:  He recovered one mobile phone, a cash amount of PKR. 25,000/-, two 
receipt books of donations, and one cheque of HBL Bank. 
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Q.  What did the police officer do after the recovery of the above articles? 

Answer: He prepared a seal packet for mobile phone and a separate parcel for the 
rest of the articles. Before sealing each article, he took photographs of each article. 

Q.  Who signed the seal packet? 

Answer: The police officer and I signed the seal packet. 

Q.  Where are the seal packets? 

Answer: The seal packets are available in Court, and I can verify that these 
are the same articles which were sealed by the police officer in my 
presence, and these packets bear my signature. 

Q.  Where is the accused? 

Answer: The accused is present in Court and is standing amongst the four 
witnesses. He is wearing a blue Kurta Shalwar and I can verify that these articles 
were recovered from his possession. 

Q.  What was the accused doing at the time of his arrest? 

Answer: He was in possession of the above articles and was collecting donations. 

The Court should order de-sealing of the property. Normally the Court makes a note 
of it in the following manner: 

Two seal packets are present in court, these have been opened in the presence of 
the Prosecutor and the Advocate of the accused. The first packet contains a mobile 
phone, whereas the other has receipts, cash and a cheque book. 

Group B  

What evidence is needed to prove the act of using funds of Madrassa in terrorism? 

Time required for exercise: 15 Minutes 
Time required for feedback: 10 Minutes 
 
Trainer’s response 

The IO has to prove that the accused individuals who were arrested for committing two 
predicate offences have a direct link with the Madrasa, and that the funds generated from 
the crime proceeds are used for terrorism. The accused earned money through 
kidnapping and trafficking, part of the income generated through these crimes is given to 
the Madrassa. The IO needs to prove the following: 

(1) contact between the accused and the Madrassa. 



 

59 
 

FACILITATORS’ GUIDE – Advanced Training Course on Anti-Money Laundering and Countering the Financing of Terrorism 

(2) the accused committed the predicate offence and generated funds from committing 
this offence; and 

(3) funds were transferred to the Madrassa, which were then used for terrorist activities; 
and 

(4) funds were used to buy vehicles. 

The above acts may be proved by obtaining call data records and financial records. 

The past history of the accused is to be produced. The audited reports of the Madrassa are 
to be examined by Court. It would help to assess the flow of finances. The IO should collect 
and annex such evidence with the Final Report. During the course of the investigation, the 
Prosecutor may direct the IO, or the Trial Court, to collect any record or document to 
ascertain the actual facts of a particular transaction.  
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Day Two 
  



 

61 
 

FACILITATORS’ GUIDE – Advanced Training Course on Anti-Money Laundering and Countering the Financing of Terrorism 

Introduction  
 
Day two of the training relates to the evidentiary requirements, relevance and 
admissibility of different forms of evidence. The lack of relevant evidence as well as 
the admissibility of available evidence have been noted as some of the main 
reasons for high acquittal rates in criminal cases. It is important that trainees are 
able to understand the different types of evidence that can be useful for cases of 
ML/TF and also to be able to ensure their admissibility in a court of law. Since the 
sessions include detailed discussions on the use of modern evidence it is advised 
that trainees are given the opportunity to visit the relevant provincial forensic agency 
for a better understanding of how evidence is collected and prepared for 
presentation in a court of law.  

Agenda  
 
A model agenda has been provided below.  

 
DAY 2 

 
Evidentiary Requirements, Relevance & Admissibility 

 
 

Timings 
 

 
Sessions 

 
Speakers 

 
10:00 AM – 
11:30 AM 

 
Session 3: Confessional Statements 
& Prosecution Witness Statements in 
ML/TF cases  
 

�x Understand the admissibility 
of recording confessions.  

�x Prosecution witness 
statements  

�x Assessment  
 
 
 
 
 
 

 
Senior Faculty 
Member at the SJA 
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11:30 AM – 
12:00 PM 
 

 

Tea Break 

 
12:00 PM – 1:15 
PM  

 
Session 4: Expert Analysis and 
Findings in ML/TF cases  
 

�x Interception and surveillance 
�x Digital/cyber evidence 
�x Fingerprints and handwriting 
�x Guidelines for the IOs, 

prosecutors and 
Magistrate/Trial Court 

�x Assessment   
 

  
Expert on forensic 
evidence 

 
1:15 PM – 2:15 
PM 
 

 
Lunch Break 

 
2:15 PM -4:15 
PM 

 

Field Visit 
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Session Three: Confessional Statements and 

Prosecution Witness Statements  
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Objectives of the Training  
 
By the end of the session, trainees will be able to:  

�x Identify the different types of evidence used in ML/TF cases.  
�x Ascertain the admissibility of confessional statements and prosecution 

witness statements.  
�x Understand where evidence is rendered inadmissible if obtained through 

inducement, by an unauthorized person, or in breach of a mandatory 
procedure.  

�x Distinguish between approvers, independent witnesses, and informants. 
 

Session Topics, Timeframe, Methodology and 

Material Required  
 

 
Sr. No 

 

 
Topic 

 
Time 

 
Methodology 

1.  Introduction 5 Minutes Opening 
remarks with a 
short 
introduction to 
the session, 
general rules 
and overall 
objectives. 
 

2.  The Types of Evidence  5 minutes  Lecture 
supported by 
the 
presentation 
and a 
discussion on 
how important 
different types 
of data 
particularly 
financial data 
can be for 
such cases.  
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3.  Confessional Statements: 

Evidentiary Value and 
Relevancy  

10 minutes Lecture on 
confessional 
statements 
and their 
relevance and 
evidentiary 
value followed 
by a short 
discussion.  
 

4.  Confessional Statements: 
Guidelines for IOs 
 

5 minutes Explanation of 
the guidelines 
for an IO 
supported by 
the 
presentation.  
 

5.  Confessional Statements: 
Guidelines for Prosecutor  
 

5 minutes Explanation of 
the guidelines 
for 
Prosecutors 
supported by 
the 
presentation.  
 

6.  Confessional Statements: 
Guidelines for Trial 
Court/Magistrate  
 

5 minutes Lecture on the 
guidelines for 
the Court.  

7.  Prosecution Witness 
Statements: Evidentiary Value 
and Relevancy.  

10 minutes Lecture on the 
admissibility 
value of 
statements 
made to the 
police and to 
the Magistrate. 
 

8.  Prosecution Witness 
Statements: Guidelines  

5 minutes An explanation 
of the 
guidelines for 
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IOs and 
prosecutors. 
 

9.  Types of Prosecution 
Witnesses in ML Cases  

5 Minutes This should be 
a lecture 
followed by a 
discussion 
with 
participants on 
how they have 
experienced 
different types 
of witnesses 
and if they 
have been 
able to discern 
the difference.  
 

10.  Concluding Remarks 5 Minutes  Discussion 
with 
participants to 
tie all the ends 
of the lecture 
together. 
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Process of the Session  
 
This session is designed to last for sixty minutes, during which participants will be 
engaged using lectures and presentations.  However, given that this lecture is more 
technical there is not much room for discussions, but it should still be made 
interactive. Participants should be told that they will be tested on this information, 
and it is crucial knowledge that can be used when practically working on cases of 
AML/CTF.  This lecture will be followed by a thirty-minute exercise that participants 
should be made aware of at the start. 
 

Background Material  
 
The background material for this session can be found in the handout attached to 
this Guide as well as the Toolkit and Guide. 
 

Session Breakdown  
 
The third session will focus on the following: 
 
1. The Types of Evidence  

 
This part of the session should focus on how complex cases of ML/TF can be 
particularly in terms of the evidence that is required for their correct adjudication. 
The more contemporary form of evidence that needs to be collected needs to also 
be explained in terms of financial data. However, participants should be told that 
the focus of the session is on confessional statements and prosecutor witness 
statements.  
 

�x Key sources of evidence can include government institutions which hold data 
as well as FIs such as banks. 

�x There are various types of evidence that can be used in ML/TF cases, but the 
most effective types of evidence in proving ML/TF offences are:  
 

o Confessional Statements  
o Prosecution Witness Statements  
o Financial Records  
o Personal Profiling Record  
o Expert Analysis and Findings  
o Additional Evidence concerning Relationship with Proscribed 

Organizations. 
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2. Confessional Statements: Evidentiary Value and Relevancy 
 

For this part of the session, participants need to be explained the evidentiary value 
and relevance of confessional statements. The following points need to be 
highlighted:  
 

�x The term “confession” has not been defined in the QSO, however its 
admissibility criteria has been explained in it.  

�x It has been interpreted by superior courts as an acknowledgment of liability 
of commission of offence with which a person is charged or is to be 
charged.  

�x If recorded in accordance with law, a confession becomes admissible in 
evidence and a conviction may be based on the same.  

�x Confessions before the police are not admissible as evidence, unless it is 
made to a Magistrate (Articles 38 and 39 QSO).  

�x However, as per Section 21H of the ATA, 1997 there is ‘conditional 
admissibility’ according to which, in TF cases a confession made to a police 
officer of the rank of a Superintendent of police is admissible subject to the 
satisfaction of the Court.  

�x A confession may be considered circumstantial evidence against a co-
accused. In Mobashar Ahmad vs The State, the Supreme Court held in a 
joint trial, if the confession of one accused was proved under Article 43 of 
the QSO, the same might be taken into consideration as circumstantial 
evidence against the co-accused. The conditions necessary for the 
application of  Article 43 of QSO is:  
 

o The accused and co-accused must be jointly tried for the same 
offence.  

o The joint trial must be permissible by law.  
o Both accused and co-accused must be affected by the confession.  

 
�x The evidence of a confession is inadmissible in the following 

circumstances:  
 

o If obtained by inducement, threat or promise from a person in 
authority that causes the maker to believe that he will gain any 
advantage or avoid any evil (Article 37 QSO).  

o If made to a police officer, it cannot be used against a person 
accused of any offence (Article 38 QSO).  

o If made in the custody of a police officer unless in the immediate 
presence of a magistrate (Article 39 QSO).  
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o If obtained in breach of the procedure for recording a confession 
such as failure to inform the suspect of his rights before recording 
the confession.  
 

�x A conviction may rest solely on a judicial confession (Section 164 QSO).  
 

o In Hashim Qasim vs. The State, the Supreme Court highlighted the 
prerequisites of acceptance of confession by the accused. It found 
that for accepting a confession, two essential requirements must be 
fulfilled; first that the confession was made voluntarily and was 
based on a true account of facts leading to the crime and, second, 
the same was proved at the trial.  

 
3. Confessional Statements: Guidelines for Investigating Officers 

 
Listed below are guidelines for justice sector agents with respect to confessional 
statements and the procedure that needs to be followed. These are important to 
highlight and can be presented through PowerPoints. Participants should be urged 
to share their opinions on these guidelines and how often these are followed and 
what are some of the problems that can arise when trying to adhere to these 
procedures.  
 
Some points to include in this part of the session are as follows: 
 

�x The IO must write an application to the Magistrate for recording the 
confession of an accused. 

�x The confessional statement of the accused is recorded under Section 164 
of the CrPC by a magistrate, and the procedure for it is given under Section 
364 of the CrPC. 

�x For conditional admissibility of a confession to the police under Section 21H 
of the ATA, the following is advised: 
 

o The confession must be made by the accused during investigation 
without being compelled, and before a police officer not below the 
rank of a District Superintendent of Police. 

o For the conditional admissibility of confessions, the DSP, before 
recording the confession, must explain to the person confessing that 
he is not bound to make a confession and that if he does so, it may 
be used as evidence against him.  
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o The DSP must raise a reasonable presumption based on all the facts 
and circumstances of the case to determine that the accused has 
made a true confession in respect of his guilt. 

 
4. Confessional Statements: Guidelines for Prosecutor 

 
The guidelines provided below are for prosecutors and need to be explained in 
detail. Background material can be relied upon to further elaborate upon the need 
to follow these guidelines. Participants should be encouraged to discuss amongst 
each other what some common problems are within the system and what are the 
consequences of not following the procedure and guidelines that have been laid 
down.  
 
Some points to include in this part of the session are as follows: 
 

�x The prosecutor must scrutinize and analyze the confessional statement 
recorded by the police officer in accordance with the Lahore High Court 
Rules and Orders Volume III. 

�x Upon the recording of a voluntary confession, the prosecution should 
ensure judicial remand, as well as in the case where the accused refuses 
to confess before the magistrate. It should be ensured that the accused is 
not handed back over the police for remand, especially in the case where 
the accused refuses to confess before the magistrate. 

�x The prosecutor shall ensure the safe preservation of the confessional 
statement. 

 
5. Confessional Statements: Guidelines for Trial Court/Magistrate 

 
These guidelines for the Trial/Court and Magistrate are important to explain to 
participants. Considering the likelihood of decisions being overturned at the appeal 
stage it is important that correct procedures are followed in the first place.  
 

�x The Magistrate should satisfy himself that the confession made by an 
accused is true and voluntary. In this regard, an endorsement certificate 
must also be issued. 

�x At the time of recording a confessional statement, the accused must not be 
handcuffed and no police officer whether related to the case or otherwise 
must be present in the Court. 

�x The Magistrate while recording the confession of an accused must consider 
the following, including a few features of Section 164, CrPC and otherwise: 
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o Statements or confessions made in the course of an investigation 
can be recorded only by a Magistrate of the first class or of the 
second class who has been specially empowered by the Provincial 
Government. 

o Confessions must be recorded and signed in the manner provided 
under Section 364 CrPC. 

o Before recording any confession, the Magistrate shall explain to the 
person making it that he is not bound to make a confession.  

o No Magistrate shall record any confession unless upon questioning 
the person making it, he has reason to believe that it was made 
voluntarily.  

o The Magistrate should then allow the accused time for reflection, 
during which the police who brought him, the IO and any other 
person shall not be allowed to have access to him.  

o Any confessional statement of the co-accused may be recorded by 
a Magistrate in the presence of the other accused, and the other 
accused will be given an opportunity of cross-examining the co-
accused making the confessional statement. 

 
6. Prosecution Witness Statements: Evidentiary Value and Relevance 

 
The evidentiary value and relevance of prosecution witness statements needs to be 
focused upon in relation to the different justice sector agents. The following points 
need to be delineated:  
 

�x Witness statements before courts, if recorded in accordance with the legal 
formalities and if it withstands cross-examination, may form the exclusive 
basis for a conviction. 

�x Witness statements may be recorded by police officers under Section 161 
CrPC., or by the Magistrate under Section 164 CrPC. 
 

7. Prosecution Witness Statements: Admissibility and Evidentiary Value of the 
Statements to the Police 
 
�x Witness statements recorded under Section 161 CrPC. before the police 

may not be used by the prosecution for any purpose at trial. However, they 
can be used by the accused, upon request to the Court, to contradict the 
witness if he/she testifies in the trial.  

�x Qanun-e-Shahadat Order 1984 notes that previous statements of a witness 
may be used to contradict the witness (Art. 140) or to impeach his/her credit 
(Art. 151(3)).  
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�x Statements of witnesses already recorded by a police officer under Section 
161 CrPC. can be supplemented at a later stage of the investigation if so 
required.  

�x A witness may wish to narrate further information which he learns about after 
recording his initial statement or may wish to offer information about events 
or facts which occurred after the recording of the initial statement under 
Sec. 161 CrPC.  

�x In Nasir Ahmad v. State, the relevance of witness statements was 
discussed. The accused, during his statement under Section 161 Cr.PC., 
had admitted that he was part of an unlawful assembly with a specific role. 
The Peshawar High Court ruled that the statement of the accused recorded 
under Section 161 Cr.PC. could have been taken into consideration when 
the occurrence was an unseen one.  

 
8. Prosecution Witness Statements: Admissibility and Evidentiary Value of the 

Statements to the Magistrate 
 
�x The value of such a statement recorded before a Magistrate is that it 

becomes admissible as evidence at trial. However, to ensure that the 
principle of audi alteram partem or that 'no person is condemned unheard' 
is adhered to, the Magistrate can only record such a statement in the 
presence of the accused. This allows the accused to cross-examine the 
witness and to contradict or provide an alternative explanation of the events 
stated by the witness. 

 
9. Prosecution Witness Statements: Guidelines for the Investigating Officer 

 
The guidelines provided below are important for participants to know. During this 
part of the session the following points need to be communicated. 
 

�x In recording statements under Sec. 161 Cr.PC., the IO should take great 
care to ensure prompt recording of witness statements. A delay in the 
recording of a witness statement can be damaging to the prosecution of the 
case. It is important that witness statements are recorded without delay as 
soon as possible after the registration of the FIR or at the time of recovery 
or evidence collection, as the case may be. In cases where delays do take 
place, this should be accompanied by a reasonable explanation duly noted 
in the case diary. Lacking a reasonable explanation for the delay, the court 
may view the witness and his/her statement with suspicion which may 
undermine the entire case. 
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�x The IO should ensure that the witness has all the relevant qualifications of 
competency as required by Article 3 of QSO and at the same time, ensure 
that the witness would deliver a qualitative account before the Court to be 
able to withstand cross-examination. 

 
10. Prosecution Witness Statements: Guidelines for Prosecutor 

 
�x The prosecutor must look at the relevancy of evidence to the fact in issue, 

its admissibility and its credibility and quality. 
�x The criminal character and demeanor of the accused is also relevant, as 

well as any aspect of the accused's character which casts doubt on the guilt 
of the accused. Similarly, his past criminal record is also relevant. The 
prosecutor must bring the attention of the court to such information. 

�x The prosecutor must prepare the IO and properly scrutinize and 
professionally present him before the Court. 

�x The prosecutor must know what the examination-in-chief is, and what types 
of questions can be asked. 

�x Hostile Witnesses: If the witness becomes hostile or retracts his earlier 
statement, the prosecutor must apply to the Court for initiation of 
proceedings. KP Guidelines and Punjab Guidelines specifically explain 
how to handle witnesses who retract from their previous statements.  

 
11. Types of Prosecution Witnesses in ML Cases 

 
The trainer needs to explain the three types of witnesses that the prosecution can 
present – approvers, independent witnesses and informants. Details of these need 
to be displayed on the PowerPoint and also explained through the voice-over. 
 
i. Approvers  

�x In a ML scheme, especially ones launched by politically well-connected 
criminals seeking to launder large quantities of illicit funds, it is inevitable 
that a large number of accomplices, conspirators, and collaborators will be 
involved. Such a scheme cannot be adequately investigated unless the 
concerned LEA, IO, and prosecutor win over some of the accomplices to 
its side. Depending on the circumstances of the case, an accomplice can 
provide a valuable insider's view of the ML scheme. 

�x The formal definition of an accomplice is a person who participates in 
criminal activity but agrees to cooperate with the prosecution and testify 
against other defendants. In Pakistan, accomplices who are won over are 
referred to as “Approvers”. 
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�x When relying on the evidence of an approver, a basic principle must be 
observed – all evidence from an approver must be corroborated.  
 

ii. Independent Witnesses  
�x Independent witnesses are independent third parties such as bankers, 

accountants, property dealers, businesspeople, lawyers etc., that have 
maintained a certain level of interaction with the accused.  

�x These third parties may not necessarily be aware that the organization they 
are dealing with is a criminal enterprise.  
 

iii. Informants  
�x Most LEA’s have informants in the criminal underworld who regularly supply 

useful and credible information in return for compensation or favors.  
 

Concluding Summary 
 

�x Knowledge of the types and sources of evidence will allow Judges to 
adjudicate ML/TF cases with the requisite knowledge about the complexities 
of such cases. 

�x There are numerous types of evidence, but the most important types are 
contained in the following categories: 
 

o Confessional Statement 
o Prosecution Witness Statements 
o Financial Records 
o Personal Profiling Record 
o Expert Analysis and Findings 
o Additional Evidence concerning Relationship with Proscribed 

Organizations. 
 

�x What forms of evidence are admissible in Court has been comprehensively 
dealt with.   

 

Activity  
 
At the end of the third session, to ensure participants have properly understood the 
principles surrounding confessional statements and prosecutorial witness 
statements, they will be assessed via the following question. This case study needs 
to be projected on the screen or shared with the participants – all participants 
should be given time to write down their answers after which there should be a 
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group discussion where the presenter/trainer should go over the correct responses 
allowing participants to self-reflect on their findings. 
 
Question 
 
Hasan, the sole proprietor of Quality Productions got sales tax registration as 
manufacturer for weaving of ladies and gents’ fabrics, wherein he had given the 
address of Plot 10, Sigayan Road. The police were tipped off and a survey revealed 
that several power looms are installed and owned by different people at the 
address, and none is operated by Quality Productions. The workers in the area 
confirmed that they did not know Ali and had never rented out their facilities to him. 
It is alleged that Ali imported fabric for Rs. 1,600,000 as a manufacturer for in-house 
consumption at the rate of zero percent under SRO 1125(1)/2011 against which he 
is liable to pay sales tax worth Rs. 16,000,238 and VAT of Rs. 4,423,000. It is also 
alleged that Ali imported finished taxable goods and avoided paying tax of Rs. 
4,000,000. Munawar, has now filed a complaint alleging that he was a tax consultant 
for Ali and helped him evade taxes. He admitted to the police that he had been 
getting monitory benefits from Ali in exchange for 10% of the tax evaded money.  
 

1. Briefly explain how Munawar’s confession may be used, if at all.  
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Session Four: Expert Analysis and Findings in 

ML/TF cases  
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Objectives of the Training  
 
By the end of this training, trainees will be able to:  

�x Identify the different forms of modern evidence;  
�x Determine the evidentiary value of such evidence;  
�x Distinguish between interception and surveillance,  
�x Understand the types of digital/cyber evidence; 
�x Identify the particulars surrounding fingerprints and handwriting.  

 

Session Topics, Timeframe, Methodology and 

Material Required  
 
 
Sr. No 

 
Topic 

 
Time 

 
Methodology 

1.  Introduction 5 Minutes An overview of the 
learning objectives 
as well as the overall 
rules for the session 
need to be set 
initially. 
 

2.  Interception and 
Surveillance  

5 minutes  Lecture to help 
participants 
understand the 
difference between 
the two and types of 
evidence that can be 
obtained through 
both means. It is 
important to 
delineate the legal 
framework for 
interception and 
surveillance. 
Participants should 
be encouraged to 
share their opinions 
on the use of both. 
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3.  Evidentiary Value and 
Relevancy of 
Interception and 
Surveillance  

5 minutes Lecture and a 
discussion on what 
are meant by 
interception and 
surveillance. This 
should be supported 
by PowerPoint which 
will highlight the legal 
provisions. 
 

4.  Digital/Cyber 
Evidence  

5 minutes A lecture on the 
types of digital and 
cyber evidence.  
 

5.  Evidentiary Value and 
Relevancy of 
Digital/Cyber 
Evidence 

5 minutes Lecture on the 
importance of digital 
and cyber evidence 
and how data from 
different sources is 
useful for cases 
relating to ML/TF.  
 

6.  Audio/Video 
Recording  

5 minutes Lecture on the legal 
provisions as well as 
a discussion on the 
importance of such 
evidence for ML/TF 
cases.  
 

7.  Forensics: 
Fingerprints and 
Handwriting  

5 minutes Lecture and 
discussion on how 
the guidelines for 
fingerprints and 
handwriting are 
necessary for their 
admissibility.  
 

8.  Concluding Remarks 5 minutes A discussion on the 
salient features of the 
session.  
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Process of the Session  
 
This session is designed to last for forty minutes, during which participants will be 
engaged using lectures, presentations, and case law. The premise of this session 
is to underpin the importance of using different types of evidence in ML/TF cases. 
It should be kept interactive, and participants should be encouraged to share their 
thoughts and ask questions throughout.  
 

Background Material  
 
The background material for this session can be found in the handout attached to 
this Guide as well as the Toolkits and Guide. 
 

Session Breakdown  
 
The session should begin with an introduction to provide introductions, set some 
basic rules and also put together a summary of the main features of the session. 
Following this, the below mentioned topics should be covered:  
 
1. Interception and Surveillance 

 
For interception and surveillance, the trainer should explain what these two 
methods of obtaining information are, their admissibility and the legal framework 
that governs their usage.  
 

�x Article 164 QSO: Any evidence received using modern devices and 
techniques is admissible.  

�x Section 27-B ATA, 1997: Allows convictions to be based on electronic 
evidence alone, provided that the Court is satisfied with its genuineness. 

�x Section 9A, AMLA 2010: Allows for the usage of modern investigative 
techniques in the investigation of the financing of terrorism.  

�x Section 19-C of the Anti-Terrorist Act, 1997: convictions can be based on 
electronic evidence alone if the Court is satisfied with its genuineness.  

�x Interception includes the following:  
 

o E-mails,  
o SMS,  
o IPDR (internet protocol detail record);   
o CDR; 
o any form of computer based or cell phone- based communication;  
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o voice analysis; and 
o any means of communication using wired or wireless or IP (internet 

protocol) based media or gadgetry.  
 

�x Surveillance includes: 
 

o  data, information or material in any documented form, whether 
written, through audio visual device, CCTV, still photography, 
observation or any other mode of modern devices or techniques 
obtained under this Act and  

o documents, papers, pamphlets, booklets. 
 

�x Ways of Surveillance:  
 

o Intercepting the suspect’s phone calls.  
o Time of phone calls may be monitored.  
o Tracking devices to trace a suspect’s movement and whereabouts.  
o CCTV for tracing the suspects’ visits and interactions.  

 
Participants should be encouraged to have a discussion on interception and 
surveillance and the types of investigative tools required to use modern means of 
evidence. However, it should be noted while evidence obtained through modern 
means is admissible under the law, investigative tools in Pakistan are not up to date 
with scientific developments. 

 
2. Evidentiary Value and Relevancy 

 
In this part of the session, participants need to be given an overview of the legal 
framework that relates to interception and surveillance to ascertain their evidentiary 
value. The following legal provisions need to be explained:  
 

�x Section 19-C of the ATA authorizes the IO to use techniques including 
'undercover operation, intercepting communications, accessing computer 
system and controlled delivery' for the investigation of financing of terrorism. 

�x Section 9-A of the AMLA allows for the usage of modern investigative 
techniques in the investigation of the financing of terrorism.  

�x IFTA 2013 provides that the three Service Intelligence Agencies are required 
to approach the Federal Minister of Interior for permission to make an 
application to the Judge for the use of interception and surveillance.  
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3. Digital/Cyber Evidence 
 

To demonstrate how digital and cyber evidence is used, examples from previous 
cases should be given to the participants. This will help them understand how this 
type of evidence has been relied on by courts previously.  They should also be 
encouraged to discuss their own experiences with regard to the use of digital and 
cyber evidence. 
 

�x CDs and USBs: In Sikander Ali Lahsari vs. The State, (2016 YLR 62 KAR) 
the Court noted by virtue of the application of Section 27-B and Article 164 
of the QSO, the accused was to be supplied the copies of CD and USBs in 
compliance with Section 265-C of the Code of the Criminal Procedure, 
1898. 

�x Digital Forensic Analysis: In Adnan Hafeez vs. The State (2016 PLD 318 
LAH) the FIA seized three laptops, a mobile phone and one PTCL Evo 
Wingle. These were then forwarded to the Forensic Agency for forensic 
analysis.  

�x Social Media analysis: Asim Nawaz alias Kaleem Nawaz vs. The State: 
(2019 PcrLJ 920 Lah) Information on social media found through the 
accused’s Computer and Mobile Phone was inspected through the Punjab 
Forensic Science Laboratory.  

�x Admissibility of Emails: It was observed in the recent case of Taimoor Mirza 
v. Maliha Hussain (2020 CLC 1029 LAH) that “email is a form of 
documentary evidence and the same can be admitted as evidence in court 
in the same way as other forms of documentary evidence.” 

 
4. CDR, SIM Registration Data and Record from Social Media Companies 

 
Based on the discussion above participants should be made aware of the 
usefulness of CDR and SIM registration data. The process for this needs to be 
explained to understand the requirements that need to be met for the admissibility 
of this data.  
 

�x Process to be followed by the IO:  
 
(i) Firstly, issue a letter to the concerned officer/authority for the issuing 

of CDR/Sim Registration Data/IMEI.  
(ii) Secondly, the IO is to prepare a recovery memo and insert the same 

into the case diary (Section 172 of the Cr.PC).  
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�x In Salman Alias Lamba and Another vs. The State, the IO had collected CDR 
of the mobile phones recovered from the possession of the accused and 
completed process of verification of the SIMs and National Identity Cards 
issued by National Data and Registration Authority. However, it was noted 
that: 
 

o Evidence of police officials was not trustworthy.  
o No evidence had been produced to satisfy the Court that recovered 

cell phone SIMs were kept in safe custody.  
o Records showed that there was no verification from the mobile 

companies as to in whose names such SIMs were issued nor were 
the persons in whose names such SIMs were issued interrogated by 
the IO.  
 

�x Section 25 AMLA, 2010: Allows for collection of information 'including but 
not limited to production of records, documents and information reasonably 
required by the investigating or prosecuting agency…' 

�x Section 21EEE ATA, 1997: allows the Superintendent of Police, on the 
request of JIT to require information or obtain record of telephone and 
mobile phone data, e-mail, MMS and CNIC and encrypted messages or any 
other information suspected to be linked in any manner with commission of 
an offence under this Act, from any service provider company of 
department.’ 

�x At the time of receiving of information from concerned authorities, an expert 
on cyber/forensics department/wing will decipher the evidence in a 
presentable form for presentation before the court. Therefore, the IO shall 
seize the record under seizure and record the statement of the expert officer 
and witnesses under Section 161 of the CrPC.  
 

5. Audio/Video Recording 
 

Audio and video recordings can also be useful forms of evidence. However, in order 
to ensure their admissibility, guidelines have been developed which need to be 
followed. The importance of following the correct procedure needs to be 
emphasized to participants. Their input should also be taken on experiences, 
common problems, and possible solutions to ensure the admissibility of digital 
evidence of this kind.   
 

�x In Ishtiaq Ahmed Mirza v. Federation of Pakistan (2019 PLD 675 SC), the 
Supreme Court laid guidelines as to the admissibility of audio/video 
recordings. Some of the principles are as follows:  
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o No audio tape or video can be relied upon by a court until the same 
is proved to be genuine and not tampered with or doctored.  

o An audio tape or video sought to be produced in evidence must be 
the actual record of the conversation as and when it was made or of 
the event as and when it took place. 

o The person recording the conversation or event must be produced 
and must produce the audio tape or video. 

o The voices recorded or the people shown must be properly 
identified. 

o The transcript of the audio tape or video must have been prepared 
under independent supervision and control.  

�x In Tahir Ahmed Naseem v. The State (2019 YLR 721 PEAHAWAR), audio 
recordings were dispatched to the Forensic Science Laboratory where they 
were analyzed through Forensic Tools and a Spectrographic test. The report 
of the Examiner was then relied on and accepted by the Court.  
 

6. Forensics: Fingerprints and Handwriting 
 

Forensic evidence also includes fingerprinting and handwriting. The requirements 
for admissibility are similar to those relating to other types of forensic evidence. The 
following points need to be highlighted:   
 

�x Must be proven through opinion of experts (Art. 59 of the QSO).  
�x Procedure for obtaining Expert Opinion on Handwriting:  

 
o Needs to be seized under a seizure memo.  
o If a document is alleged to be signed by any person, the signature 

or the handwriting must be so proved to be him (Article 78 of the 
QSO).  

o  I.O. shall send this sealed envelope along with a covering letter.  
o It can be sent through courier or by hand.  
o It shall be sent to the concerned forensic authority; 
o Custody form and other formalities guidelines can be found at 

https://www.nfsa.gov.pk/  
o Although there is no hard and fast rule as to the weight given to an 

expert, such reports are nonetheless not immune from judicial 
scrutiny.  
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Concluding Summary 
 
At the end of the session, participants should be given a concluding summary 
wherein the following should be highlighted: 
 

�x Methods of collecting initial evidence include,  
 

o interception and surveillance  
o checking assets without notification to the owner.  

 
�x The QSO, Article 164 states that information may be extracted from modern 

devices if the court deems it appropriate. 
�x Forensic evidence is a crucial form of evidence and constitutes a link in the 

chain of evidence that is used to prove the guilt of an accused beyond a 
shadow of doubt. 
 

Activity  
 
The following exercise will require participants to write their answers down 
individually and then have a discussion with the trainer. 
 

1. What are some potential forms of evidence extracted through modern 
devices?  

2. What is the evidentiary value of call records?  
3. Is evidence from social media acceptable?  
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Group Activity  
 
At the end of the second day, the participants will be taken to the Sindh Forensic 
Science Agency (SFSA) in Malir. The field visit will help the participants understand 
how evidence is collected, preserved, and used by prosecutors during trial. It would 
be useful for Judges to understand the complexities forensic experts face while 
tackling such evidence, as their reports impact the outcome of the case. The 
forensic experts should be asked to explain the chain of evidence, and the relevant 
protocols for obtaining evidence, as both factors affect the admissibility of 
evidence. Forensic experts should also be asked to share forensic reports, and 
these are to be interpreted by the experts so that concerned stakeholders know the 
utility and relevancy of report.  
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Day Three  
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Introduction  
 
Day three has been designed to provide participants with a comprehensive 
overview on how to conduct financial investigations using a variety of investigative 
tools. On this day participants will be given a deeper insight into the types of 
information that different institutions hold and how this can be accessed and used 
for cases of ML/TF. This requires a more advanced understanding of the nuances 
of cases relating to ML/TF and identifying the proceeds of crime and following a 
money trail. 
 

Agenda  
 
A draft agenda has been provided below.  

 

DAY 3 

Conducting Financial Investigations 

 

Timings 

 

Sessions 

 

Speakers 

 

10:00 AM – 
11:30 AM 

 

Session 5: Financial Records & Financial 
Investigations 

�x Dealing with Information/Intelligence 
�x Inquiries; Registration; Referral 
�x Investigation 
�x Regulators and investigations 
�x Charging/linking to predicate offences 
�x Working with prosecution 
�x International Cooperation 
�x Dealing with witnesses 

 
 
 

 

 

A senior official of the 
police 

 

11.30 AM-
11.45 AM 

 

Tea Break 
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11:45 AM – 
1:30 PM 

 

Session 6: Financial Evidence from Public and 
Private Sector Institutions in Pakistan 

�x Federal Board of Revenue 
�x Securities and Exchange Commission of 

Pakistan 
�x State Bank of Pakistan 
�x Registrar Trust 
�x Registrar of Societies and Firms 
�x Ministry of Interior and Economic Affairs 

Division 
�x Land Record Regulatory Departments 
�x Financial Institutions 

Accounting Firms 

 

Senior faculty member of 
SJA 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1:30 PM-
2:30 PM 

 

Lunch Break 

 

2:30 PM – 
4:30 PM  

 

Group Activity 
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Session Five: Financial Records & Financial 

Investigations  
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Objectives of the Training  
 
By the end of this training, trainees will be able to:  

�x Identify what a financial investigation entails; 
�x Understand the use of financial records;  
�x Conceptually and practically follow a money trail;  
�x Distinguish the sources of evidence for a financial investigation;  
�x Highlight the admissibility of financial evidence;  
�x Understand the importance of financial investigations for ML/TF cases; and 
�x Use general guidelines to plan financial investigations.  

 

Se ssion Topics, Timeframe, Methodology and 

Material Required  
 

 

Sr. No 

 

Topic 

 

Time 

 

Methodology 

1.  Introduction to Financial 
Investigations 

 

10 minutes Lecture and 
discussion on what 
financial 
investigations 
entail and why 
these are important 
in the case of 
ML/TF. 

2.  Introduction to Financial 
Records 

5 minutes Brief lecture on 
what financial 
records are, along 
with an overview of 
the legal provisions 
supported by the 
PowerPoint. 

3.  How are financial 
Records used to 
establish a money trail 
in a financial 
investigation 

10 minutes Detailed lecture 
supported by the 
PowerPoint 
presentation with a 
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discussion among 
participants.  

4.  Sources of Financial 
Evidence 

 

10 minutes Detailed lecture.  

5.  Qanun-e-Shahadat 
Order, 1984 

 

15 minutes Lecture on legal 
framework with 
overview of case 
law as well as case 
studies to illustrate 
the use of the law.  

6.  Legal amendments to 
streamline 
investigations and 
prosecutions 

10 minutes Lecture on legal 
amendments 
followed by a 
discussion to 
assess how often 
these are used.  

7.  Improving coordination 5 minutes Discussion 
supported by 
PowerPoint.  

8.  Mutual Legal 
Assistance 

10 minutes Lecture followed 
by a discussion.  

9.  Lacunae in the law 5 minutes Discussion 
supported by 
guiding questions.  

10.  Conclusion 5 minutes A brief recap of the 
main takeaways 
from the session 

 

Process of the Session  
 
This session is designed to last for around ninety minutes, during which participants 
will be engaged using lectures, presentations, case studies and illustrations. This 
session is longer and more technical than the sessions from previous days. Thus, it 
is important that the information encapsulated in the guide and toolkit is unpacked 
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in a way to make it easier to understand. Discussions should be encouraged to keep 
the session engaging. 
 

Background Material  
 
The background material for this session can be found in the Course Book attached 
to this Guide as well as the Toolkit and Guide. 
 

Session Breakdown  
 
The fifth session will hinge on the following elements: 
 
1. Introduction to Financial Investigations 

 
For this part of the session participants should be encouraged to share their 
experiences with regard to financial investigations. For adult training it is important 
to keep the audience engaged and involved, which can be achieved through 
discussions whereby knowledge and experiences can be shared with the group at 
large. The following points will need to be highlighted by the trainer bearing in mind 
how these become crucial for trials relating to ML and TF. 

�x A financial investigation is an enquiry into financial affairs related to criminal 
conduct.  
 

o A major goal of a financial investigation is to identify and document 
the movement of money during the course of criminal activity, often 
through tracing a money trail.  
 

�x It involves the collection, collation, and analysis of all available information 
with a view towards assisting in the prosecution of crime and in the 
deprivation of the proceeds and instrumentalities of crime.  

�x A major goal of a financial investigation is to identify and document the 
movement of money during the course of criminal activity. 

�x A financial investigation can aid in achieving the following key objectives: 
 

o Identifying proceeds of crime, tracing assets and initiating asset 
confiscation measures, using temporary measures such as 
freezing/seizing when appropriate. 

o Initiating ML investigations when appropriate. 
o Uncovering financial and economic structures, disrupting 

transnational networks, and gathering knowledge on crime patterns. 
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�x A financial investigation can aid in achieving the following key objectives:  

 
o Identifying proceeds of crime, tracing assets and initiating asset 

confiscation measures, using temporary measures such as 
freezing/seizing when appropriate. 

o Initiating ML investigations when appropriate. 
o Uncovering financial and economic structures, disrupting 

transnational networks, and gathering knowledge on crime patterns. 
o Financial investigations will often establish the existence of otherwise 

unknown crimes and assets that have been purchased with 
proceeds of criminal activity, thus allowing these assets to become 
subject to confiscation. 
 

2. Introduction to Financial Records 
 

The trainer needs to explain what financial records are and how they become 
relevant to cases of ML/TF. The legal provisions underpinning their admissibility and 
ensuring cooperation between different entities also need to be highlighted.  

�x Financial records are documents that provide evidence of or summarize 
business transactions. They also provide information pertaining to company 
structures, such as information on members, shareholders, and other 
beneficial ownership arrangements. 

�x Admissibility of financial records: Article 2(c) of the QSO allows for the 
collection of both oral testimony and documentary evidence in case 
proceedings. Financial records fall in the latter category. 

�x All financial institutions, reporting entities, government functionaries, and 
authorities are required to render full assistance to an LEA for the purpose of 
an investigation for ML under section 25 of the AMLA.  

�x Apart from AMLA, provisions of the ATA, Prevention of Electronic Crimes Act 
2016, IFTA, MLAA as well as specialized legislation for agencies such as 
NAB, ANF, FBR and others provide for the collection of financial records. 
 

3. How are financial records used to establish a money trail in a financial 
investigation? 
 

This will require a more detailed discussion on establishing a money trail through 
the use of financial records. This needs to be explained in a step-by-step manner 
as this is crucial for the proper investigation of an ML/TF case. The following points 
need to be highlighted:  
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�x The ability of law enforcement agencies to conduct financial investigations 
and have access to financial and other information is essential to effectively 
combat ML, associated predicate offences and TF offences.  

�x A money trail establishes: 
 

o A link between financial activity/property and proscribed 
individual/entity in TF investigation, and 

o A link between the property and the predicate offence in ML 
investigation. 
 

�x However, the simple identification of a money trail is not sufficient for the 
purpose of ensuring convictions. In order to secure convictions, evidence of 
the money trail has to be gathered in order for it to be admissible in a court 
of law.   

�x Gathering financial records that sufficiently establish the money trail and 
connect the predicate crime to parked illicit funds is critical. It is thus 
imperative to understand the importance and admissibility of financial 
records. 

�x A financial investigation can be used to reveal undiscovered predicate 
offences and to identify other people or companies relevant to the offence 
in question.  

�x It is imperative to use financial intelligence upstream and downstream within 
the value chain: this means that the flow of financial intelligence between 
regulators, supervisors, financial intelligence units, law enforcement and 
other competent authorities.  

�x The following are guidelines for the IOs when conducting financial 
investigations:  
 

o Case planning and preparation guidelines  
o Guidelines for developing a money trial  
o Determining the value of proceeds and confiscation guidelines  
o Investigation guidelines  
o Prosecutor-investigation coordination guidelines  

 
�x Elements necessary for a successful financial investigation:  

 
o Financial investigation has to be a standard procedure applied when 

investigating profit-generating crimes and other predicate crimes; 
o Investigators have to be specialized in financial investigation; 
o Close co-operation with investigators responsible for criminal 

investigation; 
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o Collection of evidence on the perpetrator and the criminal offence; 
o Determination of proceeds from crime (type and amount); 
o Determination of property that can be confiscated; 
o Determination of the conditions for temporary measures 

(seizure/securing). 
 
4. Sources of Financial Evidence 

 
It is important that participants understand the different sources of financial 
evidence. They need to be able to understand the role that different agencies and 
institutions play and not simply rely on bank statements. The links that can be 
established through the use of different sources of evidence should also be 
explained to participants.  

�x Governmental agencies are responsible for the registration, licensing and 
regulation of all businesses, institutions and other entities.  

�x In performance of their responsibilities, government agencies keep extensive 
records and other forms of documents that can be useful in financial 
investigations pertaining to ML/TF cases.  

�x These can include licensing forms, certificates of incorporation, tax returns 
(company and individual), wealth statements, bank documents, wire 
transfers, etc. 

�x Incorporating such forms of evidence can aid in tracing the money trail or 
identifying beneficial ownership arrangements in a financial investigation, 
delineating TF or ML linkages. 

�x Investigators can liaise with a range of public sector organizations and 
entities to gain documentary and digital evidence for conducting effective 
financial investigations. 

�x It is important for law enforcement and criminal justice actors to have a 
holistic understanding of the various avenues available for collecting 
financial evidence that goes beyond mere bank statements. 

�x Some critical agencies/authorities within this respect include: 
 

o Securities and Exchange Commission Pakistan (SECP) 
o State Bank of Pakistan (SBP) 
o Federal Board of Revenue (FBR) – including Income & Sales Tax 

Department, Customs Intelligence and Excise Departments 
o Financial Monitoring Unit (FMU) 
o Financial Institutions (such as Banks, Forex Companies, Western 

Union, MoneyGram, Ria, Branchless Banking, etc.) 
o Non-Profit Organization Registration Authorities 
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o Land Record Regulatory Departments 
o Accounting/Auditing Firms 

 
�x Approaches in tracing illegal financial transactions: 

 
o Tracing financial transactions through banks:  

 
�ƒ Personal accounts  
�ƒ Business accounts  
�ƒ Negotiated (cancelled) cheques  
�ƒ Loan records  
�ƒ Credit card records  

 
o Indirect Approach to Tracing: Net-worth method  

 
�ƒ Net worth- the difference between assets and liabilities at 

a particular point in time.  
�ƒ Methods of performing a net-worth analysis:  

 
a. Asset method  
b. Expenditures method  
c. Locating hidden assets.   

 
5. Qanun-e-Shahadat Order, 1984 

 
The relevant sections of the QSO need to be laid down for trainees along with case 
studies to discuss how the law can be used for different situations relating to ML 
and TF. The following are the relevant articles of the QSO.  

�x Article 2(c) - "Evidence" includes: 
 

(i) all statements which the Court permits or requires be made before it 
by witnesses, in relation to matters of fact under inquiry; such 
statements are called oral evidence; and 

(ii) all documents produced for the inspection of the Court; such 
documents are called documentary evidence. 
 

�x Article 19. Relevancy of facts forming part of some transaction.  
 

o Facts, which though not in issue, are so connected with a fact in issue 
as to form part of the same transaction, are relevant whether they 
occurred at the same time and place or at different times and places. 
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o Illustrations:  
 
Note: These illustrations should be presented as questions to the 
participants to assess their understanding of the relevance of facts 

 
�ƒ A is accused of the murder of B by beating him to death. 

Whatever was said or done by A or B or the by-slanders at the 
beating, or, so shortly before or after it as to form part of the 
transaction, is a relevant fact. 

�ƒ A is accused of waging war against Pakistan by taking part in 
an armed insurrection in which property is destroyed/ troops 
are attacked, and goals are broken open. The occurrence of 
these facts is relevant, as forming part of the general 
transaction, though A may not have been present at all of 
them. 

�ƒ A sues B for libel contained in a letter forming part of a 
correspondence. Letters between the parties relating to the 
subject out of which the libel arose, and forming part of the 
correspondence in which it Is contained, are relevant facts, 
though they do not contain the libel itself. 

�ƒ The question is whether certain goods ordered from B were 
delivered to A. The goods were delivered to several 
intermediate persons successively. Each delivery is a relevant 
fact. 
 

�x Article 46: Cases in which a statement of relevant fact by person who is dead 
or cannot be found, etc., is relevant. 
 

o Statements, written or verbal, of relevant facts made by a person who 
is dead, or who cannot, be found, or who has become incapable of 
giving evidence, or whose attendance cannot be procured without an 
amount of delay or expense which under the circumstances of the 
case appears to the Court unreasonable, are themselves relevant 
facts in certain cases (refer to the QSO for details) 
 

�x Article 72 - Proof of contents of documents 
 

o The contents of documents may be proved either by primary or by 
secondary evidence.  

o In the case of Bashir Ahmad vs. Muhammad Bakhsh, the Court said 
that “the word “evidence” cannot be restricted merely to the 
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statement of a party or to any one specific witness. It will include the 
statements of all the witnesses recorded by the Court and the 
documents produced during trial”. Similarly in the case of Mazool 
Hussain vs. Abid Hussain, it was said by the Court that “Documentary 
evidence cannot be rebutted by oral evidence.” In Raza Munir vs. 
Mst. Sardar Bibi, the Court held that “a document once brought on 
record can be given effect to by the Court even in the absence of a 
plea by a party to such effect”. 
 

�x Article 164 - Production of evidence that has become available because of 
modern devices, etc. 
 

o In such cases as the Court may consider appropriate, the Court may 
allow to be produced any evidence that may have become available 
because of modern devices or techniques. 
 

Participants should be encouraged to discuss the different legal provisions and to 
see how these provisions have been interpreted by the courts and to also discuss 
the practical difficulties that are associated with these types of evidence.  
 
6. Legal Amendments to Streamline Investigation and Prosecution of ML/TF Cases 

 
The special laws and how they have been amended over the years to cater to the 
investigation and prosecution of cases for ML and TF also need to be highlighted. 
Here it is important to get feedback from participants on how these provisions have 
been used, if at all.  
 
(i) AMLA, 2010  

 
�x Section 25 of the AMLA (Second Amendment) Act also promotes 

coordination by ensuring cooperation between federal officers and 
provincial officers. 

�x The Financial Monitoring Unit (FMU) was provided with various powers with 
relation to receiving, analyzing, and disseminating STRs and CTRs, and 
coordinating with financial intelligence units in other countries. 

�x Section 6A was added to AMLA which stipulates powers of the AML/CFT 
Regulatory Authorities, including but not limited to issuing regulations, 
directions, and guidelines with respect to financing of proliferation 
obligations and providing feedback to reporting entities for the purpose of 
compliance with the requirements. 
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�x The amendments made in 2020 also include providing avenues of 
international cooperation in order to make agreements with foreign 
counterparts for the exchange of information under AMLA. 

�x The power and obligation of conducting Customer Due Diligence has also 
been provided under Section 7A of the AMLA. 

�x Furthermore, investigation officers have the power to apply special 
investigation techniques, including undercover operations, and intercepting 
communications, among others (rules yet to be notified). 

�x Critically, offences under the Act have been stipulated as cognizable under 
Section 21 of the AMLA, therefore investigation authorities can arrest a 
person accused of an offence without a warrant. 
 

(ii) ATA, 1997  
 

�x Through amendments to the ATA, IOs, with the permission of the court, have 
been empowered to use special investigative techniques for investigation of 
financing of terrorism. 

�x Moreover, the authorities also have the power to freeze or seize the assets of 
any person acting in the interests of proscribed persons or organizations. 

�x Under Section 19 of the ATA, the Joint Investigation Team (JIT) can now co-
opt any additional person from Federal or provincial institutions to aid in 
investigations. This is a significant development and is likely to translate into 
specialist input during TF investigations. 

  
7. Improving Coordination 

 
�x In Pakistan, there have been significant improvements in creating pathways 

for information-sharing as well as improving existing coordination 
mechanisms. In 2018, the National Counter-Terrorism Authority (NACTA) 
signed a Memorandum of Understanding (MOU) with 14 other law 
enforcement agencies, with a specific focus on information sharing and 
coordinating investigations.  

�x This arrangement was further expanded to 25 agencies in an addendum to 
the multilateral MOU in 2020. 

�x The primary aim was to enhance collaboration and inter-agency 
collaboration in investigations as well as preventing the duplication of 
investigative efforts.  

�x Additionally, the creation of the Financial Monitoring Unit (FMU) – Pakistan's 
designated FIU – is a key development that will allow for financial intelligence 
to be shared effectively with LEAs and other competent authorities as 
required. 
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8. Mutual Legal Assistance 
 

Mutual legal assistance is a useful tool for taking evidence, statements, getting 
judicial documents, executing searches and seizures as well as identifying or 
tracing the proceeds of crime keeping in mind the transnational nature of ML and 
TF. The following points need to be highlighted to participants in this regard: 

�x Mutual legal assistance (MLA) is a process by which States seek for and 
provide assistance to other States in servicing of judicial document and 
gathering evidence for use in criminal cases. 

�x States can legally empower authorities to utilize MLA in three ways: 
i. Becoming Signatories to relevant International Conventions - e.g., 

United Nations Transnational Organized Crime (UNTOC) and the 
United Nations Convention Against Corruption (UNCAC) 

ii. Conducting bilateral treaties with other States MLA (including 
extradition treaties) 

iii. Bolstering Domestic Law to integrate MLA mechanisms (e.g., MLA 
Act, 2020) 
 

�x In Pakistan, the Mutual Legal Assistance (Criminal Matters) Act, 2020 deals 
with such matters. The imperative provisions are as follows:  
 

o Section 3: Application of the Act  
o Section 4: Functions of the Central Authority  
o Section 7: MLA Requests by Pakistan  
o Section 8: Foreign Request for Assistance  
o Section 17: Refusal of Request for MLA  

 
�x In response to the FATF grey listing, a range of new powers the competent 

authorities were added under AMLA and ATA. The amendments made in 2020 
also include providing avenues of international cooperation in order to make 
agreements with foreign counterparts for the exchange of information under 
AMLA. 
 

o Section 25 AMLA, 2010: Promotes coordination by ensuring 
cooperation between federal officers and provincial officers.  

o The FMU was provided with various powers with relation to receiving, 
analysing, and disseminating STRs and CTRs, and coordinating with 
financial intelligence units in our countries. 
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9. Lacunae in the Law 
 

This part of the session should be more discussion based and input should be taken 
from practitioners on how the legal gaps hamper the adjudication of cases relating 
to ML and TF. The discussion should be based around the following points:  

�x In the absence of formulation of any rules for either of these sections, there 
does not currently exist any mechanism that regulates the procedure and 
execution of orders issued under these laws. Specifically, these questions 
become relevant: 
 

o How exactly does one apply for a warrant under Sections 19C/9A? 
o What sort of objective/subjective criteria will a judge use in the 

issuance of such warrants? 
o Are human rights concerns, specifically in relation to privacy, 

considered when issuing a warrant? 
o What is the documentation requirement for an extension? 
o What penalties exist for law enforcement agencies misusing the 

powers under these sections? 
o What mechanism exists for investigation agencies and trial court to 

protect victim or witness?   
 

�x All these questions mean that it is unlikely that either Section 9A of the AMLA 
or Section 19C of the ATA will become operational without first formulating 
rules governing their usage. 
 

Concluding Summary 
 
In a nutshell, a money laundering case should be guided by a work plan that 
specifies:  

�x A roadmap for tracing the money trail;  
�x Domestic and international financial records needed;  
�x Procedures for managing documents;  
�x Surveillance requirements;  
�x Complete particulars of material witnesses with their alternative addresses 

and contact numbers so that they may be contacted when required to 
investigation officer and the trial court;  

�x Initial assessment with regards to protection of witnesses or victim and if it 
is so needed, must be responded by the investigation officer or the trial court 
as the circumstances may be;  
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�x Desired evidence of criminal activity and proceeds;  
�x Analysis, summaries, and graphic representations of evidence;  
�x Any special investigative techniques required.  

 

Activit ies  
 
Participants should be given the following case study, and asked the questions 
listed below.  

They should write their answers down which should then be peer reviewed by other 
participants with overall input from the trainer. 

 

 

Case Study 

A car wash business is run successfully by its owner, Ahmed. Most payments are 
made in cash. The police receive an anonymous tip that Ahmed has been using the 
business as a front to support Tehreek-e-Terror (TeT), a proscribed organization 
and the proceeds from the business are transferred to Dubai, after which they are 
directed towards funding TeT. In his tax records, there are discrepancies with 
regards to Ahmed’s reported income, which is higher than the proceeds of sales 
from his car wash business. The police have decided to launch a financial 
investigation. The manager of the car wash business informed that he does not 
operate business throughout the year and he along with an employee run it and 
hardly meet running expenditure. This statement was initially recorded through 
audio/video devices and now the manager is reluctant to appear on the call of 
investigation officer.  

Questions 

1. How will you plan the financial investigation? 
2. What sources of evidence are important in building a TF case and a ML 

case? 
3. What authorities can be contacted for further information? 
4. What information can be gained from Dubai-based authorities about this 

case? How does the IO reach out to foreign authorities? 
5. How to protect the witness?  
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Session Six: Financial Evidence from Public 

and Private Sector Institutions in Pakistan 
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Objectives of the Training  
 
By the end of this training, trainees will be able to:  

�x Understand the broad range of financial evidence from the different 
stakeholders which can be used in ML/TF investigations including:  

�x Evidence from SECP;  
�x Evidence from FBR;  
�x Evidence from Financial Institutions;  
�x Evidence from the State Bank of Pakistan;  
�x Evidence from Registrar Trust and Registrar of Societies and Firms;  
�x Evidence from the Ministry of Interior and Economic Affairs Division;  
�x Evidence from Land Record Regulatory Departments;  
�x Evidence from Accounting Firms; and  
�x Open-Source Information.  

 

Session Topics, Timeframe, Methodology and 

Material Required  
 
 

Sr. No 

 

Topic 

 

Time 

 

Methodology 

1.  Introduction 5 Minutes A brief introduction to the session 
as well as the trainer 

2.  Evidence from SECP 10 minutes  Lecture on the documentary 
evidence that can be obtained from 
SECP and discussion on practical 
experiences – lecture needs to be 
tied in with the overall question of 
admissibility and importance of 
developing connections between 
different entities for ML/TF cases.  

3.  Evidence from FBR 10 minutes Lecture and discussion – input 
from participants on their 
experiences in using information 
from other entities; particularly 
FBR. 



 

105 
 

FACILITATORS’ GUIDE – Advanced Training Course on Anti-Money Laundering and Countering the Financing of Terrorism 

4.  Evidence from Financial 
Institutions 

10 minutes Lecture and discussion on the link 
between the data held by financial 
institutions and its importance in 
ML/TF cases.  

5.  Evidence from the State 
Bank of Pakistan 

5 minutes Lecture supported by the 
PowerPoint presentation 

6.  Evidence from Registrar 
Trust and Registrar of 
Societies and Firms 

10 minutes Lecture and discussion on 
organizations that are registered as 
a trust or society. 

7.  Evidence from the 
Ministry of Interior and 
Economic Affairs 
Division 

5 minutes Lecture on the type of information 
that can be received and also the 
link between the evidence and the 
case.  

8.  Evidence from Land 
Record Regulatory 
Departments 

5 minutes Lecture on the connection between 
land records, real estate and the 
source of funds.  

9.  Evidence from 
Accounting Firms 

5 minutes Lecture on the data that is held by 
accounting firms and how it is 
relevant for ML/TF cases  

10.  Open-Source Information 10 minutes Lecture on the types of digital 
evidence that can be obtained and 
how it is connected to cases of 
ML/TF 

11.  Non-Profit Organization 
Registration Authorities 

5 Minutes  Lecture on how nonprofit 
organizations operate and the 
information that is relevant for 
ML/TF cases.   

12.  Concluding Remarks 5 Minutes Discussion on the key aspects of 
retrieving financial data from 
different sources. 
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Process of the Session  
 
This session is designed to last eighty minutes, during which participants will be 
engaged using lectures, presentations, case studies and illustrations. 
 

Background Material  
 
The background material for this session can be found in the handout attached to 
this Guide as well as the Toolkit and Guide. 
 

Session Breakdown  
 
The session is more technical and aims to equip participants with the knowledge 
and understanding of how financial evidence from different institutions can be 
obtained and what becomes relevant for ML/TF trials. For this session, the following 
topics should be covered: 
 
1. Evidence from SECP 

There should be a brief discussion on the role and importance of SECP and how it 
relates to trials pertaining to ML/TF. It’s primary function as a regulator established 
with the objective of developing a modern and efficient corporate sector, insurance, 
Non-Banking Financial (NBFCs) and capital market sector in Pakistan needs to be 
highlighted.  

�x It has investigative and enforcement powers under the Securities and 
Exchange Commission of Pakistan Act, 1997 read with the applicable 
provisions of the Companies Act, 2017.  

�x Investigation agencies can access legal and constitutional documents and 
forms of entities regulated by the SECP, including shareholders, their 
shareholding, directors, nominees, company secretary and management 
etc.  

�x Evidence can be obtained from the Registrar/Additional Registrar concerned 
at the CRO through the Commissioner concerned at SECP. Most of the 
information can be obtained from the e-portal of companies as well.  

Participants should be able to identify the types of evidence that be obtained from 
the SECP and how it becomes relevant in such cases:  

 Documentary Evidence:  

�x License to NPOs/NGOs/INGOs [page 45 Toolkit II]: 
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o Primary purpose of the organization; 
o The source of its funding (not always mentioned);  
o Date of grant/renewal, and duration of license.  

 
�x Application for License: Net Domestic Product at Domestic Prices (NDP) 

Form 1 [page 48 Toolkit II] contains details of the management including: 
 

o Brief objects of the association. If the association already existed at 
the time of registration: old name of the association and its objects, 
registration type (society, trust, etc.), registration authority, and 
statement of charitable work already undertaken; 

o Complete details of the management and relevant stakeholders;  
o Details of their current and permanent addresses;  
o Copies of valid Computerized National Identity Card 

(CNICs)/National Identity Card for Overseas Pakistani’s (NICOPs);  
o NTNs of directors;  
o Details of donations by members and directors;  
o CVs of members, directors and CEO;   
o Names of other associations/companies where the 

directors/members/CEO hold any position;  
o Forecasts of annual income and expenditure, including expected 

sources of income.  
 

�x Application to obtain permission submitted by prospective Non-Banking 
Financing Companies (NBMFCs):   

o Full details, including professional qualifications, NTN, present 
occupations and evidence of payment of income tax, of all sponsors, 
directors, CEO, chairman of Board etc;   

o Names, addresses and annual accounts of all other organizations 
where the sponsors, directors, CEO and the chairman have 
previously served;   

o Amount of capital contributed by each sponsor;  
o Feasibility report;  
o Latest Credit Information Bureau (CIB) report.   

 
�x Application for grant of license submitted by prospective NBFC/Non-Bank 

Microfinance Company (NBMFC) [page 57 Toolkit II]:  

o Date of incorporation as a limited company;  
o Names and addresses of directors and number of shares held by 

each of them; 
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o Director’s interest, direct or indirect, in any other company with 
details of such interest;  

o Details of persons or group controlling the company including major 
shareholders with number and value of shares held;  

o Details of qualified staff engaged;  
o Reasons for selecting the proposed place of business with statistical 

data.   
 

�x Application for grant of license [page 60 Toolkit II].  
�x License for NBFCs/NBMFCs [page 61 Toolkit II].  
�x Certificate of Incorporation [page 64 Toolkit II]: 

 
o Corporate Unique Identification Number; 
o Name of the company;  
o Whether limited by guarantee or by shares;  
o Date and city of incorporation.  

 
�x Memorandum of Association [page 67 Toolkit II]:  

 
o Name of the organization;  
o Registered office address; 
o Primary purpose of the company;  
o Names and particulars of members; 
o Their shareholdings in the company.  

 
�x Articles of Association [page 73 Toolkit II]: 

 
o Types of sources of funds of the organization; 
o Procedure for allotment, issuance and transfer of shares (in case of 

company with share capital);  
o Numbers and powers of board of directors, their election and 

removal etc.;  
o Rules for appointment/removal of the CEO; 
o Rules for appointment of auditors;  
o Rules for appointment/removal/suspension of bankers;  
o Rules for appointment of authorized representatives;  
o Procedures to maintain minute books for meetings;  
o Rules relevant to books of accounts, annual accounts and their 

inspection by members;  
o Rules to conduct Extraordinary General Meetings (EOGMs), Board 

of Director (BoD) meetings, Annual General Meetings (AGMs) etc; 
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o Procedure to dissolve or winding up of the company; 
o Other business rules.  

 
�x Application for Incorporation: Form II contains [page 77 Toolkit II]: 

 
o Company information, including correspondence address and 

registered office address;  
o Complete details of subscribers, directors and CEO, including their 

nationalities; addresses, present occupations etc. Copies of their 
CNICs/passports are also attached;  

o If a subscriber to shares is a foreign company, the profile of 
company, detail of its directors, their nationality and country of origin, 
and certified copies of company’s charter, statute, memorandum 
and articles of association are also attached.  
 

Form A [page 83 Toolkit II] and Form B [page 88 Toolkit II] contains complete 
details of the organization, including: 

o Registered office address of company and its principal line of 
business;  

o Number of shares that have been paid for by members, and any 
sale/purchase of shares that took place during the year;  

o Complete details (including name, address, nationality, shares, NIC) 
of members, directors etc.  
 

�x Form 29 [page 92 Toolkit II] contains details of company/members of the 
of the Board of Directors/promoters. 

�x Forms 31 [page 95 Toolkit II] and 32 [page 97 Toolkit II] contain 
information on substantial offshore investments. 

�x Forms 41 [page 99 Toolkit II], 43 [page 101 Toolkit II] and 45 [page 105 
Toolkit II] contain details on ultimate beneficial owners.  

�x Branch Offices or / and Liaison offices of foreign companies in Pakistan. 
 
It is important that participants understand the importance of this evidence. This 
session should be tied in with the requirements for admissibility discussed the day 
before.   
  



 

110 
 

FACILITATORS’ GUIDE – Advanced Training Course on Anti-Money Laundering and Countering the Financing of Terrorism 

2. Evidence from the FBR  

The importance of the FBR and the types of evidence that can be obtained and their 
relevance to cases of ML/TF needs to be discussed with trainees. Practical 
experience of trainees should also be drawn upon for this part of the session. It is 
important that participants are able to identify the importance of the following:  

�x Income Tax & Sales Tax information from FBR 
�x Customs Intelligence from FBR 
�x Excise Departments  

Digital/Documentary Evidence 

�x Form 181 [page 110 Toolkit II]: Complete particulars of taxpayer, including 
CNIC details, passport details, permanent/temporary addresses, bank 
account numbers, authorized representatives for tax purposes. 
 

o Information can be obtained from FBR with the permission of its 
Chairman or Member concerned with reference to Section 216(3)(n) 
and / or Section 25 of AMLA.  
 

�x FBR Maloomat Portal [page 112 Toolkit II]:  

o Most of the information can be obtained from the e-portal.  
 

�x From income tax returns [page 120 Toolkit II], we can secure the following 
information and documents:  
 

o Names, contact details, and addresses; 
o Income, and its sources;  
o Foreign remittances;  
o Donations and Zakat;  
o Taxable incomes and non-taxable incomes;  
o Taxes paid;  
o Date of submission of tax returns;  
o Authorized representatives.  

 
�x From the wealth statement [page 126 Toolkit II], the following can be 

secured:  
 

o Person’s list of total assets and their cost value on June 30th of every 
year;  
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o Person’s total liabilities along with details to whom payable, reason 
of liabilities and date of subsequent payments;  

o IOs can explore link to person(s) to whom amounts are payable;  
o Complete details of assets and liabilities of person’s spouse, minor 

children and dependents, source of assets acquired, and reasons of 
liabilities;  

o Reconciliation of assets and liabilities which shows sources of 
funding/incomes payments made along with sources of payments 
made;  

o Agricultural income for the purposes of reconciliation of wealth;  
o Donations.  

 
�x Order under Section 120 of the Income Tax Ordinance [page 130 Toolkit II].  
�x Order to grant/refuse registration [page 135 Toolkit II].  
�x Foreign income and assets statement [page 140 Toolkit II] for resident 

individuals contains:  
 

o List of offshore assets like moveable/immoveable properties;  
o Off-shore bank account details;  
o List of shares or interests held in foreign companies;  
o List of foreign sources of income(s);  
o Foreign assets transferred by the person to any other person during 

the tax year.   
 

�x Sales Tax Returns for Goods under the Sales Tax Act 1990 [page 143 Toolkit 
II].  

�x Provincial and ICT Sales Tax on rendering of services [page 145 Toolkit II].  
�x Goods and Services under Schedule of the Federal Excise Act 2005 [page 

149 Toolkit II].  
�x Excise Departments Vehicle Registration [page 155 Toolkit II]: The 

authorities concerned can access details including particulars of the owner 
of vehicle, date of purchase and date of registration of vehicle. 

�x Excise Departments Urban property tax (PT1, PT2) [page 158 Toolkit II]: 
authorities concerned can access person’s details which includes all details 
and particulars of the person, value, area, type of property (commercial or 
residential). 

�x Import Export Records [page 161 Toolkit II]: The authorities concerned can 
access WeBOC / PSW (Pakistan Single Window) details of the company. 
FBR has introduced its Web Based One Customs (WEBOC) System for filing 
Goods Declarations (GDs) etc. and online clearance of imports and exports. 
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o Information provided for obtaining clearance for imports and exports 
are used to determine any linkages with offshore companies or 
suspicious entities. 
 

The linkages that can be drawn based on the information obtained from the FBR 
needs to be discussed in detail. Discussions within this session should be 
encouraged to keep the session from getting too monotonous. 
 
3. Evidence from Financial Institutions/Banks 

Participants first need to be explained what financial institutions include. The 
following needs to be laid down:  

�x Banks, Forex Companies, Western Union, MoneyGram, Ria, Branchless 
Banking etc., that can provide evidence for the investigation of terrorism 
financing or money laundering offences.  

It would then be useful to highlight the types of data that can be retrieved from such 
financial institutions:  

�x Investigation agencies can, subject to law, access details of account 
holders, depositors, operators, CNIC numbers, volume of transactions 
involved, timings of transaction activities, use of funds, offshore linkages and 
money trails. Bankers can directly also provide 3-year bank statements and 
related documents on the spot, whereas information for the preceding 5 
years can be obtained from the relevant bank’s head office.   

�x Under SBP’s AML/CFT Regulations, SBP Regulated Entities are required to 
retain records for customers for a period of ten years after the business 
relationship has ended.  

�x Regulated Entities (REs) are financial institutions licensed/authorized and 
regulated by the SBP under any law administered by SBP.  

The following documentary evidence that can be obtained and the value it can have 
for an ML/TF case needs to be emphasized:  

�x Deposit Slips [page 165 Toolkit II]: Used to acknowledge of both cash and 
instruments in an account holders’ account by the bank.  
 

o For Payee: Date, Name, and bank account details of the payee. 
o For the Depositor: Date, Name, CNIC number, contact number, 

signature, city, and bank branch from where the cash is deposited 
or funds are being transferred (as stamp), purpose of deposit/funds 
transfer (not necessarily available in all banks), date of deposit/funds 
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transfer and biometric record or copy CNIC of the depositor or the 
account number of the depositor. 

o In case of online bank transfers: Name of transferor, CNIC number, 
contact number, bank account details, purpose of funds transfer 
(where available) and date of funds transfer. 
 

�x Account Opening Documents [page 171 Toolkit II].  
�x Bank Locker Record [page 173 Toolkit II]: 

 
o Name, CNIC number and contact number of customers; 
o Bank account details of customer; 
o Branch wherein locker is being operated;  
o Authorized persons who can access the locker.  

 
�x Credit Card Information [page 175 Toolkit II]: 

 
o Account opening form/credit card application form;  
o Specimen signature card; 
o CNIC/NICOP/Proof of identity;  
o Monthly credit card statements to view purchases.  

 
�x Bank Account Statements [page 178 Toolkit II]: 

 
o Account number; 
o Title of account;  
o Bank and branch name; 
o Mailing address of account holder;  
o Record of transactions.  

 
�x Wire Transfers [page 180 Toolkit II]: SBP Regulation 11- minimum 

information required to process a wire transfer has been provided for 
remitter, beneficiary, and intermediary bank.  

�x Mobile Wallet Accounts/Branchless Banking Accounts [page 181 Toolkit II]: 
IOs can request for mobile banking records to determine trail of transactions 
– purchases through account or transfers to other accounts. 

�x Letters of Credit [page 182 Toolkit II]: Information of importer and exporter, 
third parties, beneficiaries, invoice containing details of goods and services, 
price, shipping documents, packing list.  

�x Credit Facilities and Financing: IOs can request banks for all financing 
agreements executed between bank and customer. IOs should specifically 
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note details of securities/collaterals held which may reveal hidden 
properties of the customer.  

Participants should be able to understand the link between the evidence and its role 
in a case relating to ML/TF. For this, it is important that the trainer discusses the 
importance of the data held with these financial institutions and how it can aid an 
investigation. 
 
4. Evidence from State Bank of Pakistan 

It is important that participants understand the role that the State Bank plays in 
relation to financial transactions. The SBP, being the central bank, is mandated to 
regulate the monetary and credit system of Pakistan. It is geared towards fostering 
its growth in the best national interest with a view to securing monetary stability and 
fuller utilization of the country’s productive resources. Investigation officers can get 
key information in ML/TF cases through the State Bank.  They can access details of 
account holders, depositors, operators, CNIC numbers, volume of transactions 
involved, date of transaction activities, use of funds, offshore linkages, and money 
trails. SBP also can provide loan details, foreign remittances details, default details, 
Electronic Credit Information Bureau (e-CiB) reports and NADRA details etc.   

It should be explained to participants that the following evidence can be crucial for 
the financial investigation of an ML/TF case:  

�x Credit Information Bureau Report [page 185 Toolkit II]: 
 

o Current financing products availed by an individual or entity, 
including limits, outstanding amounts to be repaid, late payment 
history.  
 

5. Evidence from the Registrar Trust  

The trainer should stress upon the number of proscribed organizations that have 
been registered as trusts and how it is crucial to have their information at the time 
of a trial. The importance of the information received from the Registrar Trust should 
be highlighted. The following points need to be displayed on PowerPoint: 

Documentary Evidence  

�x Evidence: Trust deed [page 189 Toolkit II].  
�x Method of obtaining evidence: The registrar or joint registrar (concerned), 

trust registration office. 
�x Information Available in Evidence: 
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o Complete details and particulars of trustees, beneficiaries and 
ultimate beneficiaries 

o Purpose of trust 
o Date of registration of trust 

 
6. Evidence from Registrar Societies & Partnership Firms  

Important information related to an organization that has been registered as a 
society or a partnership can also be obtained and used in a trial relating to ML/TF. 
The trainer should explain the following points and should also discuss with 
participants their experiences with cases relating to organizations with terrorist 
links.  

Documentary Evidence 

�x Evidence: relevant documents of societies/partnership Firms/ LLPs – [page 
195 Toolkit II]. 

�x Method of obtaining evidence: The registrar, societies/partnership firms, 
deputy commissioner’s office, Islamabad.  

�x Information Available in Evidence: 
 

o Partnership Deed and application for registration of firm: 
 

�ƒ Names and particulars of partners, and date of joining the 
firm;  

�ƒ Role and responsibilities; 
�ƒ Contribution and share of the partners, and future ratio of 

sharing profits;  
�ƒ Effective date of partnership;  
�ƒ Principal line of business of firm; 
�ƒ Registered office of partnership; 
�ƒ Name and Details of managing partner.  

 
o Memorandum of association, rules and regulations of society and 

registration certificate: 
 

�ƒ Registered office of society; 
�ƒ Purpose of the society; 
�ƒ Types of sources of funds; 
�ƒ Number of members of council of society, and their names 

and address;  
�ƒ Date of registration.  
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7. Evidence from the Ministry of Interior and Economic Affairs Division 

The trainer should explain to the participants the importance of key institutions such 
as the Ministry of Interior and the Economic Affairs Division in getting information 
which can be critical to cases relating to ML/TF. The following should be explained:  

Documentary Evidence 

�x Evidence: work permit and MoUs of INGOs [page 207 Toolkit II] 
�x Method of Obtaining Evidence: The Economic Affairs Division, Ministry of 

Economic Affairs, Islamabad & Ministry of Interior, Islamabad.  

It is important that participants are able to understand the importance of the 
information that can be used as evidence particularly the source of funds which 
is a key component when adjudicating upon cases of ML/TF. Tracing the money 
trail requires this kind of information to substantiate arguments against the 
accused. Therefore, the trainer should spend adequate time creating a link 
between this evidence and the money trail.  

�x Information Available in Evidence: 
 

o Details of INGO and its members; 
o Annual plan of action; 
o Sources of funding/budget; 
o Funding guarantee letter/donor commitment; 
o Registered office address; 
o Declaration of assets; 
o Scope of work; 
o Bank Account details; 
o Tax returns and annual reports for last 3 years (if it is an existing NGO 

starting to receive foreign funds); 
o Tax credits available to the INGO; 
o Obligations of the organization.  

 
8. Evidence from the Land Record Regulatory Departments  

The trainer within this part of the session should explain the link between illicit 
finance and real estate. The assets owned by persons and their details can form 
crucial parts of a case and for that reason the following details should be mentioned:  

�x All provinces and provincial governments have legislations mandating the 
record-keeping of land and property, as well as issuing regulations 
accordingly.  

�x Specific departments have thus been formed at the provincial level, 
overseeing the performance of these functions.  
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�x These departments include Lahore Development Authority, Capital 
Development Authority, etc. IO’s can access complete details of assets 
holders, authorized representatives, and sources of funding, etc.  

�x The concerned authorities can access complete details of asset holders, 
and their authorized representatives [page 215 Toolkit II] 
 

9. Evidence from Accounting/Auditing Firms  

Accounting and auditing firms have records of different organizations in Pakistan. 
Participants should be made aware of the kind of data that can be accessed 
through these firms. The trainer should spend some time explaining the connection 
between this information and how it can aid a trial.  

�x All Quality Control Review (QCR) rating firms operating in Pakistan under the 
umbrella of the Institute of Chartered Accountant of Pakistan (ICAP) have a 
complete record, including audit reports, directors’ reports, audited 
accounts, audit files, tax files, stock details, corporate files, which include 
data related to its business operations, shareholders, and shareholding and 
its management. 

�x IOs can access all kind of financial information, including but not limited to 
the following:  
 

o sales/revenues, payments, 
o stocks,  
o particulars of shareholders and their shareholding,  
o bankers and bank accounts,  
o detailed financial legitimate activities,  
o the business’s source of funding,  
o permission to use funds,  
o any offshore linkages,  
o banking transactions and  
o transactions done through money changers etc. [page 217 Toolkit 

II].  

Documentary Evidence 

�x Auditor’s Reports/Audited Accounts:  
 

o The Auditor’s report will highlight any deficiencies or matters of 
concern.  

o Audited accounts will include information of the company’s assets 
and liabilities, and income and expenses. 
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o Management Letter will include other control deficiencies found by 
the auditor, and management’s responses to those identified 
deficiencies.  
 

�x This evidence can be obtained from the concerned auditors of the 
organization.  
 

10. Evidence from Open-Source Information  

This is crucial information that can be accessed by the Court and used for the 
prosecution of ML/TF cases. This is information that can be found online and 
participants should be made aware of how it can be accessed and then used for 
ML/TF cases.  

Digital Evidence 

�x Adverse Media Checks [page 241 Toolkit II]: Also known as negative news 
checks, is the process of screening an entity (individual or corporate) 
against news articles, legal prosecution or similar content that may affect the 
final risk by revealing their involvement in money laundering, terrorism, 
fraud, tax evasion, or other types of crimes. Financial Action Task Force 
(FATF) in its Risk-Based Approach Guidance identifies adverse media 
searches as a part of Enhanced due diligence practice. 

�x Bin List: The first 8 numbers on payment cards are known as the Issuer 
Identification Number (IIN) or Bank Identification Number (BIN), and they 
contain information about the card issuer and the card itself. Drop those 
numbers into a Bin Database site, and it will tell you  

�• what financial institution issued the card; 
�• the country the card was issued; 
�• what network it belongs to (e.g., Visa or Mastercard); 
�• whether it is a credit or debit card;  
�• whether or not it is a prepaid card.  

 
�x SWIFT Code Lookup: A SWIFT code mentioned on a SWIFT message used 

in cross border transactions can be looked up online to determine  

�• Bank; 
�• Branch;  
�• City; and  
�• Country.  
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�x The first 4 characters are institutional code, next 2 are country code, next 2 
are city code and the next 3 (optional) are branch code or XXX if branch is 
not specified.  

�x World-Check: Refinitiv’s World-Check is a database of Politically Exposed 
Persons and heightened risk individuals and organizations, used around the 
world to help to identify and manage financial, regulatory and reputational 
risk. IOs can check search using names of individuals and organizations 
identified during investigation to determine whether they have been involved 
in money laundering or similar activities in any other part of the world. World 
Check system can only be accessed through a paid subscription to its 
services. 
 

11. Evidence from Non-Profit Organization Registration Authorities   

NPOs are a critical area for Pakistan given the significant risks and challenges they 
post in the context of ML/TF. The NPOs, specially having no PCP report (Pakistan 
Centre for Philanthropy) and / or approval under section 2(36) of the Income Tax 
Ordinance, 2001, are most critical and involve risks and challenges of ML / TF. To 
combat this, NPOs are required to be registered with relevant authorities and are 
now under the ambit of regulation with the issuance of charity laws by every 
province.  
 

�x The authorities responsible for the regulation of NPOs include Registrar of 
Companies, Registrar of Societies and Registrar of Firms.  

�x IO’s can access the complete registration/constitutional documents, details 
of members, witnesses, bankers, authorized representatives, its sources of 
legitimate funding and the permission from the Registering Authorities, 
Ministry of Interior, PCP, FBR to use funds, if any, etc.  

�x NGOs/NPOs have the option of registering under the Societies Registration 
Act, 1860 or Companies Act, 201.  

�x The relevant documents include the memorandum of association, rules and 
regulations of society and registration certificate [page 201 Toolkit II].  

�x The following can be obtained:  
 

o Registered office of society;  
o Purpose of society;  
o Types of sources of funds;  
o Number of members of the council of society, and their names and 

addresses; 
o Date of registration.  
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Concluding Summary 
 
At the end of the session, the trainer should have a detailed discussion with the 
participants summarizing the following contents of this session:  

�x This session provided participants with an introduction to financial evidence 
relevant to ML/TF investigations.  

�x A comprehensive summary of financial records and documents relevant to 
ML/TF, their sources, and the relevant information contained in them.  

�x The lists of financial documents that may be obtained from the 
aforementioned sources of financial evidence.  

�x The relevant authority to approach to obtain each financial document. 
�x Finally, the trainer may discuss previous experiences with different entities 

and the process of retrieving the relevant information from the entities.   

 

Activity  
 
The following self-assessment questions will be given to the participants:  

1. What information can be taken from a Memorandum of Association to help 
in the investigation of a ML/TF offence? 

2. How can the authorities access import and export records?  
3. What is the ‘bin list’?  
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Group Activity  
 
The third day will end with the participants being divided into two groups. Each 
group will be given two hours to provide their responses to all three of the following 
activities. Each group will nominate two participants who will present their answers 
to the rest of the audience. After hearing the answers both groups present, the 
trainer should go through the answers to each activity in detail. Given the 
complexities surrounding financial investigations and financial evidence, it would 
be beneficial for the trainer to provide a roadmap to how participants should have 
attempted each activity.  
 
Activity 1 
 
Scenario A 
 
A young couple has been arrested for possession of cocaine and heroin in the small 
town of Sibi, Balochistan. Two other men have also been arrested for the regular 
purchase of these drugs from the couple. According to the couple, the drugs are 
purchased from a seller in Kabul and then sold at a triple price in Pakistan. All sales 
and purchases are made in cash. When asked about cash earned from the sale of 
drugs, the couple informed that they were robbed a month ago. Couple does not 
have any business however their children reside in Karachi and run dry fruits and 
cloth businesses which are registered.  The couple spends winter season with their 
children at Karachi because of their health issues.  

1. Can a money laundering case be formed? If so, list three scenarios in this case 
that could lead the investigator into suspecting money laundering.  

2. List out type of evidence expected to be collected in each scenario.  

After thorough investigation, the police have linked the couple with a terrorist 
organization in Kabul. The organization seeks revenge on the “War on Terror”, like 
many other proscribed organizations. It may be that the cash from the sale of drugs 
is sent back to Kabul to fund the organization’s terrorist activities.  

3. Which sections of the ATA, AMLA shall be applied in this case.  
4. What type of evidence may be collected by the I.O. in the above circumstances? 

 
Scenario B 
 
A prominent businessman’s daughter, Hiba, has been arrested at Peshawar Airport 
with a bag full of cash worth USD 400,000. Hiba’s father, Mr. Abrar, runs a 
construction business. Following the general elections, the new government has 
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been probing Mr. Abrar for his money trail. Upon arrest, Hira claimed that she was 
unaware of any limit on the amount of cash one can carry. She claims that the money 
is her own and not her father’s and that she intended to purchase a villa in Dubai 
with the money. Upon interrogation, she did not state which villa she intended to 
purchase or which locality she had in mind. She claimed that she had not made up 
her mind yet. Two weeks ago, Hiba was seen at a jewellery store, where she sold 
jewellery worth USD 100,000. The store owner says that Hiba claimed the jewellery 
to be her wedding present from her ex-husband. Meanwhile, Mr. Abrar and his 
remaining children have fled from the country. His assistant has told the police that 
Mrs. Abrar has serious heart surgery pending in the UK.  

1. List down the possible evidence that may be collected during enquiry and 
investigation.  

 
Activity 2 

Questions documents on Forensic Evidence  

This exercise aims to: 

�x Familiarize investigators, prosecutors and trial courts with the importance of 
forensic science, in particular, the comparison of handwriting and 
signatures; 

�x Develop prosecutor’s understanding about ‘question documents’ so that 
they may properly guide the investigator; and 

�x Understand the importance of fingerprints and the procedure to produce 
reports in courts during trial. 
  

The facts sheet shall be given to the trainees, and they will be asked to work in 
groups to answer the questions below. This will bring more clarity to the prosecutor 
about the ‘questions document’ and the procedure for production of the expert’s 
report. 

Facts sheet 

The IO collected a cheque from the possession of the accused, as well as two 
receipt books which bear the signature of the accused. However, the accused has 
denied that it is his signature. The IO referred these documents to an expert for 
verification of the signatures. The IO also obtained a few specimens of the 
accused’s signatures, and sent it to the expert for comparison. During the course 
of investigation, the presence of the accused was shown at two specific places, but 
the accused denied this fact. The IO obtained fingerprints which were also sent to 
the expert for examination and report. After a few days, positive reports from the 
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experts (fingerprints and question documents) were received which have been 
made part of the final report. 
 
Required 
 

1. What type of documents are to be prepared by IO during investigation 
on the above two issues? 

2. What should be the procedure of production of those documents? Articulate 
questions to be asked by the prosecutor to the IO to prove referring 
documents to the expert and accordingly receive a report. 
 
1. When did you secure / recover the cheque and donation receipt 

book from accused possession? 
2. When did you seal these articles? 
3. When did you deposit it in malkhana? 
4. When did you seek permission from the Senior Officer to refer the 

documents for verification of signatures? 
5. When did you obtain a specimen of the accused’s signatures? 
6. Where is the letter you wrote to the Senior Superintendent of Police? 
7. Where is his reply? 
8. Where is the entry made in Register No.19 whereby articles were 

deposited in malkhana? 
9. Where is the letter you wrote to the Expert for report? 
10. When did you receive the final report? 
11. Where is that letter? 
12. Where is that report? 
13. From where did you obtain fingerprints? 
14. How did you obtain the fingerprints? 
15. Who assisted you while obtaining the fingerprints? 
16. When did you send the specimen to the Expert? 
17. When did you obtain the specimen of the accused? 
18. When did you receive the report? 
19. Where is the letter under which you referred fingerprints to the 

Expert? 
20. Where is the expert report? 
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Activity 3 

Collection of Bank related information & e-evidence (Terrorism & Technology) 

 
This exercise shall help the trainees to understand the procedure of collecting bank 
account information relating to the Accused which is available in Pakistan and in 
foreign jurisdictions. This activity discusses issues of ML/TF. 

Facts 

M/s. Mera Nizam Foundation (MNF) opened a bank account in XYZ Bank, Stadium 
Road Branch on 05-12-2018. It started to pay Zakat to a few individuals including 
one Mst. Salma Bano. MNF received a donation of PKR 20,000,000/- in 2021. MNF 
also started to support schools and clinics working on a charity basis. Mst. Salma 
Bano was introduced to MNF through Kareem Khan. Mst. Salma Bano opened a 
bank account in ABC Bank with the assistance of Kareem Khan. Mst. Salma 
is an uneducated woman, and therefore on her request Kareem Khan 
completed the banking formalities, and he used to assist her in drawing Zakat funds 
from the Bank. MNF started to transfer PKR 75,000/- in the account of Mst. Salma 
Bano, whereas Kareem Khan used to withdraw PKR 60,000/- and paid 
her PKR 10,000/- per month. 

During the investigation, the IO produced a record of MNF bank account which 
reflects PKR 75,000/- was transferred in Mst. Salma Bano’s account. The IO also 
cited Mst. Salma Bano as a witness on the point that she used to 
receive PKR10,000/- from Kareem Khan. 

A statement by MNF bank further reflected that they transferred a substantial 
amount to Yemen and Afghanistan in different bank accounts, in apparently offices 
of the foundation in these two places.  MNF also transferred PKR 20,00,000/- to an 
individual in Afghanistan. The IO, during the investigation, claimed that the amount 
was transferred to an individual as well as to a sub office of MNF, located abroad, 
which was then used for terrorist activities. 

Statement by the IO to the extent of drawing an amount by Kareem Khan from Mst. 
Salma Bano and accordingly making a payment to her PKR.10,000/- is as under: 

Statement of investigation officer 

“M/s. MNF opened a bank account on 05-12-2018 in XYZ Bank, Stadium Road 
Branch. 

Mst. Salma Bano opened a bank account in ABC Bank in June 2021. 

M/s. MNF used to transfer PKR 75,000/- per month and Kareem Khan was 
withdrawing PKR 60,000/- every month. He used to pay PKR 10,000/- to Mst. Salma 



 

125 
 

FACILITATORS’ GUIDE – Advanced Training Course on Anti-Money Laundering and Countering the Financing of Terrorism 

Bano. Kareem Khan frequently visited the house of Mst. Salma Bano to obtain her 
signature on blank cheques. I recorded a statement of Mst. Salma Bano who 
disclosed similar facts, and admitted that she received PKR 10,000/- per month. 
I have submitted a bank statement by MNF and Mst. Salma Bano as Exh. 20 & 
21. The bank statements illustrate that MNF transferred a substantial amount to an 
individual in Afghanistan, and also remitted an amount to Yemen and Afghanistan 
in the account of its own so-called sub-offices. The amount was used for terrorist 
activities.” 

Mst. Salma Bano on the same point disclosed the following facts during her 
examination-in-chief: 

Statement of Mst. Salma Bano 

“One Kareem Khan met me and asked for financial assistance through a welfare 
organization known as MNF. He informed me that some amount will be received in 
my bank account and therefore a bank account is required to be opened. He took 
me to a bank where I put signatures on a few papers. After a few days he visited my 
house and took my signatures on a few cheques. Thereafter he started to visit me 
every month with the payment of PKR 10,000/-. He used to withdraw from my 
account. Kareem did not pay me for the last three months. I made a phone call but 
he did not respond. I produce one of the blank cheques showing my name and 
account number as Exh. 22.” 

Required 

1. Is the quantum of evidence produced by the IO and Mst. Salma Bano 
sufficient to show transfer and withdrawal of the stated amount? 
What other documents are to be produced or collected by the IO? 

2. Can a Trial Judge direct the IO to collect the relevant documents 
from the Bank? 

3. Can the Court direct the banks to produce specific documents? If so, 
identify documents. Justify your answer. 

4. What should be the procedure for collecting bank information of an 
individual, and for the sub-offices of MNF established in Yemen and 
Afghanistan?   

5. What would be the procedure of attachment of bank accounts which are 
operated and maintained abroad? Discuss role of Magistrate/Judge 
supervising investigation, IO, Prosecutor and Trial Court judge. 
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Day Four  
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Introduction  
 
The final day of the training has been designed to practically equip judges with the 
knowledge and skill to adjudicate upon cases of ML/TF. It includes one session and 
a final end of training simulation exercise to practically utilize the skills and 
knowledge that have been imparted during the course of this advanced training.  
 

Agenda  
 
A draft agenda has been provided below. 
 

 
DAY 4 

 
Practical Guidance for Courts in ML/TF Cases  

 
 

 

Timings 

 

Sessions 

 

 

Speakers 

 

10:00 AM – 
11:45 AM 

 

Session 7: Role of Judiciary in ML/TF cases: 

�x Framing of Charges 
�x Sentencing Guidelines 
�x Expert Evidence 
�x Attachment of Property & Freezing of 

Assets 
�x Assessment  

 
 
 
 
 
 
 

 

High Court Judge 
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11:30 AM-
11:45 AM 

 

Tea Break 

 

11:45 AM –  

1:45 PM 

 

Simulation Exercise  

 

 

 

1:45 PM –  

2:15 PM  

 

 

Post Test Assessment 

 

2:45 PM – 3:30 
PM 

 

Lunch 
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Session Seven:  
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Objectives of the Training  
 
By the end of this training, trainees will be able to:  

�x Identify different charging standards and determine where a charge has 
been framed properly;  

�x Understand the powers given to the Court under the AMLA and how that can 
be used for cases of money laundering;   

�x Understand and apply the guidelines for appropriate sentencing.    
 

Session Topics, Timeframe, Methodology and 

Material Required  
 

 

Sr. No 

 

Topic 

 

Time 

 

Methodology 

1.  Introduction: Duties 
of a Judge  

5 minutes  Discussion with 
participants on the 
duties of a judge 
when adjudicating 
upon ML/TF cases. 

 

2.  Framing of a 
Charge   

10 minutes  Lecture on the 
importance of 
correctly framing a 
charge.  

 

3.  Provisional 
Attachment of 
Property under 
Section 8, AMLA 
2010   

5 minutes  Lecture on the 
powers of the Court 
under the AMLA.  

4.  Final Order about 
Attachment of 

5 minutes  Lecture 
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Property and Sale 
of Property Seized 

 

5.  Investigation 
Techniques  

5 minutes  Lecture and 
discussion on the 
use and 
admissibility of 
different 
investigation 
techniques.  

 

6.  Power of Survey  5 minutes  Lecture   

7.  Search and 
Seizure  

5 minutes  Lecture 

8.  Retention of 
Property and 
Record  

5 minutes  Lecture 

9.  Sentencing 
Guidelines  

15 minutes  A summary of the 
guidelines 
provided in the 
Guide – since 
participants should 
have read these a 
day prior this 
should be 
discussion based 
and they should be 
asked questions 
relating to it. 

10.  Conclusion 5 Minutes Discussion 
summarizing the 
key elements of the 
session. 
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Process of the Session  
 
This session is designed to last for seventy minutes, during which participants will 
be engaged using lectures, presentations, case studies and illustrations.  
 

Background Material  
 
The background material for this session can be found in the Course Book as well 
as the Toolkits and Guide. 
 

Session Breakdown  
 
This is the final session of the training and the first session of the last day. This is 
designed to be interactive, and the trainer is advised to keep this discussion based 
while covering the following topics.   

1. Duties of a Judge 
 

The session should begin with an introduction to the plan for the day and then delve 
into the role of a judge and what their primary responsibilities are. Participants 
should be asked for their opinions as well.  
 

�x The duty of a Judge is to discover the truth and to arrive at a just decision of 
the case.  The word ‘just’ means ‘right, fair, well founded’. 

�x To properly assess whether the offence of ML has been committed, expert 
evidence is required.  

�x If expert evidence is not produced by prosecution, the Court should not feel 
handicapped by following the principle that “The approach of the court while 
deciding the case must by dynamic and not static.  

�x The Judge, however, cannot lose sight of basic principles of ‘the legal 
burden’ and ‘the evidential burden. 

�x The legal burden is the obligation on a party to prove what it has alleged that 
includes proving all the elements of offence beyond reasonable doubt.  

�x Functions and Powers under the AMLA: 
 

o If the predicate offence is triable by a Special Court, the offence of 
money laundering and all matters connected and incidental thereto 
shall be tried by that Court.  

o All remaining offences will be tried by a Court of Sessions. 
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2. Framing of a Charge 
 

The importance of the correct framing of a charge needs to be explained to 
participants. For this purpose, the following should be communicated to the 
participants:  
 

�x Charge is precise information of specific accusation and its purpose to tell 
an accused as precisely and concisely what the prosecution intends to 
prove against him. 
 

o This is covered under Chapter 19 in sections 221 to 240 of the CrPC.  
 

�x  Its purpose is to afford the accused an opportunity to concentrate his/her 
attention on the allegations s/he has to meet.  

�x The essential ingredients of a charge are:  
 

i. The Charge should state the offence with which the accused is 
charged.  (Offence defined Section 4(O) CrPC).  

ii. If the offence is named specifically by law, which creates the 
offence, the offence may be described in the charge by that name 
only. 

iii. If the law has no specific name, the definition must be stated. 
(Example 337L PPC) 

iv. The law and sections of the law against which the offence is 
committed should be mentioned. 

v. In case of previous conviction of the accused for affecting the 
sentence, the fact and date, place of the previous conviction are to 
be stated. 

vi. Time, place, and the person against whom or the thing in respect of 
which it is committed. 

vii. Where the accused is charged with criminal breach of trust or 
dishonest misappropriation of money, it is sufficient to specify the 
gross sum in respect of which the offence is committed and the 
dates between which it is committed provided the time between the 
first and last date does not exceed one year. 

viii. When the particulars mentioned in Section 221 and 222 are 
insufficient to notify accused, with the matter, with which he is 
charged the Charge should also contain such particulars of the 
manner in which the alleged offence was committed. 

ix. Name, parentage, caste, age, and address of the accused must be 
recorded. 
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�x In AMLA cases, charging is sometimes a delicate exercise for the reason 
that may be difficult to notify that:  
 

o On what date offence was committed,  
o At what time it was committed  
o At which place it was committed, and  
o  In what specific manners it was committed.  

 
�x Section 223 CrPC will come into force (notify the particulars and manners) 

and it will be sufficient for that purpose. 
�x Where there is an error or omission in the charge: Section 225 of AMLA: 

 
o No error in stating either the offence or the particulars required to be 

stated in the charge, and no omission to state the offence or those 
particulars, shall be regarded at any stage of the case as material, 
unless the accused was in fact misled by such error or omission, and 
it has occasioned a failure of justice.  
 

�x Alteration of a charge: Section 227 of AMLA:  
 

o Court may alter charge: (1) Any Court may alter or add to any charge 
at any time before judgment is pronounced. (2) Every such alteration 
or addition shall be read and explained to the accused.  
 

�x After altering or adding:  
 

o The order must be well reasoned; 
o The heading should be “Amending Charge”; 
o The facts must disclose the commission of offence which was not 

included in original charge; 
o After the charge is altered or added it shall be read and explained to 

the accused and his plea shall also be recorded. 
 

3. Provisional Attachment of Property under Section 8 AMLA  
 

The powers of the Court as laid down in AMLA need to be thoroughly explained. 
Participants need to know that the court has the power to grant permission to the IO 
to provisionally attach a property, which he reasonably believes to be the property 
involved in ML for a period not exceeding 180 days from the date of the order. 
 

�x The process of provisional attachment of property would be as follows:  
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o A STR or CTR is filed by the reporting entities.  
o Next the FMU takes notice (Section 6 AMLA).  
o The FMU can request the investigating or prosecuting agency for 

feedback (Section 6(4)(g) AMLA).  
o The IO discharges his duties (Section 24 AMLA).  
o Court’s permission for attachment of property (Section 8, AMLA).  

 
�x Provisional attachment under Section 8, AMLA:  

 
i. IO reasonably believes the property involved in money laundering; 
ii. Period of attachment (180 days); 
iii. Further extension for the same period; 
iv. Enjoyment by person interested in property; 
v. Possession; 
vi. Notice; 
vii. Monthly report by IO.  

 

4. Final Order about Attachment of Property 
 

Participants should be made aware that the court can confirm the attachment of the 
property involved in ML or retention of property or record seized upon an 
application filed by the IO. 
 

�x Final attachment of property under Section 9 AMLA: 
 

i. Determination by the IO that property is involved in ML. 

ii. Application for confirmation of attachment or retention or seizer 
(Sections 14 and 15) 

iii. Notices to the persons concerned and right of hearing. 
iv. If attachment order confirmed, possession shall be taken. 
v. Possession shall not be taken if retention or seizure is confirmed. 

 
�x Lifetime of a final attachment order under Section 9:   

 
o It shall continue till the pendency of proceedings of predicate offence 

or ML. 
o It will become final if proved that property is involved in ML. 
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5. Sale of Property Seized 
  

The trainer also needs to explain to participants the powers to sale the property that 
has been seized and how this may be exercised.  
 

�x Where under the proviso of Section 9(4) of AMLA, a sale of property is 
seized, the following should be noted:  
 

o Property is perishable, or subject to speedy and natural decay; 
o Expenses of keeping in custody is likely to exceed its value; 
o Application by the IO; 
o Order of immediate sale in any manner deem appropriate in the 

circumstances. 
 
6. Investigation Techniques 

 
Some of the investigation techniques which are permissible under the AMLA also 
need to be highlighted to participants to apprise them of their powers and when 
assessing the admissibility of actions taken by an IO.  
 

�x The following investigation techniques have been permitted under Section 
9A AMLA: 
 

o Undercover operations; 
o Intercepting communications; 
o Assessing computer system; 
o Court has to be vigilant considering the sensitivity of the matter; 
o Period of 60 days;  
o Extension of period. 

 
�x The court may extend the initial period of sixty days for a further period of 

sixty days by a written request. The court may grant such an extension if it is 
satisfied on the basis of the situation or reasons given in the written request. 
 

7. Power of Survey  
 

The Court’s powers in surveying properties also need to be highlighted as this can 
be critical for any trial particularly when following the proceeds of crime. 
 

�x The court may grant permission to the IO to enter any place:  
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o Within the limits of the area assigned to him; or  
o In respect of which he is authorized for the purposes of this section 

by such other authority who is assigned the area within which such 
place is situate 
at which any act constituting the commission of such offence is 
carried on, and may require any proprietor, employee or any other 
person who may at that time and place be attending in any manner 
to, or helping him in, such act so as to: 

o Afford him the necessary facility to inspect such record as he may 
require, and which may be available at such place; 

o Afford him the necessary facility to check or verify the proceeds of 
crimes or any transaction related to proceeds of crimes which may 
be found therein; and 

o Furnish such information as he may require as to any matter which 
may be useful for, or relevant to, any proceedings under AMLA. 

 
8. Search and Seizure 

 
�x Where the IO, on the basis of information in his possession, has reason to 

believe that any person: 
 

o Has committed any act which constitutes ML; 
o Is in possession of any property involved in ML; or 
o Is in possession of any record which may be useful for or relevant to 

proceedings under AMLA; the court is permitted to do the following.  
 

�x Under Section 14 AMLA, 2010 search and seizure, the following should be 
noted:  
 

o Right to enter and search any building, place, vessel etc.; 
o Break, open the lock of any door and box etc.; 
o Seize record or property; 
o Place marks or identification marks; and  
o Make a note of any inventory.  

 
�x In case of immediate action permission can be obtained by an officer of 

investigating or prosecuting agency not below the rank of BS-20.  
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9. Retention of Property and Record  

The Court also has the power to retain property and records under AMLA. 
Participants should be made aware of this to help in trials of cases relating to money 
laundering. 

�x Section 17 (Retention of Property) and Section 18 (Retention of Records) 
AMLA: 
 

�x Retention by the IO for 90 days.  
�x After expiry of 90 days, it can be retained beyond 90 days if 

permitted by Court. 
�x Appropriate directions from Court for proper care during retention. 

 
10.   Sentencing Guidelines 

  
The sentences for various ML/TF offences under ATA and AMLA have been 
extensively provided in the guide. Trainees should be expected to read these 
guidelines in detail. A summary of these guidelines should be provided during the 
lecture. 
 

�x Section 11N (2) and (3) ATA 
 

o Person: Imprisonment for a term not less than five years and 
not exceeding ten years, and fine not exceeding PKR 25 
million.  

o Legal person: Fine not exceeding PKR 50 million. For 
directors, officers, and employees found guilty, imprisonment 
for a term not less than five years and not exceeding ten 
years, and fine not exceeding PKR 25 million. 
 

�x Section 11F (6) ATA 
 

o Imprisonment for a term of not less than one year and not 
more than five years and fine.  
 

�x Section 11OOO (2)(3) and (4) ATA 
 

o Person: Imprisonment for a term not exceeding ten years or 
fine not exceeding PKR 25 million.  
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o Legal person: Fine not exceeding PKR 50 million and for 
directors, officers and employees’ imprisonment for a term 
not exceeding ten years or fine not exceeding PKR 25 million. 
 

�x Section 4 AMLA  
 

o Imprisonment for a term of not less than a year, or more than 
ten years, fine of up to PKR 25 million and forfeiture of 
property.  

o Legal person: Fine may extend up to PKR 100 million and for 
directors, officers and employees, term not less than a year, 
or more than ten years, fine of up to PKR 25 million and 
forfeiture of property. 
 

�x Pakistan lacks any definitive statute pertaining to sentencing guidelines.  
�x There are no provisions that deal with pre-sentence hearing or highlight the 

procedures to obtain pre-sentencing reports.  
�x However, there are some sentencing guidelines that exist in the following 

sources:  
 

�x CrPC;  
�x Lahore High Court Rules and Orders;  
�x Bench Book for Sindh District Judiciary on Case Management.   

 

Code of Criminal Procedure, 1898 

�x A Sessions Judge or Additional Sessions Judge may pass any sentence 
authorized by law.  

�x Any sentence of death passed by any such Judge shall be subject to 
confirmation by the High Court.  

�x An Assistant Session Judge may pass any sentence authorized by law, 
except a sentence of death or of imprisonment for a term exceeding seven 
years.  

�x When a person is convicted at one trial of two or more offences, the Court 
may, subject to the provisions of Section 71 of the PPC, sentence him for 
such offences, to the several punishments prescribed therefore which such 
Court is competent to inflict.  

�x For the purpose of appeal, the aggregate of consecutive sentence passed 
under Section 35 of the CrPC in case of conviction for several offences at 
one trial shall be deemed to be a single sentence.  
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�x In a case where, by reason of a previous conviction the accused has been 
charged under Section 221(7) of the CrPC, the Court, after finding the 
accused guilty of the offence charged and recording a conviction, shall 
record the plea of the accused in relation to such part of the charge. 

�x  If the accused admits that he has been previously convicted as alleged in 
the charge, the Court may pass a sentence upon him according to law, and 
if the accused does not admit that he has been previously convicted as 
alleged in the charge, the Court may take evidence in respect of the alleged 
previous conviction, and shall record a finding thereon, and then pass 
sentence upon him according to law.  

�x Where a Court decides to pass a sentence of imprisonment on an accused 
for an offence it shall take into consideration the period, if any, during which 
such accused was detained in custody for such offence.  

 

Lahore High Court Rules and Orders, Volume III, Chapter 19 (Sentences)  

�x The following are some important points that can guide Judges when they 
are deciding the appropriate sentence.  

�x Under Part A of the Guidelines, the measure of punishment in any particular 
instance depends upon a variety of considerations. The factors which must 
be carefully weighed by the Court in passing the sentence: 
 

o The motive for the crime; 
o Its gravity; 
o The character of the offender; 
o His age; 
o Antecedents; and 
o Other extenuating or aggravating circumstances, such as: 

 
�ƒ Sudden temptation; 
�ƒ Previous convictions, etc. 

 
�x Part B provides useful points with regard to deciding what fine to impose. 

Indiscriminate imposition of fines without due regard to the capacity of the 
convict to pay it only results in waste of time of the Courts and the police in 
attempting to realize it and causes harassment to the convicted and his 
dependents.  

�x Part C of the guidelines refer to ‘imprisonment’. • In certain local and 
special laws, the kind of imprisonment which may be awarded has not been 
specified. Under Section 3(26) of the General Clauses Act, 1897, such 
imprisonment may be simple or rigorous.  
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Bench Book for Sindh District Judiciary on Case Management  

�x The bench book provides several useful guidelines, a few of which have 
been stated below to aid the participants in understanding the guidelines of 
sentencing.  

�x There are four accepted principles of sentencing:  
 

o retribution;  
o deterrence;  
o prevention; and  
o rehabilitation.  

 
�x Court should consider each principle in reference with the following factors, 

amongst others, when passing a sentence: 
 

o Nature of offence; 
o Circumstances of its commission; 
o Circumstances of the offender; 
o Legislative intention; and 
o Expectations and welfare of the victim as well as the society. 

 

Concluding Summary 
 

�x ATCs have jurisdiction to try scheduled offences under the ATA, including 
ML/TF offences. 

�x The sentences for the various ML/TF offences in the ATA and AMLA are 
contained in the respective laws and include both imprisonment and 
imposition of fines. 

�x Pakistan lacks any definitive statute pertaining to sentencing. However, 
there are some sentencing guidelines that exist in various legal sources 
such as the CrPC, the Lahore High Court Rules and Orders, and the Bench 
Book for Sindh District Judiciary on Case Management. 

�x Passing the appropriate sentence involves the exercise of discretion by a 
judge and should therefore be governed, as far as possible, by sound 
principles of sentencing, legal provisions, and consistent patterns, based 
on the facts and circumstances of each case, and should not be exercised 
on personal whim. 
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Activity  
 

The following questions need to be distributed after the session and participants 
should be given thirty minutes to answer these. The participants should then 
present their answers to the group with input from the trainer.   

1. Can the charge be altered? If yes, describe the circumstances when it 
becomes necessary.  

2. What investigative techniques have been permitted under Section 9A 
AMLA, 2010?  

3. How important, if at all, are previous convictions when passing a sentence?  
4. What are the four main principles of sentencing?  
5. What are the factors which should be taken into account by the Court in 

deciding upon the appropriate sentence?  
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Session Eight:  
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Process of the Session  
 
The trainer will distribute and read out simulation instructions to the participants. 
After this, the trainer will answer any questions that the participants may have about 
the simulation exercise.  
 

Background Material  
 
The detailed simulation exercise, along with the relevant exhibits for this session 
can be found in the Course Book.  
 

Session Breakdown  
 
For the simulation exercise, the following methodology will be followed:  

1. The trainer will distribute the facts of the scenario with references to the relevant 
exhibits, as well as copies of the exhibits for the participants to view.  

2. The facts of the simulation will then be put up in a PowerPoint presentation as 
well as the exhibits for the participants to view.  

3. The trainer will then discuss the facts and go through the relevant exhibits with 
the participants.  

4. The trainer is advised to repeat the facts twice to ensure that the participants 
have properly understood the material.  

5. The trainer will discuss the facts with the participants and ask questions for an 
interactive discussion and also point out exhibits and reference material that the 
participants can rely upon 

6. The participants will be split into two groups – Group A and Group B.  
7. Both groups will be given ample time to prepare their answers.  
8. Groups will be assigned accused persons from the simulation exercise; they will 

have to prepare answers to a series of questions relating to each of the accused.  
9. Each group will prepare a presentation and present it in the following sequence:   

 
o Simulation Part 1 (20 minutes)  

 
�ƒ Group A (10 minutes)  
�ƒ Group B (10 minutes)  

 
o Simulation Part 2 (20 minutes)  

 
�ƒ Group A (10 minutes)  
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�ƒ Group B (10 minutes)  
 

o Simulation Part 3 (20 minutes)  
 

�ƒ Group A (10 minutes)  
�ƒ Group B (10 minutes) 

 
�x After each group has given their presentations, the panel of experts 

conducting the exercise should provide each group with extensive 
feedback.   

 
The following template has been designed to facilitate the trainer in conducting 
the exercise.  
 

 
Simulation Paragraph 

 
Questions 

 
Relevant pages 
from AML/CTF 

Toolkit 
&  

Relevant Exhibits 
 

Background Facts: 
 


· Tanzeem e Qital (TeQ) is a 
terrorist organization, 
responsible for carrying out 
several terrorist attacks in 
Pakistan over the past 3 
years. These have included 
suicide bombings as well 
as armed attacks on 
mosques and government 
offices in Sindh.  

 

· On 12 January 2020, the 

Ministry of Interior notified 
Tanzeem e Qital (‘TeQ’) as 
a proscribed organization 
under the Anti-Terrorism 
Act, 1997 (‘ATA’).  

 

 
 
 
 
 
 
 
 
 
Review 
Background 
Exhibits 1 and 2. 
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1. During investigation into 
a bombing in Karachi 
which occurred on 5th 
February 2022, which 
was claimed by TeQ, 
CDR of one of the 
suspected bombers 
reveals calls being made 
to one Asif Mushtaq. 
Police put Asif Mushtaq 
under surveillance. 

 
 
 

 

1. How is 
surveillance 
lawfully done? 

2. How can a judge 
allow the usage 
of surveillance 
techniques for 
investigations? 
Identify relevant 
law/s. 

3. What challenges 
can arise (via 
the defense 
council) if 
surveillance is 
conducted 
illegally in this 
case, if any? 

4. What procedural 
requirements 
would be 
necessary for  
seeking 
permission of 
surveillance? 

5. What type of 
documents are 
needed to prove 
lawful 
surveillance?  

 

Surveillance and 
interception:  
 
Pages 99-100 of 
AML/CTF Toolkit 
Volume 1 
 
Call Data Records 
(CDR): 
 
Pages 99, 100, 
102, 103, 133 of 
AML/CTF Toolkit 
Volume 1 
 
Review Exhibit 1 
(CDR Records) 

2. Surveillance reveals that 
Asif Mushtaq, goes to 
‘XYZ Bank’ at its Burns 
Road Branch in Karachi. 

–  
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3. Police contact the Bank 
Manager and are able to 
access the CCTV footage 
of the inside of the bank. 
They determine that Asif 
Mushtaq went to Bank 
Teller No. 3 to withdraw 
cash. Upon questioning 
Bank Teller No. 3 in the 
presence of the Bank 
Manager, they learn that 
Asif Mushtaq has come 
to the bank several times 
in the past to withdraw 
money. Police also obtain 
a copy of the CNIC of 
Asif Mushtaq. 

 
 

1. How can a judge 
conclude that 
the chain of 
evidence is 
complete? 

2. How important 
are statements 
from the Bank 
Manager and 
Bank Teller to 
the chain of 
evidence? 

 
3. What steps are 

needed to 
ensure that the 
CCTV footage is 
admissible and 
can be relied 
upon as 
evidence? 

 

Requisitioning of 
CCTV footage:  
 
Page 47 of 
AML/CTF Toolkit 
Volume 1 
 
Admissibility of 
Audio/Video 
Recordings: 
Pages 99-102 and 
104 of AML/CTF 
Toolkit Volume 1  
 
Template letter for 
forensic analysis 
of digital 
equipment: 
Page 134 of 
AML/CTF Toolkit 
Volume 1 
 
 
 
 
 
 
Review Exhibit 2A 
(CNIC of Asif 
Mushtaq) 
 
Review Exhibit 2B 
(Forensic Analysis 
Report) 
 

4. The Manager also shares 
a Bank Statement of the 
account (Account No. 
775512345) for the past 1 
year with the Police and 

1. What laws/rules 
can be relied 
upon to ensure 
the admissibility 

Utility and 
admissibility of 
financial 
evidence:  
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tells them the account 
was opened on 24 June 
2020. As per the Bank 
Statement the account 
title is in the name of Ms. 
Rukhsana Imtiaz and 
monthly transfers are 
made to this account 
from the account of a 
charitable organization 
by the name of ‘Insani 
Khidmat Foundation’ 
(‘IKF’). 

 
 

of Bank 
Statements in 
this case? 
Explain 
procedure of 
obtaining 
evidence from 
financial 
institutions.   

 
2. Try to encourage 

a debate about 
the importance 
of admitting 
documentary 
evidence in such 
cases and 
discuss what 
problems judges 
face in terms of 
admissibility. 
 

3. What is the 
proper way to 
get banking 
details under 
general and 
special laws, if 
any?  

 

Pages 17, 18, 20, 
21 and 177-178 of 
AML/CTF Toolkit 
Volume 2 
 
General 
Guidelines for 
Using Financial 
Records and 
Bank Statements: 
 
Pages 77, 78, 79 
and 89 of 
AML/CFT Toolkit 
Vol 1 
 
 
Review Exhibit 3 
(Bank Statement 
of Rukhsana 
Imitiaz’s Account) 

5. According to the Bank 
Statement, for at least the 
past one year, Rs. 
60,000/- have been 
deposited into the 
account every month 
through a bank transfer 
from an account 
operated by IKF. For the 

1. What type of 
banking records 
would establish 
that Asif 
Mushtaq was the 
one who was 
withdrawing this 
money?  

Utility and 
admissibility of 
financial 
evidence:  
 
Pages 17, 18, 20, 
21 of AML/CTF 
Toolkit Volume 2 
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same time period Mr. Asif 
Mushtaq has been 
withdrawing Rs. 58,000/- 
every month through 
cheques signed by Ms. 
Rukhsana Imtiaz. 

 
 

�” Copies of 
Cheques and 
CNIC; 

�” CCTV footage in 
the Bank; 

 

Relevancy of 
CCTV Footage:  
 
Pages 99-101 and 
104 of AML/CFT 
Toolkit Vol 1. 
 
 
Review Exhibit 4 
(Copies of 
Cheques) 

6. The investigation reveals 
that IKF is a non-profit 
organization registered 
under the Trust Act, 1882 
and receives donations 
from all over Pakistan.  
In 2021, it received a total 
of Rs. 10,324,423/- worth 
of donations. On its 
website, IKF states that it 
runs a school, a clinic, 
and provides direct cash 
support to deserving 
widows and orphans in 
Sindh. As per record, in 
2021 Rs. 10,324,423/- 
were distributed to a 
school, a clinic, and 10-
15 widows or orphans. 
Rukhsana, a widow gets 
Rs. 60,000/- per month 
while all other widows 
and orphans get only 
6,000 to 8,000/- per 
month each. 

 
 

1. What provisions 
of law are 
necessary to 
focus on when 
investigating/pro
secuting/adjudic
ating upon the 
role of a Trust 
foundation? 

 

2. What more 
information is 
necessary to 
determine that 
the IKF was part 
of a TF/ML 
arrangement? 

 
�” Trust Deed 
�” Details and 

particulars of 
trustees, 
beneficiaries, 
trust address, 

 
Tracing 
registration and 
ownership 
structures behind 
Trusts: 
Page 188 of 
AML/CFT Toolkit 
Vol 2 
 
Application to 
Registrar, Trust 
Registration 
Office Template: 
 
Page 189 of 
AML/CFT Toolkit 
Vol 2 
 
 
Licensing regime 
pertaining to 
NPOs/NGOs/ING
Os: 
Pages 44-45 of 
AML/CTF Toolkit 
Volume 2 
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objectives of 
trust and 
complete details 
of persons 
related directly 
or indirectly with 
the Trust. 

�” Annual Financial 
Statements 

�” Auditors of the 
IKF 

3. What type of 
documentary 
evidence will be 
relevant?  

Para 7: 
�” Audit Record 

from Auditors 
(how to obtain 
and under what 
legal 
provisions?) 
 

�” Bank Records 
for IKF (how to 
obtain and 
under what legal 
provisions?) 

 

Accounting for 
terrorist financing 
channels 
identified via 
donations: 
Pages 44-45 of 
AML/CTF Toolkit 
Volume 2 
 
 
 
 

Review the 
following Exhibits: 


· Exhibit 5A 
(Trust Deed 
of IKF) 


· Exhibit 5B 
(Annual 
Financial 
Statement 
for IKF) 

7. Police undertake a raid of 
Asif Mushtaq’s house to 
arrest him. He is found 
and arrested without 
struggle. Upon search of 
the premises Rs. 
260,000/- is recovered 
from the house. 

The I.O. contacts the 
judge asking for a 
warrant to raid Asif 
Mushtaq’s house 
legally. What provisions 
of the law will you rely 
upon and how can you 

Power of arrest 
and interrogation:  
Pages 47-49 of 
AML/CTF Toolkit 
Volume 1 
 
Evidentiary value 
and relevance:  
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Additionally, several 
pamphlets are recovered 
which promote TeQ and 
request people to 
provide funds to it. They 
also find a receipt 
booklet which has been 
used to provide receipts 
for donations to a 
madrassah in Karachi. 
The booklet shows 
donations worth Rs. 
158,000/- have been 
received from various 
individuals. They also 
discover promotional 
material for IKF at Asif 
Mushtaq’s residence 
seeking donations for the 
charity. 

 

ensure that the IO 
follows due procedure 
and recoveries are 
made lawfully? 

Pages 111-112 of 
AML/CTF Toolkit 
Volume 1 
 
Jurisprudence on 
possession of 
inflammatory 
material and 
pamphlets 
recovered during 
arrest: 
 
Page 115 of 
AML/CFT Toolkit 
Volume 1. 
 
 
 
 
 
 
 
 
Review Exhibits 6 
(Recovery Memo 
from Asif 
Mushtaq’s 
Residence) 
 

8. During interrogation Asif 
Mushtaq states that Ms. 
Rukhsana Imtiaz is his 
wife’s friend and since 
she is old he makes 
withdrawals on her behalf 
and gives her the money. 

 

– Power of 
Interrogation: 
Page 48 of 
AML/CTF Toolkit 
Volume 1 
 
 

9. Police arrest Ms. 
Rukhsana Imtiaz who is 
an elderly woman and 
interrogate her. She 

1. What would be 
your advice to 
the I.O. for 
recording the 

Power of 
Interrogation: 
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states that Asif Mushtaq 
opened an account for 
her approximately a year 
and half ago and 
promised to get her 
money for monthly 
expenses. She states Asif 
made her sign all the 
cheques as soon as the 
cheque book was issued, 
saying it would be easier 
than having her sign a 
cheque every month. 
 
Ms. Rukhsana said Asif 
was very helpful and that 
she is dependent on the 
Rs. 8,000/- that he 
provides her every 
month. Police release 
Rukhsana because they 
do not feel she is 
involved in the scheme. 

 

statement of 
Rukhsana 
Imtiaz? 

2. Will Rukhsana 
Imtiaz’s 
statement be of 
value to the case 
given these 
facts? 

Page 48 of 
AML/CTF Toolkit 
Volume 1 
 
 

10. Police confront Asif that 
Rukhsana is receiving 
only Rs. 8,000/- whereas 
he withdraws 58,000/- 
every month. Asif initially 
denies this and claims he 
gives her the entire 
amount but after 
repeated questioning he 
admits that he keeps Rs. 
50,000/-. Asif states that 
the 50,000/- from 
Rukhsana’s account as 
well as any money he 
raises through donations 
for the Madrassah is 
given to Javed Khan who 

1. How should this 
statement by 
Asif be recorded 
to have the most 
evidential value? 

2. What actions are 
needed to 
ascertain 
correctness of 
the facts 
disclosed by 
Asif? 
 

�” Arrest and 
Interrogation of 

Admissibility of 
Confessions: 
Pages 62-66 of 
AML/CFT Toolkit 
Volume 1 
 
Power of 
Interrogation: 
Page 48 of 
AML/CTF Toolkit 
Volume 1 
 
Tracing 
registration and 
ownership 
structures behind 
Trusts: 
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is a Trustee of IKF. He 
doesn’t know what Javed 
does with the money. He 
was due to meet Javed 
the next day (26 January 
2022) to give him Rs. 
260,000/- that were in his 
possession. Police are 
able to match Javed 
Khan’s name with the 
Trustees named in the 
Trust Documents for IKF. 
His CNIC number is also 
identified. 

 

Javed Khan 
�” Obtain CNIC 

details of Javed 
Khan from IKF 
Trust 
Documents 

�” Identify Bank 
and Tax 
Records of 
Javed Khan 
(what is the 
correct process 
for this? Can 
these be 
admissible?) 

 

Page 188-189 of 
AML/CFT Toolkit 
Volume 2 
 
Evidence from 
FBR (Tax 
Records): 
Page 109, 111, 
119, 125, 129 of 
AML/CFT Toolkit 
Volume 2 
 
 
Review Exhibit 7 
(CNIC Javed 
Khan) 

11. Based on this 
information, the Police 
are able to arrest Javed 
Khan from the meeting 
point. They also find out 
from his CNIC that he 
lives nearby and search 
his home. During the 
search Police recover a 
laptop and two mobile 
phones. 

 

1. Advice the I.O. 
for preparation 
of the recovery 
memos. 

2. What steps 
should be taken 
to recover the 
information in 
the laptop and 
mobile phones. 

3. Can a Judge 
authorize the 
use of digital 
forensics in this 
scenario?  

4. What challenges 
are associated 
with sending 
material for 

Conducting 
Arrest, Remand 
and Detention of 
Accused: 
Pages 47, 48, 49 
of  AML/CTF 
Toolkit Volume 1 
 
 
 
 
 
 
 
 
Review Exhibit 8 
(Recovery Memo 
– Javed Khan) 
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digital forensics 
(promoting a 
discussion of 
operational 
challenges and 
how judges can 
help streamline 
this process)? 

12. Forensic analysis of one 
mobile phone reveals 
messages to one Rauf 
Malik. 

– Relevancy of 
Digital/Cyber 
Evidence: 
 
Pages 70, 101, 
103 of  AML/CTF 
Toolkit Volume 1 
 
Template letter for 
forensic analysis 
of digital 
equipment: 
Page 134 of 
AML/CTF Toolkit 
Volume 1 
 
 
Review Exhibit 9 
(WhatsApp 
Screenshots) 
 
 

13. Forensic analysis of the 
laptop reveals an untitled 
Microsoft Word 
document.  

 

– Relevancy of 
Digital/Cyber 
Evidence: 
Pages 70, 101, 
103 of  AML/CTF 
Toolkit Volume 1 
 
Template letter for 
forensic analysis 
of digital 
equipment: 
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Page 134 of 
AML/CTF Toolkit 
Volume 1 
 
Review Exhibit 10 
(Code Key 
Recovered) 
 

14. There are also 11 videos 
on his laptop. 3 videos 
show young men firing 
bullets and receiving 
weapons training. The 
other videos seem to be 
TeQ propaganda 
showing attacks and 
bombings done by TeQ 
in the past. 
 

1. What further 
investigation needs to 
be done to verify the 
videos or to ensure that 
whether these videos 
are admissible in court 
and have evidential 
value?  
 
2. At this stage, should 
the judge authorize 
collection of further 
investigation to verify 
the videos?  
 
3. Do the videos make 
Javed Khan guilty of an 
offence? 
 

Admissibility of 
Videos 
(Digital/Cyber 
Evidence) 
 
Page 101 of 
AML/CFT Toolkit 
Volume 1.  
 
Evidentiary Value 
of Audio/Video 
Recordings: 
 
Page 104 of 
AML/CFT Toolkit 
Volume 1. 
 
Additional 
Guidelines w.r.t. 
digital evidence: 
Pages 105-107 of 
AML/CFT Toolkit 
Volume 1 
 
 
 
Review Exhibit 11 
(11 Videos 
Recovered from 
Laptop) 
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15. CDR of the Mobile Phone 
shows several calls to 
Asif Mushtaq over the 
past few weeks as well as 
calls to other numbers. 
The Mobile Phone also 
has a WhatsApp group 
called ‘Brothers’ wherein 
there are photos of the 
location of the 5th 
February Bombing in 
Karachi and surrounding 
areas dated 2nd February 
(before the blast took 
place). Asif Mushtaq is 
also a member of this 
WhatsApp Group. 
 

1. Initiate a discussion 
regarding how 
WhatsApp messages 
can be retrieved and 
what the value of such 
messages is in trial. 
 

Evidentiary 
Value/Admissibilit
y of WhatsApp 
Messages: 
 
Page 104 of 
AML/CFT Toolkit 
Volume 1 
 
Evidentiary 
Value/Admissibilit
y of CDR: 
Pages 102-103 
AML/CFT Toolkit 
Volume 1 
 
 
 
Review the 
following Exhibits: 


· 12A 
(Javed Khan 
CDR) 


· 12B 
(WhatsApp 
conversation 
recovered) 

16. The Police confront 
Javed Khan with this 
information. They accuse 
him of coordinating the 
5th of February bomb 
attack, of receiving funds 
for supporting TeQ’s 
terrorist activities, and for 
transferring funds for 
purchases and payments 
to terrorists. He denies 
these allegations. He 
states he is not a terrorist; 
he had just fallen on hard 

1. What information in 
his statement is 
relevant? 
 
2. How can he be 
challenged for his 
explanations? 
 
3. Would Javed Khan's 
excuses stand up to 
scrutiny at trial? 
 

Admissibility of 
Confessions: 
 
Pages of 63-66 
AML/CFT Toolkit 
Volume 1 
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times and needed some 
money from IKF that is 
why he asked Asif 
Mushtaq to help him take 
funds from Rukhsana 
Imtiaz’s account. He says 
he has an interest in 
bombings and 
explosions that is why the 
videos are on his laptop. 
When confronted about 
the pictures of the 
location of the bombing, 
he says he didn’t take the 
pictures himself and did 
not know why someone 
posted them in the 
WhatsApp group. 
 

17. Police trace Rauf Malik’s 
cell phone number to 
Quetta. By coordinating 
with Balochistan Police, 
Rauf Malik is arrested 
and interrogated. He 
states that he is a 
businessman and has no 
link to any terrorist 
organization. He says he 
is a philanthropist, and 
his money is used for 
various good causes 
across Pakistan including 
to support schools and 
hospitals.  
 

– See Confessions  
Pages 63-66 of 
AML/CFT Toolkit 
and 
CDR  
Pages 102-103 of 
AML/CFT Toolkit 
Volume 1. 

18. Through his CNIC 
number, Police can track 
down his bank accounts 
in various banks. Upon 
examination of the Bank 

1. Rauf Malik routinely 
makes donations to IKF. 
What could this piece of 
information mean for 
our case? 

Procurement of 
NADRA Records:  
Page 46 of 
AML/CFT Toolkit 
Volume 1  
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Statement of one account 
it is determined that Rauf 
Malik makes monthly 
donations to IKF in the 
sum of Rs. 60,000/-. He 
has also provided IKF 
larger donations of Rs. 1 
million and Rs. 2.5 
million. 

 
2. Has Rauf committed 
any crimes in this 
regard? 
 

 
 
Accounting for 
terrorist financing 
channels 
identified via 
donations: 
Page 45 of 
AML/CTF Toolkit 
Volume 1 
 
Utility and 
admissibility of 
financial 
evidence:  
 
Pages 17, 18, 20, 
21 of AML/CTF 
Toolkit Volume 2 
 
 
Review Exhibit 13 
(Rauf Malik Bank 
Statement) 
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ANNEXURE A  
 

Pre/Post Assessment Test  
 

A Pre/Post test is an effective method to assess the training. This is a short 
assessment of 11 multiple choice questions which the trainer must conduct prior to 
the training and then at the end of the training. Results from the test can help assess 
the increase in understanding and knowledge of the participants. From the results 
of the pre-test the trainers can also see if extra support may be required and if any 
adjustments will be required in the agenda to focus on areas where the trainees 
need more help.  
 
Note: This document is for the trainee who will be responsible for conducting the 
evaluation. Answers to the questions are provided in bold – this must be removed 
during administration of the assessment test.  
 
Q1: Which of the following correctly lists down the process of Money Laundering? 

A) Integration, Placement and Layering 
B) Layering, Integration and Placement 
C) Placement, Layering and Integration  
D) Terror financing, Layering and Integration 

 

Q2: Identify which option below utilizes ‘proceeds of crime.’ 

A) Money obtained from bribery and tax evasion, parked in offshore accounts 
abroad.    

B) Tax-free income earned from working at a consultancy at a multilateral 
institution.  

C) Donations gathered by a religious organization to build an orphanage. 
D) Inheriting property from a deceased parent.  

 

Q3: A criminal syndicate is depositing money earned from sales of drugs trafficking 
into multiple bank accounts, after which money is siphoned off to offshore 
companies. The money is then diverted to finance arms purchase for a proscribed 
terrorist organization. 

In this scenario, can you state how many offences are taking place? 

A) 1  
B) 2  
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C) 3.   
D) None of the above.  

 

Q4: Is evidence obtained from modern devices or techniques admissible in 
prosecution of ML/TF offences? 

A) The Courts in Pakistan do not recognize evidence obtained from modern 
devices or techniques admissible in prosecution of ML/TF offences. 

B) Evidence obtained from modern devices or techniques admissible in 
prosecution of ML/TF offences is not admissible under CrPC.  

C) Any evidence obtained from modern devices or techniques is admissible as 
per Article 164 of the QSO.  

D) Evidence obtained from modern devices or techniques admissible in 
prosecution of ML/TF offences is not admissible under QSO.  
 

Q5: Under the normal trial process, confessions made in front of the police are not 
admissible. However, such confessions have conditional admissibility under the 
ATA if the evidence produced raises the presumption that there is a ‘reasonable 
probability.’  

A) True 
B) False 

 

Q6: An accomplice is a person who participates in criminal activity but agrees to 
cooperate with the prosecution and testify against other defendants. In Pakistan, 
accomplices who are won over are referred to as: 

A) Approvers 
B) Independent Witnesses 
C) Informants 
D) All of the above 

 

Q7: The context of Section 19-C and Section 27-B of the ATA does not allow 
convictions to be based on electronic evidence alone even if the Court is satisfied 
with its genuineness.  

A) True 
B) False 

 

Q8: When the Investigating Officer requires assistance from an entity outside the 
jurisdiction of Pakistan, he may rely upon the Mutual Legal Assistance framework. 
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This framework designates the Ministry of Interior as the designated authority for 
transmitting such requests. After such assistance has been received, the process 
of admissibility and evidentiary value will be as per the: 

A) Discretion of the Court 
B) The Qanun-e-Shahadat Order, 1984 
C) The Anti-Money Laundering Act, 2010 
D) Policy of Forensic Department  

 

Q9: What Act allows Courts to issue warrants to a law enforcement officers to seize 
and search through any data that 'may reasonably be required' for a criminal 
investigation. 

A) Anti-Terrorism Act, 1997 
B) Anti-Money Laundering Act, 2010 
C) Prevention of Electronic Crimes Act, 2016 
D) All of the above 

 

Q10: Opportunities to gather financial information can arise when: 

A) Conducting a legal search in relation to an offence of money laundering 
where there are reasonable grounds to believe that financial information will 
lead to evidence that will benefit the investigation 

B) Conducting a legal search into an offence where the situation evolves so that 
the officer becomes aware of reasonable grounds to suspect that another 
offence has been committed  

C) Conducting a legal search into an offence and the officer makes notes of 
financial information for intelligence purposes  

D) All of the above 
 
Q11: If a person is found with funds or other property which are disproportionate to 
his known source of income, this becomes relevant as circumstantial evidence and 
can be made the basis of a ML offence. 

A) True 
B) False 
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