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DRONE WARFARE, AGAIN

1. Introduction

This is a subject that seems to be almost constantly in the news and one might
reasonably question what more is there to say? Most of the literature on the
subject is very similar and is either drowned in technicalities or based on the
dubious moral assertions that being killed by a drone is worse than being killed
directly by a human.! This paper aims to address this ideological error, together
with recent changes in the way drones have actually been used and a new
technological development.

The specific contentions, which also make up the key parts of this paper, are
that:

1. The discussion around drone warfare is ideologically skewered. This is
acceptable — politics is part of how we interpret law. It may equally be
skewered the other way however

2. Recent developments in Ukraine show new types of drones being used
in innovative ways

3. Recent technological developments suggest that, after years of hype,
Artificial Intelligence (Al is finally arriving in drone warfare

This paper will not extensively address two specific issues: first, drone strikes
often take place without the consent of the territorial state and without any other
legal justification, such as United Nations (UN) Security Council authorisation
or self-defence by another state. This can be answered simply — such strikes are
unlawful, as Article 2(4) of the UN Charter makes clear. During the years of the
War on Terror, the United States frequently violated Pakistan’s airspace to
launch attacks against targets in Afghanistan and in Pakistan itself. These were
only lawful if the Pakistan government gave permission for the overflights and
if the use of force met the International Humanitarian Law (IHL) rules on
discrimination, necessity and proportionality. There was clearly a secret deal
between Pakistan and the US to allow drone strikes. The deal was that the US
could launch the strikes whenever it wanted. Only if they went wrong would
there be any consequences - the Pakistan government would denounce the
attacks as unlawful, the US would compensate the relatives of the wrongly killed,
and then normal service would be resumed. This made most of the strikes

1See generally, Rosa BrooksPrones and the International Rule of LawGeorgetown
University Law Center 2013
thttps://scholarship.law.georgetown.edu/cgi/viewcontent.cgi?article=2296&context=f
acpub
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technically lawful. But Pakistan could not do anything to stop the drone strikes
and it had to give the appearance of still being a sovereign state, so it essentially
agreed under duress. These drone strikes undermined overall support for
Pakistan-US-military cooperation. It was not necessarily the case that US drone
use was indiscriminate and a significant source of casualties. Between 2004 and
2018, around 4000 Pakistanis were killed by US drone strikes in Pakistan.? Most
people believe the figure is far higher but there is no data to support this. Far
more people were killed by the Pakistan security forces and by dissident
elements in Pakistan between 2004 and 2018, than by US drones.’ But the drone
strikes were always reported as being the more serious problem and it is natural
enough for citizens to be more upset by the use of violence by the forces of
another state, within their own territory and without permission, than by their
own security forces.

Things have moved on and it is doubtful there is much in the way of US drone
capability in the region. But this does not remove the physical reality that targets
need to be attacked in Afghanistan. As Kabul fell in August 2021, the Biden
administration announced this shift to what it called an ‘Over the Horizon’
strategy.* Afghanistan is a landlocked state. The only feasible way that US drones
might arrive in Afghan airspace is through Pakistan’s airspace. Over the Horizon
inevitably means drone strikes that will traverse Pakistan’s airspace. It remains
to be seen if this will either happen at all and if it will be publicly acknowledged.
Drone strikes have never been very popular in Pakistan, but that was when they
were directed at Pakistan’s territory. These strikes would simply overfly
Pakistan, so should not cause any direct casualties or damage in Pakistan. There
are some variables in this calculation: Pakistanis may still object to the use of
their airspace. This is especially true for those who already have some sympathy
with the Taliban’s ideology. This can be circumvented by simply denying that
the overflights are occurring, but these things have a habit of eventually coming
out. And the Taliban might view Pakistan’s acquiescence in drone strikes as a
form of belligerence, opening up further attacks against Pakistan from across
the border.

Second, this paper will not address the idea of a separate legal regime for drone
warfare. There has been much talk of a treaty on this, but no sign of anything
concrete emerging. In the author's view, the political realities make a treaty

2 The Drone War in PakistarNew America https://www.newamerica.org/international -
security/reports/americas -counterterrorism -wars/the -drone-war-in-pakistan/

3 This figure is difficult to nail down, but at least 20,000 seems realistic. See: the South
Asia Terrorism Portal https://lwww.satp.org/datasheet -terrorist -
attack/fatalities/pakistan

“4Daniel Brunstetter, Over The Horizon Counterterrorism: New Name, Same Old Chalkgnge
Modern War Institute 24 November 2021 https://mwi.usma.edu/over -the-horizon-
counterterrorism -new-name-same-old-challenges/
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unlikely in the near future. As long as drones remain relatively costly, richer
states have no interest in limiting their use. Furthermore, since the actual
weapons drones employ are the same as for inhabited vehicles, the only real
subject matter for any treaty would be the degree of automation involved in
drone usage. There is simply no consensus on this. Some authors rely on The
Martens Clause, as set out in 1977 Additional Protocol II to the Geneva
Conventions of 1949, to provide any additional protection in law when drones
are involved:

In cases not covered by the law in force, the human person remains under
the protection of the principles of humanity and the dictates of the public

conscience.

How much assistance this will provide remains uncertain. It is hard to see
exactly how it might limit drone usage.

2. Background and definitions

Drones are the colloquial term used to describe uninhabited vehicles. These are
controlled by human operators who are not located in or on the vehicle. By far
the most common usage of the term refers to Uninhabited Aerial Vehicles
(UAVs), but there are also vehicles that operate on land and on or under the sea.
Most of the discussion here will focus on UAVs. These have both military and
civil applications. In fact, most drones are cheap, flimsy affairs that cost $20-100
and are used as toys. There are also slightly more expensive drones, from $500-
3000 that might be used for specific purposes, like filming online content and
drone racing. More expensive commercial drones can be used for tasks like
police surveillance and inspecting construction work.

The term ‘drone’ comes from the Western Honey Bee Apis mellifera, because
UAVs fly and sometimes make a bee-like noise. Military UAVs are sometimes
described as lethal or non-lethal, with the more technical term being
Uninhabited Combat Air Vehicle (UCAYV).
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3. The ideology of drones

Most writers who address the subject seem to object to the use of drones.
Precisely why this is the case is not always made clear, but their objections
broadly fall into the following categories:

i. Drone strikes involve more risk to non-combatants, because there is
no human at the scene

ii. Drone operators are more likely to use kinetic violence than
combatants at the scene

iii. Machines killing humans is somehow worse than humans killing
humans

iv. Machines should not be able to make life and death decisions

V. Drones make warfare too easy for the side that has them, with their

high cost favouring established militaries

Addressing each of these in turn:

i. Drone strikes involve more risk to non-combatants, because there is
no human at the scene: There is no basis for this claim at all. It is
possible that one might be able to develop a compelling statistical
analysis that shows that there is more risk to non-combatants from
drone use as opposed to traditional forms of violence, but no one
has.” Drone operators have access to the drones sensors, which are
analogues of human senses. The fact that the drone operator is not
under threat of injury or death means that they can approach their
task with less adrenaline running through their system. This would
suggest that drone warfare is only as dangerous, and perhaps even
less so, than traditional warfare.® Some of the existing literature
suggests drone use might increase the amount of violence states use

5 For a countervailing view seeUS drone strikes more deadly to Afghan civilians than
manned aircraft / adviser The Guardian, 2 July 2013
https://lwww.theguardian.com/world/2013/jul/02/us -drone-strikes-afghan-civilians.

Like much journalsm in this field, the article is a series of assertions with no evidence
offered or explanation of the research methodology

¢ See generally, Michael C. Horowitz, Sarah E. Kreps, Matthew Fuhrm&weparating Fact
from Fiction in the Debate over Drone Proliferatiomternational Security, Vol. 41, No. 2
(Fall 2016)
https://lwww.belfercenter.org/sites/default/files/legacy/files/isec_a 00257.pdf


https://www.theguardian.com/world/2013/jul/02/us-drone-strikes-afghan-civilians
https://www.belfercenter.org/sites/default/files/legacy/files/isec_a_00257.pdf
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by lowering the threshold at which it is considered permissible.” This
is an interesting idea, but it is not subject to empirical validation and
seems to be based largely on intuition. It remains a question that is
decided by ideological rather than evidential differences.®

Drone operators are more likely to use kinetic violence than
combatants at the scene: This point links to the above. The
suggestion is that drone operators are trigger-happy. There is no
empirical evidence to support this. Indeed, the natural detachment
that a drone operator has from the scene perhaps makes the use of
violence less likely. If one talks to drone operators and reads some of
the interviews that psychologists have conducted with them, the
picture of drone use is very different from the Hollywood portrayal.
Some drone missions will involve the operator observing their target
over a period of several days. They will work out the target’s patterns
of movement so as to minimise the risk of collateral damage. In some
cases, drone operators have expressed a sense of attachment to the
target, as they see them go about their everyday lives. This makes it
harder to use violence. Some drone operators express clear signs of
anxiety and depression after a mission concludes with violence. This
is inevitable: killing is unpleasant and frontline soldiers can expect
some degree of mental health problems. Perhaps drone operators get
off lightly with depression. But the idea that it is treated as some kind
of videogame is unsupported by evidence and grossly insulting to the
drone operators who serve in the military.

Machines killing humans is somehow worse than humans killing
humans: Humans seem to have an ambivalent relationship with
technology. We like the benefits it brings in terms of making our
lives easier. Yet running through our culture is a fundamental
distrust of technology. This reaches its zenith with depictions like
The Terminator franchise, but can be traced back through
Frankenstein to ancient Greece. This seems to be partially rooted in
fears of usurping the proper role of God or The Gods. It is striking
how this fear existed for so long before it was practically possible. In

bid

8 Agil Shah,#+ D SA-E£ & q- 8.4- 8. - TQaiegie Brd@nsneritifgr
International Peace 17 May 2016, https://carnegieendowment.org/2016/05/17/drone
blowback-in-pakistan-is-myth.-here-s-why-pub-63635



DRONE WARFARE, AGAIN

the Hebrew Bible, Exodus 20:4 states: “Thou shalt not make unto thee
any graven image, or any likeness of any thing that is in heaven above,
or that is in the earth beneath, or that is in the water under the earth.”
Applied to robotics and cybernetics, this is an injunction that is at
least 2600 years old, yet one that has only been technically possible
to violate in recent decades. Of course, the Bible and texts of the
ancient world in general have several examples of idolatrous
imitations of life. They usually end badly.

Another reason, especially prominent in Greek thought is the
concern that technology undermined the role of valour. Combat
ceased to be a test of bravery, a virtue which brought one closer to
The Gods, becoming more a test of which side had the best
equipment.

This strain of thought is very interesting, but it does not change the
fact that as concerned as they may have been about it, humans have
always been very willing to use technology to kill. No one seems to
seriously suggest that being killed by an artillery shell is somehow
wrong because of the technology used. It might be wrong in other
ways, but we accept it as a weapon of war and we know who to hold
responsible for its use. Drones are no different. Canada’s chief of
staff, General Thomas Lawson, said in 2013: ‘If a kinetic round is
propelled toward a confirmed enemy for strategic purposes by arifle,
by an artillery piece, by an aircraft manned, or an aircraft unmanned,
any of those that end up with a desired effect is a supportable point
of view.’"?

iv. Machines should not be able to make life and death decisions: This
objection can be dealt with in two ways, one immediate and simple,
one slightly more complex that will be dealt with later in this paper.
The immediate and simple explanation is that most of the time,
drones do not make decisions about anything. They are completely
under human control and are simply following the command inputs
made by the ‘pilots’ sitting in an operator's station, thousands of
kilometers away. Most of the time is correct, because it is inevitable
that sometimes the satellite connection from drone to operator's

®New King James Bible

0Michael C. Horowitz, Sarah E. Kreps, Matthew Fuhrma@eparating Fact from Fiction
in the Debate over Drone Prolifation International Security, Vol. 41, No. 2 (Fall 2016), page
15



DRONE WARFARE, AGAIN

station is lost. This means the drone is on its own, but it is usually
programmed to just keep doing whatever it is doing until human
control can be reestablished. If control cannot be reestablished, most
drones have a return to base mode and will retrace their steps back
to their point of origin.

The second, more complex answer is that drones are now starting to
make use of better and more advanced Artificial Intelligence, to
operate autonomously. This has begun in a fairly limited manner:
United State Air Force (USAF) MQ9 Reaper drones have recently
been programmed to take off by themselves."" This is not much
different from the Autopark function found in Tesla Cars: it is a very
limited automated function that only applies for a specific part of the
vehicle's journey. More interesting from an AI perspective, and
covered in section five of this paper in detail, is The Loyal Wingman
programme.”? If it survives its research and development
programme without getting cancelled, and this is a big if, then it will
create a lethal AT UCAV capability.”

V. Drones make warfare too easy for the side that has them, with their
high cost favouring established militaries: The objection that drones
make warfare too easy for the side that has them relates to point iii,
supra. There is a sense that drone warfare is unfair, because it makes
combat too easy for the technologically advanced, richer side, whilst
the technologically weaker, poorer side has to rely on good old
fashioned guts and gumption. This is an intellectually barren
argument. Richer states have always used their wealth to make
combat conditions more favourable to them. There is no moral or
legal difference between a combat pilot delivering guided bombs
from 40,000ft and a UCAV delivering them from 400ft. The only
differences are that using the piloted aircraft still involves some risk
to the life of the pilot, whereas the UCAV does not and the UCAV is

1The Defense PosR0 July 2021 https://www.thedefensepost.com/2021/07/20/usaf -

reaper-automatic-

takeoff/#:~:text=The%20US%20Air%20Force%20(USAF,o0n%20the%20General%20At

omics%20aircraft.

12 Boeing Defense 3 February 2023 https://www.boeing.com/defense/airpower -

teaming-system/

13Ryan Finnerty,US Navy to purchase two X@¢ 1+ B. & + 7-74 7. £ -A +-4¢
0 Db+8 (+ Hight Gibbal, 5 January 2023nttps://www.flightglobal.com/milita ry-

uavs/us-navy-to-purchase-two-xg-58-drones-for-autonomous-collaborative-killer-

programme/151522.article
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considerably cheaper overall than the piloted aircraft. This is not
something to be embarrassed about: the cost of warfare has always
been a valid element in the calculation of what weapons system to
employ. The less money spent on military objectives the better.

This argument is best illustrated by an anecdote from October 2001,
when Afghanistan’s Northern Alliance was defeating the Taliban
with the aid of US airstrikes. A British academic colleague described
this as a ‘cowardly’ way to fight. An American colleague responded
that flying airliners into skyscrapers was a cowardly way to fight. The
point is that they were using the words ‘cowardly’ in different ways.
The British colleague was referring to physical courage, the
American to moral courage. The use of drones is not morally
cowardly, and physical courage is only relevant when it is needed:
drones mean it is not needed as much as it used to be.

4. Recent drone use in Ukraine

The Russian Special Military Operation in Ukraine has been described as the
first drone war. Drones have been used extensively in conflicts since the late
1960s. In the Vietnam War, the US made some use of drones, but it was largely
on an experimental level."* The first conflict where drones made a significant
impact on the outcome was Israel’s operations over the Bekaa Valley, Lebanon
in 1982." The Israeli Defence Forces used drones to gather intelligence and to
fool enemy radar operators into turning their radars on and then pointing them
in the wrong direction. Radar is a powerful sensor, but it also an electronic
emission and missiles can be designed to home in on these emissions. These
radar sites could then be destroyed. Of course, some of the drones were lost, but
they were cheaper to replace than inhabited aircraft, both in the strictly financial
sense, but also in the moral sense. You don’t have to hold funerals for lost
drones. We will return to this concept, what is now called attritability, later. In
essence, it is simply the idea that a drone may be lost on its mission and this is

accepted as part of the mission planning itself.

14 See generally, the excellent David AxeéDrone War VietnanNaval Institute Press, 15
September 2021

15 Rebecca Grant,The Bekaa Valley WaAir and Spae Forces Magazine, June 2002
https://lwww.airandspaceforces.com/article/0602bekaa/
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Drones have been used in every subsequent major conflict involving a NATO
or NATO-allied state since then. Some of the most striking images of the Gulf
War of 1991 (Operation Desert Storm) involved Iraqi conscript soldiers, terrified
after weeks of aerial bombardment, surrendering to drones. The modern
American drones we are familiar with, such as the General Atomics MQI
Predator, were built in the 1990s to meet a Central Intelligence Agency (CIA)
requirement to find and eventually kill individual terrorist targets, like Osama
bin Laden.' The present conflict in Ukraine is different because it is the first
time that two state belligerents have fielded significant numbers of drones.
Terrorist groups have made small-scale use of drones, and there was a
significant attack by Houthi militia against a Saudi Arabian oil refinery in
Riyadh in March 2022."7 In 2021, the use of drones on both sides was noted in
the tragic and ongoing Nagorno-Karabakh conflict.”® In both situations,
however, the deployment of drones was fairly limited. Advanced drones are
getting cheaper, but they are still too expensive for most states. Russia can afford
them because it is Russia, and Ukraine can afford them because it is not paying
for them - NATO states are. Coincidentally, Tiirkiye, a NATO member, has
developed an extremely successful domestic UAV and UCAV manufacturing
industry. These are still expensive, but are appreciably cheaper than American
or Israeli drones and offer similar levels of capability.” Iran has also been able
to manufacture cheap drones of limited utility, although international sanctions
against Iran make purchasing these difficult.** China is also a significant
exporter of drones, but there are conflicting claims as to their quality.*!

18hin Laden had been a key US target since the largely unsuccessful truck bombing of the
World Trade Center in 1993

yemen's Houthis claim drone attack on refinery in &k capital

Reuters, 1IMarch 2002, https://www.reuters.com/world/middle -east/attack -refinery-
riyadh-did-not-affect -petroleum-supplies-spa-2022-03-10/

18 Jack Detsch, The U.S. Army Goes to School on Nageiarabakh Conflict Foreign
Policy, 30 March 2021https://foreignpolicy.com/2021/03/30/army -pentagon-nagorno-
karabakh-drones/

¥Paul Iddon,}7+ BY 08 P Y } P4 €((P+ >-1 A D 4Forbes,828. #+ D T
December 2022

https://www.forbes.com/sites/pauliddon/2022/12/22/turkey -could-dominate-central-
asias-nascent-drone-market/?sh=3ed8a9441d1a

20 Fatima Hussein, Iranian drone maker sanctioned for supplying MoscodP News, 6
January 2023, https://apnews.com/article/russia -ukraine-iran-politics -us-
department-of-the-treasury-military -technology-44d79e61be9ae00e52fb14dfc8chf21c
2l ara SeligmanPentagonw D b . 4 7 4b+ 18 -8Foteign Polidyge PAugust
2019 https://foreignpolicy.com/2019/08/27/pentagon -seeks-to-counter-chinas-
drone-edge/
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Analysts now have one year of solid evidence from a conflict where both sides

deployed drones in both unarmed and armed form, in significant quantities. A

lot of uncertainties and open questions can be partially addressed.

The questions that we now have some kind of answer for are:

i

il

1il.

Can drones survive long enough to be effective in a contested
environment?

Can drones be useful offensive weapons in their own right?

What should be the mix between high end and low end drones and
what level of attritability can be built-in to decisions on drone usage?

Addressing each of these in turn:

Can drones survive long enough to be effective in a contested

environment?

This was far from certain, simply because drones had never been
used in a truly contested environment before. Drones are generally
physically unimpressive. Even the largest military drones are
significantly smaller than a passenger airliner. Drones are designed
with some stealth characteristics, but usually this is a function of
their small size. Earlier generation drones tend to be based around
piston and turboprop propulsion, and propellers are inherently
unstealthy. Drones are lightly constructed and few would stand up
to even small caliber rifle fire. Thus, the question of their
survivability has largely revolved around their ability to evade
detection.

Large numbers of drones have been lost, but there is no doubt that
drones have been successful in several instances. Perhaps the most
famous example was on December 5 2022, when Engels Airbase,
located within the Russian Federation, was hit by Ukrainian drones,
destroying several combat aircraft and damaging others. The exact
figures are naturally in dispute, but it seems realistic that if the
drones made it all the way to the base they would have inflicted
considerable damage. The real question is how the drones made it
all the way to the base. The answer is simply that, when flying at very
low level, drones are very hard to detect. On 28 May 1987, when the

10
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Soviet Union was at its military peak and one of the two undisputed
global superpowers, West German teenager Mathias Rust landed in
Red Square, Moscow, having flown his tiny Cessna aircraft single
handedly from his Hamburg home? This was a source of
consternation in Moscow, where there was concern about a so called
decapitation strike, designed to kill the leadership as a prelude to a
full nuclear strike by NATO. Rust’s flight profile was very much like
that of a cruise missile, except that cruise missiles are generally faster
and would thus be even more of a threat. Rust was simply a harmless
idiot who thought he was making a point about world peace. He was,
though not in the way he believed. It shook the Kremlin leadership
and undermined dwindling faith in the military, faith that was
already in short supply after Soviet failures in Afghanistan.

If The Soviet air defences could not shoot down Rust, who flew into
the most protected part of the state, it is not that surprising that the
more threadbare resources of the current Russian military cannot
shoot down drones on their territory. The wider issue here is why
the Russian military has not made a serious effort to achieve air
superiority over Ukraine. This remains a source of bemusement in
the West, where air superiority is always the first thing the Generals
want. NATO would allow a certain period of time to achieve air
superiority, avoiding significant land or naval operations until it had
been achieved. One suspects there is a cultural reason for this:
Russian military experience has emphasised brute force, with more
emphasis on heavy armour and artillery than airpower. This is the
way they continue to fight, despite the fact that it is outmoded and
has been abandoned by most other militaries. It is not that Russia
lacks the hardware for air superiority, but rather that they lack the
will to use it that way. Russia’s technological superiority in Surface
to Air Missiles (SAMs) also encourages the idea that it can deal with
air attacks from Ukrainian forces on an individual basis. This is an
unstructured way to fight and it does not work. It raises the question
of whether Russia really has a military doctrine on airpower at all.**

On 14 March 2023 a US MQ9 Reaper drone collided with one of a
pair of Russian Air Force Su 27 fighters in international air space

22 Mathias Rust: German teenager who flew to Red SquBRC News, 7 December 2012
https://lwww.bbc.co.uk/news/magazine -20609795

23 Scott Boston, Dara Massicot,The Russian Way of Warfare: A Prim@AND Corporation,
2017 https://www.rand.org/pub s/perspectives/PE231.html
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over the Black Sea.* The drone was lost. One of the Russian fighters
seemed to sustain minimal damage and both returned to base with
no injury to the crew. There are conflicting reports as to the
behaviour of the Russian aircraft prior to the collision. The US claim
the Russian aircraft deliberately interfered with the drone, by
dumping jet fuel in its flight path. We can be confident the collision
was unintentional — no pilot would do this on purpose. The incident
is interesting chiefly for the reaction it caused. The US condemned
the reckless behaviour of the Russian aircrew. This is not the first
such incident.” It is part of Russia’s overall strategy of hybrid
warfare: manufacturing incidents that cause annoyance to their
enemies, but not enough irritation to provoke any kind or response.
Had this been a manned aircraft, the US response would have been
much more severe. Had it caused the death of an American pilot,
this could have been interpreted by President Biden as casus belli.
This demonstrates that drones are a double edged sword: less risky
to deploy because there is no pilot to risk, but more likely to be
attacked by one's opponent for the same reason.

ii. Can drones be useful offensive weapons in their own right?

The utility of drones in armed conflict has not been in question since
their first significant use over 40 years ago. Drones have been largely
used in supporting roles, principally as Intelligence, Surveillance and
Reconnaissance (ISR) tools. Where they have been used to apply kinetic
violence, this has tended to be on an individual basis, i.e.: one drone
launching a strike against one target. The current question is whether
they can be used on a broad front and on their own.

This is tied up with how expensive drones are and how difficult they are
to obtain. Domestic manufacture of drones can never keep pace with
their usage in a conflict because it takes so much longer to build a drone
than it does to lose it. Drones have a higher risk of crashing than manned
aircraft, even without enemy intervention. This is because drones are
designed to be cheaper and thus inherently less safe, and this feeds into

24 US drone crashes after encounter with Russian j@BC News, 14 March 2023,
https://www.bbc.com/news/world -europe-64957792

ZNancy A. Youssef, Evan Gershkovich, Thomas GrdRassia Makes a Habit of Harassing
U.S. Planes, Pentagon Says The Wall Street Journal, 15 March 2023
https://lwww.wsj.com/articles/u -s-to-keep-flying-drones-undeterred-by-reckless-
russian-jets-austin-says-b6365e0

12
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how they are used: drone operators are encouraged to take more risks
and less care.

Ukraine has seen the maturation of the idea that drones could be used
in their own right, rather than purely as supporting the use of traditional
weapons systems. The military has had an uneven relationship with new
technology. It veers between wild enthusiasm and near total
incomprehension. This can be explained by many factors, not the least
being the costs and basic feasibility of the new technology. In addition,
there is a less coherent and less tangible factor: military culture.
Militaries are inherently conservative. Their role speaks to the highest
obligation of any state: to protect its people. This discourages risk-
taking at a macro-level, but it still surfaces at the micro-level. This
usually happens when the military has a particular problem to solve
whilst also being endowed with large amounts of funding - in other
words, it happens during periods of conflict. During the First World
War, in September 1915, the first Tank was demonstrated to the British
Army, who were enthused enough to send them into combat almost
exactly a year later, on the battlefields of the Somme. This is an
incredibly short development time for a combat system, especially one
that, along with airpower, came to dominate Twentieth Century
strategic discourse. Of course, the tanks performed poorly and the lesson
was learned that new systems needed more development time. But other
wars have been sources of more successful technological innovation. In
Vietnam the US Military poured resources into developing new modes
of airpower. The helicopter went from being a kind of technological
novelty to being a viable method of troop transport and attack.”®

Weapons development during cold wars is generally slower than hot
wars and drones were developed on the periphery of the Cold War: they
were really an Israeli development. The USSR never really developed
drones at all, and Russia has been much slower to adopt them than the
US, although it is catching up now. Armed drones did not even exist
until the 1990s. The aerostructure and propulsion technology in drones
now is not that different than it was in the 1970s. The reason for their
slow adoption is partly technical, but it is largely cultural. The role of any
air force is to deliver airpower to support the strategic interests of the
state. The problem is they do not see it that way. They tend to think their
role is to fly planes. Drone operation is regarded as ‘not really flying’
because it does not fit in with the historical understanding of the term.

26 Herbert P. Lepore, The Coming of Age: The Role of the Helicopter in the Vietnam War
Army History \ol 29, Winter 1994
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In many air forces, drone operators are not called ‘pilots’. The training
they receive is generally shorter and less involved. They are regarded as
culturally inferior to true pilots, evidenced by the derogatory way that
drone operators are sometimes referred to as having a ‘PlayStation

mentality.””’

The reason this matters is because the perceived inferiority of drones in
military culture is also likely to affect how they are used. Air forces have
resisted using them as weapons in their own right both because they
don’t think they will be effective, but also because, subconsciously, they
don’t want them to be effective. If drones turn out to be useful in all the
existing roles that involve inhabited vehicles, then there will be no more
need for ‘real pilots.” One could then legitimately question the need for
an air force at all — the existing airpower roles could be devolved back
down to the Army and Navy, just as they were in the years 1903-1917,
before the world’s first independent air force, the Royal Air Force (RAF),
was created.

Necessity is the mother of invention. The conflict in Ukraine involves
militaries that have limited resources. Russia is far better equipped than
Ukraine. Yet in comparison to NATO states, even Russia suffers from a
relative qualitative inferiority in airpower. This is partly due to
economics, but is also a result of outmoded doctrine that does not
sufficiently prioritise the integrated use of airpower. Both sides have
used drones in large scale attacks, uncoordinated with any other
weapons system. Some of these attacks have involved up to 30 individual
drones.” For years drones enthusiasts have spoken of the idea of ‘drone
swarming’: large numbers of relatively cheap drones would be used to
overcome sophisticated defence systems through sheer weight of
numbers. We are not quite there yet. The author suggests that swarming
has to happen in a protracted pattern: a swarm of swarms. This would
partially resemble the use of airpower against German and Japanese
cities in World War Two. The RAF and United State Army Air Force
(USAAF) worked hard to refine the methodology for employing massive
bomber formations. They would not have considered this worthwhile if
they could only do it once or twice. The RAF were able to send between

2Dr. Natalia Jevglevskaja & Dr. Jai Galliotirmen and Unmanned Aerial Vehicles: The
Danger of Generalization Wild Blue Yonder Journal, 13 April 2020,
https://lwww.airuniversity.af.edu/Wild -Blue-Yonder/Article-
Display/Article/2144225/airmen-and-unmanned-aerial-vehicles-the-danger-of-
generalization/

28 |sabel Coles,Ukraine Begins 2023 Under Attack From Russian Drone Swaire Wall
Street Journal, | January 2023, https://www.wsj.com/articles/ukraine -begins-2023-
under-attack -from-russian-drone-swarm-11672576538
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400-1000 bombers against Germany, almost every night, from 1942-
1945.%

The kind of large scale drone attacks in Ukraine are the strategic
bombing of the Twenty-First Century. Even the Russian military would
no longer sanction strategic bombing of European population centre’s
(they have no such compunctions when the people are Asian, as Syrians
can testify). Drones, launched against the utilities that the civilians rely
on, such as electricity generation and distribution networks, ensure a
sustained level of misery without the huge, eye-catching loss of life. The
government in Kiev issues inflated figures of the number of Russian
drones it has shot down.” Even if these figures were accurate, they miss
the point: shooting down drones is not the solution. The missiles used
to shoot down the drones may cost more than the drones themselves
and despite the largesse of its allies, Ukraine does not have enough of
them. Shoot the archer, not the arrows: stop these attacks from being
launched in the first place. When Israel faces rocket attacks, its Iron
Dome system is effective at shooting them down. But it does not solely
rely on this system, it also attacks the launch sites. Shooting down drones
or rockets is treating the symptom, not the cause.

iii. What should be the mix between high end and low end drones and
what level of attritability can be built-in to decisions on drone usage?

Getting the mix between high end and low end drones is crucial. High
end drones are not cheap. For example, the Northrop Grumman MQ-
4C Triton, which is about as high end as they come, costs billions of
dollars to purchase. The technological sophistication and associated
security arrangements with this system mean that states have to
purchase a full ‘package’ of equipment and ongoing support. The
purchasing state is not allowed to carry out certain maintenance
functions and cannot sell the airframe on later. This makes precise
figures hard to pin down, but an example can be given. When sensitive
US made equipment is sold, it is usually through a government to
government contract termed a Foreign Military Sale (FMS), rather than

29Arthur Harris, Bomber OffensiveMarch 2016, Frontline Books
%0 The figure for September 2022 L- 7-+Y 4R&4a &. 44B & 4iD A+- 8-

alone. See Paul Mclearylhe little-known weapon knocking down Iranian drones over Kyiv

Politico,

4 January 2023, https://www.politico.com/news/2023/01/04/weapon -

iranian-drones-ukraine-
00076442#:~:text=Since%20September%2C%20Ukrainian%?20air%20defenses,for%?2
0the%20Ukrainian%?20air%20force.
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the purchasing state buying it directly from the manufacturer. The US
State Department is legally obliged to inform Congress of these sales. In
April 2018, Germany requested a purchase of four MQ-4Cs and the full
package associated with it. The State Department estimated the cost at
$2.5 Billion.”" Even a large volume user like the US Navy has to pay $124
Million per airframe.** Clearly these kinds of drones cannot be lost on a
regular and sustainable basis.

This last concept is what is becoming known as attritability. It refers to
the degree to which a drone can be lost on its mission without this being
a source of significant concern. The greater the willingness to lose a
drone in action, the higher the attritability. Clearly, all military assets are
subject to this calculation: they are all attritable. But Presidents, Prime
Ministers and Generals don’t want to say out loud that soldiers are
expendable, even though, by definition, some of them are. Attritability
can be defined in passive terms: a certain number of drones are used and
a certain number are lost due to the fortunes of war. The better
definition is active: drones that are designed to be destroyed in certain
circumstances. These have become known as ‘suicide’ or ‘kamikaze’®
drones. The difference between a suicide drone and a missile is in flight
profile. Missiles that are very fast and/or stealthy are programmed to go
in a straight line to their target. Missiles that are slower and not stealthy
may be programmed to take some slight detours that would help with
concealment. For example, a Tomahawk cruise missile might be ordered
to fly down a valley to avoid radar detection, even if this added to its
flight time to target. Suicide drones fly towards their target very slowly,
relying on their small size to avoid detection. They may have a pre-
programmed target, or they may loiter over the battlefield waiting for a
target to emerge. They are cheap and they are generally used in swarms.

The right mix between high and low is a common concern throughout
military planning. It does not just apply to drones. In larger militaries, it
applies to things like inhabited combat aircraft and warships. Smaller

31 Germany / MQ4C Triton Unmanned Aircraft Systems (UAS), US defence Security
Cooperation Agency, retrieved on 17 February 2023, httpswivw.dsca.mil/press-
media/major-arms-sales/germany-mg-4c-triton -unmanned-aircraft - systems-uas

32 Richard R BurgessNavy Orders Two More MAT Triton UAVSeapower Magazine, 23

June 2023, https://seapowermagazine.org/navy-orders-two-more-mgq-4c-triton -uavs/

33Kamikaze was the name given by the Japanese to piloted aircraft that were deliberately
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militaries tend to operate a single type of combat aircraft for reasons of
economy. They may operate a navy with just one type of frigate or
destroyer in it, for the same reason. As militaries get larger, and here one
is thinking of states like China, India, Russia and the USA, capability also
grows. It might make sense for a small air force to operate 100 fighters
of this type. In a fleet of 1000 combat aircraft, specialisation starts to
become possible. The arguments about economy start to work in
reverse. It can be impractical and also uneconomic to use the same
fighter type for both air to air interception and close air support (CAS).
Generally, larger militaries like to employ a mix of a small number of
high end aircraft and a larger number of a less advanced type. The high
end type acts as a force multiplier for the less capable type. This is the
approach of the world’s most powerful air arm, the United States Air
Force, at least for the foreseeable future.*

Clearly kamikaze drones must be cheap and the higher end drones must
be protected or used in a more circumspect manner. What is interesting
about the conflict in Ukraine, is that the high/low mix of drones seems
to have rapidly deteriorated into a low/lower mix. The more expensive
drones have mostly been lost and there is no way for either side to
rapidly replace them. Russia’s drone industry is not as developed as that
of other states and its production capacity seems to be maxed out.
Drones are built in the same way as inhabited aircraft and there is only
so much production capacity to go around. As the conflict lengthens, we
will see the fruit of increased Russian production capacity in many areas
of military technology, but we are not there yet. By way of analogy, it
takes months and years to switch a factory from making tractors to
tanks. Thus Russia has been forced to buy large numbers of kamikaze

drones from Iran.®

Ukraine faces the same problem, for different reasons. The West is
reluctant to offer drones from its own stocks for fears that Russia might
be able to work out how to interfere with their remote operation by
examining captured examples. Ukraine could purchase drones from

%David Axe The U.S. Air Force Just Admitted The35 Stealth Fighter Has FailedForbes
Magazine, 23 February 202https://www.forbes.com/sites/davidaxe/2021/02/23/the -
us-air-force-just-admitted -the-f-35-stealth-fighter -has-failed/?sh=777ef941b169
%Steven Feldstein, }i® O-+ab+ D ( 840A&- widd4 DPid 1l A+- 8.
Carnegie Endowment  for International Peace, 26 October 2022,
https://carnegieendowment.org/2022/10/26/larger -geopolitical-shift -behind-iran-s-
drone-sales-to-russia-pub-88268
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Tiirkiye, but their order book is full. There is simply not that much spare
capacity in the world for drone manufacturing. The result has been that
Ukraine has been forced into purchasing non-military drones and
modifying them for combat use. These are not the absolute cheapest type
of drone, but more the $500-3000 category. These commercial camera
drones are useful for basic ISR, but the relatively low resolution can be a
problem: they can tell you there are 10 Russian tanks in the next field,
but they cannot read the unit badges. Ukraine has modified some of
these as improvised explosive delivery systems.* It is striking how the
image of drone warfare as technologically advanced and emotionally
remote no longer reflects the reality. As mentioned earlier, drone
warfare has become a substitute for strategic bombing, a throwback to a
previous age of warfare, rather than necessarily the future.

How attritable drones should be depends on two related factors: their
cost and their availability. These are decisions that the world's militaries
will have to make in light of the Russian/Ukrainian experience. It is not
something that the actual belligerents can speak to. Their use of drones
has been frenetic and largely born of desperation. There has been little
evidence of long-term planning. Certainly President Putin expected the
whole Special Military Operation would be over by now. Buying large
numbers of cheap Iranian drones was not part of the original plan.
However there are lessons that can be learned.

Procurement of technology by Western militaries suffers from
consistently the same problem: the technology always ends up costing
more than was originally promised. There is no reason to suppose this
will change. It is a result of several factors. The first is deliberate under-
estimation of costs by both the military and the manufacturers. For
example, if the USAF thinks it can only get a budget of $2 Billion for a
project from Congress, but it knows the project will cost $3 Billion, it is
incentivized to state the lower figure in the appropriations request. The
reasoning is that once the $2 Billion is used up, Congress will provide
the extra $1 Billion based on the sunk costs fallacy.” Secondly, as weapon
systems go through their design phase they are exposed to more and

36pjerre Ayad,Ukrainian soldiers are turning consumer drones into formidable weasoof
war France 24, 8 August 2022 https://observers.france24.com/en/europe/20220808 -
ukraine-russia-modified -commercial-drones-battlefield -donations-weapons

%Barry Scwtartz, The SunkCosts FallacyLos Angeles Times, 17September 2006
https://lwww.latimes.com/archives/la -xpm-2006-sep-17#o0e-schwartz17story.html
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more sources of scrutiny. These tend to request added capabilities,
driving up cost. A helicopter designed for the US Army might be shown
to the US Coast Guard (USCG). They like the design, but they want it to
be manufactured of materials that resist salt water corrosion, so the
design is changed. The USCG may not end up even purchasing the
helicopter. The tail-chasing pursuit of more capability, which drives up
cost, which reduces the number of units that can be purchased, which
requires each unit to do more, which drives up cost, is termed a death
spiral®® Finally, weapon systems are designed for conflict but most
operate in peacetime. This means, for example, that a military drone
needs to be able to operate in the same airspace as airliners. This means
safety equipment has to be added to the design. None of this is that
problematic in larger, high end drones. If a drone costs $100 million,
then modifying it to cost $105 million is only a 5% cost increase. But
cheap kamikaze drones cannot bear anything like a similar cost increase
before they become unaffordable. By their nature, the way they are used
is dangerous: swarms of drones flying close to the ground are hard to use
safely. One or two of them will inevitably crash into the ground. This is
not only costly and dangerous, but it runs the risk of undermining public
support for the technology. The way that these drones are to be used in
peacetime has simply not been thought through by the major military
powers. The level of risk the Iranian government is willing to run is not
the same as the US government.

Most of these concerns do not apply to terrorist groups or those states
engaged in hybrid warfare. They don’t care about safety. Swarming
drones are thus a weapon ideally suited to asymmetric warfare. This is
another example of Western defence spending providing a weapon
system that fundamentally undermines Western interests. The previous
best example was Man Portable Air Defence Systems (MANPADS).
Developed to shoot down Soviet helicopters in Afghanistan, they
became a threat to commercial aviation everywhere. Only through
extensive efforts could their danger be limited.* Swarming drones are
ideal terrorist weapons (these can be one-offs and there is no need for
the swarm of swarms), whilst being much less likely to be successful for
larger militaries. Aside from anything else, swarming drones are not
going to be terribly discriminating in their effects. If Russia launches 100

38John Hillen, Defense's Death Spiral: The Increasing Irrelevance of More Spending
Foreign Affairs, Vol. 78, No. 4 JuAug 1999

39 MANPADS: Combating the Threat to Global AviatiodS Department of State, Archived
content, visited at 6 March.2023, https://2009 -2017.state.gov/t/pm/wra/c62623.htm
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small drones at an electrical substation, some of them are going to miss
and hit civilians directly.

5. Artificial Intelligence and drones

This section is not going to get into the technicalities of Al This is partly because
they are too technical but mainly because they are irrelevant. The most brilliant
minds in neuroscience cannot explain consciousness* in humans, and yet most
people seem to believe it is real. We don’t need to understand the technical
aspects to get up in the morning and decide what to have for breakfast, yet this
indicates we can make decisions. If you are feeling guilty about your diet and
choose oatmeal over Coco Pops, you have just exercised consciousness. Non-
human animals may or may not possess consciousness. It seems likely that the
other apes have it, but chickens probably don’t. In any event, we must assume
that humans have it, even if demonstrating what it actually is proves elusive.

This can help us with definitions of Al There are various theories of A, but for
the sake of simplicity, this paper will discuss two and then use a quite narrow
definition. Simple or Soft AI can interact with humans but not obviously make
independent choices. Hard AI can make choices. To put it in cruder terms, Soft
Alisaservant of human choices, whereas Hard Al is a master of its own choices.
This paper argues that demonstrating Soft AI is enough, whilst also suggesting
Soft Al is not as soft as it first appears. A Soft Al UCAV might choose between
several targets within what is termed a target set, whereas hard Al is unleashed
on the battlespace to find and kill the bad guys.

The problem with the more complex definitions, what is referred to as Hard Al,
is that they are always self-defeating. In this form, AI can sometimes be
described as an ever retreating horizon. Theorists in Hard Al work on the
unspoken assumption that we may not know what Al is, but we are sure we do

4°Daniel C. Dennett, T. Metzinger & J. M. Windt (Ed#yhy and How Does Consciousness
Seem the Way it Seems®pen MIND: 10(T). Frankfurt am Ma MIND Group, 2015,
https://ase.tufts.edu/cogstud/dennett/papers/whyhowconsciousness.pdf . | quote
Dennett here because | do not belige he is able to explain consciousness in any scientific
manner. His theories are generally masterpieces of evasion.
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not yet have it.*! Some of these theorists think AI is actually impossible, so we
will never achieve it. This seems like a form of intellectual cheating. There is a
strong current in Al that suggests that every time a computer meets the tests for
Al the tests must be wrong: but one must concede that Al is at least possible or
else the arguments about it are completely shut down before they begin.

The simple definition of Al this paper adopts is Soft Al-based. It uses perhaps
the most famous method for identifying Al: the Turing Test. Alan Turing
hypothesized that if a machine could simulate human interaction through
conversation, so that a human test subject would not be aware they were
conversing with a machine, then this demonstrated Al Turing envisioned this
being done through a teletype machine, but now we would simply use the
internet. The machine was doing something that hitherto, only humans could
do: act human. No other natural creature can do this. You cannot have a
conversation through email with a gorilla and believe it is a human. Gorillas
may or may not be able to learn sign language,* but even if they can and you
were to type their words into a computer for them, they do not use very
sophisticated sentence structures.

The difficulty with this definition is that it suggests there are already millions of
Soft Als in existence, but this is only a problem if one finds the concept
frightening. Using an example that is very closely related to the world of drones,
we can suggest that Soft Al may not be quite as soft as it seems. Modern aircraft
use a technology called fly-by-wire. Most people have no idea how this works,
believing that it means that the plane can fly itself. In fact, fly-by-wire involves
a series of computers which act as a mediator between the inputs the pilot makes
and the maneuvers the plane makes. If the pilot commands the plane to fly left,
the computers allow it to fly left. If the pilot commands the plane to fly left in a
potentially hazardous manner, for example too left and too quickly, the
computer restricts the left command to a nonhazardous level. This is a safety
feature that has had a hugely positive impact on airline safety, whilst also
making military aircraft more maneuverable. This is Al It is decision-making
by a computer system that can directly contradict human maneuvers when they

“IDobbe, Gilbert and MintzHard choices in artificial intelligence Artificial Intelligence

Volume 300, November 2021,
https://lwww.scienced irect.com/science/article/pii/S0004370221001065
42K 0ko.Org, https://www.koko.org/about/programs/project -koko/interspecies -

communication/sign -
language/#:~:text=Gorilla%20Sign%20Language%20Acquisition&text=Koko%?20learne
d%200ver%20200%20new,current%20vocabulay%20exceeds%201100%20signs.
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are unsafe. The two recent crashes involving the Boeing 737 MAX were a result
of human pilots not even being aware of control laws built into the computers.
The pilots reacted exactly the way they were trained to. The aircraft computers
reacted exactly the way they were programmed to. The computers won and 346
people lost.* This is probably Soft Al in that the computers are operating within
existing parameters, but it has a hard edge.

It is not surprising that different people have different definitions and
understandings of the AI that drones use/do not use. These are sometimes
described in terms of Al threshold. Global Civil Society groups who oppose the
development of lethal drones set the threshold low, at about the same level as
the author: the drones are performing tasks that previously only humans could.
The UK military sets it very high. The UK position is that Al is not currently
employed in drone technology because drones can only make limited choices
between target sets — they cannot seek targets on their own.*

Loyal Wingman is the name of a new drone programme developed by Boeing.
The flight article is now referred to as the MQ-28 and testing is underway.*
Loyal Wingman is the name of the overall programme, so that term will be used
here. In combat aircraft terms, fighters usually operate in multiples of two,
called ships, each representing a lead pilot and wingman. So a four-ship
formation has two lead pilots, each with their own wingman. The lead pilot’s
role is to make the decisions about prosecuting the operation. The wingman’s
role is to follow these commands whilst also ensuring that the lead pilot is
protected from threats. The lead pilot also looks for threats to the wingman. It
is a mutually supportive and effective system that has been utilised for well over
100 years.

Loyal Wingman seeks to replace the wingman’s role with a UCAV. Since the
human wingman has always been subordinate to the lead pilot, this is not
considered to be an enormous Al challenge. Wingmen have always followed
orders and this Al will similarly follow orders. But the wingman’s role has
always involved a degree of complex decision-making. The wingman is there to

43Theo Leggett, 737 Max crashes: Boeing says not guilty to fraud chaBRC New Online,
26 January 2023, https://www.bbc.com/news/business-64390546

44 Morgan et aJ Military Applications of Artificial Intelligence: EthicaConcerns in an
Uncertain World RAND Corporation, 2020,
file://IC:/Users/admin/Downloads/RAND_RR31391.pdf

45\MQ28, Boeing/Defense, https://www.boeing.com/defense/MQ-28/index.page
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support the lead pilot, but it is not a suicide mission. The wingman must also
preserve their own airframe. Sometimes a wingman has to tell the lead pilot that
they cannot safely fulfil the mission. In short, it is a role that requires initiative
and excellent communication skills. These are the challenges the loyal wingman
programme faces.

This is difficult to achieve, but there is no sense that it is impossible or requires
technology that is indistinguishable from magic. Decision-making in any
structured environment involves the consideration of the importance of
objectives, available resources, threats, risks and the spectra of unknown
elements. These are the things military commanders take into account when
making combat decisions. Getting the drones to make decisions in the same way

gut feeling is an illusion. The larger objection is that humans do not list these
priorities in order and then just work through them. Humans make complex
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use the term, it shows a command structure where horizontal reading of command
priorities was allowed to flourish

47 Road Traffic Injuries, 20 June 2022, World Hdth Organisation,
https://lwww.who.int/news -room/fact -sheets/detail/road -traffic -injuries
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