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The Balochistan Judicial Academy has been striving hard to attain its aims and
objectives by conducting different nature of professional development trainings,
particularly for judicial officers and other actors of the justice sector in the
Province. It has mvided ample learning and training opportuniti@she core
group of trainees to improve their performance for better judicial service delivery.
Currently, it manages training programs as per its own Annual Work Plan
(AWP) and makesmaximum efforts to inorporate training support from
different stakeholders to achieve sustainable development.

Balochistan Judicial Academy has entered into a Memorandum of Understanding
(MOU) with Research Society for International Law (RSIL) to facilitate research
activites, development of knowledge products, training materials and
conducting capacity development training programs for judicial officers in
Balochistarespecially on the theme of AAtloney Laundering AML (AML) and
Countering Financing of Terrorism (CFT).

RSIL has developed training modules on AML/O#yTincorporating feedback

from the Balochistan Judicial Academy and has successfully conducted Training
of Trainers (ToT) program in the province. The training module has been
designed in a manner so as to @qudicial officers with the knowledge and skills

to cope with AML/CFT cases effectively, as per the guidelines of PakistanOs
national legal framework and global standards.

The training module is very comprehensive and easy to understand, as well as
pradical in terms of the skills that can be applied at the court level. The module
covers FATF standards, PakistanOs compliance, elements of money laundering,
collection of evidence, jurisdiction of courts, sentencing and mutual legal
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assistance. The moduls@contains selissessment questions, illustrations, and
a simulation exercise to measure the learning of the trainees.

The collaboration between Balochistan Judicial Academy and RSIL will lead to
guality training results and the Academy will also mpooate AML/CFT into

other coursedn the future Furthermore, the Academy will also organize
awareness and advocacy programs on AML/CFT for the sensitization of all justice
stakeholders.

| am thankful toMr. Jamal AzizExecutive Director, RSIMr. Mohib Wazir,
Communication & Outreach Associate, RSIL and other team members of RSIL
for their valuable support, involvement and participation in the development of
a capacity building training module on AML/CFT for Balochistan Judicial
Academy. | would ab like to appreciate all employees of the Academy and
particularly Mr. Nazar Muhammad Kakar, Advisdéipcal Person AML/CFT for
BJA.

| look forward for future coordination and support from RSIL and expect that the
training modules, materials, toolkitsné trained human resoursewill be
adequately utilized for any capacity development programs of AML/CFT.
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UNIT I: Module
Descriptor
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FATF has recommended that Pakistan improweestigation prosecutionand
conviction in ML/TF cases after Pakistan wgieylisted by FATFin 2018.
Effective investigation and prosecution assike courts inappreciating the
evidencethat would have an impact on the eventual outcome of the, trial
potentiallyleading to greater anthore watertight convictions of the accused
ML/TF offences Courts alsohave an important role to plag the pretrial and
trial stage regardingamongst other things, attachmefat,feiture,retention, and
seizure of propertyexercise of powers of survey, search, and seizure by
investigation officergprotection ordersbal and remandTherefore, this module
has been developed to provide guidance to judges on hawitgatehrough the
adjudication process ®L/TF offences.

Judgeshouldkeep in mind the relevant FATF recommendations which provide
contextfor the learning outcomes of this module

¥ Countries should ensure thpblicymakersthe financial intelligence unit,
law enforcement authorities, supervisors and other relevant contpete
authorities at the policymaking and operational levels, have mechanisms
which enable them to cooperate and coordingecommendation No. 2)

¥ Countries should apply the crime of money laundering to all serious
offences, with a view to incladhe widest range of predicate offences
(Recommendation No. 3);

¥ Countries should adopt measures similar to those set forth Idh&988
Convention, the Palermo Convention, and the Terrorist Financing
Convention, including legislative measures, to endid& competent
authorities to freeze or seize and confiscate the following, without
prejudicing the rights of bona fide third parties:

(a)! Property laundereq

(b)! Proceeds from, or instrumentalities used in or intended for use in
money laundering opredicate offences

(c)! Property that is the proceeds of, or used in, or intended or allocated
for use in, the financing of terrorism, terrorist acts or terrorist
organisationsor
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(d)! Property of corresponding value.
Such measures should include the authority to:

(a)! Identify, trace and evaluate property that is subject to confiscation;

(b)! Carry out provisional measures, such as freezing and seizing, to
prevent any dealing, transfer or disposal of such property;

(c)! Take stepghat will prevent or void actions that prejudice the
countryOs ability to freeze or seize or recover property that is subject
to confiscation; and

(d)! Take any appropriate investigative meas(iRescommendation No.

4).

¥ Countries shouleénsure that designated law enforcement authorities have
responsibility for money laundering and terrorist financing investigations
within the framework of national AML/CFT policigRecommendation
No. 30)

¥ Competent authoritieshould be able to obtain &ss to all necessary
documents and information for use investigations and in prosecutions
of money launderingassociated predicate offences and terrorist financing
(Recommendation No. 31)

¥ Countries should provideghe widest possible rge of mutual legal
assistance relation to money laundering, associated predicate offences
and terrorist financing investigations, prosecutions, and related
proceedinggRecommendation No. 37)

¥ Countries should ensure that their competanthorities carprovide the
widest range of international cooperation in relation to money laundering,
associateé predicate offences and terrorist financifRecommendation
No0.40)

It is alsohelpful for judgesto be aware ohow the FATF has recommended
Pakistanto introduce changes in the legal systespecially with respect the
convictions oML/TF offencesThe following Action Plan items have been given
weightage by the FATF in its evaluations

A
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Demonstrae the effectiveness of sanctigmscluding remedial actionso
curbterrorist financing in the country

Demonstrate effective investigations by LEAs and convictioMLiiTF
casesgainst banned outfits and proscribed persons
Ensureinternational cooperatioibased investigations and convictions
against banned organisations and proscribed persors

Improve domestic cooperation between Financial Monitoring Unit (FMU)
and LEAs in investigation of terror financing and money laundering

+06&' -*.J0-(#)1-2  *

The role ofjudgesis crucial in guaranteeing conviction in ML/TF ofées. This
module has been carefully draftéd provide specific guidance tmdges
adjudicating ML/TF offence#.is pertinent to note thahere are two sets of laws
that govern MLLTF offences in Pakistan, iAdLA and ATA The offences under
each law are tried by the respective courts stipulated therein, henektedtive
adjudication, it is important to understand theespectivdegal framework

Broadly, the modulexamineghe following:

¥
¥
¥

Legislativdbevelopments around ML/TF in Pakistan

The dements of ML/TF offencasider AMLA and ATA

Varioustypes of evidencecluding confessional statements, prosecution
witness statements, financial record, expert analysis and findings, and
additional evidence concerning relationship with  proscribed
organizations;

Relevance and evidentiary value of each type of evidence;

Pretrial and trial powers available to the court under the law;

Best practices for sentencing;

Humanrights concerns fodefendants
*
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By the end of this module, you should be able to understand:

¥ The recent legislative and administrative developments in Pakistan to meet
the FATF standards;

¥ The elements d¥IL/TF offences under AMLA and ATA

¥ The importance of charging standards;

¥ The natureof various types dadvidence includingonfessional statements,
prosecution witness statements, financial record, expert analysis and
findings, and additional evidence concempirelationship with proscribed
organizations;

¥ Therelevance and evidentiary value of each type of evidence;

¥ The pretrial and trial powers available to the court under the, law
regarding, amongst other things, attachment, forfeiture, retention, and
seizureof property; exercise of powers of survey, search, and seizure by
investigation officers; protection orders; bail and remand

¥ Best practices for sentencing;

¥ The rights of defendants theburtsmust protect.

+-#17%&%,%58*

The chapters in this moduleve been drafted in a sequential manner. However,
each chapter is also setintained for ease of reference and revision purposes.
The beginning of each chapter contains learning outcomes which must be kept in
mind while going through the content. Eaclcteen also contains discussion
guestions and case studies. These are meant to reinforce the learning outcomes
and aim to provide an understanding of how theory manifests itself into practice.
At the end of each chapter, there are-asffessment questiowhich should be
attempted by the participants after each section is completed to ensure they have
fully grasped the content. Furthermore, at the end of the module, there is a
practical exercise which will reinforce the skills required for effective aalfiatic

of ML/TF cases.
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Anti-Terrorism Act 1997

Anti-Money Laundering Act 2010

Code of Criminal Procedure 1898

Qanoone-Shahadat Order 1984

Lahore High Court Rules and Orders

Bench Book for Sindh Distridudiciary on Case Managemgent
Mutual Legal Assistance (Criminal Matters) Act 2020

United Nations Convention against Transnational Organized Crime
United Nations Convention Against Corruption

United Nations Office orDrugs and Crim@® Manual on Mutual Legal
Assistance and Extradition (2012).

FATF Recommendations

Guidefor the Effective Investigation and Prosecution of Money Laundering
and Terrorist Financing in Pakistan by the Research Sociketieofational

Law, Pakistan

Toolkit on AML/CFT in Pakista® Volume 1: Operational Guidelines for
the Investigation and Prosecution of Money Laundering & Terrorism
Financing Offences in Pakistan by the Research Society of International Law,
Pakistan

Toolkit on AML/CFT in Pakista®Volume 2: Guidelines on Obtaining and
Analyzing Financial Evidence in Money Laundering and Terrorism
Financing in Pakistan by the Research Society of International Law,
Pakistan
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UNIT Il : Financial
Action Task Force
Standards and
PakistanOs Compliance

Learning Outcomes

¥ The sources ohternational standards on AML/CFT.
¥ The grounds for PakistanOs gisyng by FATF.

¥ The recent legislative aratiministrative developments in Pakistan to meet
the FATFstandards.

<H
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The Hnancial Action Task Force fHF) is an intergovernmental policymaking

body focused on combatting ML/TF around the globe. It aims to identify
legislative and administrative gaps around MLSd-that ML/TF risks can be
mitigated. It also focuses heavily on justice sector responses - Mhby
implementing standards on effective coordination, investigation and prosecution
of ML/TF cases, resulting in convictions. FATA#J&chnicaRecommendations
and 11 Immediate Outcomesonstitute the international standards on Anti
Money Launderingrad Countering Financing of Terrorisithe FATF comprises

of 39 entities (37 countries and two regional boBike European Union and the
Gulf Cooperation Council).

The international framework is important to understand the FATFOs role in
PakistanOs AML/CFT reforms. The FATF determines whether a certain State
qualifies as a OJurisdiction under Increased Moniteraig®known as the Ogrey
list®. Placing a State ba grey list has consequences on the ability to engage in
business and financial transactions with said State. With decreased international
currency inflows, the grelysted StateOs currency risks devaluation, and
discourages foreign direct investment aniérnational trade as welk can also

drive up the cost of doing business with the digted country, therefore has
economic repercussions as WEHus, being placed on the grey list encourages the
relevant State to develop AML/CFT capacity,dimdhe flaws within its financial
system that makes it vulnerable to ML/TF threats.

<;<I DA4A)2#A"E2DI%5P-22*>54)"2#*H#T7-*?>@ ?*>(#)%"*
D,4"2 *

From June 2018 to October 2022, Pakistan had been placed on the FATFOs list of
OJurisdictions under Increased MonitoringO (or the Ogrey listO) owing to strategic
deficiencies within its AntMoney Laundering and Countering Financing of
Terrorism (AML/CFT)frameworks. As part of the evaluation process, Pakistan
was asked to implement a-Point Action Plan, and later aFoint Plan on

Money Laundering in order to improve its compliance with the watchdog agency

to exit the greylist. Pakistarachieved progmes on alB4 total points highlighted

by the FATF, and was thus able to come off the-lggeyn October 2022.
However, Pakistan is still required to improve the effectiveness of its regimes by
ensuring that all new laws/frameworks in place are produbmgequired results,
measured through increased ML/TF convictions.

Key deliverables under the action plans included:

<d
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¥ Proper identification, assessment, and supervision of terrorism financing
risks;

¥ The application of remedial actions and sanctions t@scad money
laundering and financing of terrorism violations;

¥ Coordination between competent authorities to identify and take
enforcemenmmeasureagainsillegalmoney or value transfeervices;

¥ ldentification of cash couriers by authorities and the m@ment of
controls on illicit movement of currency and understanding the risk of cash
couriers being used for financing of terrorism;

¥ The improvement of inteagency coordination including between
provincial and federal authorities on combatifigancing of terrorism
risks;

¥ The identification and investigation of financing of terrorism, and
prosecution of related designated persons and entities by law enforcement
agencies;

¥ That prosecution of financing of terrorism results in applicable sanctions
and enhancement of capacity and support for prosecutors and the
judiciary;

¥l Effective implementation of targeted financial sanctions against all
designated terrorists;

¥ Enforcement against financing of terrorism violations including
administrative and crinmal penalties and authorities cooperating on
enforcement cases; and

¥ Deprivation of facilities, services, and other resources owned or controlled
by designated persons.

Other thanaddressing cavities the administrative sectoit,was recommended
that the investigation and prosecution of ML/TF cases be improved, with FATF
requiring Pakistan to demonstrate progress by increasing the number of ML/TF
investigations and convictions.

With the majority of cases leading to acquittal, it is clear that gapsejustice
system exist.Prior legislation also did not provide investigators or law
enforcement agencies with the requisite powessiccessfully investigait /TF

<d
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casesSince 2018, Pakistan passed a number of laws and amendments, including
foundational changes to its AML/CFT frameworks, to enhance the powers of
investigators.Special powers ameow alsogranted to investigators under the
recentamendments t&AMLA and ATA It is important to understand the impact

of the FATF greyisting on PakistanOs economy, foreign poing national
security and thereby give due weightage to ML/TF cases under domestic law.

<F£ G%6H,)4"(-*911%%$#2 *

Along with administrative improvements, Parliament introduced legislative
amendments to further strengthen accountability ML/TF offences. The
following legislative amendments are important frorm adjudicatory
perspective:

FERA governs the movement of foreign currency and other forms of monetary
instruments such as securities and bullidie role of the Tribunal was
strengthenedby the addition of susection (3B) to Section 23 of FERAhat a
Tribunal taking cognizance of any matter under-seltion (1) of Section 23 of
FERA will conclude proceedings within 6 months, and extensions may be
requested by writing The provision of a specific timeline is aimed at ensuring
that cases are concluded in a timely manthereby streamlining the prosecution
process.

H#S%E&(1)* +*,-.1/0123! |

<
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This Actintroduced the concept &ML/CFT regulatory authoriti€sand their
oversight bodieslt imposes various obligations on reporting entities, including
that ofconducting customer due diligenteecord keepingrisk understanding,
implementation of compliance programmepplicies and procedurésand a
prohibition against entering into business relationships with anonymous or
fictitious person$. Failure to comply with such obligations would lead to
imposition of sanction® This amendment is a significant step towards
inculcating a compliance culture regarding ML/TF risks.

In the adjudication context, thgunishment for the offence of Mkas enhanced
with fines increased froKR 1 million to PKR5 million, andprisonsentences
increased from two to ten yeats.

Furthermore, the court dealing with offences under AMLA has been empowered
to grant permissiorfor 60 days(and subsequent extensiot) investigating
officers touse various investigatidechniques including undercover operations,
intercepting communications, assessing computer system and controlled delivery
for investigation of offences of ML, associated predicate offemcesTF
However, as rules have not yet been formulated for regulating the procedural
aspects of such an investigation, the provisions concerning special investigative
techniques remain dormant.

Offencesunder Section 21 of AMLA would now be considered Ocodeizab
offences as opposed to OmagnizableO in line with the recommendations of the
Financial Action Task Force (FATHjyinally, the officers of the Federal and
Provincial Governments, local authoriti@snd reporting entitiesare requiredo

1"#$%&'(142.125623 !
A"#$%E&'(147.125623 !
"#$%&'(8192.19,.1:(;19<.125623 !
A'#$%E&'(197.125623! !
4"#$%&'(19/.125623! !
1H$%&'(19=.125623! !
("#$%8&'(19>.125623! !
"#$%&'(190.125623! !
F1"H#$%&'(197.125623! !
"1'#E%E&'(1@.125623!!
"1H$%&'(1A2.125623! |
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provide assistanc® the investigating or prosecuting agency or FMU for the
purposes oML, predicate offences afidF proceedings and investigatiots.

Mutual Legal Assistance@® a tool used by States to exchange
information/evidence to aid criminal investigations and proceedifigs MLAA
provides the process through which Pakistan can request and provide legal
assistance from foreign governments and vice veedastan wouldeceive and

act upon requests relating to a criminal offence either committed or suspected to
have been committed in a foreign country when notiffddoweverPakistan

may refuse the request of assistance to a foreign government if it jeopardizes its
national security interests, if the request made is contrary to the laws of Pakistan,
if it is prejudicial to an investigation or ayoing proceedings, or if it violates
international conventionsn human rights'®

Specifically with regard to the role of th@urts any courtin Pakistanthat has
jurisdiction to try an offence for which a request has been made tiredBiLAA

has been grantedowers to pass orders on various typegooéign requests
regarding, amongst other things, evidence gathering orders or search wdrrants,
freezing or seizure ordefsenforcement of confiscation ordgf enforcement of
foreign fines? and production, search, and seizure of information systéms.

#1"#$%E&'(1)B.125623 |
BI"#$%E&'(19.156223 I
A" #$%E&'(1C9.156223! |
&1"#$%E&'(1A.156223 |
" I'#$%E&(1C*.156223! |
(1"#$%&'(IC@.156223!
D 1"#$%&'(ICB.15622 |
" 1I#$%&'(1)D.156223 |
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The anti-terrorism law in Pakistan has been revised several times via legislation
and thecourts. Under the Anti-Terrorism (Amendment) Act 2020ines were
increasedor a violation of seizing, freezing, and detention ordeder Section

110 of the ATA A newprovision was added whioknforces the decisions of
UNSCResolutions pertaining to countéerrorism measures to check terrorism
financing by making and enforcing such provisions in the domestic?laws.
Accordingly, any refusal or nortompliancewith the orders of theFederal
Governmentunder Sction 2 of thaJNSC Actis a punishable offencend the
person shall be liable to imprisonment of ten years or a fiRKBR5million, or
both22 This not only strengthens sanctions and penalties against violations, but
also entrenches complianagth the UNSC Act within the ATA framework.

The AntiTerrorism (Second Amendment) Act 20@fbhibits the provision of

loans or financial assistance to those associated with banned organizations and
restricts all banks and financial institutions from issuing credit cards to
individuals on the proscribed penss list. It further states that arms licenses
already issued to such individuals would be revpled their weapons
confiscated. It alsamadeit an offence for a person to provide money, property or
otherwise facilitate the travel of amdividual for the purpose of perpetrating,
participating in, assisting or preparing for a terrorist act or for providing or
receiving training for terrorist activities.

Moreover,within 48 hours of any freeze or seizure or any action taken under
Sectim 110(1]c), the person carrying out such freeze or seirui@take steps

to ensure thathe seized property or assets will not be made available in any way
to the proscribed person or organization, or other affiliates and that
documentation will be kdpo that effect! Money or other property acting on
behalf of or at the discretion of proscribed persons or organizatious be
frozen or seized withowtny prior notice and withoutelay?* Finally,ATCs have

been empowered,here such court is satisfied that property subject to forfeiture

" 1"#$%& ' (ICCEEE.I2F23 !
" 1"#$%&'(ICCEEE.I2F23 !
#1'#$%& ' (ICCG+*-.12F23
$I"#$%& ' (ICCE+C-+;-.12F23!
“A"#$%& ' (ICCE+C-+#-.12F23!
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under the said section cannot be forfeited, to order the forfeiture of any other
property of the accused of an equivalent value to the property subject to forfeiture
which stands identifiedrdocated in another jurisdictiof?.

The AntiTerrorism (Third Amendment) Act 202@émpowersATCs to grant
permissionfor 60 daygand to extend such permission) to investigating officers
to use special invest@fion techniquesincluding undercover perations,
intercepting communications, accessing computer systems and controlled
delivery for investigation dfnancing of terrorisnt’

Benami is considered one of the simplest and easiest schemes to conceal proceeds
of crimes.The Act coupled with the Rulesakes itan offence to enter into any
benami transaction, angrovides for confiscation and prohibition on retransfer

of benami property.

Other noteworthy changes include the following:

¥ FMU has issued quartenhewsletters on the steps it has taken to improve
compliance with AML/CFT requirements, legislative and regulatory
amendments/issuances, reporting trends, strategic analysis, typologies, and
case studies. FMU also issues statistical reports, typelogrts, strategic
and sectoral analysis. FMUOs website also contains a sefeptif iand
informative YouTube streams for various sectors. Judges can benefit from
these resources since FMUQOs quarterly reports provide an overview of
legislative amendments IWIL/TF law as well as provide relevant case
studies which can help in the adjudication process.

¥ FBR amended the Income Tax Rules 2002 by adding Chapter VIIA on
OOnline Integration of Busines®esvhich was essentially designed to
encourage the use of Poiot Sale devices to limit cash courf&r¥he
installation ofan electronic fiscal device has bemade mandatory for

"U"H#$%E& (ICCH+42-.12F23!
" I"H$% & (ICAT.12F23!
"(I"1EII'399A+?-J)D)D3

<H
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certain types of businesdesreceive, recor@nalyzeand store fiscal data
to ensure misusgoesnot occur.Suchdata can besedby the prosecution
asevidenceagainst the accuséd ML/TF casesind have an effect on the
conviction rate.

¥ The Securities and Exchange Commission of Pakistarssueduidelines
on TFS obligationsnder UNSC ResolutionsAQs on AML/CFT/PF, and
Red Flags/Indicators for Identification of Persons or Entities Suspected to
be Acting on Behalf of or at the Direction of Designated/Proscribed
Individuals or Entities,delivered awareness sessions on THS Eh
conducted compliance forums for senior management and issued letters to
reporting entitiesregarding general feedback on STRs in lighthef
guidance received from FMU. This is particularly important ficases as
it can help identify what countssasuspicious transaction/activity for
investigation and prosecution purposemt would in turn help judges
during the trial stage.

¥ Central Directorate of National Savingshas issuedGuidelines for
Immediate Implementation of UNSC Resoluti@amsl delivered awareness
sessions on obligations, risks, red flagsorting, and penalties.

¥ Owing to the amendments in AMLA, th@NFBP sector has a dedicated
regulatory authority to monitor and encourage compliance with
AML/CFT obligations. Thishelps inculcate a compliance culture that
could benefitthe prosecution at the time of evidence collectard the
judges at the trial stagé broken compliance system and loopholes in
monitoring may affectthe sanctity of evidence and its admissibility in
court. These regulatory authoritiesan also have evidencegarding
licensing and registration of DNFBRBat could helptrace financial
evidencdor usein the courts.

<J¢ K'664$8 *

¥ One of the key action plan deliverables required by FATF is that the
prosecution of financing of terrorism results in applicable sanctions and
enhancement of capacity and support for prosecutors and the judiciary.

<a
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The judiciary can help Pakistathievethis by developing the skills to
effectively adjudicate omML/TF casesthat could resultin greater
convictionsand imposition of appropriate sanctians

¥ Legislative amendments have ba®ade to various laws that constitute the
AML/CFT legalframework in Pakistan. These inclyd@mongst other
things,amendments to the ATA, AMLA and FERA, and the introduction
of MLA Act 2020 These amendments have resulted in the following
statutes:

¥ The Ant-rMoney Laundering (Second Amendment) Act, 2020;
¥ The Mutual Legal Assistance (Criminal Matters) Act, 2020;

¥ The AntiTerrorism (Amendment) Act, 2020;

¥The AntiTerrorism (Second Amendment) Act, 2020;

¥The AntiTerrorism (Third Amendment) Act, 2020

¥ Various government authorities such as the FABR, SECRNdCDNS
have also assist@@kistann complying withits obligations under FATF.

<LL K-, | M22-226-"#*N'-2#)%"2  *

1! What role do you think the judiciary can play to help Pakistan comply with
FATFOs requirements and get out ofjtiey lis?

2! What are some of the key amendments that were critical in promoting
alignment with the FATFOs standards? Please list three.

3! What setions in the ATA 1997 and AMLA 2010 alleeurts to grant
permission tanvestigating officers tasespeciainvestigation techniques
in ML/TF cases?

4) How can the power to forfeit property be used effectively in ML/TFZases

5. What is mutual legadssistance (MLA)? What powers do judges have in
admitting evidence gathered in a foreign jurisdiction in an ML/TF case?

<D
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UNIT Il ;: Elements of
ML/TF Offences

Learning Outcomes

Money Laundering from an international law perspective.
Commonmethods used by Money Launderers.

Terrorism Financing from an international law perspective

Common sources of Terrorism Financing.

The elements of the Money Laundering offence under AMLA.

The elements of the Money Laundering and Terroriamancing offences
under ATA.

What are proceeds of crime?

What is a predicate offence?

K

K
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F<3<"#3%&'(#)%"*#%*+%"-8*34"&-9$)"5*4"&* @-$$%$) 26*
240

Before delving into thespecific ML/TF offences under domestic law, it is
important to understand the concepts of ML and TF, particularly in the context
of international law.

ML is the processing of assets generated by criminal activity with the tmtent
obscure the link between the funds and their illegal origins.

The UNVienna Conventiorl988 describes ML as, OThe conversion or transfer
of property, knowing that such property is derived from any offense(s), for the
purpose of concealing or disguising the illicit origin of the property or of assisting
any person who is involved in suchesfée(s) to evade the legal consequences of
his actions®.

Furthemore, the UN Convention Against Transnational Organized Crime
identifies four actions that constitute money laundering:

¥ Conversion or transfer of crime proceeds for the purpose of camgeal
their illicit origin;

¥ Conceal mentor disguise of crime proceeds;

¥ Acquisition, possessioor use of crime proceeds; and

¥ Contributing indirectly to the commission of the offences outlined above,
including participation in conspiring or attempting to commit the
offences in questiofi.

|
) 12K%&SLAI*3C.IMIINE&#((:17'(O#(%&'(\CAPP
#12K%&S$L#14.IMIFET3
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For money laundering to comprisd an offence: a criminal act, or proceeds
derived from criminal activity need to be identified. The diagram below shows
the process of money laundering:

:71,'1,'07&'1/1015%',05+&'J7&)&'07&™ ((&/#&)'1/,&)0,'07&';"/1&05)3'L)"9&&#,™('71,'1%&+5%'5901N 103’
1/0"07&'(1/5/915%',30&;'I3'L$)975,1/+'97&P$&,G';"/&3")#&),'&09K'0"#&L",10'51) "5#™) 13"
)&5H1/+'$L'95,7'1/0",;5%%",$;,'5/# #&L",01/+'1/0"15/H,'1/'07&'",5;&'9"$/0)3K

*+3$& ("%

78 &9"I# 05+& 1IN"%N&, ' 07&'%5$/48&)&)""N1/+5)"$/4#07&'1%59H";"/&3'0"05H&'10'5I53'()";'10,’
1%%&+5%',"$)9&,"10,'/"0'0)59&51%&K'01) 1/+'07&'1%59H";"/&0'0™"((', 7")&'599"$/0,'1,'5'9";;"/
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¥ Layering and structuring paymentsdecape reporting restrictions;
Changing currencgenominationsrom small notego larger notes;
Expensive asset purchases, such as luxury goods, vehicles, property,
precious metalsandstonedncluding jewellery

Currency exchange and purchaséonéign currency

Hawaladhundi;

Wire transfers opostal orders

Mobile bankingapplications such dsasypaisalazzCash, UPaigamni
UBL,

Diverting profits from égitimatebusinesss;

Donating to darities madrassar other charitable causes whicle ar
frontsfor terrorist groups.

KK

KK

Terrorist groups need money to sustain themselves and to carry out terrorist
acts®® TF is the financing of terrorist acts, and of terrorists and terrorist
organizations? In the absence of any universal definition of Oterrorist acts,O
Oterrorists,® and Oterrorist organizations,O reference is made to the definitions
provided in the FATF Recommendationsb International Standards on

#IN:K&'QBIL#R:LIBS8Y%H#TS.IR O#K (TH(%!: (;|&(Y6HK (:%& LIV &H#8IV:O#IQ8#;: & WWHKH(%! HWE&(896& (8" W%V U6#K T!
XOHKK'KE&BTY!'KIX%#KK'K&S8Y%!:$%68. Y 106VHKHW KH#.1% VK #1881 (1Q(&O#KS: LI #W&(8%& (3!

#U2FIX2(YottK (:%& (:L1"%: (;:K; 8 (17 TU:%&(RI5'(#S!6:Q(#K&(RI:(1%VHI&  (($&(RI'WIFH#KK'K&STIZ!
[K'L&WHK:%& (\IFVH/2F/| 1#$ TTH(;: %& (8!+/2F/.JE$% U#K!)DCP-3! |

=



! I"HB06&' (") *$H#+&,-' 01 2"/&3'A5S/H&)LI+'BHE"S/0&)1/+  07&81/5/91/+"(:&))")1,;

Combatting Money Laundering and the Finarginof Terrorism and
Proliferation, which are as follows:

Terrorist act

"AAn act which constitutess an offence within the scope of, and as
defined in one of the following treaties:

(i)!
(ii)!
(i) !
(iv)!
(v)!
(vi)!

(vii) !
(viii) !
(ix)!
(x)!

Convention for the Suppression of Unlawful Seizure of Aircraft
(1970);

Convention for the Suppression of Unlawful Acts against the
Safety of Civil Aviation (1971);

Convention on the Prevention and Punishment of Crimes
against Internationally Protected Persons, including Diplomatic
Agents (1973);

InternationalConvention against the Taking of Hostages (1979);
Convention on the Physical Protection of Nuclear Material
(1980);

Protocol for the Suppression of Unlawful Acts of Violence at
Airports Serving International Civil Aviation, supplementary to
the Conventiorfor the Suppression of Unlawful Acts against the
Safety of Civil Aviation (1988);

Convention for the Suppression of Unlawful Acts against the
Safety of Maritime Navigation (2005);

Protocol for the Suppression of Unlawful Acts against the Safety
of Fixed Patforms located on the Continental Shelf (2005);
International Convention for the Suppression of Terrorist
Bombings (1997); and

International Convention for the Suppression of the Financing of
Terrorism (1999);

I$#ANy other act intended to cause deathserious bodily injury to a
civilian, or to any other person not taking an active part in the hostilities
in a situation of armed conflicthe purpose of sua@mact, by its nature
or context, is to intimidate a population, or to compgbaernment or
aninternational organisation to do or to abstain from doing any act.

=2
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Terrorist

Any natural person who:

()!

(ii)!
(iii)
(iv)!

Commits, or attempts to commit, terrorist acts by any means,
directly or indirectly, unlawfully and wilfully;

Participates as an accompliceenrorist acts;

Organizes or directs others to commit terrorist acts; or

Contributes to the commission of terrorist acts by a group of persons
acting with a common purpose where the contribution is made
intentionally and with the aim of furthering the terrst act or with

the knowledge of the intention of the group to commit a terrorist
act.

Terrorist organization

Any group of terrorists that:

(i)!

(ii)!
(iii)
(iv)!

Commits, or attempts to commit, terrorist acts by any means,
directly or indirectly, unlawfully and wilfully;

Participates as an accomplice in terrorist acts;

Organizes or directs others to commit terrorist acts; or

Contributes to the commission of terrorist acts by a group of persons
acting with a common purpose where the contribution is made
intentionally and with the aim of furthering the terrorist act or with
the knowledge of the intention of the group to commit a terrorist
act.

The AntiTerrorism Act 1997

The ATA defines the offence of terrorist financing as Oa person commits an
offence ifhe uses money or other property for the purposes of terrorism, or
possesses money or other property; and intends that it should be used or has
reasonable cause to suspect it may be used for the purposes of terrorismO.
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Financing oterrorist acts, terrorist®and terrorist organizationsan be direct or
indirect through organizations which claim to have charitable, social or cultural
goals but arealso engaged in unlawful activities such as iHicits trafficking,

drug dealing and racketeering, including the exploitation of persons for purposes
of funding terrorist activitie®® Below is a brief description of some common
sources of TF:

Charities/donations:

Certain charities via NGOs or Madrassas are OfrontsO for collection of funds for
terrorist organisations. With most of these charities, the donors are not aware of
their true objectives and there is no transparency as to the utilisation of the funds.

Selffinancing (legitimate income):

Individuals from the proscribed organisation may have other legitimate
businesses undéine same or different names that generate money legally. This
legally generated money is then poured into the proscribed organisationd
terrorist activities.

Funding from supporters of a cause or membership payments:
Various organisations propagate their agenda or cause as a humanitarian or a
religious oneThese organisations ask people to attend sessions, learn and interact

with other supports and also financially assist the cause.

|
ALK RKVIFHW-IMII=#(#K:LI288#TULS! 1#8'LQ%&'(!BCJI)CD!;: %#; ! CH5: (Q:KSICAAD3

=A



! I"H#$%& (") *$H#+&,-' /01 2"/&3'45$/#8)1/+'5/#'6"$/0&)1/+" 07881/5/91/+"(:&))")1,;
State/Intelligence Agency Sponsoring:

It is common for countries with heightened animosity to dismagtiehotherOs
national security. Terrorist organisations are paid or even created by Intelligence
Agencies to disrupt law and order i.e., RAW (India) sponsoring terrorist activities
in Pakistan.

Criminal Activities B Drug Trafficking, Extortion, Robbery & Theft,
Smuggling and Counterfeiting:

Money obtained illegally from these criminal offenisgthien used to purchase
armsandrecruit fightersetc, to run the terrorist organisation.

!
"H$%&SSH( |

)*+,!*+$!-..(!,*.!/'$,!%'//'(!$'&0%.!'1!23!#(!4'&0!.56.0#.(%.!+$!+!
7&89.: 1;,(14'&0"6#(#'(<!=*+,! ='&>8l-.I  *10.4$'#(9!11'0  L,*! 60.2+>.(,!
$'&0%.: !

F<;& +06"-8%34"'&-$)"5*4"&* @-$$%$) 2#+?)"4"()"'5*"&-$*
D4A)2#4")*340 *

ThevariousML/TF offencesinderPakistani Lavare found in two separate legal
regimes i.e. AMLA and ATA and he adjudicatory frameworkprovided are
separate for the offences in each respectiveTlagrefore, this Section of the
Module has been structured accordinggch offence has been broken down into

its actus reusand mens redor a better understanding ohé elementsThe
relevant evidence required to prove each element and the penalties associated
with each offence have been discussed ilatdre Modulein Chapters4 and 6,
respectively.

It is important to note that whil®L andTF are separate offencése formercan
sometimes lead tine latter For example, proceeds from a criminal activity can
be disguised through formal channels, and transferred to terrorist groups or

=H
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proscribed organizations. In this scenario, proceeds ofecare laundered to
promote terrorist activities. However, it is important to nol@t terrorism
financing can also occur without any money laundering. For example, a
bystandercould donate to a charity box outside a mosque, and the foowlsl

then be used for terrorism purposes. It is important fardgesto draw and
understand the distinction between the two offenaswell as their interplay.

(a) Fund Raising (Section 11NTA)

I
251111 @O?H$H( |

|

"H$06& (1) +,-(1/0&1&(2! !
|
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Ingredients of the Offence
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1460,.10/.1, !'QI&K;!12%,!
0B/.-./7'H14!/3:16:,:40/.1,!11H!

H5,9=F!
!

!
L:B:.-:=181,:711411/3:4!

>A41>:4/72>1====:=1>41>:4/7!
4:B:.-:910=10!4:=5</11H!
.,-.10/.1,@!.==5:=14:B:.>/= IC
0B?,1D<:96:8:,/ @&B;H

I

M41-.9:=181,:711411/3:4!
>41>:4/7"

2/3:1=:B1,9 !130,9!11H!/3:!
140,=0B/.1,N!/3:!1>:4=1,ID31!

>41-.9:=1>41>:4/7'/1'/3:! .,-.['4F !

07&81/5/91/+"(:&))")1,;

I

G./310,!.,/:,1.1,1/30/'/3:!
81,:711411/3:4!1>41>:4/7!
=315<9!A:15=:9114130=!0!
4:0=1,0A<:IBO5=:!/1!
=5=>:B/1/30/!./'807!A:!
5=:91H14!/3:1>54>1=:=I1H!
[:4414.=8114!A7!0!/:4414 .=/
140,! 1460,.10/.1,!
B1,B:4,:91.,1/:4414.=8; |
I

I

G./31?,1D<:96:114!
4:0=1,0A<:!=5=>.B.1,!/30/!
/'D.<<!141807!A:15=:91H14!
[3:1>54> 1=:=11H!/:4414.=8!
14!A710!/:4414.=/11@)!
1460,.10/.1,!'B1,B:4,:91.,!
[:4414.=8;!!

I

+U! 28%8!"(IUHVLWI'W.I'K!:%!% V! &K#$% &' (I'W. 1 %#K K K ERHEIUE& (| KEWHKK#; 1 & (18[@E$%& ' (1+0-3

>H



! I"HB06& (") *$H#+&,-  JO1 2"/&3'A5S/H&)LI+'5HE"S0&)1/+  07&81/5/91/+"(:&))")1,:

(b) Use and Possession (SectionATA)

!
3#4%!'51%6#!78'9&1&'( !

"H$06&/(1)):+1; 1#10(17'11#118&/(
$

3$>)828'$78GG+*2$1'$899)'7)$Fe

$

[$  -)$,2)2$G&)=$&8$8*-)8$>88>)8*=$9&8%*-)$>;8>&2)2$&9$*)88&8+8GI$&8$
$

\H]$ -)eF$
\1]$  >8&22)22)2$G&)=$88%8*-)8$>88>)8*=($1%$
\@B  +*)12$*-17$+$2-&:6/$@)$;2)/A$&8$-12$8) 12&'1@6)$71;2)$*&$2;2>) 7*$*-
G1=$@)$:2)/A$9&8%$*-)$>:8>&2)2$&9$*)88&B+2GC

Ingredients of the Offence

! ! !
;/ABCD";DA2E ! FG2HE!CDHE ! IDAE!CDF !

!
! ! !
JJ;LIMBHS. "1 O=:11H181,:711411/3:41>41>:4/7; | P141/3:1>54>1=:=11H!

['(.4ror,*.o! ! [:4414.=8;!
60'6.0,4!1'0! )3:15=:=11H!81,:7!B0,!A:!
,.00'0#%/ ! [:4414.=8!(:4414.=/'1>:40/.1,=@!
>41>060/.1,'1H!.9:1<167@!
4:B45./8:,/@!/40.,.,6@!
>41B54:8:,/=@!80,06.,6!
1460,.10/.1,0<!.,H40=/45B/54.@!
=1B.0<!=:4-.B:=!/1!8:8A:4= @B;!
I
! ! !
JJ;.LPNIN M1==:==:=181,:7!1411/3:4! G./3'0,!.,/:,/.1,/30/!
@'$$.$5#' (1" 1! >41>:4/7;) /3:181,:711411/3:4!
['(.4vor,*.o! ! >41>:4/7'=315<9!A:!
60'6.0,4!1'0! )3.=!.,B<59:=180,06:8:,/!1H! 5=:9@!14!30=!
,.00'0#%$/1! | H5,9=!.,1/3:!H148!1H!A0Q,?! 4:0=1,0A<:!B05=:!/1!
0BB15,/=@'4:0<!:=/0/:@!B0=3!.,! =5=>:B/!/30/1./'807!A:!
AlQ:=@!6:8=!0,9!8.,:40<=@! 5=:91H14!/3:1>54>1=:=!
R:D:<47@'H41,/\A5=.,;==:=@'H41,/ 1H!/:4414.=8t

JMK=@!:/B!
I

>d



! "HS%&! (") *$H+&,-  J01 2"/&3'45$/#&)1/+'5/#6"$/08&)1/+ 07&81/5/91/+"(:&))")1,;
(c) Funding Arrangements (Section 1ATA)

!
3#4%!'51%6#!78'9&1&'( !
$

#9068 (1)<+!,-(&(2!=880(2#>#(%1+ !
|

W]$  3$>)828'$7&GG+2$1'$&99)7)$+9%)

\1]$  )*)82$+*&$&8$@)7&G)$7&'7)8)/$+$1'$1881'4)G) *$12$1$8)2;6*$&9I$Q-+
G&)=$&8$&*-)8$>88&>)8*=$G2H$1(1+61@6)$&8$+2$*&$ @)$G1/)$1(1+6
1'8*-)8f$1/ $

\@F  -12$ 8)12&'1@6)$ 71;2)$ *&$ 2;25)7*$ *-1*$ +*$ Q+66$ &8$ G1=$ @)$ :2)/$
>:8>&2)2$89$%)8888+25C$

3'=$>)828&'$+B<1V+2*1'$&BFIF<IV+2*1'+$ 1*+&'16$&;*2+/)$<1V+2*1'$2-166$78&G
&99)'7)$;/)8% -+ 2$37*A$+9$)$V'&Q+46=3&8$Q+669;66=$G1V)2$G&)=$&8$E&*-)
&8$2)8(+7)2$1(1+61@6)A$/+8) 7*6=$&8$+'/+8)7*6=A$Q-&66=$&B$h&+*6=A$9&
>88278+@)/$&841'+01*+&'$&8$>88278+@)/$$)82&.'C

3$>)82&'$ 78&GG+*2$1'$&99)'7)$ +9%-)$ V'&Q+'46=$ &8$BB+669 =2$ 9&8%$ &8$ >8&(
G&)=$ &8$ &*-)8% >8&>)8*=$ &8$ 917+6+*1:)$ +'$ 1'=$ G1")8$ *-)$ *81()6$ &9$ 19

1'=Q-)8)$ 9&8% *-)$ >;8>&2)2% &93$ >)8>)*81*+'4A$ >18*+7+>1*+'4$ +'A$ 122+2
>8)>18+'4$9&8$1$*)8888+2*$17*$&8$988%*-)$>;8>82)$&9$>88(+/+'4$88%$8) A (
98:8%$*)88&8+2*$8)61*)/$17*+($*+)2c$

)$>B&(+2+&'2$89$2; @) 7*+&'B\H]$2-166$1628$1>>B-$*&

\1]$  &B41'+01*+&'2$&Q")/$ &8$ 7&'*8&66)/AS/+8)7*6=$ &8 +/+8)7*6=A$ @=$>
&841'+01*+&'2$&8$>8&278+@)/$>)82& 28851/

\@F  >)828&'2$88$8841+01*+&2$17*+'4$4' SEDSEIASEBSL*$*-)$/+8) 7+&'S&IA
>88278+@)/$&841'+01*+&'2$&8$>8&278+@)/$>382&2C

Ingredients of the Offence

! ! !
;ABCD";DA2E ! FG2HE!CDHE ! IDAE!CDF !

JIRLINDD(,.0#(91#(,"1+(! #,/.4.,6!141A:B18.,6! G./3!0!
+00+(9./.(,!1'0! B1,B:4,:9!.,10,10440,6:8:,/!0=! 4:0=1,0A<:!
60" 2#$#'(1'1!/'(.4!"0! 0!4:=5</11H!D3.B3!81,:7!14!1/3:4! BO5=:!/1!
'*.0160'6.0,4!1'0! >41>:4/7!.=1809:!10-0.<0A<:114!.=! =5=>:B/!/30/!
,.00'0#%/ ! /1'A:1809:10-0.<0A<:1/1!0,1/3:4; | 81,:7'1411/3:4!
! >41>:4/7'D.<<!14/
)3.=1,,B<59:=IH41,/'A5=.;:==:=@! 807!A:!5=:91H14!

JMK=@!.<<:60<!"S)$@!B0=3! [:4414.=8;!
=8566<.,6@!A0,?!08B15,/=!./B; !

>d



! I"HB06& (") *$H#+&,-  JO1 2"/&3'A5S/H&)LI+'5HE"S0&)1/+  07&81/5/91/+"(:&))")1,:

| | |
JIRLPMONS$#$,+(%. !SI T,1D.,6<7!14!D.<<H5<<7!807:=! G.<<H5<<7!0,9!
60'?#$#'(1'1!/'(.4"0! 81,:711411/3:41>41>:4/7114! D./3!1?,1D<:96:; !
',*.0!160'6.0,4!"0! =:4-.B:=10-0.<0A<:@!9.4:87!14!
$.0?#%.9%!,'60'$%0#-.8! ,9.4:B/I<7@'D31<<7!14'R1.,/<7@!

6.0%$'($!'0! /3:1A:,:H./11H!0!>41=B4.A:9!

'09+(#HT+,#'($<! 1460,.10/.1, "1141>41=B4.A:9!
'09+(#T+,#'($I'=(.8!"0! >4=1,; !

%'(,0'’>>. 8!18#0.%,>4!"0! !

SR A e A S e Y )3.=1.,B<569:=10==1B.0/:=@!H41

6.0$'($!+(8! 8:,@'H41,/1IMK=;!

'09+(HT+,#'($<!+(8!

6.0$'($"0!

'09+(#T+,#' ($!+%,#(9!'(!

X510+, 1%

8#0.%,#'(1'1!60'$%0#-.8!

'09+(#T+,#'($'0!

6.0$'($ !

|

[ ! !

JIRLQ® O 2#5#'(1'1! T,1D.,6<7!14!D.<<H5<<7!>07=IH1 G.<<H5<<7!0,9!
['(.41'0!',*.0!60'6.0,4! 141>41-.9:=181,:711411/3:4! D./312,1D<:96:; !
(IR (AN >41>:4/7!14!HOB.<./0/:=!.,10,7!

1'01,*.16&06'$.$!'1! 80,,:41/3:1/40-:<11H!I0!>:4=1,!

,.00'0#3$/ ! 0,7D3:4:1H141/3:1>54>1=:=11H!
>:4>:/40/.,6@'>04/.B.>0/.,6!.,@!
0==.=/.,6!14!>4:>04.,6 'H14!0!
[:4414.=/'0B/114!H14!/3:!1>54>1=:!
1H!>41-.9.,6!14!4:B..-.,6!
/40.,.,6!H14!/:4414.=/14:<0/:9!

0B/.-./.:=;1!

!

2K,:11H!/3:15=:=11H!/:4414.=/

0B/.-./7TR

|

I
S12$BK;&(RI%THE%E& (1) +a-'WI2F2.! NK'8SK&UH:I'KR:(&i:%&'(_IT#:(8:(SI'KR:(&i:%& ' (IbV&$VI&BIL&B8Yo#;1&(1%VH!
1&K8%!"$V#; QLHIQ(#K!"#$%& (ICC,I'WI2F 23!

SRS &(RI%THE%E& (1) +a-'WI2F2.! AK'8SK&UHIHKS'(IT#(8!:  (S'&(:&0&Q:LIbV'I&8ILE&BY%6#;1&(1%VH!/'QK%V!
"$VH#; QLAIQ(#KI"#$%& (CCO0I'W!I2F23

>l



! IHSY68 (") *$H+&, - JOL 2"/&IASSHE)L/+EHE"SI08) L+ 07&81/5/91/+"(:&))"),;

(d) Money Laundering (Section 11XTA)

25 '1*x1 @O ?2#$#( !
|

E.%,#(1IJJUWII'(4IV+&(8.04(OW! |

|

2VF  %!>:4=1,1B188./=!0,!11HH:,B:1.H!3:!:,/:4=!./1114!1A:B18:=!B1,B:4,:9!.,!
0,7'0440,6:8:,/'D3.B3!HOB.<./0/:=1/3:14:/:,/.1,114!B1,/41<@!A7!14!1,!A:30<H!
1H!0,1/3:4!>:4=1, @!1H!/:4414 .=/'>41>:4[FW
20F '7!'B1,B:0<8:/ N!
2AF '7'4:81-0<!H418!/3:!R54.=9.B/.1,N
2BF '7!/40,=H:4!/11,18.,::=N!14! !
29F +,10,7!1/3:4!D07;!'!

+/1.=1019:H:,=:1H14!0!>:4=1,1B3046:9!D./3!0,!11HH:,B:15,9:41=5A +:B/.1,!12VF!
/11>41-:1/30/13:19.91.1/1?,1D!0,91309!,114:0=1,0A<:1B05=:1/11=5=>:B/!/30/!
/3:10 440,6:8:,/'4:<0/:91/11/:4414 .=/1>41>:4]7; |

Ingredients of the Offence

;/ABCD";DA2E ! FG2HE!CDHE ! IDAE!CDF !
!

! ! !

JIJUNDI'(.4! #,:4.,6'.,/1114!A:B18.,6! +H!/3:10BB5=:9!>41-:=!
V+&(8.0#(9 ! B1,B:4,:9!.,10,'0440,6:8:,/! /30/!3:19.91,1/1?,1D@!
D3.B3!HOB.<./0/:=!/3:'4:/:,/.1,114! 141309!,1!4:0=1,0A<:!
B1,/41<'1H!/:4414.=/'>41>:4fTA7! B05=!/1!=5=>:B/!/30/!
B1,B:0<8:,/@!4:81-0<!H418! /3:10440,6:8:,/!
R54.=9.B/.1,@!/40,=H:4!/1!,18.,::=!  4:<0/:91/1/:4414.=/!
14!.,10,7!1/3:4!80,,:4; ! >41>:4/7@'/30/!.=!0!-0<.

! 9:H:,=; !

!

2SS K &(RI%'I"#$%& (1) +1:-'WI2F2.!  "6#KK'K&B%!|K T#K%S IT#:(8\I!

+&-+1-IT'(#SI'KI'%VHKIK THK %S IbVE&S$V!&8IQ8H: 'KI&BIL& #L S1%'U#1Q8#; W'K1%V# ] QK]'8#8!"W1%#K K K &S T(S&(SLQ; &(R!:
K#8'QKS$H#8I'W!: (I'KR:(&i:%6&' (1 ($#K (#;1& (1%#K K K&BTI'K!:19%6#K K K& 8%

+U-1K 'S8 WI% VIS TT&B8& (I'W!:$%8!" W% #K K KRS T

+$-1[K 'S 8I'W1:$%8!1$: KK &#: I'QU!W'K1%V# QK] 8#8!" W% # KKK &8 T

+&&-1?(18QUIBH#$%& (1+&-!: W' O#

+1-LIKHWHK H(SHIJRSHH8I'W: (1:$5%.1&(SLQ;#BIKHWHK #($#19%'!: (SIK [#K % SIbVE&SVIDV'LLSI'KI:K%LS. (i1 &K#$%LSI'K!
&(;&KHSYLSIKH]KHBH(%81%VH K 'S 8I"WI%VH:$%!+&(SLQ; &(R!]: STH(%68!"WI'%VHK IK#b: K 81&(1$'(#$%& (Ib&Y% V1% V!
$TT&B8&'(- :(; !

+U-196VH KEWHKH($#1%']: (I'KR: (&i: % K¥S QK $#BI&(SLQ;#8!: IKHWHK#($#1%'!: (SI T (#SI'KI'0VHKI K [#K % SIbV&$VI&8!
JIL&H KT #1:0: &L UL#.'KI&B1% U [|L&H:; 'KIT:;#1:0:&L:UL#.IW'KIQ8#IUSI%VHI'KR: (&i:%&(1: ;| &($LQ;#8!
:88#968I'W!:(SI"&(;. IbVH#%V#KI%: (R&ULH#'KI&(%:(R&ULHIT'O:UL#IKI&TT'O: ULEHR; L1 $QT#(%8!'K!
&(BYKQTH(%8!&(!:(SIW'KT.IbVA%VHKIDK &Y%t (. HLASYK (&$B!'K!: &R&Y6:L.1:(;18V:K#8.I8#SQK &%&#8.1U'(;8.1;K:W%8!: (; L#% Yok
'WISK#;8%63!

>



! I"HB06& (") *$H#+&,-  JO1 2"/&3'A5S/H&)LI+'5HE"S0&)1/+  07&81/5/91/+"(:&))")1,:

! !
)3.=1.,B<59:=IH41,/ 8: @!H41, U )3:11,5=1/11>41-:1/3.=!
A5=.,:===@'H41,/IIMK=@!YJP'M=¢ D15<9!<.:ID./3!/3:!
<<:60<!"S)$@!B0=3!=8566<.,6!:/B] 0BB5=:9;!

(e) Support to Proscribed Organizations (Section 11RA(BA)

3#4%!'51%6#178'9&1&'( !
$

"#$96&(1)),? @A+B#>C#816&DE! "-DD'8%! 0(.! B##%&(21! /#F0%&(2! %' 0! 78'1$8&CH.!

G820(&H0%&($

g%
\n]$ 3$>)82&'$7&GCG+*2$1'$&99)'7)$+9%$-)$2&6+7+*2A$7&66)7*2$&8$81+2)23G&)
>8&>)8*=$9&8%$1$>8&278+@)/$&841'+H1*+&'c

Ingredients of the Offence

! ! !
;ABCD";,DA2E ! | FG2HE! IDAE!CDF !

! CDHE!
!

| | |
JI3SLXNMN Z1,95B/.,6! %,!0BB5=:9!B0,!A:!13:<9!65.</7!11H!$:B/.1,!
E">#%#,#(9<! /3:10B/11H! VVP2[F!D./315/!30-.,6!0,7! &;,=/4.0! H14!/3:!
G'>>.%,#(9!'0! 1.13:4] 1HH:,B:;!+/!1.=10!=/4.B/!<.0A.<./7!1HH:,B:@!
CH+#$#(9!1'(.4! =1<.B./.,6!14!  8:0,.,6!/30/!/3:!1>41=:B5/.1,!.=1,1/!

‘0!',*.0! B1<<:B/.,6!14! 4:E5.4:91/1!:=/0A<.=3!8;,=/4:0 1,!>04/'1H!
@0'6.0,4!11'0!+! 40.=.,6!../3:4!  /3:10BB5=:9;!)1!=:B54:10!B1,-.B/.1,@!./!D.<<!
@0'$%0#-.8! 81,:7114! A:l:,1563!H141/3:1>41=:B5/.1,!/1! =31D!Y/30/!
YOO+(#T+,#(W! >41>:4/71H1410! /3:10BB5=:9!B188.//:91/3:!  0B/5=/4.531H!
>41=B4.A:9! /3:11HH:,B:@!4:6049<:==11H!D3:/3:4!3:19.9!
1460,.10/.1,; ! =11,/:,/.1,0<<7114!5,./:,/.1,0<<7; !

|



! IS8 (") *SH+&, -

101 2"/&3'45$/#&)1/+'5/#'6"$/0&)1/+'

07&81/5/91/+"(:&))")1,;

()  Violation of UNSC Resolutions (Section 110Q0TA)

3#4%!'51%6#!78'9&1&'( !
$

"#$968(1)) GGG +!1&'F0%E&' (5! J"K!
$

\] $

H1F-%&'(+ $

3$>)828&'$+2$4;+6*=$89$1'$&99)'7)$+9$-)A$+$1'=$Q1=$Q-1*2&)()8A$8)9;2)2$&

78&G>6=$Q+*$*-)$88/)82$89%*-)$E)/)816$WE()8'G)*$;'/)8$2) 7++&'SHS&IS*-)$. +*
01*+&'2$\?)7;8+*=$%&; 7+6]$37*AS!"Z#$\IEMSLISESZ#]cS

®3
\Z]$

0&*Q+*-2*1'/+4$1 '=*-+4$7&*1+)/$+'$2,@ RR)7*+& D\H]AS&I$2) 7*+& S!I[[[AS+9$1’

>: @6+7$2)8(1*$+2$98.:/$)46+4) *$+'$7&G>6=+4$Q+*-$+-)$>8& (+2+&'2$BDF2+@'$
\JA$2;7-$>: @6+7$2)8(1*$2-166$@)$>887))/)/$141+'$;/)8$8)2>) 7*+()$2)8(+7)$8:6

9&8$1/G++2*81*+()$17+8R'C

Ingredients of the Offence

! I
;ABCD";DA2E !

FG2HE!CDHE !

| I
NANAA Mo LS CIM 00!>:4=1,!../3:4!4:H5=.,6!
'011+#>#(9!,")
%'/6>4!=#,*1 * ]
'08.0$!"'1!,*.1
3.8.0+>!
B'?2.0(/.(,!
&(8.0!$.%,#'(IP!"1! !
*.IH(#,.8! )3:=:1>4.804.<7!4:<0/:1/1!
A CH M= S OJ$Z L:=1<5/.1,= !1,!
ERALEHVIISZRINVAN B15,/:41/:4414.=8!
8:0=54:=!/1!A:1/07?:,I1A7!
/3:18:8A:4!=/0/:=!.,!
149:41/1'B3:B?!/:4414.=8!
H.,0,B.,6!A7!807.,6!0,9!
:,H14B.,6!=5B3!
>41-.=.1,=!,1/3:!
918:=/.B!<0D=;!

I

/3:1149:4=11H!/3:!1P:9:40<!
&1-:4,8:,/'5,9:4!

$:B/.1 ,!X!11H!/3:10J$Z !
%B/}

I

L] LISZMW!

>A

14!H0.<.,6!/1!B18><7!D./3!

!
IDAE!CDF !

I
%,!0BB5=:9!>:4=1,@!<:60<!
>:4=1,@!'14'A197!B14>140/:!
BO,!A:13:<9165.</7'1H!$:B/.1,!
VVKKKI!D./315/!30-.,6!0,7!
8:;,=/14:0 'H14!/3:!11HH:,B:;!)1!
13:1:Q/:,/'"1H!>4.-0/:!>:4=1,=!
2<:60<!14!1/3:4D.=.F@!$:B/.1,!
VVKKK!.=10!=/4.B/'<.0A.<./7!
1HH:,B:@!8:0,.,6!/30/!/3:!
>41=:B5/.1,!.=!,1/'4:E5.4:9!
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ivloney Laundering (Section 3 AMLA)
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Proceeds of crime
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The phrase Oproceeds of crimeO used in Section 3 ohA8lbéen defined to
meanany property derived or obtained directly or indirectly by any person from
the commission of a predicate offence or a foreign serious offence. The word
Oproperghasthe same meaning as mentioned in the immediately preceding
paragraph.
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OForeign serious offence® has been defined as an offence:

(a)!Against the law of a foreign state stated in a certificate issued by, or on
behalf of, the government of that foreign statej

(b)An offence, which, had it occurred in Pakistan, would have constituted a
predicate offence.

Whereaspredicate office® means an offence specified in ScheduAMLA.
Scheduld to AMLA contains various offences under fb#bowing legislation

(a)Pakstan Penal Code 1860

(b)Arms Act 1878

(c)!Foreigners Act 1946

(d)Prevention of Corruption Act 1947
(e)Foreign Exchange Regulation Act 1947
(H!Copyright Ordinance 1962;

(g)Pakistan Arms Ordinance 1965;

(h)Customs Act 1969;

(i)!'Securities Act 2015;

(j)!Emigration Ordinancd 979;

(k)'Sales Tax Act 1990;

(I)!Control of Narcotic Substances Act 1997;
(m)!Anti-Terrorism Acdt 1997;

(n)Pakistan Environmental Protection Act 1997;
(o)National Accountability Ordinance 1999;
(p)Registered Designs Ordinance 2000;
(q)TradeMarks Ordinance 2001,

(r)!Income Tax Ordinance 2001,

(s)IPrevention & Control of Human Trafficking Ordinance 2002;
(t)!Federal Excise Act 2005.

(b) Predicate offence

A question that often arises in the prosecution and adjudication of ML/TF
offencegertains topredicate offencelt is important to note thasfter an FIR is
registered for any predicate offence, a second FIR should be registered for an

?H
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offence of ML undr AMLA*" However, both the predicate offence and the
offence of ML under AMLA should be tried separately having no effect on each
otherOs finding8.

In order to prosecute the accused for money laundering, it is essentitidhat
predicate offence be investigated. A predicate offence is any criminal conduct that
facilitates a more serious offenés. mentioned abovehé¢ offences listed in the
Scheduld to AMLA have been declared as predicate offences. The proceeds from
the predicate offence typically lead ML offences. For instance, false
identification is itself a crime. It may be a predicate offence to commit lacceny
fraud if the false identity issed to withdraw money from a bank.

By way of exampleg businessman running a successful chain of restaurants
evades taxes. He dishonestly reports his annual sales and understates profits. This
offence is categ@ad as tax evasion. The profits that besinot show in his bank
statements and tax returns are dumped in an offshore account in Switzerland. In
this scenario, the offence of tax evasion is the predicate offence

However for the purposes of provingMdL offence undeAMLA, theconviction

of an accused for the respective predicate offence shall not be réjliined.
prosecution only needs to show that the proceeds of crime have been derived
from a criminal offence that is listed as a predicate offen@&hedulel to

AMLA, but it does not necessarily need to prove the elements of the predicate
offence.n fact, a acquittal for the predicate offence should not be considered
[pso factdpeneficiato the accuseiah thesubsequent FIRndtrial under AMLA®

According to AMLA, theCourtof Session@vithin its territorial jurisdiction) can
exercise jurisdiction to try and adjudicate the offences punishable under AMLA.
However if the predicate offence was triable by any court other than thed@ourt
Sessionghe offence d¥iL and all matters connected with it or incidental thereto
would be tried by the Court trying the predicate offedéis means that, for
example, if an accused is charged for the predicate offence of sale and purchase of

|
$I5QV:TT:;11:WEaQHIOl<&KHSY6' KI=H#H#K: L. ##K:12(O#8%&R:%& (12R#(BS3[3!'3CCP@J)D)C-3
$12U&13

910CIL:(:%&'(122.I"#$%& (1*.125623! |

WSQV:TT:;I1:W&aQ# .[(!@93

%"#$%6&' (1) D+C-+:-.125623!
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drugs under the Control of Narces Substances Act 1997, the offence of money
laundering may also be triable by the Special Court established suncler
legislatior>?However, where the predicate offence is triable by any court inferior
to the Court of Sessions, such predicate offeneaftence of Mland all matters
connected therewith or incidental thereto shall be tried by the Court of SeSsions.

(c) Burden of proof

In ML/TF cases under the ATA as is generally the case with most criminal
matters, the burden rests upon the prosecution to prove the offence against the
accused beyond reasonable daaldrder to secure a convicti@nd the benefit

of any reasonable doubt would go to the accesed

The knowledge, intenbr purpose required as an element of the offence of ML
under the AMLA may be inferred from factual circumstances in accordance with
the QSC?® Therefore, the burden rests upon the accused to prove that they are
not guilty of the dence of ML under the AMLA.

F<A<K'664$8 *

¥ There are no universal definitions of ML and TF and therefore must be
understood in the context of international law and domestic law.

¥ ML/TF offencesn Pakistarfall under two separate legal regimesATA
and AMLA.

¥ While ML and TFare separate offences, ML can sometimes lead to TF.
However, it is important to notémat TFcan also occur without arL.

¥ There are various methods of ML and various sourcé&$ ,0éll of which
must be kept in mind while adjudicating ML/TF cases.

¥ In order to determin¢hecharges for ML/TF offencabeelements oéach
offencej.e.,actus reuand mens reanust be proved.

|
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¥ Under the AMLA,while the offence of ML is based upormpradicate
offence, a conviction for the latter is not required for a conviction of the
former.

F<IK-,I M22-226-"#*N'-2#)%"2  *

1! What are some common methods usedniyneylaundererso conceal
illicit funds?

2. Can you list dowrd sources of TF?

3. Can youdescribe the ML/TF legal regime in Pakistan?

4 How do you define Oproceeds of crime0?

5! What is a predicate offerf2ks a conviction of a predicate offence a pre
requisite to convict an accused for the offence of ML under AMLA?

6.! How does the burden of proof wabetween the ATA and AMLA

2>
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UNIT IV: TYPES
AND SOURCES OF
EVIDENCE

Learning Outcomes

The importance of the types and sources of evidence.

What are the main sources of financial evidence.

What tracing is.

Utilizing Surveillance anthterrogation.

Use of Modern device evidence for ML/TF offences.

Use of Forensic Evidence for ML/TF offences.

Types and sources of financial evidence.

Proof of a proscribed organization, and the accusedOs relationship with
such an organization.
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J<=KIBHYOSHA' (%I *#7-*@8H-2*4"&*KY%'$(-2*%1*91) &-"(-*
1%$*D$%2-(‘#%$2

Given the complexity of Money Laundering and Terrorism Financing cases, the
types of evidence that can be used to prosecute such offences as well as the various
sources from this evidence can beantdd gain greater importance. Key sources

of evidence will include government institutions which hold datawell as
financial institutions such as banks. There are legal requirements which must be
met by the investigator to access this type of evidence storéud tivébe entities.

At times court orders will be required. In other situations, a senior pafficer

will be empowered to seek such information directly. In any case, it is important
that judges are familiar with the various types of evidence and the sources from
which they can be obtained so as to:

A) Better understand the origin of the evidence
B) To be able thear both the prosecution and defeswe of the arguments and
pronounce a judicious verdict.

In the toolkit Vol.1 (page 20) you will find various types of evidence which have
been categorized fease of reference into the following categories:

1! Confessional Statement

21 Prosecution Witness Statements

3. Financial Records

4) Personal Profiling record

5. Expert Analysis and Findings

6. Additional Evidence concerning Relationship with Proscribed
Organizations.

While there are numerous other types of evidence as well, the aforementioned

categories contain some of the most effective types of evidence in proving ML/TF
offences.
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These categories can contain the following types of evidence:
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The Sources from which the aforementioned evidence is obtained is equally
important to understand. Confessional Statements come from the accused and
the Prosecution Witness Statement cafr®m various witnesses to the crime
and therefore these categorgEsnot require further explanation. Evidence that

is sent for Expert Analysis or evidence concerning the relationship of an
individual or entity with a proscribed organization can be obtained from
numerous sources. Usually such evidence is in the posset#iie accused and

can therefore be directly traced to him/her. In ML/TF cases, a critical piece of
evidence can often be the Financial Records of individuals or organizations.
Financial records can be obtained from a finite number of entities (soumces)
Pakistan or abroad. The following is a rexhaustive list of sources and the types

of evidence or information that they can retain or provide:

! !
EYHCGD ! ;A3YCIF2;YAIFAF;VF'VD

| |
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Figure A: Sample of Income Statement
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Please review page$9124 in the AML/CFT Toolkit Vol. Ifor more pictorial
illustrations.
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It is worth mentioning here that a financial investigation involves the collection,
collation and analysis of all available information with a view towards@gsist

the prosecution of crime. The major goal of a financial investigation is to identify
and document the movement of money during the course of criminal activity.
The link between the origins of the money, beneficiaries, when the money is
received anavhere it is stored or deposited can provide information about proof

of criminal activity. Tracing is conducted to identify the various financial or other
similar assets of an accused. Tracing can be done for various different types of
assets and can revemhportant information and evidence useful to the
investigation:

Tracing

¥ Bank accountsPersonal bank accounts may contain information such
as addresses, opening deposit, security data, etc. Business accounts
typically have agreements attacheauthorize drawers and therefore
might be useful for tracing the source of incofttlestrated inFigure
B)

v  Cancelled cheque3he cheque normally showse account number,
concerned bank and the name of the payee.

v Loan Records Loan application contains financial statements,
summary of assets and bank statements. This may be helpful in
identifying hidden assets.

¥  Credit Card RecordsThe level and nature @fxpenditure may be
identifiable by monitoring the credit card usggieustrated inFigure
O).

v  Calculating Net Worth This is an indirect method of tracing. It can
be calculated by comparing the subject's net worth at the beginning and
end of a periodshows the increase or decrease in net worth.

v Locating Hidden Asset&/oney laundered may be hidden in someone
elseOs name, underneath pay down debt, transferred to tax havens or
trusts or used on insurance products.

v  Assets AbroadMoney laundered and dumped abroad may require
Mutual Legal Assistance (MLA) between countries to request and
provide assistance in law enforcement matters and enforeign
orders and judgements.

@A
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Figure B: Sample of Bank Account Statement (Financial Records)

Please review pages 178 in the AML/CFT Toolkit Vol. Il.
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FigureC: Sample of a Credit Card Statement

Please review pages 1T26in the AML/CFT Toolkit Vol. Il.

@r



! I"HB06&' (") *$H#+&,-' 01 2"/&3'A5S/H&)LI+'BHE"S/0&)1/+  07&81/5/91/+"(:&))")1,;

It is important to understand the various methods of collective evidence. At an
initial stage of investigation (as well as at more advanced stages), it may be
important to be take steps without alerting the suspeictgoinvestigated. There

are numerous reasons for this but the most important is that once alerted to the
investigation, the suspect could attempt to destroy, move, or conceal valuable
evidence. In such situation the investigating officer should utiliazero
available to them which do not alert the suspect. These include:

1.! Interception and Surveillance:

Interception:includes emails, SMS, IPDR (internet protocol detail record)
or CDR and any form of computer based or cell phbased
communication and voice analysis. It also includes any means of
communication using wired or wireless or IP (internet protota¥ed
media or gadgetry.

Surveillanceincludes data, information or material in any documented
form, whether written, through audio visual device, CCTV, still
photography, observation or any other mode of modem devices or
techniques obtained under this Act. dan further include documents,
papers, pamphlets, bookl&ds

Ways of Surveillance:

1.! Intercepting the suspectOs phone calls.
2! Time of phone calls may be monitored.

@b
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3. Tracking Devices to trace a suspectOs movement and whereabouts.
4! CCTV for tracing the sugetOs visits and interactions.

Sectionl ¢ C of the ATAintroduced through the ATA (Third Amendment) Act,
2020] empowers investigating officers to employ a myriad of techniques,
including undercover operations, intercepting communications, assessing
compuer systems and controlled deliveries to tackle cases involving Ofinancing
of terrorism under the law in force.O

Similarly, Section 94 of the AMLA [introduced by the AML (Second
Amendment) Act, 2020] promotes the usage of the same to investigate money
laundering, predicate offence and terrorism financing offences.

The evidence gathered during such investigations can be crucial in proving the
elements of the crimes of TF/ML and other predicate offences, as relevant,
resulting in higher chances of successful convictions as purported in the Action
Plan.

The /nvestigaion for Fair Trial Act 2013 (IFTAdllows authorized officers of the
Services Intelligence Agencies and the pSlicdile for a warrant of surveillance

if the applicant believes that a person is engaged in any suspicious conduct that
may result in a $eduled offence being committed.

Actions that may be taken under the warrant:

The judge may authorize the officers to take the following measures against the
suspects under the warrants, including but not limited to: interception and
recording of telphonic conversations of the suspect with any person; video
recording of persons, premises and events; interception of electronic transactions
such as remails, SMS etc.; collection of evidence through any modern device;
and use of human intelligence, cdveurveillance and property interference.
Taking over of electronic equipment that can be used in communication shall be

|
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allowed only when the authorized officer discloses a substantial threat or
possibility of an attempt to commit the scheduled offéfce.

Process to be followed once it is established that the scheduled offence was likely
to be committed:

If the data collected via the warrant reveals any elements of any scheduled offence
(under the PPC or ATA), the applicant may immediately proceedjtstez a FIR

under Section 154 of CrPé@nd hand over all the obtained evidence to the
Investigation Officer. If the data collected is insufficient to lodge an FIR, it will be
kept in custody and shall not be used without the court's permiSsion.

The afoementioned provisions are much needed and vital for investigations,
however, the rules have not yet been notified under this area.

2! Checking Assets without Notification to the Owner:

In some limited cases, ithose that fall within the ambit of thérevention

of Electronic Crimes Act, 2016 (PECA&)e Court may issue an order to a
law enforcement agency to search and seize (without the production of a
warrant) any data that may reasonably be required for\@stigation. For
more information se&ections 333 of PECA.

J<;4 +4"&AH#-*1%$*91)&-"(-*#T7$%'57*+%&-$"*P-1)(-2 *

¥ Any evidence obtained from modern devices or techniques is admissible as
perArt. 164 of the QSO.

¥ Section27B of the ATAallows convictions to béased on electronic
evidence alone, provided that the Court is satisfied with its genuineness.

¥ Section9d-A of the AMLAdlows for the usage of modern investigative
techniques in the investigation of financing of terrorism.

Although evidencebtainedthroughmodernmeandsadmissibleunderthe law,
investigative tools in Pakistan are not alwaysup to date with scientific
!
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developmentandinvestigatorsnaylacktheknow-howto obtainor analysesuch
evidence.

In cases tried by the ATC under provisions of AT Ocourt may convict the
accused on the basis of electronic or forensic evidence or such other evidence that
may have become available because of Modern devices or techffiques.O

The (QSO), Article 164 states that information may be extracted from moder
devices if the court deems it appropriate. Along with awtiaal evidence, this
provision extends to evidence from cellular devices, computers and various other
modern techniques or devices that could be used for digital stoEaggence
samples ofhis sort are collectively referred to as digital evidence. Due to the
importance of digital evidence in ATA cases, maintaining the chain of custody
for evidence is crucial for an investigation and admissibility greatly depends on
it. In this context, a caideration for the Court is whether or not there is evidence

to support the fact that the digital evidence collected has been maintained and
stored in safe custody.

ClosedCircuit Television(CCTV)

With regard to (CCTV) footage, it h&agen held that, pursuant to the insertion
of Article 164, the evidence collected through modern devices is admissible as

valid. However, the mere production of CCTV footage as a piece of evidence in
!
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Court is not sufficient for the Court to rely upon thatdence unless it is proved

to be authentic. In order to prove the authenticity of such footage, it is incumbent
upon the prosecution to examine the person who recorded or downloaded the
footagé®.

CallDataRecord(CDR)

According to Article 164 of the QSO, production of evidence through modern
devices or techniques can be used as circumstantial evidence if the court deems it
to be appropriate. In the case4tidu/ Razzaq vs. The Sidlee Court held inthis

case that Opetitioner/accused had every right to prove himself innocent by making
use of the very same call data recordO. In the cassatén v. the Stafethe

pivotal pieces of evidence obtained were SIMs and Call Data Records of the
accused, wibh corroborated the accusedOs statements.

|
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FigureD BSample of Call Detail Record (CDR)

CALLER ID RECEIVER ID | START DURATION HANGUP
CAUSE
517600 0023 (SIM| 05/01/23 0:23:23 Normal Clearing
registered unde) 01:40:12
CNIC:4210b
22543288D
XYZ)
517600 0013 06/01/23 0:02:02 Normal Clearing
02:12:32
517600 0023 (SIM| 06/01/23 0:11:12 Normal Clearing
registered unde| 03:23:23
CNIC:4210b
22543288D
XYZ)
517600 0017 06/01/23 0:00:35 Connection
04:23:23 Interruption
517600 0023 (SIM| 08/01/23 0:12:56 Normal Clearing
registered unde) 05:11:18
CNIC:4210b
22543288D
XYZ)
517600 0023 (SIM| 08/01/23 0:29:43 Normal Clearing
registered unde) 06:98:12
CNIC:4210b
22543288D
XYZ)
517600 0023 08/01/23 0:01:45 Connection
07:56:23 Interruption
517600 0098 09/01/23 0:00:14 Normal Clearing
08:09:12

Al
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EvidentiaryValueof Calls/TextMessagefom the Accused@hone

Jurisprudence of the superior judiciary highlights the issues relating to using CDR
as evidence against the accused. Some cases also elaborate upon how the accused
can utlize CDR to their benefit to discredit the case of the prosecution.

2018YLR1092KHC (SalmanAliasLambaand Anothervs.The State)

The evidence collected by the Investigating Officer included CDRs of the mobile
phones of the accuse8IMs and National Identity Cards. However, the evidence

of police officials was deemed not trustworthy because no recovery memos were
presented to satfy that the recovered cell phone SIMS were kept in safe custody.
Records also showed that there was no verification from the mobile companies as
to the identities of those to whom such SIMs were issued. Furthermore, since the
evidence did not have anyrooborative value, it weakened the case of the
prosecutor.

Forensic evidence is a crucial form of evidence and constitutes a link in the chain
of evidence that is used to prove the guilt of an accused beyond a shadow of
doubt?®® Forersic evidence is evidence arrived at by scientific or technical means,
such as ballistic or medical evidence. Forensic science deals predominantly with
the recovery and analysis of latent evidence such as fingerprints, DNA analysis,
autopsies, pathologiestc.

Under domestic law, the only definition available for forensics is found in the
Punjab Forensic Science Agency Act (2007), where forensic material is defined as
a Odocument, material, equipment, impression or any other object connected with
the commssion of an offence, a civil cause or any other proceeéfings.O

One field of forensic science, forensic accounting, refers to the analysis of
financial information, including all transactions, past records and tracing source

|
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of transfers, etc., of the ased individual or entities, to reveal important
information that can aid in legal proceedings especially in cases of financial
crimes. Forensic accounting is particularly useful for tracing TF activities and
tracing back money trails to the original sesof income, such as donations
made to terrorist organizations, or money made from drugs trafficking.

With the use of information technology, the police department has started storing
information pertaining to investigatio in computers. The computer stores
criminal records conveniently and efficiently. One consequence is making it
easier for police to collect and process information, eliminating the duplication
of paper and electronic records and the multiple entriesnoé shata.

For example, the Punjab Information Technology Board (PITB) has done
massive revamping of the outdated criminal record management system (CRMS)
of the Punjab Police. OPreviously it was a lengthy and tedious process to retrieve
records of the inidual criminals based on name, fatherOs name, caste and
address. It was almost impossible to identify criminals of each district because
there was no comprehensive and integrated criminal record sy$tem.O

The PITB has developed the CRMS based on Citizen National Identity Card
Number (CNIC). It is a digitized system that contains personal details such as
CNIC, appearance, phes, etc. of criminals. The idea is to maintain a
comprehensive database containing complete criminal profiles, including
personal information, physical appearance, modus operandi, gang, criminal
history, fingerprints and photographs that can be edslyetrieved via the
biometric data. Moreover, the manual fingerprint record is successfully digitized
and available in the CRMS database with a complete profile of individual
criminals. A system like CRMS can be utilized in various ways to investigate a
ca®. OIf a victim of a mobile phone snatching incident reports in a police station
and he remembers some details of the snatcher, an officer can apply all the known
filters and search the criminal in his own district and the Punjab séfver.O
Additionally, the Criminal Record Identifier (CRI), an application in the CRMS,

|
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also utilizes the fingerprints to identify criminals by matching the fingerprints
stored in the OMegamatcher Fingerprints Matching Library that has a matching
speed of 20 mithn fingerprints per second®loreover, on average, 50 to 60
criminals are being identified per day from different stations across Punjab due
to this application.

Electronicrecordsmaintainedby banks DFIsandotherfinancialinstitutionscan
alsobeusedto traceevidenceaelatedto terrorismfinancing.In fact,the FMU is

obligedunderthelawto maintain electronicrecordsof the STRseceivedy the

financialinstitutions. After receivingan STR,if the FMU suspectshat the actis

relatedto terrorism, it mayforwardthe casdor furtherinvestigatiorto the CTW

of the FIA. Theseinvegigationsmay,however run parallelto the investigation
run bythe CTD of the Policeif the policediscoverafinancialtrail to theterrorism

act.

J<FKO1)&-"(-*I$%6*D$%2($)/-&  *$54")24#)%"2 *

There are certain pieces of evidence which can be used to link the accused to the
proscribed organization and these include, but are not limited to:

Pamphlets;

Receipt books;

Writing Instruments;

Loudspeakers;

Skin Hides etc. for theollection of donations.

K K K K K

As per Section 2 (c) of the QS@evidenceO includes all statements which the
Court permits or requires to be made before it by witnesses, in relation to matters
of fact under inquiry; such statements are called oral evidence; and all documents
produced for the inspection of the Coursuch documents are called
documentary evidence.

&IP2U&I3
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Pamphlets, receipt bookand writing instruments can be classified as
documentary evidence under the domestic legal framework. Examples of
documentary evidence can include photographs or, in a terromamding

case, can also include the publications, literature or any other material being
used by the proscribed entity/ individual to commit acts mentioned under
Section 11F, H of the ATA 1997.

Documentary evidence is required to be proveddoordance with the
provisions of QSQOA document, unless proved and exhibited at the trial in
accordance with law cannot be termed as eviddimeeinvestigation officer

has to take such evidence into possession for it to be used as prosecution
evidence.

Pertaining to the other evidence, which can help establish the relationship
of the accused with a proscribed organization, such as physical evidence
(objects), like loudspeakers, collection of skin hides etc. is classified as
circumstantial evidence undé¢he legal framework, which can be used to
corroborate or support other direct evidence. All facts, except the

contents of documents, may be proved by oral evidditeefore, such
evidence must be exhibited and the testimony of witnesses can be used to
admit such evidence.

Article 164ead withArticle 59 of the QS@lows modern forensic science

to enter courts through the credible and valued scientific opinions of experts
as evidence, in order to arrive at the trdthe testimony of a skilled witag

Is an important source of circumstantial evidence which is admissible under
Article 59 of QSOFurthermore, Section 510 Cr.P.Gllows reports of
certain listed experts to be admitted into evidence.

The knowledge, intent or purpose behind an offeho®t proved through

oral or documentary evidence may be proved through inference drawn from
facts/circumstances of each case in accordance with rules regarding
relevancy of facts provided in the QaresbShahadat Order, 1984.

Acd
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¥ Knowledge of the types and sources of evidence will dilmges to
adjudicate ML/TF cases with the requisite knowledge about the
complexities of such cases.
¥ There are numerous types of evidence but the most important types are
contained in the following categories:
o! Confessional Statement
o! Prosecution Witness Statements
o! Financial Records
o! Personal Profiling Record
o! ExpertAnalysis and Findings
o! Additional Evidence concerning Relationship with Proscribed
Organizations.
¥ Tracing is the process of identifying the assets of a suspect.
¥ Methods of collecting initial evidence include
o! Interception and surveillance
o! Checking assetsithiout notification to the owner
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¥

¥

The QSO, Article 164 states that information may be extracted from
modern devices if the court deems it appropriate.

Forensic evidence is a crucial form of evidence and constitutes a link in the
chain of evidence that isets to prove the guilt of an accused beyond a
shadow of doubit.

A financial investigation involves the collection, collation and analysis of
all available information with a view towards assisting in the prosecution
of crime.

J<LKK-,| N$22-226-"#*N'-2#)%"2  *

1!
21

3.
4l
5l

Identify 3 ways of conducting surveillance.

Is evidence obtained through Modern Devices admissible in Court? If so,
under what provision is it admissible?

What are some types of modern devices?

List downevidence obtained through modern devices.

What are some forms of evidence that can link the accused to a proscribed
organization?llustrate potential evidence in this scenario.

BE



! I"HB06&' (") *$H#+&,-' 01 2"/&3'A5S/H&)LI+'BHE"S/0&)1/+  07&81/5/91/+"(:&))")1,;

UNIT V: Jurisdiction
of Courts

Learning Outcomes

¥ The prisdiction of the courts under the ATA and AMLA.

¥ The powers available to an ATC pertainingte-trial detention, disposal of
property, attachment of terrorist property, usage of certain investigative
techniques, bail, remand, duration of impoundingpaksportforfeiture of
any money or other property, remission of sentence, and various types of
extensions.

¥ The powers available to a judge under AMLA pertainingttachment of
property, usage of certain investigative techniques, entry into any place,
search, seizure, retention of property or records, and various types of
extensions.
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This Section of the Manual focuses on plogvers available to judgesgarding
ML/TF offences under the ATA and AMLAhar role in this regard primarily
pertains toauthorizingactsinvolving serious invasions of civil rightSor the
ATCs this includesore-trial detention disposal of property, attachment of
terrorist property, usage of certain investigattechniques, bail, remand,
duration of impounding of passpoffprfeiture of any money or other property,
remission of sentencand various types of extensions.

For judges under the AMLAis includesattachment of property, usage of certain
investigatve techniques, entry into any place, search, seizure, retention of
property or recordsand various types of extensio@enerally, such acts are
lawful only upon prior written judicial authorizatiomhe standard for issuance

of such orders by the judgesuld varydepending on the particular provision of
law.

L<;¢ >"#) NB-$$%%$)26*>(#*=QOR

¥ ATCs have jurisdiction to try scheduled offeritasnder the ATA,
including ML/TF offences. The primary test for jurisdiction of any
particular ATC is that of territorial jurisdiction, i.e., the ATC within the
territorial limits in which the offence was committéd.

[
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I While trying any offence under the ATAn ATC may also try any other

offence with which an accused may be charged with at the same trial if the
offence is connected with such other offefice.

I During any trial of any offence under the ATA, if it is found that the

accused has committed any etloffence under the ATA or any other law,
the ATC may convict the accused for such other offence and pass any
sentence authorized by the ATA or such other’faw.

I The ATC does not have the power to withdraw any case pending within or

outside its jurisdicon before a regular court working under the
administrative control of High Court.

1 If after taking cognizance of an offence, an ATC is of the opinion that the

offence is not a scheduled offence, , notwithstanding that it has no
jurisdiction to try such offence, it shall transfer the case for trial of such
offence to any court having jurisdiction under the CrPC.

1 A trial under the ATA of an offence by an ATC, and the appearance of an

accused before it, shall have precedence over the trial of arycase
against the accused in any other court, except the High Court in its original
jurisdiction.”® The rationale behind this provision is to speed up the
adjudication of cas€s.

1 If a case is transferred from one ATC to another ATC under Section 28 of

the ATA, the ATC to which the case is transferred under shall proceed with
the case from the stagevdtich it was pending immediately before such
transfer, and it shall not be bound to recall artteer any witness who has
given evidence, and may act on the evidence already recorded.

The ATA providevariouspowers to thgudge of an ATGhatare to be exercised
during the pretrial or inquiry/investigation, trial, and po4tial stages
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Section 11EEEE: Preventive detention for inquiry

¥ A person against whom an order for preventative detention has been
passed by the Government, armed forces, or civil armed forces under this
provision is tobe produced ircamera before the presiding officer of the
ATC"within 24 hours of his detentian

¥ Suwh person shall be producédfore the presiding officer of the ATC
when any extension in the period of detention is requééted.

¥ The presiding officer of the ATC shall have the authority to inspect the
detention centravhere thedetenuis keptensuringthat the custody is in
accordance with the law for the time being in féfce.

Section 11EEEEE: Prohibition on disposal of property

¥ Orders passed by the relevant officer not to remove, transfer or otherwise
dispose of property which is the subject matter of the inquiry or
investigation before an order of the appropriate authority for its seizure is
obtained, shall bgubject to any ol made by thATC having jurisdiction
in the matter®*

Section 11P: Application by investigating officer to Court

¥ The ATC may graran order for attachment of terrorist properipon an
application by an investigating officg#?
¥ Such an ordeshall:
o! Provide for attachment of the terrorist property for a period
specified in the order or pending completion of the investigation!
and

CIEKI&(IVE&BL:UBH(SHIUSW KHI%V#I<&B8Y%KESY!:(;I"#88& (8!1GQ; R#I'KI%VH#I5: R&BYK:%o#!:]]' &(%6#; I Q(#KI%VH"V:K&: V!
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o! Require notice to be given to the peréamm whom such property
was attached and to any other person who is affected by and
specified in the ordéf.
¥ Any cash attached shall be held in a profit and loss account and the profit
and loss so earned shall be added to it on its release or foffeiture.

Section 19C: Application of investigation technidties

¥ The ATC may grant permission to the investigation officer to use (within
60 days of such permission) techniques including undercover operation,
intercepting communications, accessing computer systed controlled
delivery for investigation of TF.

¥ If the ATC is satisfied on the basis of the situation or reasons given in the
written requestjt may extend the 6@ay period for another 60 days upon
a written request.

Section 21D: Bail

¥ Only anATC, a High Court, or the Supreme Court of Pakistan shall have
the power or jurisdiction to grant bail to, or otherwise release, an accused
person in a case triable by an ATC.

¥ The ATC may admit a person to bail unless satisfied that there are
substantial gounds for believing that if the person is released on bail
(whether subject to conditions or not), he would:

o! Fail to surrender to custody!

o! Commit an offence while on bail!

o! Interfere with a witness! or otherwise obstruct or attempt to obstruct
the courseof justice, whether in relation to himself or another
person! or

o! Fail to comply with the condition of release (if any).

¥ In exercising its powers in relation to a person seeking bail under the ATA,
the ATC shall consider (among other relevant factors):

o! The nature and seriousness of the offence with which the person is

GI"#$9%&'(ICC[+)-.12F23 |
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charged!
o! The character, antecedents, associations and community ties of the
person!
o! The time which the person has already spent in custody and the time
which he is likely to spend in custod he is not admitted to bail!
and
o! The strength of the evidence of him having committed the offence.
¥ Without prejudice to any other power to impose conditions on admission
to bail, the ATC may impose such conditions as it considers:
o! Likely to resultni the personOs appearance at the time and place
required including very high bail sureties! or
o! Necessary in the interests of justice or for the prevention of crime
including surveillance of the person granted bail to monitor his
activities anaequiringhim to report to the concerned police station
at specified intervals.
¥ The ATC may, at any time, if it considers necessary, by special or general
order, direct special arrangements to be made as to the place at which a
person charged with an offence untieg ATA is to be held in order to:
o! Prevent his escape! or
o! Ensure his safety or the safety of others.
¥ Bail is a discretionary matter. Such discretion is to be exercised with
caution and in accordance with 1&W.

|
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Section 21 Remand

¥ Where gperson is detained for investigation, the investigating officer shall
produce the accused before the ATC within 24 hours of the arrest
(excluding the time necessary for the journey from the place of arrest to the
ATC) and may apply for remand of the acalszpolice custody.
¥ The remand period will only be extended if the ATC feels that more
evidence may be available and is satisfied that no bodily harm has been or
will be caused to the accused.
¥ Certain guidance on remand to police custody contained in_tifere
High Court Rules (Volume I, Chapter 11, Payt &beit in the context of
remand under the CrPC, may be useful in granting remand under the ATA.
Such guidance may include:
o! Non-completia of police investigation does not justify detention by
the police;
o! Remand to be granted in cases of real necessity;
o! The Magistrate should discourage tendency of the police to take
remand to extort confession;
o! Remand cannot be granted for more than 15 days
o! Accused must be produced before the judge who should satisfy
himself about necessity for remand,;
o! Reasons for grant of remand to be recorded;
o! Procedure when a remand for more than 15 days is required for
completion of the case,;
o! Right of accused to accéssounsel and friends;
o! Principles to be applied in remand cases:

I'l Under no circumstances should an accused person be
remanded to police custody unless it is made clear that his
presence is needed in order to serve some important and
specific purpose connesxl with the completion of the
inquiry. A general statement by the officer applying for the
remand that the accused may be able to give further
information should not be accepted,;

' When an accused person is remanded to police custody the
period of the remaah should be as short as possible;

BB
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'l In all ordinary cases in which time is required by the police to
complete the inquiry, the accused person should be detained
In magisterial custody;

I'l Where the object of the remand is merely the verification of
the prisonerOs statement, he should be remanded to
magisterial custody;

'l An accused person who has made a confession before a judge
should be sent to judicial loakp and not police lockip after
the confession has been recorded. If the police subsequently
requre the accused person for the investigation, a written
application should be made giving detailed reasons as to why
he is required, along with an order obtained from the judge
for his delivery to them for the specific purposes named in the
application. Ifan accused person, who has been produced for
the purpose of making a confession, has declined to make a
confession, or has made a statement which is unsatisfactory
from the point of view of the prosecution, he should not be
remanded to police custody.

¥ Regarding the list of cases fixed before the court, remanded cases take
priority over all other cases except postponed cases, unless directed
otherwise by the couft.

Section 28A: Impounding of passport of persdrargesheetedunder the
ATA

¥ The ATC may determine as it deems fit, the period for which the passport
of a person who is accused of an offence under the ATA, shall be
impounded.

Section 19Procedure and Powers of the ATC

¥ An ATC shall commence trial upon receiving the report urkation 173

|
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of the CrP(either by the investigating officer of police or an investigating
officer of police not below the rank of Inspector).

1 However, if an ATC receives an interim report under Section 173 of the

CrPC (by the investigating officer or the JIT through the Public
Prosecutor), the ATC shall commence the trial based on the interim report,
unlesghe Court decides that the trial may not so commence for reasons to
be recorded.

1 Any default on the part of an officar-charge of a police station, an

investigating offier or any other person required by law to perform any
functions in connection with the investigation, that results in, or has the
effect of, delaying investigation or submission of the report under Section
173 of the CrPC, shall be deemed to be a wildolbdidience of the orders

of the ATC The person committing the default shall be liable to be
punished for contempt of court.

I The ATC may directly take cognizance of a case triable by such court

without the case being sent to it un&@sction 190 of the €cC.

1 Where an accused has been released from police custody or the custody of

any other investigating agency joined in an investigation uBdetion 169

of the CrPC or has been remanded to judicial custody, the ATC may make
an order for placing him in policeustody or the custody of any other
investigating agency joined in investigation for the purpose of further
investigation in the case. This must be on good grounds being shown by a
public prosecutor or a law officer of the Government, and reasons must be
recorded in writing. An ATC shall be deemed to be a Magistrate for this
purpose.

I The Court shall, on taking cognizance of a case, proceed with the trial on a

day-to-day basis and shall decide the case within seven days. If they fail to
do so, which the nter shall be brought to the notice of the Chief Justice
of the High Court concerned for appropriate directions, keeping in view
the facts and circumstances of the case.cNimpliance may render the
presiding officer of the ATC liable to disciplinary antby the concerned

High Court.

1 An ATC shall not give more than two adjournments during the trial of the

case and that also imposition of exemplary costs. lf¢fencecounsel
does not appear after two consecutive adjournments, the Court may
appoint a Site Counsel with at least seven years standing in criminal
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matters for thedefenceof the accused. The State Counsel will be selected
from a panel of advocates maintained by the Court for the purpose in
consultation with the Government and shall proceeth the trial of the
case.

¥ Notwithstanding anything contained in Section 7 of the Explosive
Substances Act 1908, or any other law for the time being in force, if the
necessary consent or sanction of the appropriate authority is not received
within thirty days of the submission of challan in the ATC, it will be
deemed to have been given or accorded and the ATC shall proceed with
the trial.

Section 21Hb Conditional admissibility of confession

¥ An ATC may consider any confession made by the accused during
investigation without being compelled before a police officer not below the
rank of a District Superintendent of Police admissible in evidence against
such accused. However, the evidence (which includes circumstantial and
other evidence) produced raises gintesumption that there is a reasonable
probability that the accused has committed the offéhce.

Section 2B Punishment for defective investigation and reward for successful
investigation

¥ If an ATC concludes that the investigating officer, or ott@ncerned
officers have failed to carry out the investigation properly or diligently or
have failed to pursue the case properly and in breach of their duties, the
ATC can, after conducting summary proceedings, punish the delinquent
officers with:
o! Imprisonment which may extend to two years; or
o! Fine; or
o! Both.
¥ A symbolic punishment dPKR 10,000 was awarded to police officers for
conducting improper and defective investigation in a criminal case of
kidnapping for ransoni®

011:##TI>Q88:&(  .I(14A3
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Section 11Q: Forfeiture

¥ Under Sections 11H to 11M of the ATke ATC may make a forfeiture
order either during a trial or at the conclusion of proceedings.
¥ Where a person is convicted of an offence uissation 11H(1) or (2) or
Section 111 of the ATAheATC may order the forfeiture of any money or
other property which:
o! He had in his possession or under his control at the time of the
offence! and
o! He intended that the money or the property should be used, or had
reasonable cause to suspect might bed,u$or the purposes of
terrorism.
¥ Where a person has been convicted of an offence @wiion 11H(3) of
the ATA, theATC may order the forfeiture of any money or other property
which:
o! He had in his possession or under his control at the time of the
offence! and
o! He knew or had reasonable cause to suspect, at the time, any money
or property would or might be used for the purposes of terrorism.
¥ Where a person is convicted of an offence urgbmtion 11J of the ATA
the ATC may order the forfeiture of the mey or other property:
o! To which the arrangement in question related! and
o! Which, at the time of the offence, he knew or had reasonable cause
to suspect would or might be used for the purposes of terrorism.
¥ Where a person is convicted $éction 11K of the PA, the ATC may
order the forfeiture of the money or other property to which the
arrangement in question related.
¥ Where a person is convicted of an offence under any @d¢begons 11H
to 11K the ATC may order forfeiture of any money or other property
which, either wholly or partly, and directly or indirectly, is received by any
person as a payment or other reward in connection with the commission
of the offencetHowever, in case of a jointly owned property, the shares of
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a person in the said property wisnot convicted shall not be subject to
such order of forfeiture.

¥ Where theATC is satisfied that property subject to forfeiture cannot be
forfeited, it may order the forfeiture of any other property of the accused
of an equivalent value to the propesybject to forfeiture which stands
identified or located in another jurisdiction.

¥ A person, other than an accused, claiming ownership or interest in any
property or assets suspected to be terrorist property, may within a period
of fifteen days of freezingf the account or of taking into possession or
control of such property or assets, as the case may be (or within such
extended period as t#el' C may, for reasons to be recorded, allow) file his
claim before th&TC. TheATC shall decide such claim aftevigig notice
to the prosecution and hearing the parties.

Section 11R: Evidentiary standard for forfeiture

¥ The ATC may pass an order for forfeiture undSection 11Q of the ATA
upon conviction and only if satisfied on reasonable grounds that the money
or other property is a terrorist propertyfhe ATC must also give an
opportunity to be heard to any person who:
o! Is not a party to the proceedings! and
o! Claims to be the owner of atherwise interested in any of the
money or other property which can be forfeited.
¥ An order may be made under Section 11Q of the ATA, whether or not
proceedings are brought against all the persons for an offence with which
the money or other property is moected.

Section 11TDeposit of money or other property in a fund

¥ Anymoney or other property to which a forfeiture order under Sedtid®
of the ATAapplies, along with any addition, return, profit, or loss accrued,
shall be deposited into a special fund authorised by the Federal
Government after the 3@ay limitation period within which an appeal
against the forfeiture order may be brought.
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Section21FPRemissions

¥ No remission in any sentence shall be granted to a person who is convicted
and sentenced for any offence under the ATA. However, in case a child is
convicted and sentences for an offence under this Act, on satisfaction of
government, mape granted remission as deemed appropriate.

¥ The act of refusing remission to an accused does not amount to
punishment for the same offence more than dhce.

L<P<"#) M%"-8*34"'&-$)"5*>(#*:S=S  *

¥ The Court of Sessions established under thBCCshall, within its
territorial jurisdiction, exercise jurisdiction to try and adjudicate the
offences punishable underghAMLA. Where the predicate offence is
triable by any court other than the Court of Session, the offeMk ahd
all matters connected therewith or incidental thereto shall be tried by the
Court trying the predicate offencdowever, where the predicate offence
is triable by any court inferior to the Court of Session, such predicate
offence, the offencef ML and all matters connected therewith or
incidental thereto shall be tried by the Court of Ses&ion.

¥ No Court shall have jurisdiction to entertain any suit or proceedings in
respect of any matter which the Court is empowered by or under the
AMLA to determineand no injunction shall be granted by any court or
other authority in respect of any action taken or to be taken in pursuance
of any power conferred by or under AMEA.

The AMLA provides various powers to the judge that are to be exercised during
the pretrial or inquiry/investigation and trial stages.
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Section 8: Attachment of Property involved in Money Laundering

¥ The court has the power to grant permission toitivestigating officeto
provisionally attach a property, which he reasonably believes to be the
property involved irML for a period not exceediri@0days from the date
of the order.

¥ The court may grant a further extension for a period of ulBtadays.

¥ The court is to beubmitted monthly reports by thavestigating officer
who provisionally attaches the property.

¥ Mere passing of a provisional attachment order urelertion 8 of AMLA
does not in any manner prejudice the petitioffer.

Section 9: Investigation

¥ The Court can confirm the attachment of the property involved in ML or
retention of property or record seized upon an application filed by the
investigating officer.
¥ The Court may, pass an order confirming the attachment, retention,
seizure, or, release of the property after giving an opportunity of hearing to
the persons concerned with the property attached. The attachment,
retention or seizure of the property shall:
o! Continue during the pendency of the proceedings relating to any
predicate offence or ML before the Court; and
o! Become final if it is proved in Court that the property is the property
involved in ML.
¥ Where the property seized is perishable in nature oestty speedy and
natural decay, or when the expense of keeping it in custody is likely to
exceed its value, the Court may, on the application of the investigating
officer, order immediate sale of the property in any manner deemed
appropriate in the circulstances.
¥ Where the attachment of any property or retention or seizure of the
property or record becomes finéit is proved in Court that the property
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is the property involved in Mlthe Court shall make an order for forfeiture
of such property.

¥ After passing such order of forfeiture, the Court shall direct the release of
all properties other than the properties involved in ML to the persons from
whom such properties were seized.

¥ Where on conclusion of a trial for any predicate offence and ML the
accuseds acquitted, the attachment of the property or retention or seizure
of the property or record and net income, if any, shall cease to have effect.

Section 9A: Application of Investigation Techniqglies

¥ The court may grant permission, lasting sixty days, tarhestigating
officer to use investigativeechniques including undercover operations,
intercepting communications, assessing computer system and controlled
delivery for investigation of offencetML, associated predicate offences
and TF.

¥ The court may extendheinitial period of sixty dayfor a further period of
sixty days by on aritten request. The court may grasiichextension, if
it is satisfied on the basis thie situation or reasons gen in the written
request.

Section 13: Power of Survey

¥ The Court may grant permission to thevestigating officeto enter any
place
o! Within the limits of the area assigned to him; or
o! In respect of which he is authorized for the purposes o$é¢aison
by such other authority who is assigned the area within which such
place is situated
at which any act constituting the commission of such offence is carried on,
and may require any proprietor, employee or any other person who may at
that time andplace be attending in any manner to, or helping him in, such
act so as to:
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o! Afford him the necessary facility to inspect such record as he may
require and which may be available at such place;

o! Afford him the necessary facility to check or verify the preceéd
crimes or any transaction related to proceeds of crimes which may
be found therein; and

o! Furnish such information as he may require as to any matter which
may be useful for, or relevant to, any proceedings under AMLA.

Section 14: Search and Seizure

¥ Where the investigating officer, on the basis of information in his
possession, has reason to believe that any person

o! Has committed any act which constituMk;

o! Is in possession of any property involved in money laundering; or

o! Is in possession of any record which may be useful for or relevant to
proceedings undehAMLA;

the Court may grant him (oany officer subordinate to hind authorize
by him) permission to:

o! Enter and search any building, place, vessel, vehicle or aircraft where
the investigating officelnas reason to suspect that such record or
properties are kept;

o! Break open the lock of any door, box locker, safe, almirah or other
receptacles for exercisinet powers conferred bthe previous
clause where the keys thereof are not available;

o! Seize any such record or property found as a result of such search;

o! Place marks of identification on such record or make, or cause to be
made, extracts or copies therefrom

o! Make a note of any inventory of such record or property; or

o! Examine any person, who is found to be in possession or control of
any such record or property, in respect of all matters relevant for the
purposes of any investigation undevLA.

¥ However the courtOs permission need not be sought where immediate
action is required, in which case prior permission of the senior officer of
the concerned investigating or prosecuting agency not below the rank of
an officer of B0would be required.
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Section 10: ¥sting of property in Federal Government

¥ Where theCourt is of the opinion that any encumbrance on the property
or leasehold interest has been created in property attachwat Section 8
or seized unde§&ection 14 of AMLAvith a view to defeat the provisions of
AMLA, it may, by order, declare such encumbraocéasehold interest
to be void.

¥ TheCourt may pass such ordafter giving an opportunity of being heard
to any other person interestedsach property.

¥ After such order is passed, thmoperty shall vest in the Federal
Government free from such encunalnces or leasehold interest.

Section 17: Retention of Property

¥ Where the investigating officer thinks it expedient to retain property seized
under Sections 14 or 15 of AMLAr the investigation undeSection 9 of
AMLA, he may do so for a maximum peri@dd0 days from the time such
property was seized.

¥ In such a situationhie Court shall be informed by the investigating officer
aboutany peculiar nature of the seized property and, where necessary, seek
appropriate directions for its proper cataring retention.

¥ The CourtOs permission mhagsought for retention beyond the initial 90
day period, provided it isatisfiedhat the property igrima facieproperty
involved in ML and the property is required for the purposes of
investigation undefBection 9of AMLA.

Section 18: Retention of Records

¥ Wherethe investigating officer decides to retain aagord seized under
Sectiors 14 or 15f AMLA for theinvestigation undeAMLA, he maydo
sofor amaximumperiodof 90days from the time theecord was seized.

¥ The Courtmay authorize¢he retention of records beyond timtial 90-day
period provided it issatisfed that the records were required for the
purposes of investigation
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Section 21: Offences to be cognizablermrdbailable
¥ The Court shall not take cognizance of any offence punishable under
Section 4of AMLA except upon a complaint in writing made: by
o! The investigating officer; or
o! Any officer of the Federal Government or a Provincial Government
authorized in writing in this behalf by the Federal Government by a
general or special order made in this behalf by that Government.
Section 19: Presumption as to records or property in certain cases

¥ The Courts may presume, that the signature and evdngrgpart of the
record which purports to be in the handwriting of any particular person is
in that personOs handwriting; and in the case of a record executed or
attested, that it was executed or attested by the person by whom it purports
to have so executer attested.

Section 29: Reciprocal arrangements for processes and assistance for transfer
of accused persons

¥ Where a Court, in relation to the offenceMif, desires thad:
o! Jummons to an accused person;
o! Warrant for the arrest of an accused person;
o! Summons to any person requiring him to attend and produce a
document or other thing or to produce ar
o! Search warrant
issued by it shall be served or executed at any place in any contracting State,
it shall send such summons or warrant in duplicate in such form, to such
Court, judge, or magistrate through such authorities as the Federal
Government may specify in this béfrend thatCourt, judge or magistrate,
as the case may be, shall cause the same to be executed.
¥ Where a Court, in relation to an offence punishable under Section 4 of
AMLA has received for service or execution a:
o! Summons to an accused person;
o! Warrant forthe arrest of an accused person;

ce
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o! Summons to any person requiring him to attend and produce a
document or other thing, or to produce it; or
o! Search warrant

issued by &ourt, judge or magistrate inGontracting State, it shall cause
the same to beerved or executed as if it were a summons or warrant
received by it from another court in the said territories for service or
execution within its local jurisdiction

¥ Wherea warrant of arrest has been executed, the person arrested shall be
dealt with inaccordance with the procedure specified urfgketion 160f
AMLA (provided that this exercise of power is not, in any manner, likely
to prejudice the sovereignty, security, national interest or public order).

¥ Where asearch warrant has been executed, ttagerial found in this
search shall, so far as possible, be dealt with in accordance the procedure
specified undegectiors 14 and 1®f AMLA (provided that this exercise of
power is not, in any manner, likely to prejudice the sovereignty, security,
nationd interest or public order).

¥ Where the person transferred to Pakistan is a prisonerGordracting
State, the Court in Pakistan shall ensure that the conditions subject to
which the prisoner is transferred to Pakistan are complied with and such
prisonershall be kept in such custody subject to such conditions as the
Federal Government may direct in writing.

Section 30: Attachment, seizure and forfeiture etc., of property in a
contracting State or Pakistan

¥ If the property is suspected to be i€antracting Sate, theCourt on an
application by the investigating officer, may issue a letter of request to a
Court or an authority in the contracting state for execution of such order.

L<JkK'664$8 *

¥ ATCs havgurisdiction to try scheduled offences under the ATA, including
ML/TF offences.

¥ While trying any offence under the ATA, an ATC may also try any other
offence with which an accused may, under the Gr®€hargedt the same
trial if the offence is connected with such other offence.
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1 Certain powers are available to judgggardingML/TF offences under the

ATA and AMLA. Their role in this regard primarily pertainsaaethorizing
actsinvolving serious invasions of civil rights.

I Generally, such acts are lawful only upon prior written judicial

authorization. The standard for issuance aftsarders by the judges could
vary depending on the particular provision of law.

I The ATA provides various powers to the judge of an ATC that are to be

exercised during the piteial or inquiry/investigation, trial, and postial
stages. Thegertain topretrial detention, disposal of property, attachment
of terrorist property, usage of certain investigative techniques, balil,
remand, duration of impounding of passpdurfeiture of any money or
other property, remission of sentence, and various typedaisons.

1 The Court of Sessions established under the CrPC shall exercise

jurisdiction to try and adjudicate the offences punishable under the AMLA.

1 Where the predicate offence is triable by any court other than the Court of

Session, the offence of Mdnd all matters connected therewith or
incidental thereto shall be tried by the Court trying the predicate offence.
However, where the predicate offence is triable by any court inferior to the
Court of Session, such predicate offence, the offence of Mdllandtters
connected therewith or incidental thereto shall be tried by the Court of
Session.

I The AMLA provides various powers to the judge that are to be exercised

during the pretrial or inquiry/investigation and trial stages. Thesetain

to attachmenm of property, usage of certain investigative techniques, entry
into any place, search, seizure, retention of property or records, and various
types of extensions.

DE



! I"HB06& (") *$H#+&,-  JO1 2"/&3'A5S/H&)LI+'5HE"S0&)1/+  07&81/5/91/+"(:&))")1,:

L<LKK-,I M22-226-"#*N'-2#)%"2  *

1! If after taking cognizance of affence, you are of the opinion that the
offence is not a scheduled offence, what would you do?

21 You have received an application from an investigating officer for the
attachment of terrorist property. What should your order provide for?

3. What factors wouldou consider when deciding a claim filed ljyeason
other than an accused, claiming ownership or interest in any property or
assets suspected to be terrorist property that has been frozen or taken
possession of?

4) Please fill the following table
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%d&Nhat kind of order could you pass if you receimeapplication from an
investigating officer foconfirming the attachment of property involved in
ML or retention of property or record seized? What would be your thought
process?

‘& What kind of order would you pass if you receive an application from an
investigating officer foconfirming the attachment of property involved in
ML that is perishable?

(& When granting permission to the investigating officer to enter any place,
what canyour order provide for?

)& What directions could you issue regarding the proper care of seized
property that the investigating officer wishes to retain?
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*& What course of action would you adopt if you receive a warrant of arrest of

an accused person issued lmpart in a contracting State?
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UNIT VI: Sentencing

Learning Outcomes

¥l Sentences available under the various ML/TF offences.

¥ Sentencing guidelines available in various legal sources.
|

D®



! IS8 (") *SH+&, -

101 2"/&3'45$/#&)1/+'5/#'6"$/0&)1/+'

07&81/5/91/+"(:&))")1,;

T<IK-"#-"(-2*%1*+06"-8*34""&-$) "5*4"&* @-$$%6$) 24+

?2)"4"()"5*.11-"(-2

The sentences for the various ML/TF offences in the ATA and AMLA are

describedelow.
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Notwithstanding anything contained in any law or prison rules fotithe being

in force, no remission in any sentence shall be allowed to a person who is
convicted and sentenced for any offence under the AFawever, a child
convicted and sentenced for an offence under the ATA may be granted remission
as deemed appropriate, upon the satisfaction of the Federal Government or, as
the case may be, the Provincial Governniént.

T<;& K-"#-"()"5*U")&-,)"-2 *

Pakistan laks any definitive statute pertaining to sentencing. Similarly, there are
no provisions that deal with prgentence hearing or highlight the procedures to
obtain presentencing reports. The lack of uniformity in these sentences is further
exacerbated by thebsence of any sentencing commission which consequently
even leads to poesentencing effects being left unmonitored. However, there are
some sentencing guidelines that exist in various legal sources.
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Under theATA, subject to its provisions, the ATCs shall, for the purpose of trial

of any offence, have all the powers of a Court of Sessions and shall try such offence
as if it were a Court of Session as far as may be in accordance with the procedure
prescribed irthe CrPC for trial before a Court of Sesstidnder the AMLA, the

Court of Sessions established under the CrPC shall, within its territorial
jurisdiction, exercise jurisdiction to try and adjudicate the offences punishable
thereunder and all matters prioled in, related to, or arising from the AMLR.
Furthermore, the provisions of the CrPC shall, in so far as they are not
inconsistent with the provisions of AMLA, apply to arrest, bail, bonds, search,
seizure, attachment, forfeiture, confiscation, ingadion, prosecution and all

other proceedings under AMLR! Accordingly, the provisions pertaining to
sentencing contained in the CrPC would, apply to the proceedings under the ATA
and AMLA subject to their respective provisions.

Some guidelinggrovidedin the CrPCare as follows:

¥ A Sessions Judge an Additional Sessions Judge may pass any sentence
authorized by law. However, any sentence of death passed by any such
Judge shall be subject to confirmation by the High C6tirt

¥ An Additional SessioaJudge may pass any sentence authorized by law,
except aentence of death or of imprisonment for a term exceeding seven
years®

¥ When a person is convicted at one trial of two or more offences, the Court
may, subject to the provisions &ction 71 othe PPC sentence him for
such offences, to the several punishments prescribed therefore which such
Court is competent to infligt**

¥ Punishmentdor two or more offences thabnsist of imprisonmerdre to
commence one after the expiration of the other in such order &othe

) I"#$%& ' (ICA+C@-.12F 23!
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may direct, unless th€ourt directs that such punishments shall run
concurrently'®

In the case of consecutive sentences, it shall not be necessary for the Court
to send the offeral for trial before a higher Court, by reason only of the
aggregate punishment for the several offences being in excess of the
punishment which it is competent to inflict on conviction of a single
offence, provided that in no case shall a person be sedtetac
imprisonment for a longer period than 14 ye@&¥s;

For the purpose of appeal, the aggregate of consecutive sentence passed
under Section 35 of the CrP@ case of conviction for several offences at
one trial shall be deemed to be a sisglgencg®’

In a case where, by reason of a previous conviction the accused has been
charged undertSection 2247) of the CrPCthe Court, after finding the
accused guilty of the offence charged and recording a conviction, shall
record the plea of the acaukin relation to such part of the chargf the
accused admits that he has been previously convicted as alleged in the
charge, the Court may pass a sentence upon him according to law, and if
the accused does not admit that he has been previouslytearascalleged

in the charge, the Court may take evidence in respect of the alleged
previous conviction, and shall record a finding thereon, and then pass
sentence upon him according to (&%

Where a Court decides to pass a sentence of imprisonmentantased

for an offence it shall take into consideration the period, if any, during
which such accused was detained in custody for such gHf&nce

In passing a sentence on an accused for any offence, a Court may take into
consideration angcandalous or false and frivolous plea taken by him or

on his behalf!
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Part AbGeneral

¥ The determination of appropriate punishment after the conviction of an
offender can be quite difficult and thus requires careful consideration;
¥ The law prescribes the nature and the limit of the punishment permissible
for an offence, but the Court must determine in each case a sentence suited
to the offence and the offender;
¥ The maximum punishment prescribed by the law for any offence is
intended for the gravest of its kind and it is rarely necessary in practice to
go up to the maximum;
¥ The measure of punishment in any instance depends upon a variety of
considerations, such:as
o! The motive for the crime;
o! Its gravity;
o! The character of the offender;
o! His age;
o! Antecedents; and
o! Other extenuating or aggravating circumstances, such as:
I'l Sudden temptation;
I'l Previous convictions, etc.

Part BDFine

¥ A fine is the lightest form gbunishment which a Criminal Court can
impose, but care should always be taken to see that the fine is not excessive
with reference to the means of the offender;

¥ Indiscriminate imposition of fines without due regard to the capacity of the
convict to pay ibnly results in waste of time of the Courts and the police
in attempting to realise it, and causes harassment to the convicted and his
dependants;

¥ Courts are empowered to impose imprisonmentiefault of payment of
fine, but such imprisonment can only be awarded subject to the limitations
prescribed inSections 64 to 67 of the PPC.

<E4
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Part CBIimprisonment

¥

¥

Where given a choice by the lalae Court must choosgmple or rigorous
imprisonmentin view of all the circumstances

In certain local and speci@ws the kind of imprisonmentvhich may be
awarded has not been specifietderSection 3(26) of the General Clauses
Act, 1897such imprisonment may be simple or rigorpus

In the case of nmy offences undethe PPCand other Acts, it is provided
that the offender shall be punished with imprisonment up to a certain term
and shall be liable to findhe phrase Oshall be liable to fineO has been
construedo confer discretion on the Courts and dot make it incumbent

on the Courts to impose a fing;

Simple imprisonment is suitable where a fine will not suffice and a very
short term of imprisonment has to be imposed. This ensures casual
offendersarekept apart from the contamination of hardened criminals
Solitary conferment can be awarded in the a#dsaffences under thePC

only and not in the case of offences urgbecial odocallaws.

Sentencing Procedure (Section 7.9)

General

¥

¥

The quantum of punishment depends warious relevant factors relating
to the nature of offence, the manner of its commission and the gravity of
the same;
The competing interests between
0! society and individual,
o! the victim and accused and
o! the aspiration of Oobject to be soughtO by the punishment and the
limitations of law

PN TRV (G (% VAKIOIBQV:TT:1I2T&(: (L (% VK 1+[6<ICAQP!"7IPA-3
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require accurate analysis and harmonization of remedial, reformative
and preventive steps.
¥ A proper sentence is the amalgam of many factors which should be
considered byhe Court in deciding upon the appropriate sentence. These
include:

o! The nature of offence;

o! Any extenuating or aggravating circumstances to the offence;

o! Any prior criminal of the offender;

o! The age of the offender;

o! The employment record of thadfender;

o! The background of the offender with reference to education, home
life, sobriety, and social adjustment;

o! The emotional and mental condition of the offender;

o! Prospects for rehabilitation of the offender;

o! The possibility of the return of the offend® normal life in the
community;

o! The possibility of treatment or training of the offender;

o! The possibility that the sentence may serve as a deterrent to crime by
the offender or by others and the current community need, if any,
for such a deterrent in spect to particular type of offence;

¥ Before passing a sentence, the Court should always refer to the punishment
provided by the statute for the particular offence. The sentence should
strictly be in accordance with the limit of the legislative mandatehend
jurisdiction vested in the Court;

¥ Legislation provides for sentences as follows:

o! Minimum or maximum;

o! Simple or rigorous imprisonment;

o! Fines; or

o! Both imprisonment and fine.

¥ Therefore, before any order of sentence, Court should bear in mind the
relevantprovisions of substantive and procedural law, along with relevant
rules and the jurisprudence by the superior Courts.

<E3
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Principles of Sentencing

¥ The four accepted principles of sentencing are:

o! Retribution;

o! Deterrence;

o! Prevention; and

o! Rehabilitation.
When passing a sentence, the Court should consider these principles with
reference to the following factors:

o! The nature of offence;

o! The circumstances of its commission,;

o! The personal circumstances of the offender;

o! Legislative intent; and

o! Theexpectations and welfare of the victim as well as the society.
While determining the quantum of sentence, the Court should not be
influenced by its personal bias or strong dislikes towards particular
category of offences or the class of offenders;
Mattersof flexibility and personal bias are equally important even when
the penalty of fine is imposed. A disproportionate penalty of fine may
compromise the purpose of the sought punishment;
Judicial officers should achieve a pattern of consistency in semencin
Consistency must not be confused or equated with uniformity.
Consistency refers to the approach to sentencing, although the actual
penalty imposed in each case on the same charge may be different.
Consistency must always be observed in reference tgatiern of
sentencing by other judicial officers.

The Sentencing Approach

¥

¥

Ascertaining the appropriate sentence requires the analysis of the above
mentioned factors after the conviction of an accused.

In some cases, the required informatietating to relevant factors comes

on record during the trial; however, in most cases, such information may
not be reflected on the record, particularly when the accused is convicted
by summary procedure or merely on the basis of his plea of guilt.
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¥ The judye should not try to elicit information relevant to the adjustment of
punishment prior to conviction as this could lead to judicial bias in terms
of the conviction.

¥ The mitigating circumstances, as far as the offence is concerned, should
always be taken from the record.

The Prevalence of the Offence

¥ Most of the time, it is desirable to raise the level of penalty for an offence
more prevalent with an aim to detereticommission of jt

¥ This should be done only by thogedicial officerswho have sufficient
experience and only after consultation with other senior officers because
such notions of recurrence of particular offenceay sometime be
misconceived.

Principles or Guidelines issued by the Superior Courts

¥ The Judge should always be aware about the decisions of the superior
courtsand theirguidelinedo determire the approachquantum and kind
of sentencgto be imposenh particular offences.

Relevance dPrevious Conviction

¥ Previous convictions act as an aggravating circumstance where the Court
is satisfied of the pattern of its commission and anticipate its repetition. A
previous conviction should not be considgéremerely to increase the
penalty because it adds to the punishnténihe current offence,sentence
for the previous offence whit¢heaccused has alreasgrved

¥ A previous conviction must be relevant to the offence whibbkirgydealt
with. For examp, a earlier conviction for arson would have no relevance
to the offence of driving a vehicle withadriving license, and therefore,
it should be completely ignored

¥ As a rule of prudencanoffence committed bgnaccused many years ago
should be dieegarded or less weight should be given;to it

¥ If anaccused h&been in prison for the intervening years, jingge may be
justified in paying some attention to his previous convigtion

<E®



! I"HB06&' (") *$H#+&,-' 01 2"/&3'A5S/H&)LI+'BHE"S/0&)1/+  07&81/5/91/+"(:&))")1,;

Types of Sentences (Section 7.10)
Nature of Sentence

¥ Imprisonment may be simple or rigorous or partly simple and partly
rigorous, depending upon the offence committ&d

¥ When an accused is convicted for more than one offence, sentences
provided are to run consecutivelye. one after the other, unlgbg Court
orders them to run concurrentiy®

Fine

¥ Fines can be imposed either individually or along with a sentence of
imprisonment.

¥ The amount charged should be commensurate with the nature of the
offence and paying capacity of offender; it shall neixicessivé'® Certain
statutory provisions may also impose upper limits on the amount that can
be charged.

T<R<K'664%$8 *

¥ The sentences for the various ML/TF offences in the ATA and AMLA are
contained in the respective laws and include hatprisonment and
imposition of fines.

¥ Pakistan lacks any definitive statute pertaining to sentencing. However,
there are some sentencing guidelines that exist in various legal sources such
as the CrPC, the Lahore High Court Rules and Orders, afBetiehBook
for Sindh District Judiciary on Case Management.

¥ Passing the appropriate sentence involves the exercise of discretion by a
judge and should therefore lgoverned, as far as possildbg, sound
principles of sentencing, legal provisions, and consipteterns, based on

1S 1"%$%8& ' (14D.1[[73 !
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the facts and circumstances of each case, and should not be exercised on
personal whim.

T<I<K-,| N$22-226-"#*N'-2#)%"2  *

1! What are the four main principles of sentencing?
2. What are thedctors which should beonsideredy the Court in deciding
the appropriate sentenee
3. How important are previous convictions when passing a sentence?
4) How would you sentence a person who is convicted at one trial of two or

more offences?
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UNIT VII : Mutual
Legal Assistance

LEARNING OUTCOMES

¥ What is MLA?

¥ Thelnternational framework regarding MLA.

¥ The mole of the courts under thdutual Legal Assistance (Criminal Matters)
Act 2020
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Mutual legal assistance (MLA) is a tool used by States to exchange information
and evidence to aid criminal investigations, prosecutions, and judicial
proceedingsCourts have an important role the MLA framework: they can issue
evidence gathering orders search warrants upon a formal MLA request from a
foreign jurisdiction. Prior to the promulgation of thdutual Legal Assistance
(Criminal Matters) Act 2020 (MLAA)there was no uniform process whereby
foreign requests could be processed by the courtsakmstBn. Instead such
requests were handled on anlaot basis through multilateral treaties such as the
UNTOC, UNCAC and ICSFT, as well as bilateral treaties. Additionally, the
National Accountability Ordinance (NAO) 199%@&mework was also reliegbon

for requesting information pertaining to corruptidmased investigations. The
introduction of the MLA Act 2020 in Pakistan has now allowed for formalized
channels for requesting MLA in a wide range of criminal matters.

The UNTOC is the broadest instrument for international cooperation if there is
no preexisting bilateral agreement between States. MLA may be requested for
any of the following purposés:

(@) Taking evidene or statements from persons;

(b)!Effecting service of judicial documents;

(c)!Executing searches and seizures, and freezing;

(d)!'Examining objects and sites;

(e} Providing information, evidentiary items, and expert evaluations;

(f)! Providing originals orcertified copies of relevant documents and
records, including government, bank, financial, corporate, or business
records;

(g)!ldentifying or tracing proceeds of crime, property, instrumentalities, or
other material for evidentiary purposes;

(h)!'Facilitating thevoluntary appearance of persons in the Requested State
Party;

|
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(i)! Any other type of assistance that is not contrary to the domestic law of
the Requested State Party.

According to UNCAC State Partieshall afford one another the widest measure

of mutual legal assistance in investigations, prosecutions and judicial proceedings
in relation to the offences covered by the UNCARE purposes for which MLA

may be requested mirror those contained in Clausietlle UNTOC!8

ICSFT provides thabtates Parties shall afford one another the greatest measure
of assistance in connection with crimimatestigations or criminal or extradition
proceedings in respect of the offences set forth in Article 2 of the ICSFT, including
assistance in obtaining evidence in their possession necessary for the
proceedings®®

R<:kP%6-2#)(*340 *

Section 31 of the IFTA states that warrants obtained under the Act shall be
executable in both Pakistan and foreign jurisdictions, either by direct approach

to relevant service providers, or through an MLA mecéranagreed between
Pakistan and the relevant foreign state. Section 31(2) and 32 indicate that
warrants (both those initiated domestically and those received from foreign
states) shall be processed for execution by the designated agency or body as set
out in the Act.

HOI7L:Q8#IC.12K%&SL#! @4.IMI7273!
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Prior to the passage of the MLA Act, the Code of Criminal Procedure (CrPC) and
elements of the National Accountability Ordinance 1999 pravaldasis for
coordinating and issuing MLA requesB however this was wrought with
bureaucratic and partisanshipased challenges. Previously, the CrPC would
allow for the examiation of withesses abroadThe Extradition Act1972,
generally discussed in tandem with Mlodntained no provisions dealing with
outgoing MLA requests. In corruption cases fiefltwithin the jurisdiction of the
National Accountability Bureau (NAB), the National Accountability Ordinance
1999 permitted the NAB Chairman to request MLA from aeifpm staté®
Incoming MLA requests were executed by applying the NAO and the CrPC as
necessary, even though the ambit of the CrPC appl@sy local investigations.

The NAO alsoempoweredthe NAB Chairman to provide MLA to foreign
jurisdictions in coruption matters'?* All these factors point to the largely
haphazard and uncoordinated methodology of addressing MLA requests in the
absence of dedicated MLA legislation and a central authéstya result, the
scope of using MLA or other information gainfr]dm foreign jurisdictions to
enhance local investigations remained minimal and restrictivee MLA
(Criminal Matters) Act of 2020 sought to remedy these failings.

On 1fAugust 2020, theWutual Legal Assistance (Criminal Matters) Act
2020F* was approved by the Parliament. The Act extends international
cooperation by providing legal assistance to requesting states by undertaking
necessary actions for effective law enforcement.

Section 9Foreign request for an evidence gathering ordeearch warrant
A court may issue a search warrant or an evidgatieering order upon an

application filed by the central authority upon a request of a foreign country for
the following purposes:
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¥ Taking of a statement or testimony from a person,;
¥ Production of documentary or other evidence in Pakistan; or
¥ Identification of a persorproperty,or record.

The court may only issue such warrant or order if gassfied that there are
reasonable grounds to believe that:

¥ An offence has been committeor is suspected on reasonable grounds to
have been committed, against the laws of the requesting country and
which, if committed in Pakistan, would constitute an offence under the
laws of Pakistan; or

¥ The person suspected of committing the offence emtliness is likely to
be present in Pakistan.

An evidencegathering order:

¥ Shall provide for the manner in which the statement or testimony is to be
taken or the evidence is to be obtained or the person or thing to be
identified in order to give propesgffect to the request unless prohibited
under the laws of Pakistan, and, in particular, may require any person
named therein to:
o! Make a record from data or make a copy of record;
o! Attend court to give evidence on oath; or
o! Produce to the court or to any pers named by the court, anything
including any article, record or copy thereof.
¥ May include such terms and conditions as the court considers expedient,
including those relating to the interests of the person named therein or of
the third party.

Where theevidence sought is a statement or testimony from a witness, an expert
or defendant, the court may permit:

¥ Any person to whom the foreign investigation, prosecution or proceedings
relate or that personOs legal representative to participate in the
proceedimgs; and

<<
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¥ The legal representative of the country to participate in the proceedings
and question the witness.

A person named in an evidengathering order may refuse to answer a question
or to produce a record or thing, where such refusal is based on:

¥ Alaw in force in Pakistan;

¥ Privilege recognized by a law in force in the country that made the request;
or

¥ A law in force in the country that made the request provides that the
answering of that question or the production of that record or thing by
that peson in its own jurisdiction is, or shall be deemed to be, a criminal
offence.

In which case the court shall refer the matter to the central authority which shall
notify the requesting country accordingly and request it to provide a response on
whether thepersonOs refusal is wielinded under the law of that country. Any
response received by the central authority from the country in response to such a
request shall be admissible in the evidegathering proceedings.

A court may issue a bailable warrdat the arrest of a person named in an
evidencegathering order where it is satisfied that the person was personally
served with the order and hdlifully did not attend or remain in attendance as
required or is about to abscond. A person arrested sbdibithwith brought
before the court, to ensure compliance with the evidgatieering order and the

court may pass an order that the person be detained in custody or released with
or without production of sureties.

A search warrant:

¥ Shall be issued irceordance with the CrPC,;

¥ Shall specify the time and date when the court will hear any representation
from any person from whom a record or thing is seized pursuant to the
warrant, before any order is made to send it to the country; and

¥ May include such tens and conditions as the court considers desirable
including conditions relating to the time or manner of its execution.
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At the hearing to consider the execution of search warrant, and after considering
any representation made by the central authoritygror person from whom the
record or thing was seized pursuant to the warrant, or any person who claims to
have an interest in the record or thing, the court may order that the record or
thing be:

¥ Returned to the person from whom it was seized or the pémsdully entitled
to its possession and the warrant was not executed according to its terms and
that it would be in the public interest to return it; or
¥ Sent to the country, and include in the order such terms and conditions as the
court considers neceny:
o! To give effect to the request from that country; and
o! With respect to the preservation and return to Pakistan of any record
or thing seized so as to respect the interest of a third party.

Section 11Foreign requests for assistance from persamging
imprisonment

A court may pass an order to have a person serving a term of imprisonment in
Pakistan, transferred to the requesting country for a fixed period to give evidence
or assist in an investigation or proceedings in that country, upon ditatm

filed by a central authority on the request of a country.

The court may make a transfer order where, after considering among other things
any documents filed or information given in support of the application, it is
satisfied that the person serg imprisonment has consented to the transfer.

The transfer ordeshall

¥ Name of the person serving imprisonment and his place of confinement;

¥ Require the person who has custody of the person to deliver him into the
custody of the person whodesignated in the order or who is a member of
the class of persons so designated,;

¥ Require the person receiving the person into custody to take him to the
requesting country and on return of the person to Pakistan, to return him to
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the place of confinememthere he was detained when the order was made, or

to such other place of confinement as the central authority subsequently may

notify;

Specify the reasons for the transfer;

¥ Fix the period at, or before the expiration of, which the person must be
returned b Pakistan;

¥ Have a written undertaking from the requesting country that the person will
not be detained, prosecuted, extradited to a third country or punished for any
offence against the law of the foreign country that is alleged to have
committed, or thatvas committed, before their departure from Pakistan; and

¥ Have a written undertaking from the requesting country that the person shall
not to be required to give evidence in any proceeding in the foreign country
other than in respect of conduct which ifcacred in Pakistan constitutes a
criminal offence, to which the request relates.

..

It may also include such terms or conditions relating to the protection of the
interest of the person as the court considers appropriate.

Section 13Foreignrequest to Pakistan for freezing or seizure order

A court may issue a freezing or seizure order upon an application for such order
filed by the central authority when it approves a request of a country under
Section 10 of the MLAA to restrain dealingsamy properties (some or all of
which are located in Pakistan).

The court may pass such order after providing the person with the opportunity
of being heard and where it is satisfied that there are reasonable grounds to believe
that:

¥ An offence has beenommitted by a person under the laws of the
requesting country which, if committed in Pakistan, also constitutes a
criminal offence in Pakistan;

¥ An investigation or proceedings have commenced in the country relating
to that offence;

¥ Properties derived by ¢hperson, by himself or any other person on his
behalf, from the commission of the offence are located in Pakistan; and
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An order has been made in the country having the effect of confiscating such
properties.

A court may register a foreign freezing eizsire order (or any amendment
thereof) passed by a competent court of a requesting country upon an application
filed by the central authority. Such foreign order shall not be effective in Pakistan
until it is registered.

The court may cancel the regagion of a foreign freezing or seizure order upon
an application filed by the central authority if it appears that the order has ceased
to have effect in that country.

The court may register a foreign freezing or seizure order on the basis of a
facsimileof a duly authenticated foreign order (or amendment therein) which
shall be regarded as the duly authenticated foreign order. However, such
registration shall cease to have effect at the end of 14 days from the date of
registration, unless a duly authematied original order has been registered by that
time.

Section 14Foreign confiscation order

A court may enforce a foreign confiscation order against propehnigh is
believed on reasonable ground to be located in Pakistan, upgppoation by

the central authority that has approved a request of a country for enforcement of
such confiscation order.

The court shall issue adequate notice to all persons appearing to have an interest
in the property against which the confiscation@rday be executed.

Within 30 days of the receipt of such notice, any person with an interest in the
property against which the application for execution of the confiscation order has
been filed may file an application objecting to¢bafiscation.

The court may order to enforce the foreign confiscation order, where it is satisfied
that there are reasonable grounds to believe that:
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¥ An offence has been committed by a person under the laws of the
requesting country which, if committeah iPakistan, also constitutes a
criminal offence in Pakistan;

¥ The foreign confiscation order has been made in the country in relation to
the offence referred to above;

¥ The foreign confiscation order is in force in the requesting country and is
not subject® appeal;

¥ The properties specified in the confiscation order are located in Pakistan;
and

¥ The person, whose property is the subject of the foreign confiscation order,
had appeared or participated in the proceedings or intentionally refused to
do so despitbaving notice of the proceedings which culminated into such
confiscation order being passed.

Section 15: Request to recover foreign fines

A court may enforce a foreign order for payment of a'fime the manner as if

the fine has been imposed by a ¢ouiPakistan, upon an application filed by the
central authority that has approved a request from a country to enforce payment
of such fine.

The court may pass the order for enforcement of a fine, if it is satisfied that:
¥ The foreign order is in force ithat country and is not subject to appeal;
and
¥ Where the person, who is the subject of the foreign order, had appeared or
participated in the proceedings or intentionally refused to do so despite
having notice of the proceeding, which culminated into stmifiscation
order being passed.
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Section 18Non-disclosure of confidential requests for assistance

A court may order the person providing a statement or testimony, or the
custodian of evidence or information being provided under the MLAA, to keep
confidential the fact of having such statement or testimony or having produced
such evidence or information.

Failure in this respect would render such person liable to a sentence of
imprisonment of six months, or with a fine not exceeding PKR 500,000thor
both.

Section 20Production,searchand seizure of information system

Upon an application filed by the central authority upon the request of a country,
a court may pass a production order for the following:

¥ Specified electronic data in tlp@ssession or control of a person which is
stored in a computer system; and

¥ Electronic data in the possession or control of a service provider, where such
data or information is relevant to the criminal matter in the requesting
country.

The court may isge a search warrant or order authorizing a person designated
by it to search or access any computer system or part thereof in which computer
data may be stored.

The search warrant or order issued may also authorize the designated person,
where necessarng:

Seize or secure an information system or part thereof;

Make and retain a copy of the electronic data;

Maintain the integrity of the relevant electronic data

Render inaccessible or remove the electronic data in the accessed
information system.
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The MLAA and UNSC resolution 1373 call upon all states to Ofind ways of
intensifying and accelerating the exchange of operational informationO and
Oexchange information accordance with international and domestic lai#s0.

In order to facilitate this, the MLAA permits the formulation of rules and
regulations as to further furnish and implement the provisions of the Act.

Hence, the Ministry of Interior (MOI) passed the Mat Legal Assistance
Internal Guidelines?® These Guidelines have been designed to assist foreign
countries understand the steps to be followed when requesting international
cooperation from Pakistan and the information which is required for a
meaningful eply. These Guidelines also intend to raise awareness amongst the
officials in all relevant ministries, departments, agencies, and organizations in
Pakistan with respect to seeking international cooperation from other countries
and providing intime qualiy response on incoming requests from other
countries. The process of executing incoming and outgoing MLA requests is
detailed, including methods and details of assistance requested as well as the
conditions for refusal of MLA request. The functions and grevof the central
authority are also detailed, with the International Cooperation Wing of the MOI
being set up to scrutinize and follayp with all MLA requests. LEAs and other
authorities will also be involved in international cooperation requests,jraed t
frames for such requests are also provided for. Prioritization of requests for
international cooperation is also provided for, with requests for cooperation in
TF/ML cases being tepriority for the MOI. The Guidelines also promote the
usage of informaoutebthat is, agencyo-agency relations and MOUWXo0 gain
information in places where the formal MLA requests face red tapeism or simply
take too much time.

Section 1 of the Guidelines define the scope and applicability of MLA and its
importance. The section further highlights the role and process of central
authority which is of utmost significance when it comes to making a request on
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behalf of Pakistan and receiving requests from foreign states. Section 2 expands
upon execution of outgoing MLA geests from Pakistan, breaking down the
types of outgoing MLA requests and the format of incoming requests as well.
Section 3 elaborates upon executing incoming MLA requests by explaining the
types of incoming MLA and the format of outgoing requests. @edtexplains

the route to be adopted by the central authority in cases where it receives a request
for evidence gathering or search warrants. It also explains the steps to be taken by
the central authority when the person named in an evidgatieering oder

refuses to answer a questidn.such cases, the central authority is to notify the
requesting country accordingly and request it to provide a response on whether
the personOs refusal is well founded under the law of that country. The requesting
countryOs response in this matter shall be admissible in the evidence gathering
proceedings in accordance with law.

Moreover, the mechanism for assistance from persons serving imprisonment is
also addressed to minimize any ambiguity. In instances where @nforei
jurisdiction requests the central authority that a person serving imprisonment be
transferred for the purposes of giving testimony or otherwise providing evidence

in aid of another investigation, then the central authority will move the court for

a trarsfer order. Section 4.3 also explains the role of central authority in cases of
freezing and seizure orders. In addition, the section also has provisions for
assistance requests pertaining to the detention of a person in Pakistan as well as
assistance fdoreign confiscation orders and assistance with respect to requests
asking for recovery of fines. Section 4.7 also expands upon the central authorityOs
role when extending assistance with requests pertaining to electronic data.

Section 5 discusses gralsupon which the central authority may refuse requests
for international cooperation. Section 6 details the framework for seeking an
informal request made by a counterpart agency, generally via telephone, facsimile
or email. The Guidelines encourage LEAslevelop MOUs with other LEAS to
govern the exchange of information between them. While these are net inter
governmental agreements, they are important official statements of the respective
obligations each party agrees to undertake. The Guidelinepgraigde tips on

how to structure informal requests as well as creating databases for cataloguing
information or evidence in cases where the said information can be requested by
a foreign jurisdiction at a later staggection 7 emphasizes ndisclosure of
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confidential requests for assistance. Section 8 briefly discusses the expenses
related to MLA requests.

In October 2020, the Government of Khyber Pakhtunkhwa issued Standard
Operating Procedures (SOPs) for international cooperation and related matters
in the province. These SOPs aim to highlight the steps which are to be followed
in cases of outgoing MLA ragsts as well as incoming MLA requests. The
Guidelines were issued to raise awareness among the officials in all relevant
ministries, departments, agencies, and organizations with regards to mechanisms
for seeking and extending international cooperation.

The Guidelines begin by highlighting instances when a formal mutual legal
assistance request is made. The Guidelines also state that LEAs and concerned
departments should initiate formal international cooperation requests based on
information obtained vianformal means as such requests have more chances to
receive an immediate reply. The Guidelines also identify the central authority as
well as the international cooperation cell for clarity. The Secretary of the Ministry

of Interior, Government of Pakistaacts as the Central Authority for this
purpose. Moreover, the International Cooperation Cell of Home & Tribal Affairs
Department, Government of Khyber Pakhtunkhwa has notified vide notification
No.SO (Judl)/HD/P17/Vol-1.

The Guidelines also mention ththe potential international aspects of terror
financing and money laundering investigations must be considered in all
domestic proceedings. In addition, the key focus surrounding cross border
terrorism financing links should emphasize on key risk arbas ihclude
kidnapping, extortion, narcotics, proceeds from businesses, the use of illegal
money and value transfer services (MVTS), cash couriers aimed for
hawala/hundjraising money in the name of charity to move outside the country
and receiving fundgom organizations out of Pakistafi.
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The National Counter Terrorism Authority (NACTA) in March 2020 issued
directives intended to strengtherernational cooperation in matters pertaining

to terrorist financing. The directives find their premise in PakistanOs National
Risk Assessment (NRA) 201%hat emphasize the globalized nature of terror
financing threats. LEAs and other authorities narsdlyze international linkages

for any terror financing threats and effectively curb them by seeking means of
international cooperation, while also responding to incoming requests from
foreign countries in a timely manner. The directives call upon auté®th adopt

due procedures that are aligned with domestic law as well as international
standards to enhance international cooperatin.

The Extradition Act of 1972 is an important feature of internaticnalperation
pertaining to extradition of fugitive offenders. The Act is applicable to persons
returned from a treaty State or a foreign State not being a treaty State. Chapter |
of the Act lays down protocols for preliminary determination for the purpoSes
invoking provisions of the Act; it determines scope, duties, and limitations of the
Act. When identifying the purpose of the Act, the provisions state that any special
intent or state of mind or special circumstances of aggravation which may be
necessar to constitute that offence under the law shall be disregarded. Chapter
Il elaborates upon the surrender of fugitive offenders; this also pertains to an
offence in respect to which the fugitiveOs surrender is sought was committed
before or after the commeement of this Act and whether a court in Pakistan
has jurisdiction to try that offence. Section 5(2)(a) highlights circumstances
where the fugitive offender is not to be surrendered. Section 6 states that a
requisition for the surrender of a fugitive efider shall be made to the Federal
Government via specified means that include:
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al a diplomatic representative in Pakistan of the State asking for the
surrender; or

b.! by the Government of the State asking for the surrender through the
diplomatic representatesof Pakistan in that State; or

c.! in such other manner as may have been settled by arrangement between
the Federal Government and the Government of the State asking for the
surrender.

Chapter Ill deals with surrender to Pakistan of persons accused adfligztr
offences. It highlights the way a requisition for the surrender to Pakistan of a
person who, being accused or convicted of an extradition offence, is or is
suspected to be in a treaty State may be made by the Federal Government. Chapter
IV pertainsto miscellaneous matters that may arise during the application of
provisions of this Act®?

According to an Asian Development Bank/Organization for Economic
Cooperation and Development (ABBECD) report on AntiCorruption®*3 the
Extradition Act, 1972 isot extensive in nature and scope, and does not espouse
all the requirements compared to more recent extradition legislation in other
jurisdictions. While dual criminality remains a mandatory requirement for
incoming extradition, it needs to be conddoased. This means that the facts of
the case must constitute an offence in both States, no matter how those offences
are qualified as per Article 43(1) of the UNCECHowever in Pakistan, the
extradition regime was reliant on the Code of Criminal Proce@@rC) and

other laws, such as the NAO, in place of dedicated legislation aimed at promoting
mutual legal assistance.
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MLA Act 2020 contains provisions that have critical faults. Under Section 5 of
the MLA Act, 2020the subject of the MLA request is to be notified of the said
request. This could prove costly in terms of effectiveness of domestic and foreign
investigatiors and could also result in requests simply not being made by, or to,
foreign jurisdictions for fear of compromising the investigatidhere is also a

key disparity in the MLA Act in terms of confidentiality. Section 18 of the MLA
Act, 2020 requires congatiality; however, this conflicts with the Section 5,
which requires the subject of the request to be notified. The FATF termed this
fallacy as Ocontrary to protecting the integrity of the investigation or inquiry,O and
thereby severely compromising tHéeetiveness of the legislation.

Additionally, there were concerns raised against coordinating authorities. While
the role of the central authority as per the MLAA includes coordinating MLA
requests (Section 4), in practice the National Executive Committee (comprising
representatives frotme MOI; Law and Justice; MOFA and the Home Secretariats

of all four province® set up by Section 5 of the AMLA Act 2020) essentially
exercises the relevant powers. Pakistan responded to this concern by the APG by
clarifying that in practice, the Natiohkxecutive Committee acts as the Central
Authority. This mechanism is unclear as decisions taken through these means
would be riddled with bureaucratic delays and could impact prioritization.

Pakistan responded to these concerns by passing the Mutall Assistance
(Amendment) Act, 202%° with the aim of streamlining MLA processes and
requests as well as ensuring full compliance with the FATFOs requirements. Under
Section 2 of this new amendment, the role ofcérral authority was redefined

to beingheld by the Secretary of the Ministry of Interior, and section 4 further
added to the role in question by ensuring that all MLA requests will be processed
and decided by the central authority expeditiously. The FATFOs concerns
regarding Section 5, weresal adopted in the amendment in that now, no

notifications of MLA requests will be made to the subject of the retjtiest.
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The bilateral engagement between LEAS across borders constitutes the informal
channel of MLA. Policéo-police cooperation is one suelxample, where an
explicit MLA instrument is not required between States. The INTERPOL
National Central Bureau is one such channel that is available for the exchange of
police information and intelligence. A formal agreement, such as an MOU is
sufficientfor an informal MLA to operate. The data received through this can
confirm the availability of any electronic evidence, directly aimed at answering an
investigative inquiry, or simply serve as a supporting ground in an MLA request
for a judicial order fodisclosure of data from the service provider.

The limitations with policeo-police cooperation include the logistical challenges
with disclosure or discovery obligations, such as it may require an MLA request
to be produced at trial. Similarly, JITs maypede future investigations or
prosecutions by revealing special investigation technique methodologies or
sources due to the disclosure obligations in situations where States coordinate
investigations and informally share informatihThe SOPs for Inteational
Cooperation Rules, 2020 by the Government of Khyber Pakhtunkhwa include
guidelines on both formal and informal channels of M£A.
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There is a defined set of local procedure to collestidence and the same is to
be followedacrossthe country to obtain -evidence. Eevidence cannot be
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obtained without following the domestic procedural requirements set by the
requesting State, as etlwise the evidence remains inadmissible in cdefts.

There are several challenges associated vetdenceainder theMLA process.
These challenges include inadequate technical knowledge of prosecutthrs and
judiciary regarding information communication technology, limited technology
in Court to present-evidence, and concerns surrounding who is authorized to
produce the evidence before the Court if the evidence has been obtained from
another country. &ne key challenges include:

¥ Encryption of Data:

End-to-end encryption allows only the communicating users to access the
messages or conversation between them and no one other than them can read
these messages. This is provided to protect the users frwillance and
tampering. Due to encryption, the messages cannot be provided by apps like
WhatsApp that use this protection, in situations of emergency. Other than this,
this protection has extended in the form of4{mcked devices that gives complete
protection to individualOs personal data. Some apps like Wikr also delete messages
after they are sent and have no retention policy too.

¥ Issues Locating Suspects Relying on Cloud Computing

In Cloud-based systems, a user can save data from different |scatiois
means, due to the data being available in different locations at the same time, it
gets difficult to figure out where the request feevedence has to be sent. A
foreign service provider may be providing service in an area but that does not
mean hat the domestic legislation has the right to get the data disclosed by that
service provider.

¥ Use of Virtual Private Networks (VPNs) and Proxy Servers
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Virtual private networks, known as VPNSs, provide an extra layer of security and
privacy to the users of the Internet. Users actual IP address is replaced by that of
the VPN provider. This means while living in Amsterdam, a user may appear to
be located iTokyo. VPN providers can track users and log data but some of them
do retain connection logs and some have a-k®yopolicy too. This leaves
collection of evidence difficult due to its neristence.

A proxy service, often known as a proxy server, allwser to change their IP
address to another one. A proxy redirects a user's internet surfing activities. The
proxy hides a user's real IP address from a firewall, allowing them to access
banned websites. if also another technique to keep a useradétess hidden.

¥ Peerto-peer networks

Participants use pedo-peer (P2P) instead of a central server to connect directly
via instant messaging, voice calls, video calls, or file sharing. This dispersed
concept makes monitoringpmmunications more challenging. P2P also permits
for anonymous communication and is widely used by child sexual abuse
organizations to transfer material and terrorist organizations to share
propaganda or attack instructions, making investigations moretm

¥ Online content and livestreaming moderation and takedowns

There is a concern expressed by the Member States, the Security Council and
General Assembly, as well as Intergovernmental Regional Organizations, that
terrorists create distorted narratives justify violence. This is further used to
mobilize resources, recruit supporters and Foreign Terrorist Fighters (FTFs), and
gain sympathy from sympathizers, particularly through the use of information
and communication technologies, like the Interned aocial media.

The Christchurch tragedy on March 15, 2019 is an evidence terrorist
livestreaming acts thadre designed to gain online traction is a concerning
development. An alternativeright terrorist harbouring white supremacist
tendencies, targetedorshippers in two mosques at Christchurch, New Zealand.
He had published a manifesto online justifying hate crime and proceeded to
broadcast shooting openly in a mosque live on his Facebook feed. The livestream
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as well as the manifesto have been bannkaedby the governments of Australia
and New Zealan#? however the trend of using tools available in social media
platforms to promote terrorism and broadcast other crimes remains an issue.

¥ Non-cooperative service providers

It is essential to cooperateith the service providers while contacting them.
However, there can be several issues in this like theawmareness of law
enforcement guidelines by the providers making it difficult to preserve e
evidence, unwilling attitude of the service providersg &nowing who to
approach to connect with a service provider representative abouMhén
needs.

¥ Quastjudicial role of the service providers

Large Internet service providers are increasingly being requested to function as
regulators, quagudicial decsion makers, and human rights protectdrave
expressed their great concerns over this. The service providers are given
considerable latitude in determining their data retention rules, user notice of data
preservation or collection demands, and which metitaw enforcement agencies
they will willingly cooperate withTheseroles are inconsistent with the best
human rights standards and service providers should not be given this much
authority.

Electronic evidence obtained via MLA mechanisms poses rulpedle of
admissibility at trial, in addition to complications associated with requesting e
evidence from States. Surmounting these challenges will require proactive
investigations and a coordinated approach between law enforcement and those
prosecuting trasnational crimes in order to determine the appropriate and
lawful route to adopt regarding these matters.
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R<I<G42-*K#'&)-2 *
Alamgir Khalid Chughtai v. The State PLD 2009 Lahore 254

In this case, the Lahore High Court acknowledged the developments in science
and technology and the difficulty of bringing every record in the physical form.
Therefore, the Court allowed documents prepared, generated, or produced
through modern or electran devices to be admissible as evidence in a trial.

Adnan Hafeez vs. The Stfe

The Court ruled that after the seizure and examination of three laptops, a PTCL
Evo Wingle, and a mobile phone by the FIAOs cybercrime wing, its confirmed that
the accusedaed multiple Secure Sockets Layer (35d¢ntities

Supreme Court of Switzerlatfd

If e-evidence requests call for a revelation of internet connection data of an
unknown suspect, then the law enforcement agencies prior to sending such a
request shouldsk for a judicial authorization. In this caes Supreme Court of
Switzerland ruled that the data obtained by the Swiss Police was inadmissible in
court because it included identification and location information of unknown
suspects. The coureferred to the data as traffic data, that could not be
introduced at trial because court authority had not been sought prior to sending
the direct request to Google.

R v. Hamdaft*

In this case, the prosecutor submitted screenshots of 85 Facebook posts and
Facebok timelines and profiles asewvidence. The Supreme Court of British
Columbia questioned the accuracy and authenticity of these screenshots. The
screenshots were transferred to multiple devices, their format changed which
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indicated that there was a posbibiof the files being corrupted or altered.
Furthermore, the prosecution was unable to prove that the timelines seen by
someone visiting Facebook profiles and pages were the same as those seen by
someone accessing the profiles and pages. The prosesasoordered by the

court to take additional procedures to validate the screenshots, including making

a direct request to Facebook for IP addresses.

R<U<K'664$8 *

¥ MLA is a tool used by States to exchange information and evidence to aid
criminal investigations, prosecutions and judicial proceedings.
¥ Courts have an important role when it comes to MLA and that is usually
to receive foreign requests to issue evidence gathering orders or search
warrants, etc.
¥ Prior to the promulgation of the MLAA, the was no uniform process
whereby foreign requests could be processed by the courts in Pakistan and
instead such requests were handled on amcadbasis through multilateral
treaties such as the UNTOC, UNCAC and ICSFT.
¥ The MLAA provides the process thrduwhich Pakistan can request and
provide legal assistance from foreign governments and vice wersa
criminal matters.
¥ MLA may be providedbased ora reciprocal agreement or arrangement,
however in the absence thereof, the Federal Government may reader th
provisions of the MLAA applicable to such country with which MLA may
be expedient.
¥ Under the MLAA, a court may issue the following based on foreign
requests:
o! Search warrant or an evidengathering order;
o! Warrant for the arrest of a person named ineardencegathering
order;
o! Transfer order of a person serving a term of imprisonment in
Pakistan;
o! Freezing or seizure order;
o! Registration of a foreign freezing or seizure order (or any
amendment thereof);
o! Enforcement of a foreign confiscation order;

<>g
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o! Enforcament ofa foreign order for payment of a fine;

o! Confidentiality order regarding atatement or testimony, or the
custodian of evidence or information being provided under the
MLAA; or

o! Production order foelectronic data.

R<TK-,| M22-226-"#*N'-2#)%"2  *

1! In whatcircumstances can a court issue a search warrant @viéance
gathering order?

2! What can a court do if the persoamed in an evidenegathering order
refuses to answer a question or to produce a record or thing?

3. What should a court mention inteansfer order of a person serving a term
of imprisonment in Pakistan?

4) In what circumstances can a court isstfie@zing or seizure order?

5. Does the court require a duly authenticated original order to register a
foreign freezing or seizure order?

6. In what circumstances can a court issue an order to enforce the foreign
confiscation order?

7. In what circumstances can a court issue an order for enforcement of a fine?

8. What kind of order can a court pass if it receives an applicatiorséarah
warrant or orderauthorizing a person designated by it to search or access
any computer system in which computer data may be stored
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UNIT VIII : Human
RightsO Considerations

Learning Outcomes

¥ The rights of defendants for judges to protect.
!
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V<3P-|-"&4"#*)57#2  *

Given that ML/TF casd®eing brought tdrial is a priority for Pakistan, under the
FATF Action Plans, it is necessary to ensure human rgiotectionsof the
accused. Ignoring the rights of the accused violates the concept of due process,
and alsaegaively affectpublic faith in the justice system and rule of law.

Judgesnust keep in mind the rights of the accused during and prior to trial and
should also guide tharosecutorsas to their fulfilmentThe bllowing are some
important rights that musbe protected to ensure due process:

1. Protection against arbitrary or unlawful arr&St
2! Protection against arbitrary or unlawful searcttés.
3! Protection against Odouble jeopartyO

4) Protection against conviction or enhanced punishment ueagrast facto
law. 148

5! Protection against arbitrary dfegal detentionn custody'#°

6. Right to be informed of the grounds, immediately after thesati®

7! Right of the arrested person not to be subjected to unnecessary réstraint
8! Right toconsult a lawyeof his own choicé>?

9! Right to k& produced before a Magistrate within 24 hours of his dffest

10!Right to be released dnail, if arrested™*
11!Right not to be a witness against him&g&lf

|
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121Right to get copies of the documents and statements of witnesses on which
the prosecution relie's®

13!Right to have the benefit of the presumption of innocence till guilt is
proved beyondeasonable doubt’

141Right to insist that evidence be recorded in his presence except in some
special circumstance®

15!Right to have due notice of the chartfés
16!Right to test the evidence byossexamination'®®

17!Right to have an opportunity for explaining the circumstances appearing
in evidence against him at the tri&l

18!Right to have himself mezhlly examined for evidence to disprove the
commission of offence by him or for establishing commission of offence
against his body by any other persén

19!Right to produce defence witnes&8s

20!Right to be tried by an independent and impartial Juéfge

21!Right to be heard about the sentence upon conviétion

22!Right to fair and speedy investigation and il

23!Right to appeal in case of convictiéh

24!Right not to be imprisoned upon conviction in certain circumstaftes

%&'#$06& (SICPA.@LTL:(;)4B  j7.1 7TK[73!
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25!Right to restrain police from trusion on his privacy®®
26!Right to release of a convicted person on bail pending appeal

27!Right to get copy of the judgment when sentenced to imprisontfient
V< &K'664$8 *

¥ Ignoring the rights of the accused violates the concept of due process, and
alsodisintegrates public faith in the justice system and rule of law.
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UNIT IX: Simulation
Exercise
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Q<2K(-"4$)%*'#,)"-  *

1! Tanzeem e Qital (TeQs a terrorist organization, responsible for
carrying out several terrorist attacks in Pakistan over the past 3 years.
These have included suicide bombings as well as armed attacks on
mosques and government offices in Balochistan, Khyber
Pakhtunkhwa andPunjab.

2! On 12 January 2020, the Ministry of Interior notified Tanzeem e
Qital (OTeQO) as a proscribed organization under th€ekrdrism
Act, 1997 (OATAOD).

3.! During investigation into a bombing in Quetta claimed by TeQ
which occurred on % February2022, CDR of one of the suspected
bombers reveals calls being made to one Asif Mushtaq. Police put
Asif Mushtaq under surveillance.

4! Surveillance reveals that Asif Mushtag, goes to OXYZ BankO at its Jail
Road Branch in Quetta.

5! Police contact the Bank &tager and are able to access the CCTV
footage of the inside of the bank. They determine that Asif Mushtaq
went to Bank Teller No. 3 to withdraw cash. Upon questioning Bank
Teller No. 3 in the presence of the Bank Manager, they learn that Asif
Mushtaq hagome to the bank several times in the past to withdraw
money. Police also obtain a copy of the CNIC of Asif Mushtaq.

6. The Manager also shares a Bank Statement of the account (Account
No. 775512345) for the past 1 year with the Police and tells them the
account was opened on 24 June 2020. As per the Bank Statement the
account title is in the name of Ms. Rukhsana Imtiaz and monthly
transfers are made to this account from the account of a charitable
organization by the name of Olnsani Khidmat FoundatiorEDJOIK

7! According to the Bank Statement, for at least the past one year, Rs.
60,000/ have been deposited into the account every month through
a bank transfer from an account operated by IKF. For the same time
period Mr. Asif Mushtaq has been withdrawiRg. 58,000/every
month through cheques signed by Ms. Rukhsana Imtiaz.
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8. The investigation reveals that IKF is a fmofit organization
registered under the Trust Act, 1882 and receives donations from all
over Pakistan.

In 2021, it received a total of Rs. 10,324;488fth of donations.

On its website, IKF states thatuins a school, a clinic, and provides
direct cash support to deserving widows and orphans in Balochistan.
As per record, in 2021 Rs. 10,324,42&re distributed to a school,

a clinic, and 1015 widows or orphans. Rukhsana, a widow gets
Rs.60,000/per mont while all other widows and orphans get only
6,000 to 8,000per month each.

9.  Police undertake a raid of Asif MushtagOs house to arrest him. He is
found and arrested without struggle. Upon search of the premises
Rs. 260,000/is recovered from the hoes Additionally, several
pamphlets are recovered which promote TeQ and request people to
provide funds to it. They also find a receipt booklet which has been
used to provide receipts for donations to a madrassah in Quetta. The
booklet shows donations wortRs. 158,000/have been received
from various individuals. They also discover promotional material
for IKF at Asif MushtaqOs residence seeking donations for the
charity.

10! During interrogation Asif Mushtaq states that Ms. Rukhsana Imtiaz
is his wifeOddnd and since she is old he makes withdrawals on her
behalf and gives her the money.

11! Police arrest Ms. Rukhsana Imtiaz who is an elderly woman and
interrogate her. She states that Asif Mushtaq opened an account for
her approximately a year and half agod promised to get her
money for monthly expenses. She states Asif made her sign all the
cheques as soon as the cheque book was issued, saying it would be
easier than having her sign a cheque every month. Ms. Rukhsana said
Asif was very helpful and thahe is dependent on the Rs. 8,000/
that he provides her every month. Police release Rukhsana because
they do not feel she is involved in the scheme.

12! Police confront Asif that Rukhsana is receiving only Rs. 8,000/
whereas he withdraws 58,008very math. Asif initially denies this
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13!

14!

15!

16!

171

18!

and claims he gives her the entire amount but after repeated
guestioning he admits that he keeps Rs. 50,086if states that the
50,000/ from RukhsanaOs account as well as any money he raises
through donations for the Mi#rassah is given to Javed Khan who is

a Trustee of IKF. He doesnOt know what Javed does with the money.
He was due to meet Javed the next day to give him Rs. 26th@00/

were in his possession. Police are able to match Javed KhanOs name
with the Trustes named in the Trust Documents for IKF. His CNIC
number is also identified.

Based on this information, the Police are able to arrest Javed Khan
from the meeting point. They also find out from his CNIC that he
lives nearby and search his home. Duringst@&rch Police recover

a laptop and two mobile phones.

Forensic analysis of one mobile phone reveals WhatsApp messages
to one Rauf Malik.

Forensic analysis of the laptop reveals an untitled Microsoft Word
document.

There are also 11 videos on his laptop. 3 videos show young men
firing bullets and receiving weapons training. The other videos seem

to be TeQ propaganda showing attacks and bombings done by TeQ
in the past.

CDR of the Mobile Phone shows several calfsstbMushtaqg over

the past few weeks as well as calls to other numbers. The Mobile
Phone also has a WhatsApp group called OBrothersO wherein there
are photos of the location of th& Bebruary Bombing in Quetta and
surrounding areas dated®@ebruary (lefore the blast took place).

Asif Mushtaq is also a member of this Whatsapp Group.

The Police confront Javed Khan with this information. They accuse
him of coordinating the 5February bomb attack, of receiving funds

for supporting TeQOs terrorist adtds, and for transferring funds

for purchases and payments to terrorists. He denies these allegations.
He states he is not a terrorist; he had just fallen on hard times and
needed some money from IKF that is why he asked Asif Mushtaq to
help him take fund from Rukhsana ImtiazOs account. He says he has
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19!

20!

an interest in bombings and explosions that is why the videos are on
his laptop. When confronted about the pictures of the location of the
bombing, he says he didnOt take the pictures himself and did not
know why someone posted them in the WhatsApp group.

Police trace Rauf MalikOs cell phone number to Karachi. By
coordinating with Sindh Police, Rauf Malik is arrested and
interrogated. He states that he is a businessman and has no link to
any terrorist orgaization. He says he is a philanthropist, and his
money is used for various good causes across Pakistan including to
support schools and hospitals.

Through his CNIC number, Police are able to track down his bank
accounts in various banks. Upon examinatd the Bank Statement
of one account it is determined that Rauf Malik makes monthly
donations to IKF in the sum of Rs. 60,60Ble has also provided
IKF larger donations of Rs. 1 million and Rs. 2.5 million in the past.

The Police submit the Challam the Prosecutor to initiate a case in the Anti
Terrorism Court against Asif Mushtaq, Javed Khan, and Rauf Malik.

Q<k>22-226-"#* *

In light of the above, please answer the following questions:

1!
21
3.

4l
5l

What offences should Asif Mushtaq and Javed Kharhared with?

What are the key pieces of evidence in this case?

What further evidence do you feel the Police should have collected? (If
you weredoing scrutiny of the Challan what would you recommend to
the Police)

Would you take this &z to trial?

What would be your strategy at trial?

Bonus Question:

6.

Do you think investigation should be started against IKF Charity and
why?
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