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11 Overview

LEARNING OUTCOMES

¥ Understanding the meaning térrorismfinancing.

¥ Understanding the meaning of money laundering.

¥ Identifying the procesof money laundering.

¥ Understanding the difference between money laundering and terrorism
financing.

¥ Understanding the linkage between money laundering and predicate

offences in addition to recognizing proceeds of crime.
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Money laundering is most notably defined in the UN Conventsgainst
Transnational Organized CrimeUNTOC). Article 6 of the Convention
identifies four actions that constitute money laundeting:

¥ Conversion or transfer of crime proceeds for the psgpof concealing
their illicit origin;

¥ Concealment or disguise of crime proceeds;

¥ Acquisition, possession or use of crime proceeds; and

¥ Contributing indirectly to the commission of the offences outlined above,
including participation in and conspiringrattempting to commit the
offences in question.

To convert and conceal are essential elements of the laundering process; however,
it is important to note that Olaundered fundsO never become legftifath.

funds only have the appearance of legitimacyaccount of a complicated and
obscured money trail that would otherwise point towards the illegal source of
origins of the funds.

In simpler words, criminal activities, such as drug trafficking, smuggling, human
trafficking, and corruptionamongst others, tend to generate large amounts of
profits for criminals and criminal groups. However, by using funds from such
illicit sources, criminals may risk drawing attention to the underlying criminal
activity and therefore exposing themselves tmioal prosecution. In order to
benefit freely from the proceeds of their crime, they must therefore conceal the
illicit origin of these funds, or in other words, engage in money laundering.

I #S%8 () %6+ &+,-).%/0)182/(3%44 &

Money Launderingienerally consists of three distinct stages: placement, layering
and integration.

The first stage, placement, involves the placing of dirty money into the legitimate
financial system. Criminal money is moved away from the illegal source, making
it appearas though it came from a legitimate source.
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This can be accomplished through the smuggling of currency across borders, the
usage of an accomplice banker or broker accepting illicit deposits, the blending of
legal and illegal funds through caskavy busiesses, and through the creation

of false invoices. These possible avenues of placement are by no means exhaustive,
and criminals find new and inventive means of Oplacing® dirty money all the time.

The second stage, layering, involves the obscuringrafdaed funds through the
legitimate financial system. Criminals enter into a complicated web of financial
transactions, often across multiple jurisdictions, in order to complicate the trail
leading back to the initial illicit activity.

The third stage,nitegration, involves the absorption of dirty money into the
legitimate economy, such as through the purchase of real estate, securities
investment, luxury items, and so on. Integration is done very carefully from
legitimate sources to create a plausibjgasation for where the money has come
from.

At this stage, it is very difficult to distinguish between legal and illegal wealth. The
launderer can finally use his or herghtten wealth without fear of getting
caught, and the process of money launtgrs complete.

Legislation aimed at curbing money laundering, such as Pakistan®oAeyi
Laundering Act 2010 (AMLA 2010), aims to target actions that can fall into any
of the above three stages. Therefore, acquiring, converting, possessing, using, and
transferring of money or property knowing or having reason to believe that such
property is the proceeds of crime is an offence under AMLA 2010. Similarly,
concealing or disguising the true nature, origin, location, disposition, movement,
or ownership ofproperty knowing or having reason to believe that it is the
proceeds of crime is also an offence under AMLA 2010. Even the act of holding
or possessing on behalf of another any property which one knows or has a reason
to believe is the proceeds of crimeuldosuffice for the offence of money
laundering under Pakistani law.
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Answer:

¥ Placementtsing banks, cash couriers and hawala operators for receiving
and moving illicit proceeds from narcotics.

¥ Layering:Moving large sums of money through different countries in
smaller amounts.

>l



'#3%&%&'1()*+,-.] /1&0%()&-2!3$+&*-#%&1$&*14)+&0-#%&'T 05-16%&$&T7%E&")B!"-##)H#YD:

¥ Integration: Openinga jewellery store in Dubai to purcleasverpriced
exports (that were initially proceeds from the narcotics trade).

"1"5"1 6$,7&04&,&2/%.03,7%&899%§3%:

A predicate offence is a crime that is a component of another crime. In the case
of money laundering, a bank robbery or kidnapping someon&af@om would,

as an example, be the predicate offence. The money obtained from this criminal
activity would be the proceeds of crime and the attempts at hiding their illegal
origin would be money laundering or the primary offence.

For us to understand wha predicate offence is in the Pakistani context, we have
to delve into the specifics of what the Altoney Laundering Act, 2018MLA
2010 tells us about this concept

Predicate offences are defined as offences specified in Schedule 1 of the AMLA
2010 The designation of offences under AMLA is in line witle FATF
definition of designated categories of offences as provided in its Assessment
Methodology adopted in 2013. When deciding on the range of offences to be
covered as predicate offences undehe# the categories listed by FATF, each
country may decide, in accordance with its domestic law, how it will define those
offences and the nature of any particular elements of those offences that make
them serious offences.

" 6$,7&,/1%&</(3%%.48(9&3/0=86:

To arrive at an actual definition, we instead must understand proaeds of
crimeare. The definition of this can also be found in the AMLA 2010, which states
that proceeds of crime means any property derived or obtained directly or
indirectly by any prson from the commission of a predicate offence or a foreign
serious crimeThe term OpropertyO here is meant to include all property and
assets of any description whether moveable or immoveable, tangible or
intangible, including deeds and instrumentstteapress ownership of any such
asset and cash and monetary instruméndl. property involved in money
laundering or gained through criminal activity constitutes proceeds of crime.

In the AML/CFT regime, the categorization of the proceeds of crim#icalc
since such proceeds will be subject to confiscation and can be attached, deposited,
forfeited, and seized by law enforcement agencies during the investigation and

prosecution of AML/CFT cases.
|
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The offence of money laundering is defined within &dLA 2010 as the
acquiring, conversion, disguising, possession, or use of property, where one
knows or has reason to believe that such property is proceeds of crime.

As a result, when we tie all of these concepts together, we can say that predicate
offences are those offences, which a) are listed in Schedule 1 of the AMLA 2010,

b) generate proceeds of crime, and c) serve as foundational offences for the

offence of money laundering.

5"l #$%8&'()'6-22+2()7'8(,%,9(,34

In order tounderstand what Oterrorism financingO is, it is important to understand
its components, namely what qualifies a$act of terrorispMho qualifies as a
OterroristO, and what qualifies as a Oterrorist organizationO.

The Financial Action Task Forc&ATF) Recommendations define a OterroristO
as:

Any natural person who:

(i)!  Commits, or attempts to commit, terrorist acts by any means, directly
or indirectly, unlawfully and willfully;

(i)! Participates as an accomplice in terrorist acts;

(ii)! Organizes or directs loérs to commit terrorist acts; or

(iv)!  Contributes to the commission of terrorist acts by a group of persons
acting with a common purpose where the contribution is made
intentionally and with the aim of furthering the terrorist act or with the
knowledge of thetention of the group to commit a terrorist act.

OTerrorist organization® carries the same definition, with the replacement of
Onatural person® with QorganizationO, which refers to a Ogroup of terrorists.O

The FATF Recommendations define an Oadatrofiten®as:

¥ Any act, which constitutes an offence under [any of the stated ten
international] treaties;
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¥ Any other act intended to cause death or serious bodily injury to a civilian,
or to any other person not taking an active part in the hostilities
situation of armed conflict, when the purpose of such act, by its nature or
context, is to intimidate a population, or to compel a government or an
international organization to do or to abstain from doing any act.

Collectively, we can then say tierrorism financingO is the financing of Oacts of
terrorismO, and of OterroristsO and Oterrorist organitatiothe® words, the
provision of money, property or services for the benefit of a terrorist, terrorist
organization, or for the purposes ofrtarism will be Oterrorism financingO.

In Pakistan, while there is no explicit definition of terrorism financihg Anti-
Terrorism Act 1991ATA 1997, criminalizesseveral types of activities which
amount to terrorism financing. The ATA 198i#@minalizes:

¥ the raising of funds for a terrorist organization (Seek-&)),

¥ inviting another to provide funds or other property for terrorism (See. 11
H(1)),

¥ receiving funds or other property that will or may be used for terrorism

(SecH(2)),

providing funds for the purpose of terrorism (SecH(B)),

using money or other property for the purposes of terrorism (Se¢1))1

possessing money that may be used for the purposes of terrorism {Sec. 11

1(2))

¥ entering or being concerned with aayrangement as a result of which
money or other property is made available to another for the purposes of
terrorism (Sec. 11),

¥ facilitating the retention or control for another person of property which
has been derived from terrorist acts or which bellused for the purposes
of terrorism (Sec. 1K).

As can be noted from the above, the ATA 1997 aims to curb the entire process by
which terrorists, terrorist organizations, or the facilitators of such persons or
entities acquire, alter, change, transteruse money or other property to commit
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terrorism. The penal sections relating to the above offences are S€6) Hhd
11N of ATA 1997.

I"5"1"l 6$,78& 04& 7$%& >099%/%)3%& 2%7@%%)& '()%*& +,-).%/0)1& ,).&
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Money laundering is the process by @hiproceeds of crime are disguised to
conceal their illicit origin. Terrorism financing, on the other hand, involves the
solicitation, collection, or provision of funds with the intention that they may be
used to support terrorist acts or organizationtSiunds may stem from both
legal and illegal sources.

Similar methods are used for both money laundering and the financing of
terrorism. In both cases, the actor makes an illegitimate use of the legitimate
financial sector. The techniques used to laumdeney and to finance terrorism

are very similar and, in many instances, identical.

This is also often where confusion between the two concepts tends to arise, since
they both involve similar methods, the strategies used by authorities to combat
the two &nd to converge. Both are aimed at attacking the criminal or terrorist
organization through its financial activities and involves the usage of the financial
trail left behind to identify, prosecute, and convict components of the criminal or
terrorist enteprise.

The origin of the funds is the main distinction between money laundering and
terrorism financing. Terrorism funding involves the obtaining of funds to sustain
terrorist acts, meet their technical needs, and cover the cost of promoting related
beliefs, amongst others, whereas money laundering is simply a procedure
employed by criminals to make their unlawful gains seem legitimate.

Although terrorism financing raises funds for illegal purposes, the source of these
funds is not always illegal. Tensis can raise money through corporate
donations, gifts, and even through genuine commercial ventures. Money
laundering, however, always entails that initial seed of criminality: an illicit source
of funding.
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In domestic legal systems, terroiistancing offences can also be included as
predicate offences for money laundering. In Pakistan, temofisancing
offences are dealt with under tAdA 1997and such offences have also been
included in the list of predicate offences in &MLA 201Q For example, the
crime of kidnapping for ransom for the purposes of financing terrorist activity
would consitute the predicate offence for money laundering.

Where the offence of money laundering is connected with a terrorist financing
offence, it may be tried in the Afifierrorism Court (ATC - a specialist court
established under the ATPO97, in order to dd with terrorismrelated offences)
rather than the Court of Session (where money laundering offences are usually
tried).

|
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21 Global Legal
Framework on
AML/CFT

LEARNING OUTCOMES

¥ Understand the interplay of international obligations in relation to
AML/CFT

¥ Describe the actions that are expectedtiafinal justiceactors in order to
be compliant with the FATF Recommendations

¥ Broadly understand how the FATF Evaluation takes place

¥ Learn aboutPakistanOs recent departure from the -ligeyand its
obligatiors goingforward.
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The current international AML/CFT framework is a product of treaty law,
namely, instrumentshat are binding undemternational law signed by two or
more states. Treaties signify that plaeties intend to create rights and obligations
that are enforceable under international law ugach other, anéndeavorto
enact legislation in their domestic jurisdictions to bantheirtreatyobligations.
Therefore, it is important to understand how treaty law governs AML/CFT, and
how the FATF further reinforces key tenets of internationaPlaw.

5"1""1 #$%&B)07%.&C,70()4&D()E%)70()&,1,0)47&FGG0307&#/,99038&0)&C,/3(703
>/-14&,).& 24*3$(7/(<03&H-147,)3%4&JIKLLE

The United Nations (UN), through its Drug Control Program, initiated an
international agreement to combat drug trafficking and counter money
laundering. Although the convention does not explicitly discuss the term Omoney
laundering,O it defines the concept and calls upon countries to criminalize the
activity. However, the convention does not address preventive aspects of money
laundering, and the only predicate offenses for money laundering under the
convention are crimes thare related to drug trafficking. This convention,
nevertheless, serves as a precursor for several of the FATF recommendations on
preventing, detecting, and prosecuting money laundering.

Pakistan ratified this treaty in October 1995.

5"1"5' #$%&B)07%.&C, 7HED()E%)70()&, 1,0)478&4#/,)4),70(),G&
8/1,)0N%.&D/0=%&JBCH#8DO&5PRPM

The Convention contains a wide range of provisions designed to combat
international organized crime. Specifically relating to money laundering, it
obliges each ratifying country to:

¥ Criminalize money laundering and include at least all serious crimés (no
just drug trafficking) as predicate offenses to money laundering;

¥ Establish regulatory and supervisory regimes to deter and detect all forms
of money laundering;
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¥l Cooperate and exchange information, both domestically and
internationally, and consider éhestablishment of a financial intelligence
unit; and

¥ Consider the implementation of feasible measures to detect and monitor
the movement of cash and appropriate negotiable instruments across its
borders.

Pakistan ratified this treaty in January 2010.

51" #$%& F)7%/),70(),G& D(E%)700& 9(/& 7$%& H-<</%440()& (9& 7$%&
A0),)30)18(9&#%//(/04=&JFDHA#ME.

The ICSFT was adopted by the United Nations General AssetiNIBA) on

9th December 1999 and entered into force on 10th April 2002. There are currently
188 States Pae to this convention, and its primary aim is to require that
ratifying countries criminalize terrorism, terrorist entities, and terrorist acts.

It applies both to direct involvement, as well as complicity, in the provision or
collection of funds, whethattempted or otherwise, with the intent or knowledge
that any part of the funds may be used to carry out the offenses described in the
convention, or any act intended to cause death or injury to any person not actively
involved in an armed conflict, witla view of intimidating a population or
compelling a government or an international organization to act (or not act, as
the case may be) in a certain way.

Such actions would be construed as an offense under the Convention, whether or
not the fundgathered are actually used in the carrying out of the proscribed acts.
The convention requires each country to take measures, in accordance with their
own domestic legal systems, to detect, freeze, and seize funds used or allocated for
the purposes of comiting the described offenses.

This instrument requires Member States to adopt the below mentioned measures:

¥ Parties ought to take steps to prevent and counter the financing of
terrorists, whether direct or indirect, through groups claiming to have
charitable, social or cultural goals or those who also engage in illicit
activities such as drug trafficking or gmning;

¥ Commits States to hold those who finance terrorism criminally, civilly or
administratively liable for such acts; and

¥ Requires States to provide for the identification, freezing and seizure of
funds allocated for terrorist activities, as wellf@sthe sharing of the
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forfeited funds with other States on a ebgease basis. Bank secrecy is no
longer adequate justification for refusing to cooperate.

Pakistan ratified this Convention in July 2009.
5"5'1  >,(&-1'"?%&(+,)'@-902(&.'<+0,9(;'A-)+;0&(+,)' '
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The United Security Council Resolution 1267 was adopted unanimously on the
15th of October 1999, and designated Osama Bin Laden and his associates as
terrorists and established a sanctions regime to cover individuals and entities
assoated with Al Qaeda, Osama Bin Laden, and the Taliban. This regime has
since then been reaffirmed and modified by a dozen further UN Security Council
Resolutions. Since the US invasion of Afghanistan in 2001, the sanctions have
been applied to individualsd organizations in all parts of the world.

Resolution 1267 also established a sanctions committee, known as the OAl Qaeda
and Taliban Sanctions Committee® fully implement the provisions of
Resolution 1267 and document individuals and entities whose assets are to be
frozen in light of terrorism financing threats It is further assisted by a
Monitoring Team, based on eight members who have expertiseuinter
terrorism financing and arm embargoes, to further improve implementation of
sanctions mechanisms as requifed

The 1267 Sanctions Committee also identifies, designates and compiles the Al
Qaeda Sanctions List people and entities that have bemsociated with Al
Qaeda or the Taliban, and evaluates laws that ought to be passed within each
member nation in order to implement the sanctions. The Committee receives
reports from eaclstate as to their progress and is able to vary the conditions
imposal on any individual as it sees fit.

5"5"1""b(=%4703&H,)370()4&F=<G%=%)7,7&()

Pakistan is a dualist nation and therefore requires implementation of domestic
legislation in order t@nforce UNSCRs. As a result, the United Nations (Security
Council) Act, 1948vas promulgated. Under this legislation, the Ministry of
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Foreign Affairs(MOFA) issuesStatutory Regulatory OrdersSRO$ for the
implementation of these resolutiofs.

The infamation concerning the 1267 Committee List is received by the National
Focal Point established in theoMA headed by the Additional Foreign Secretary
in charge of the United Nations AffairsUpon revision/updates in the UN
Consolidated List, the 8FA under Section 2 of the United Nations (Security
Council) Act (1948) issues an SRO on the same day to give legal effect to the
update in Pakistan. The SRO is then shared with all concerned foxahgpat

the Federal and Provincial lev&eMoFA uses thdMoFA online Sanctions Portal

for accurate and quick dissemination of important information to the relevant
Federal and Provincial stake holdeMoFA also maintains the updated
consolidated list adesignated individuals and entities on its official website at the
following link: (Attp./www.MOFA.gov. pk/contentsro.php)

For supporting the implementation framework further, the Federal Government
issued the United Nations Security Council (Freezing and Seizing) Order, 20109.
The Order has been issued pursuant to Sectioriffzddnited Nations (Security
Council) Act, 1948andsets outhe procedure for freezing of assets under the
UNSCR regimé&>

A National Committee for overseeing the implementation of sanctions against
designated individuals and entities was also eskedal. Guidelines were issued

by MOFA to assist stakeholders in various ministries, departments, and agencies
at the Federal and Provincial level in understanding the UNSC 1267 Sanctions
regime, the domestic legislation implementing it, and the obligatmins
stakeholders under it.

Listing of Proscribed Organizations

The competent authority to enlist an organization/person as a proscribed
organization and individual is the MOI. Hence, the MOI enlists the entity on the

1°* Schedule of the ATAJpon progription of entities under ATA 1997, MOI
issues an SRO on the same day to give legal effect to the proscription decision.
The SRO is then immediately shared with all concerned focal persons at the
Federal and Provincial levél.The updated list of prostxed entities and
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individuals is maintained on NACTA websitet athe following link:
(http.//www.nacta.gov.pk)

Listing of Proscribed Individuals

An individual may be proscribed under the Fourth Schedule of the ¥9B&on
an exparte bais if there are reasonable grounds to believe that such person is
Oinvolved with terrorism or is an activist or office bearer of an organization kept
under observation under Section 11D or proscribed under Sectiod”11BO.

The Oreasonable groundsO mdgrbed either on the basis of information
received from a credible domestic or foreign intelligence source and thus include
information received by the MOFA about the 1267 Committee List.

As indicated above, the competent authority to list organizaiadsndividuals

is the MOI; howeverthe MOI¢ has delegated the power and functions as
specified undefection 11EEead withSchedule 4 of the ATA997(placement

of individuals on the proscribed list) to the respective Provincial Home
Secretaries and the Chief Commissioner Islamabad Capital Terfitory.

Process of designation of entities/individuals under the 1267 Regime
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Penalties for Sanctions Violations

Section 1100f ATA 1997 provides penalties for natural, legal persons &
public servants for violating UNSC Act 1948 provisions. Under the afdresai
section, any refusal or nasompliance of the order u/s 2 of the UNSC Act, 1948

Is a punishable offence. Person found involved or guilty of the offence can be
awardedanimprisonment sentence of 10 years, or a fine of 25 million rupees, or
both. Incase of a legal person or body corporate, the fine would exceed up to 50
million rupees in addition to regular punishment ftire director, officer or
employee found guilty of the offente case any public servant is found negligent

in compliance, he/shshall be proceeded under respective service rules for
administrative action.

5"5"5' BCHD&Q%4(G-70()&!);S;

On 11" September 2001, the Security Council unanimously adopted a wide
ranging, comprehensive resolution that outlines strategies to combat
international terrorism. In Resolution 1373 (2001) the Security Council also

established another committee, known as the United Nations Security Council
CounterTerrorism Committee, which aims to Oprevent terrorist acts both within

[State] borders and across regioffs.O

Under Resolution 1373, the Council directed all States to prevent and suppress
the financing of terrorism, as well as criminalize the willful provision or collection

of funds for such acts. The funds, financial assets and economic resources of those
who commit or attempt to commit terrorist acts or facilitate the commission of
terrorist acts oareacting on behalf of a proscribed organization or person were
required to be frozen without delay.

Under this Resolution, States ought to prohibit their nadle or persons or
entities in their territories from transferring funds, financial assets, economic
resources, financial or other related services available to persons who commit or
attempt to commit, facilitate or participate in the commission of testaacts.
States are also obliged to refrain from providing any form of support to entities
or persons involved in terrorist acts. States also ought to adopt preventive
measures against those who finance, plan, facilitate or commit terrorist acts from
within its jurisdiction against other countries and its citizens.

The Council further directs the States to use effective methods to trace the

exchange of information amongst terrorists and increase the monitoring of
!
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suspicious transactions including the u$déosged documents used to facilitate
raising and transferring of funds for terrorist acts. States are also mandated to
ensure that before granting refugee status to asylum seekers, appropriate
measures are undertaken to verify their identity to rule loeit taffiliation with

any terrorist organization.

The Resolution also highlights the close connection between international
terrorism and transnational organized crime, illicit drugs, money laundering and
illegal movement of nuclear, chemidaiblogical and other deadly materials. In
that regard, it emphasized the need to enhance the coordination of natioral, sub
regional, regional and international efforts to strengthen a global responge to th
threat to international security.

5'5"5"11>(=0%47038,)370()4&F=<G%=%)7,700)&

In order to ensure compliance with UNSCR 1373, there are a number of legal
provisions in the ATA providing for proscription of organizations, freezing
and seizure of assets, criminalizing different forms of terrorist finanai,
other required measures.
¥ Sections 6(7), 11H, 111, 117, 11K, and 11N of the ATA 1997 criminalize
the offence of terrorism financing, and all these offences have been
included in the list of predicate offences in the AMLA 2010.
¥ Sections 11B11D, 11E, 1EE, 11EEEE, 110, 1100, l1a/d 11U
concern procedures for implementation of UNSCR 1373 by
empowering PakistanOs implementation agencies to freeze and
confiscate terrorist assets and introduce provisional measures required
to be implemented under UNSCR 1373

The procedure to comply with UNSCR 1373, from the stage of proscription to
freezing and seizure of assetsas follows:

Listing of the Organization/Entity

The competent authority, MOI, may include an organization in the First
Schedule of ATA 1997 in light of Section 11B of the ATA. The updated list of
proscribed organizations can be accessed on the National Cdlarterism
Authority (NACTA) web portaf? For proscription of persons, MOI has
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delegated the power and functions as specified in Section 11E of the ATA 1997
to the respective Provincial Home Departments, which can also be accessed at
the NACTA web portal.

Freezing of Bank and Financial Accounts

In the case of proscribed organizations, MOl issues the notification to the State
Bank of PakistanSBB and the Securities and Exchange Commission of
Pakistan $ECR to freeze the bank accounts or other financial accounts of the
entity. In the case of indduals proscribed by the Home Departments or Chief
Commissioner (ICT), the notification gets sent to the SBP and SECP for
freezing of the individualsO accoufrsparallel, such notifications are also
disseminated online to all respective institutionsfages for implementation.

The SBP, in its Guidelines on Compliance of Government of PakistanOs
Notifications issued under UNSC Resolutions, stipulatesittitaiculates the
notifications of proscribed entities/individuals to its regulated entities for
taking necessary actiolhese SROs/Notifications, in addition to other
requirements, require banks/DFIS/MFBs ©freeze without delay the bank
accounts, funds and other financial assets or economic resources, including
funds derived from property owneal controlled, directly or indirectly by a
listed/proscribed individual/entity.O SBP also advises its regulated entities to
report details of such frozen assets taken in compliance of the relevant
SRO/natification to SBP within the stipulated time.

Freezing oAssets

UNSCR 1373 requires countries to freeze without delay the funds or assets of
proscribed entities and individuals. Section 110 of the ATA 1997 states that
money or other property owned or controlled wholly or partly, directly or
indirectly, shall be frozen or seized. No person shall use, transfer, convert,
dispose of or remove such money or other property without the permission of
the court and the law enforcement authorities. Within 48 hours of any freezing
or seizure of assets, the ceme=d person shall submit a report containing
details of the property and the person effected by this to the Federal
Government.

5'5"'1 BCHD&Q%4(G-70()&5ER5

The resolution urges that all countries implement FATF Recommendations,
including adopting standards to assess terroffisrancing risks that they face.
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The Resolution also requires that countries ensure that any person who
participates in the financing,lagnning, preparation or perpetration of terrorist
acts or in supporting terrorist acts is brought to justice, and to additionally ensure
that funding support is criminalized, even in the absence of a specific link to a
terrorist act.

It further notes thaterrorist groups raise funding through a variety of means,
inter alia, legitimate commercial enterprises, exploitation of natural resources,
non-profit organizations, donations, crowdfunding, and proceeds of criminal
activities, and that innovations imfancial technologies, in particular new and
nascent industriesNew industriespresent avenues for significant economic
growth, while also preseimg possible openings for terrorism funding, and so
states must be vigilant and proactive in regulating seatuves.

5'BY  8(,%,9(%;'C9&(+,'6%)D'8+29-

The FATF is an integovernmental body established in 1989; its objectives are to
set standards and promote effective implementation of legal, regulatory, and
operational measures for combating moteyndering, terrorist financing, and
other threats to the integrity of the international financial system. FATFOs forty
Recommendations on Money Laundering and its nine Special Recommendations
on Terrorist Financing constitute the international standand#AML/CFT. The

legal framework for a countryOs AML/CFT regime should be largely consistent
with the FATF standards.

The FATF recognizes that each State has a unique legal character, and so the
solutions must not necessarily be uniform, but instead mustibeted according

to the individual legal systems of the State. Accordingly, FATFOs international
standards are established as principles, so that each State may adopt laws
consistent with its own legal norms, cultural characteristics, and economic
circumstances. Hence, in light of the broader legal framework, the countries are
mandated to implement the following measures:

¥ Identify terrorism financing and money laundering related risks, and
develop policies and domestic coordination mechanisms accorgingly

¥ Pursue investigation against money laundering, terrorist financing and the
financing of proliferation;

¥ Apply preventive measures within the financial and other designated
sectors;

¥l Establish roles and responsibilities for the competent authorities (e.g
investigative, law enforcement and supervisory authorities);

:C!
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¥ Apply preventive measures within the financial sector and other degignate
sectors;

¥ Increase the dissemination of information related to terrorist organizations
amongst the legal institutions; and

¥ Facilitate international cooperation.

54" AU#A&'%7$(.(G(1*& &

The FATF methodology assesses jurisdictions in terms of techorogetence

as well as effectiveness of AML/CFT framework in producing desired results. In
its OMethodology for Assessing the Technical Compliance with the FATF
Recommendations and the Effectiveness of AML/CFT Sygethe FATF
assesses the following:

5" #%3%$)03,G&D(=<G0,)3&b

These relate to the relevant legal and institutional frameworks as well as the
powers and procedures of the competent authorities. This is rated in the following
way:
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It aims to ascertain the extent to which a country has established a robust
AML/CFT system and seeks to establish as to what result has been obtained as a
result of the technical cortipnce.

] !
1[521.%<%.1+=1%==0%4'/<%0%8J >2%! ?,,%)/#%! @('4+,%! /$! #42/%<%)! '+ #!
<063*1 #35%)!%A'%0'B
!
C/0+3Y/,-3+<%,%0'$!0%%)%)B !
!
! !
&CSHOM!  %<%.! K3$!M::$H#&(-$! N/-+,:$! &'1 (+3&SASH! - | (1 %(*9S!
%==064'/<%0%5$ $>-$)-7
! !
O, #%*(-$!&:?7*,A$:$)-'N$S#S#7 !
! !
C+)%3#%! 9%6<%.! +9 K3$! M::$H&(-$! N/-+,:$! &'1 (+3&SASH! -1 ;5!
%==064'/<%0%5$ $>-$)-7
! !
O(0,%1&:2% A$:$)- 1) $SHSHT |
|

! !
6+D!.%<%.1+=1%==0%4'/<%0%$| K3$! M::$#&(-$! N/-+,:$! &1 ),-! (+3&$ASH#! *!
! (+38$AH!-,1(1)$9%8&9&. %$!$>-$)-7

|

@/)#(:$)—(%!&:?*,A$:$)-'! VSSHPHT!
!

5""5'1 U40,&2,30903&W/(&

The Asia Pacific GroupAPG) is part of a global network of similar bodies,
referred to as Financial Action Task Foftyle Regional BodieBSRB}sand is

the largest in terms of membership numbers and geographical size. In order to
fulfill its obligation to combat money laundering and terrorism financing,
Pakistan joined the APG in May 2000.

The APG summarizes its role and purpose in primarily functions that have

an impact on national AML/CFT frameworks as well as global policy. These

include conducting mutual evaluations, providing technical assistance and

training, typologies research, global policy development and private sector

engagementn PakistanOs case, the first three purposes are particularly useful in
enhancing its AML/CFT frameworks.
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The main reasons allocated for placing Pakistan on the grey list was that it has
OstrategideficienciesO in its efforts towards mitigating the issues of money
laundering and terrofinancing. The decision was taken based on a monitoring
report of the ICRG?The ICRG stated four areas of concern:

¥ Deficiencies in the monitoring of money laundegi(AML) and counter
terrorism financing (CFT) regimes,

¥ Crossborder illegal movement of currencies by terrorist groups,

¥ Lacking the implementation of UN Security Council Resolution (UNSCR)
1267 and 1373 for mitigag terrorism, and

¥ Ineffective investigation coupled with prosecution of tefiinancing?>

5"T"11 QU63%)78&>%E%G (<=08)74&

The Financial Action Task Force has decided by consensus that Pakistan has
completed all substantial, technical and procedural requirements ofhe#018

and 2021 Action Plans. As a result, Pakistan has been taken out of the list of
jurisdictions under increased monitoring, with immediate effect. This decision
was taken during the FATF Plenary meeting held in Paris, France fr@h 20
October 2022.

Pakistanhas made enormous progress in the Anti Money Laundering and
Countering Financing of Terrorism (AML/CFT) domain over the course of
fulfilling requirements of both Action Plans. Despite many challenges, including
the Covid-19 pandemic, Pakistan continugéd reform trajectory and sustained

the highlevel political commitment of aligning its domestic AML/CFT regime
with international best practicé$Resultantly, Pakistan has developed a strong
legal and institutional framework to investigate gmasecute ML and TF
activities. On the legal front, Pakistan has introduced legislative amendments to
strengthen ML/TF laws. For instance, a number of amendments in various
provisions of ATA 1997 have been introduced specifically relating to prohibition
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of funding for proscribed organizations and proscribed persons, punishments of
natural and legal persons on TF offences, confiscation of properties on conviction
of TF charges, violation of assets freezing obligations, expanded composition of
JITs involvingco-option of State Bank of Pakistan (SBP), Financial Monitoring
Unit (FMU) & Federal Investigation Agency (FIA), provision of basic and
extraordinary expenses to proscribed persons, etc. Similarly, on the operational
side, efforts are being made to continaly strengthen the capacity of all LEAsS
investigating TF, improve the intagency coordination mechanisms, and to
ensure sustainability of these actions through continuous engagement.

<+,&(,0(&. '+H'LHH+2&)
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As evidenced from PakistanOs exit from tley ¢jst, Pakistan has shown a
commitment to fulfilling the technical requirements of the FATF
Recommendations, however, the FATF standards also place criminal justice
sector response at the very core of any AML/CFT framework, and so Pakistan
needto demorstrate that the AML/CFT frameworks that it has creatmatinue

to produce the desired results and are effecticludingin the following three
metrics:

¥ Improved investigations;

¥ Improved prosecutions;

¥ And most importantly, higher overall conviction tes in money
laundering and terrorism financing cases.
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3.1 Domestic Legal
Framework on
AML/CFT

LEARNING OUTCOMES

¥ Learn he elements of money laundering under the AMLA 2010 and the

ATA 1997.

Learn theelements of terrorism financing under the ATA 1997.

Understand he role of law enforcement agencies during investigation.

Understand and learn aboupecial provisions relating to investigating

officers under the AMLA 2010 and the ATA 1997.

¥ Learn about sgcial investigative techniques and the legal frameworks
surrounding them.

¥ Understand the @missibility and relevancy of confessions, witness
statements, financial records, expert analysis, and other types of evidence.

<3
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Under Section 3 of the AntMoney Laundering Act (AMLA), 2010 a person
commits an offence of money laundering if:

(a)) He acquires, converts, possesses, uses or transfers property knowing or
having reason to believe that such property is proceedss;cri

(b)! He conceals, disguises the true origin, location, movement, ownership of
the property knowing or having reason to believe that such property is
proceeds of crime;

(c)! He holds or possesses on behalf of any other person such as property
knowing or havingreason to believe that such property is proceeds of
crime;

(d)! He participates in, associates, conspires to commit, attempts to commit,
aids abets, facilitates or counsels the commission of the acts specified in
clauses (a), (b) and (c).

B"5!  *+,-./%0,1-2(,3'0, 1-2'&$-'C6C'INNO '
The ATA briefly describes the offence of money laundering under sectién 11

1! A person commits an offence if he enters into or becomes concerned in any
arrangement which facilitates the retention or control, by or on behalf of
another person, of terrorist property:

1.l By concealment,

ii.! By removal from the jurisdiction.
iii.! By transfer of nominees, or
iv.!In any other way.

2! It is a defence for a person charged with an offence undesestion (1)
to prove that he did not know and had reasonable cause to suspect that
the arrangement related to terrorist property.

It is important to note that while money laundering and terrorism financing are
separate offences, ML can sometimes lead to TF. For example, proceeds from a
criminal activiy can be disguised through formal channels, and could be
transferred to terrorist groups or proscribed organizations. In this scenario,
proceeds of crime are laundered to promote terrorist activities. However, it is
important to notethat terrorism financng can also occur without any money

<?
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laundering. For example, a bystander donates to a charity box outside a mosque,
and the funds are then used for terrorism purposes.

B"BI' 6-22+2()7'8(,%,9(,3'0,1-2'&$-'C6C'INNO

The AntitTerrorism Act (ATA), 1997 incorporates set of unique offences
relating to terrorism financing and money laundering.

¥ Section 11 F(5)lates to soliciting, collecting or raising money or other
property for a proscribed organization, or arranging to do the same.

¥ Section 11 (H) (1)elates to the act of inviting another to provide money
or other property.

¥ Section 11 (H) (2kriminalizes the offence of receiving money or other
property.

¥ Section 11 (H) (3¥riminalizes the offence of providing money or other
property.

¥ Section 11 (Icriminalizes the use/intention to use/reasonable cause to
suspect the usef money or property for a terrorism offence.

¥ Section 11 (J) (1krriminalizes entering or being concerned in an
arrangement as a result of which money/property is made availabl@or
make available to another whilst having reasonable cause to suspect that
such money/property may be used for terrorism.

¥ Section 11 (J) (Qriminalizes the provision/availability of money (as a
Pakistani national local or abroad) for the benefit @& proscribed
organization or person, knowingly or wilfully, directly or indirectly, wholly
or jointly.

¥ Section 11 (K)criminalizes entering or being concerned in an
arrangement facilitating retention/control by/on behalf of another person,
of terrorist property by concealment, removal from jurisdiction, transfer to
nominees or in any other way. (This Section allows fiefance if there
was no reasonable cause to suspect).

B"E' L;-7-,&)'+H'&$-'FHH-,9-
In order to determine charges for ML/TF offences and to understand what each
offenceentails, it is beneficial to break it down into the Actus Réile act

requirement)and Mens Re@he intent requirement)

! &

<@



'#3%&%&'1()*+,-.] /1&0%()&-2!3$+&*-#%&1$&*14)+&0-#%&'T 05-16%&$&T7%E&")B!"-##)H#YD:

T"1" H%370()&;0&U'+U&SRRP

&%4'/+0'EFI9C69!IGHIH!

|
"IP$F )1'3(%%!.$19/8%-21,5!:,)$21%(/)#$*&)9=1&5!-3$12$* )P |
(I "H</&F'=!+ )ASH-'=1 2, SIS /'S H *()'BSH] 2% 2$*-2=1 E),1&)9! ,*!
3(A&)IFS(')l-,  1.SYESABI-3(-I'/+317%,2$%-21&'17% +$$#'] 51+*&:$Q!
JUE)+$(%'] %1 #&'I/&'S -3$! -*/$! )(-/*$=! *&I&)=! %,+(-&,)=! #&'?,'&-&,)=!

L A$:$)-1, %1, 1)$%'3&?!,517*% 2$*-2=1E),1&)9! *13(A&)9*$(,)!-,|.$%&SAS!
S3(1/4+312% 2$%-21&112% +$$# 5I++&:$Q |

+1 8,96#1* 2,"$"$'1)1.$3(%5!,5!()2],-3$*12$+ )1()217*,2$*-21E), 1&)9!, *!
3(A&)9*$(,)!-, L. SY&SBAS!-3(-I'/+312% 2$*-218'17% +$$#'1 5I+*&:$Q!* |

#I R(*-&+&2(-$18)=1(" +&(-$'=14+,) 284S 1= 14+, 11 &-=)(--$:2-'1- 1+, &= (&#'=!
($-'=! 5(+&Y&-(-$'1 *! +,/)$%' -3$! +,:&"&,)! , 51-3$! (+-'1 'P2$+&5&$H! &
+0(/'SH(I=ILIIO)HI+IT !

The following table describes the componenthisfoffence:

2053%)/%0'} Y 20'%0'!
|

! ! !
&9%4'[+0IEI J#KL! "+<[&FG'=1+ ) ASH-=] &33! E),1%$#9$! ¥
94M(/$/'/+OF! 2,"$"$'=1/$' %1 3(A&)9! *$()! -1 . $%&SAS!
4+0<%3$/+OF! H()'5$H1?* 2$*-27 | 31 -3$1 ?*2$%21 &
+$$%$$/+0F!($%!+3! ! 2% +$$H1 5IH4&$T |
'3H0$=0631+=1-3+-%63"*! !
D2/421/$1-3+4%%)$!+=!
43/,%B!
|
! ! !
&%4'[+01E1J:KL! F,)+$(%'! *1#8'9/8'$'! &33! E),1%$#9$! ¥
"+04%¢#.,%60'1+=1+3! S3BIH/B)(-/4$=1,4898)=!  3(A&)9!*$(,)! ! . $%&SAS!
)/$5(/$/05!"2%!'3(%! 0%, +(-&,)=1#&'?,'&&)=!  -3(-! -3%! ?*2%*21 &
+3/5/01+31+D0%3$2/-1+=! [ WA B ke towd 2% +$$H# 5l++&:$7 |
-3+-063*1D2/42!/$! 512% 2$%-27! !
-3+4%%)$!+=143/,%8 !
|
! ! !
&%4'/+01E1J4KL! 8,%6#'1,512,"$"$'1,)! &-31  E),1%$#9$! ¥
7+$$%$$/+01+= 14! $3(%5!,51()2!,-3%*! 3(A&)9! *$(')! -1 $%&SAS!
“3+-063*14+0 1:0p2#.=1+=! [N VIl Oy A S3(-17%, 282181 7% +$ B
#0*1+'29%31-%3$+O0F! ! 5l+*&:$71
D2/421/$1-3+4%%)$!+=! !

43/,%B!

<A



'#3%&%&'1()*+,-.] /1&0%()&-2!3$+&*-#%&1$&*14)+&0-#%&'T 05-16%&$&T7%E&")B!"-##)H#YD:

| |

&%A4'[+OIEKLION/05! IRl G A :&-3! E),1%$#9$! -3(-! ()!
#0)1#:96"/05!'2%! (" +&(-$'=1+,)' 28+ 55$)+SI)HS* +9%(/'$!(I=!
+==0604%!+=,+0%*! +,5:&-=1(--$:2-11- | .31, 511+1 5IS$+-&,)I T13(!
#(0)%3/05B ! +,5:&-=1(&=1(.$-'=! $8)1+,&-$HT |
5(+&%6&-(-$1 1+ /)$%'! |

-3$1+,::&"&,)!,5!(+

2$+&5&SHI&)+%6 (/'S (I=!

1.JIG!+J!,5!S$+-&,)IT7

|

T"5" H%370()&X O&U#U&IKRS

&%4'/+0!ll §F!'9>9!IINNO !
[
LJ "12$* )1+,::&-"1()!,55$)+$!&5!13$P |
(J! M)A&-$'1(),-35*!-,12% A&#SP!:,)$2! *1 -35*1?2* 2$*-2Q!()# |
JTM)-$)#1-3(-1&-'3, /%) SU'$#=! *  13(C1*$(",)(.%S$!+(/'$!-, 1"/ 2$+-1-3(-1 &
(21.9!/'$#=15,*1-381?2/*?,'$ L51-$*%* *&"1U,*L.21(1-$** *&'-1 *1 *9()&C(-&,)!
+,)+$*)$#&)-$** *&" TV |
!
WO"I2$* )1+,::&-"1()!,55$)+$I&5P !
(J! 8BI*S+FLAS!:,)B2! *1 -3F*12* 2$*-2Q!()# !
JUM)-$)#'1-3(-1&-1'3,/%#!.$1/$#=1 *13(1  *$(,) (%P +(/'S!-, '/ 2$+-1-3(-1 &-!

:(2!'$!/'$#!5’*!_3$!?/*?’I$'!’5!_$**’*&':!U’*!-2!(!'$**a*&l'!,*!,*9()&C(-&,)!
+)+$1)$#I&)!-$**&"TV |

|
T "12$% )1+,:&-1()!,55$)+$I&513P |
(3! R* AGHS'L:)$21 1 -3$+12% 2$+-2QI0# |
JUX), L3S, (Yo$1+('$!-, 1 2%+-1-3( -1&-118%%! *1:(21.$!/'$H#15 !
S3$12/¥2, "Bl 51 -$x* *&" UKL .21 (1-$%* *&'-1 *1 *9()&C(-&,)! +,)+$*)$#! &)!
Gk *8TV |
|
YJ M)!-3&1'$+-8&,)! (1 *$58*$)+$! -1 -35! 2% A&'&,)!,51:,)$2! *1 -3+ 7% 2$*-21 &' (!
*$5$+$)+$1-,1&-'1.$8)919&AS)=196$)-!,*1 -3$*1&'S!: (5! (A(&%(.%$LBS-3$1 *1),-!
5,51+,) &#H$*(-&,)7 |

<B



I'#$%&%&'()*+,-.! I&0%U()&-2!3$+&*-#%&"1$&*14)+&0-#%&'] 05-16%&P&7%&)8!"-##)#%0:
The following table describes the components of this offence:

| | |
2053%)/%0'Y 94' | 20'%0'!
|
! ! !
IR I \)A&-(-&,)!I-3*,/931()2! :&-31()1&)-$)-&,)1-3(-!
_3+</)%!,+0%*1+3! | H$I1.21(128 )1 -3$1:,)$2!,41,-3$!
-3+-%31=+31'0633+3/$, | [RANNEEINE AR Y 2% 2$*-21'3, %] $I/'S#!
2% 2$*-27] F3(1(*$(,)(%$!
! (Bl 2B H-1-3(-1&
SIS 118)A&(-&,)! [(21.$!/'$#15,%1-3$!
[-14,)-(&)! 22BN H-Gr* K& ]
(E&)9Z*$</$'-&)9!5,*! 21(1-$ *&-1, ¥
5&)()+$'=IH$+*&2-&,),51  *O()&C(-&,)!+,)+$*)$#!
21%2,'$10#1-3$1)(:$!,5! &)1-$** *&"7 |
-3$!,*9()&C(-&,)7 !
| | |
Il 8IGKLIP%4%/-1+=!  EEEE YA A Rty &-31()18)-$)-&,)!1-3(-!
+0%*1+31+'2963! 2% 2$*-2112,"$"$'! -3$1:,)$2!,41,-3$!
-3+-963*1=+31'0633+3/5, | [RARERVIRIRII UL 2% 2$*-21'3, %] $I/'S#!
! *$'/%-1 5IQA&-(-&,)=1&"S!  M3(I(*$(,)(.%S!
(+E),1%$#9$:$)-Z*$+$872-01 +(/'S!-, '/ 2$+-1-3(-1&-!
[(21.$1/'$#15,%1-3$!
%2, '$1,51-$ *&"1 #1
21(1-$ *&'-1 ¥
F9()&C(-&,)1+,)+$4)$#!
&)1-$** *&"7 |
|

Il SIEKLI73+</$/+0+=! =GN E AR IR et :&-31E), 1%$#9$! *1

+0%*1+31+'2953! 2%,2$%-27 *$(,)( B! P8AE,)!

-3+-063"*1=+31'0633+3/$, ! -3(-1&-118%%!,*1:(2!.$!

! ['$H#15,#1-3$12/%2,'$],5!
Sk %811 #1211

_$**’*&-_! ,*! ,*9()&C(-&,)!
+)+$F)BHI&)! -$F* *&"T |
|

<G



I"H$%0& Y& ()*+,-.! [&OV()&-213$+&*-#%&1$&*14)+&0-#%&' 05-16%&$E&7%0&'1)8!"-##)#Y%D:
T H%370()&MFO&UHAU&IKEKS

&%4'/+0!1 8?F!9>9!INNQ

|

"12%* Y1+, :&-'1()1, 558)+$1&5P |
L 8SU/'$'L:,)$21, 1, -3+12% 2$+-215 *1-3$12/*2,'$'1, 51-$** *&": Q! *
|
WUS$P

(JI R $ $I )$2| &l _3$*I‘7* ’)$* ZQI()# |

J1UM)-$)#1-3(-1&-1'3, /% $I/S$H=! *I3(1*S(,) (Yo$!+(/'S!-, 1/ 2$+-1-3(-1 &-!

(21.$1/'$#=15,%1-3512/*2,'$'1, 51-$** *&" 7 !

The following table describes the components of this offence:

| | |
?053%)/%0'# 94" | ?0'%0'!
|
! ! !
Il 821JIKLIQ$%!+=1,+0%* NEINIE IRk @,*1-3$12/+2,'$'1,5
+314+'206313+-063*1=+3] (ARl ly] - T |
'%33+3/$,! ! !
! K33$!/'$'1,5!:,)$2!+()!
BIB *1-Gr* %8 Z-FHx &
2$¥(-8,)'=17%,2(9(-&,)!
5I&HS,%,92=14$+*/&-:$)-=!
*(8)&)9=17% +/$:$)-'=!
:0(9&)9!,*9()&C(-&,) (%!
&)5*("-*/+-/*$="",+&(%!
'$*A&+S!- 1S =l $-+T
!

Il Q21IGKLI7+$$%$$/+0!+ =l sBR KA I 7l :&-31()18)-$)-&,)!-3(-!

+0%*1+31+'2963! -3$*12% 2$*-27 | -3$1:)$21,#1,-3%]

-3+-%3*1=+31%33+3/$,! [ 2% 2$*-21'3, %] $I/'SH=

! K3&'1&)+%6/4$'! H3(IS(,)(YoBI+(/'$!
1)(9%$:$)-1,5!5/)#'1&)! L 2$+-1-3(-1& (218!
-3$15,*:1,51.()E! ['$#15,%1-3$12/%2,'$'1 5!
(++,))-'=1*$(%!$"-(-$=! “Gr* KT
+('31&)!.,>$'=19$:1()#! !

:&)$*(%'=10$1$%*2=15* )-!
['&)$"$'=15% )-\RN'=!
$-+7




'#3%&%&'1()*+,-.] /1&0%()&-2!3$+&*-#%&1$&*14)+&0-#%&'T 05-16%&$&T7%E&")B!"-##)H#YD:

T"TT H%370()&XO&UH#U&IKRS

&%4'/+0!l 8RFY>9!INNO !
|
L3 "12$* )1+,::&-"1()!,55$)+$1&5!3$P |
QU ]-$%1&)-, LS+, :$1+)+$4)$H &) 01 (*(09$:$)-1(1(1*$'/%-1,5!13&+3!
)21, %1 -3841 7% 2$%-21 &' 1 (HB! (A(&Y6(.%6$! 1 &1~ 1 B! (HS! (A(&I6(.%$! !
(0,-3$*Q!()# !
JU8(I*S() (%! +(/'S! -1 2S5+ -3(-! &-! 18%%! *1 (2! .$! /'$#! 5,*I -3
252, 5I-$** *&7 |
|
WU™M2128* )I&)IR(E& -1, *I(IR(E&-()&!)(-&,) (%!, /- &HSIR(E&'-()!'3(%6%!+,::&-!
()!,55%)+$!)#$*1-3&"+-=1&5! 31 E), 1&)9%2! ,*1 1&%%5/%%2! :(E$'!:,)$2! *1,-3*!
2% 2$*-21 XIS AR+ (A(&Y6(. YS! HE&FS+-9621 H &)HE $+-962=113,%9%2! ,*10,8)-%
$)$5&-1, (1%, +*&.$#1 *9)&C(-&,)! ,H?*, '+ &.$H?$* )7 |
|
T "2 )1+,:&-'1()!,55$)+$!&5!3$!E), 1&)9%2! , *11&%%5/%%212(2'15, 41 *12% AGHS'!
1)$21 *1 -35H 2% 2$%-21 ¥ 5(+8%68&-(-$! &)! ()2! :()$*! -3B! -*(A$%! 5! (1 2$*)!
()213$*$! 5,1 -3%! 2/*2,'$'1 5! 2$*2$-*(-&)9=! ?(*-&+&?(-&)9! &)=! ("&'-&)9! ,*!
24$P(* &)1 5, ¥ (1 -$** *&'-1 (+-1 *1 5 %1 -3$1 2/%2'$'l 51 7% AGHE)I! ¥ *$+S&A&)9!
~*(&)&)915, *1-** *&'-1*$o(-$#! (+-&A&-&$'7
|

YJ K3$12% A&'&,) L5, M$+-&,)IWII'3(%%! (%', 1(22%214,P
(3! N*QO&C(-&,)'1 , 1)$H! ¥ +,)-* 0USH=! #E&*$+-%621 *1 &)H&*$+-962=1 .21 7+ '+*&.$
FO0&C(-&,)! 1% H*& SHIPSF YQIOH !
JURS)T M *90&C(-&,)"! (+-&)9! ,)! .$3(%5! ,5=! *1 (! -3$! #&*$+-&,)! ,5=!
2% & B *O()1&C(-&,)' ), K12, '+ & $HI2$+ )'T ]

The following table describes the components of this offence:

2053%)/%0'4 ' 20'%0'!
|

! ! !
Il RJIKIS0'%3/051/0'+ B RRACIRAR TR &-31(1*$(',) (%$I+(/'$!
HO'#33#05%,%0'1=+3! +)+$4)$#1&)!1()! L V$+-1-3(-1:,)$21 !
-3+</$/+01+=],+0%*1+3!  REIEER MOy -3$417% 2$*-211&%9%6! *!
+12031-3+-963"+1=+3! ,51138+31:,)$2!,*1,-3$*! {(21.$1/'$#15, %!
'%33+3/$, ! 2% 2$*-21&1: (#$! Gk %8117 |
(A(&%(.%$! *1&1- 1. $I:(#$! |
(A(&Y%(.%3!-,1(),-3$*7
|

K3&18)+%6/#$15% )- 1
1&)$"$=\RN'=!
£%%$A(%I0_KS=1+(3!



'#3%&%&'1()*+,-.] /1&0%()&-2!3$+&*-#%&1$&*14)+&0-#%&'T 05-16%&$&T7%E&")B!"-##)H#YD:

Il 8RIJGKL!
9$$/$'#04%T-3+</$/+0!
+=!1 +0%*!+31+'2%3!
-3+-%3"*1+3!$%3</4%$!'+!
-3+$43/:%)!-%3%$+0$!+3!
+35#0/U#'/+0$F!
+35#0/U#'/+0$!+D0%)!
*1-3+$43/:%)!
-%3$+0$T+35#0/U#'/+0SF!
#0)!
-%3$+0$T+35#0/U#'/+03$!
#4'/0514+0":%2#.=1+=T#'|
'29%1)/3%A4'/+01+=!
-3+$43/:%)!
-%3$+0$T+35#0/U#'/+0S$!
|

I

Il RIJEKL!73+</$/+0!+=!
,+0%*!1+3!1+'2%03!
-3+-%3"*1+31=#4/./'#'[+0!
+=1"3#<%.!1=+3!'2%!
-(3-+$%3$!+=1"%33+3/$,B!
|

':/99%&)9=!.()E!
(++,/)-=I$-+7 |
|

| |

O(ES$':,)$2!,*1,-3%*! - &9%6%65/%%2! ()#11&-3!
2% 2$%-21 *I'SAL+S] E),1%$#9$!
(A&Y(%FE$+-%621 5 |
&)H&*$+-962=113,%6%2!, !
0,&)-%2=15,*1-3$!.$)$5&-1,5

(17% 458 $H#!

F90)&C(-&,)!,*!

2% & SHIPEF )T |

|

K3&18)+06/4S!
(" +&(-$'=15%,)-
5% )-\RN' !

I

~0=!

! !
R(2'15,*1¥17* A&#$'! ;&%%5/%%2!()#!1&-3!
)$21 51 -38*12% 2$+-21 E),1%$#9$!
FI5(+896&-(-$'1&)1()2! !

1(0)$*1-351-*(A$%! 5!(!

2$*)1()213$*$15,*1-3$!

?2/*?,'$'1,5!

?2$*?2%-*(-&)9=!

2(*-&+&7(-&)91&)=!("&'-&)9!

F12*$2(*&)915, *I(1

-$rx *x&'-1(+-1,*15,*1-33!

?2/*?,'$1 51?7* A&#&)9!*!

*$+$&A&)9!-*(8)8)9*5

-Br* *&'-1* 5% (-

(+-&A&-&$'7

!



'#3%&%&'1()*+,-.] /1&0%()&-2!3$+&*-#%&1$&*14)+&0-#%&'T 05-16%&$&T7%E&")B!"-##)H#YD:

ST H%370()&MO&U#U&!IKKS

&%4'/+0!l 8VF!9>9!INNO!
|
L "1?2$* )1+,::&-"1()!,55%)+$! &5! 3! $)-$*'1 &)-, LALS4, 81+ )+ $9)$#1&)! () 2!
(**()9%$:$)-! 13&+3! 5(+8&%&-(-$'! -3$! *$-$)-&,)! ,*1 +,)-*,%=! .2! *1 )| .$3(%5! ,5!
(),-3$*17$% )=1,51-$** *&'-17* 2$*-2P |
LJ D2!+)+$(%:$)-Q!
WUD2!*$:,A(%!5*%,:1-3$!10/*&'#&+-&,)Q

TJ D2!-*()'5$%1-1),:8)$$'Ql* |
YJ M)I()2!,-3$*11(27 !

!

WIM-1&' T (1#$5$)'$5,* (17$*,)1+3(*9$#! 1&-3! ()], 558)+$! ) #$*1'/. Ng+-& )LJ!-,!
2% A$1-3(-13$1#&#),-1E), 11 O#1 3(#), *$(,) (%! +(/'$! -,/ 2$+-1-3(-1-3$!
(*()9$:$)-1*$%0(-$#!-, 1-$** *&'-19% 2$%-27 |

The following table describes the components of this offence:

! ! !
2053%)/%0'4 ' 20'%0'!
|
! ! !
Il 8YLIC+0%*! 1)-$*8)91&)-, !*! M5!-3$!(++/'$#17* AS!
6#(0)%3/05 | $+,:&)91+))+$4)$HI&)! -3(-13$I#&H!) -IE), 1=1,*
I

0!(*()9%:$)-113&+3! 3(#),*$(,)((%$!+(/'$!
5(+&%&-(-$'1-3$!*$-$)-&,)!  -,1'/'?$+-1-3(-!-3%!

1+))-* 00! 51-$** *&'-1 (**(09%:%)-1*$%(-$#!-,!

2% 2$%-21. 21+ )+$(%:$)-=!  -$F* *&'-19* 2$*-2=1-3(-1&']
*$:,A(%!5%,:! (A(%&H#1#$5$)'$7
0/*&'#&+-&,)=1-*()'5$*!-,! !

),:&)$$',*1&)!1()2!,-3%*! K3$!)/'!-,1?7* A$!-3&'!
0)$*7 ! 1,/%#1%8&$!18&-3!-39!

! (++/'$#7 |

K3&'1&)+%/#$'15% )-~$)= |
5% ))- A['&)$"$'=I5*,)-!
\RN'=IB\@DR' =!&%%%$9(
O_KS=1+('31/99%8&)9=!
$-+7

|



'#3%&%&'1()*+,-.] /1&0%()&-2!3$+&*-#%&1$&*14)+&0-#%&'T 05-16%&$&T7%E&")B!"-##)H#YD:

"T'"R!" H%370() &MAI[NO&UHU&IKES

&%4'/+0!1 8NVIXHI9>9!INNO!
I

1 UI2SH Y1428 ()], 558)+$! 851 3B!" 068&+&-=1 + 9606$+-1 HH(&'S1U:)$2!
-3$412% 2$*-2VI5 *I(19% '++8 $#1 *9()&C(-&,)7 !

The following table describes the components ofdfience:

2053%)/%0'd ' 20'%0'!
|

! ! !
(RIS CARE V= )#/+-&)9!-3%!(+-!,5! VI SH+()].$I3SY6H!
4+..%4'/05!+3!3#/$/05! $&-3%*!",%&+&-&)9!,*! 9/&%-2!,5!S$+-& ) !I@1" J!
+0%*1+31+'2043! +,96%$+-&)9!, *H(&'&)9!  1&3,/-13(A&)9!()2!&)-$)-!
-3+-%3"*1=+31#! $&-3$*!:,)$2! *1?2* 2$*-2! 5,*1-3%!,55%)+$7!M-1&"!(!
-3+$43/:%)! 5,*¥1(1?*,'+*&. $#! *&+-1%&(.&%&-2!,55%)+%-
+35#0/U#/+0 ! *90)&C(-&,)7 ! $()&)9!-3(--3$!
! ! 2% '$+/-&,)1&1), !
*$</&FSH- 1$'-(.%&'3!
&)-$)-1,)12(*-1,5!-3$!
(H+/SHTIK, 'S+/$)(!
+,)A&+-&,)=181&%%!.$!
$),/93!15,*1-3$!
2% '$+/-&,)1-,1'3,11-3(-!
S3BI(++/ B+, &--SH!
-3$!(+-=1*$9(*#%$" 5!
13$-3$*131#&#!",!
&)-$)-&,)(%%2!, !
N&)-$)-&,)(% %27
!

TSI H%370()&M8880&UA#U&LIKKE

!
&%4'/+0!ll 8@ @@F!9>9!INNO

|
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Under the ATA 1997 he CTD may also proceed with the investigation (once an
F.I.R is lodged) if they receiwrdormation from any source or they themselves
find an individual or entity engaged in the acts mentioned under Sections 11 F
andH-J The CTD may then execute all the powers authorized to it under the
ATA.

Anothermechanism is the transfer of a casesteged or an investigation already
underway pursuant to any law. Itis also relevant to note that there are cases where
the accused has been released from police custody or is being held in judicial
custody, in which case the police may requesttkiggtbe handed over to them

for further investigation in their custody. This mechanism would permit further

investigation into the accused's actions.
!
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The Code of Criminal Procedure, 1898 (Cr.P.C) lays down the procedure for the
criminal justice system. It provides a mechanism fater alig how to carry out

an arrest, an investigation, and a trial. Prior to terrorist prosecution, the first step
carried out by the police is the investigation which normally begins after the
recording of a F.I.R. in the police station.

An F.I.R is a document, on the basis of which, the police machinery is activated
and set in motion for investigation. The purpose of an F.I.R. is to set criminal law
in motion and to obtain firshand spontaneous informatocof an occurrence, in
order to exclude the possibility of fabrication, consultation, or deliberation on
part of the complainant. The spontaneity of an F.I.R. guarantees*tnth,
provides a sound basis for carrying out an investigation in the riglutiding®

The procedure for recording an F.I.R is provided under Section 154 of Ct.P.C.,
which states that the officer in charge of the police station will produce in writing
any information of a cognizable offence and read it out to the complainant and
have him/her sign it.

M5! 2(@%/4&-).%/&T$%N&UAU&LIKKS
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If it appears to the investigating officer that there is insuffi@gitence or that

no reasonable grounds for suspicion against the accused exist, and if such a
person has been proscribed on the Fourth Schedule List of the ATA, the officer
may, if such person is in custody, as a preventive measure, release him on his
exeaiting a bond. The surety requires that the said individual does not engage in
any act of terrorism or act in any manner that advances the objectives of the
organization proscribed. However, if the individual fails to execute the bond, the
District Police Gficer may detain said individual and produce him within 24
hours before a magistrate. The magistrate shall then order his detention in prison
until he executes a bord.

The police officer may also require the proscribed individual to seek prior
permission from the police station of the concerned area before moving from his

|
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permanent place of residence for any period of time. He will also be expected to
update the policefbcer about his daily activities.

The police under Section 11 EE are also empowered to check, probe and monitor
the assets, personal belongings or other economic sources of the proscribed
person and his family to ascertain whether they are being dtife any
terrorism fund raising activity.

If, during the course of the investigation, the police officer or the JIT believes that
the property under inquiry is likely to be sold off/transferred before its seizure,
the police officer may direct the owr@rindividual to not remove, transfer, or
dispose of the property in any way except on receipt of an order of the*Court.

'["'5"5"R(@%/&(9&H%ON-/%&-).%/& ! &8&IHY%BN-/%M&

Under the 1267 and 1373 regime, read in light with the ATA regime, the police
are authoried to conduct ongoing monitoring of the activities of proscribed
organizations/individuals to see if they are engaged in fundraising activities. If
they see the proscribed entities/individuals engaged in any fundraising activity,
they may seize those itemBhe seized property may, in turn, be used as evidence
against the proscribed organizations/individuals.

5" R(@%/4&(9&U//%& 7

Under the ATA, the police, armed forcasd civil armed forces are empowered

to arrest an individual without issuing a warrant of arfé$tis power of arrest

Is similar to the provision contained in Section 54 Cr.P.C. whereby an officer may
arrest a person without a warrant on nine grountlss important to note that

under Section 54 CrPC, the wide powers of arrest have been limited by requiring
the police to make an arrest on the basis of either Ocredible informationO or
Oreasonable suspicionO. Similarly, under Section 5 (2)(ii) of the Adasonable
suspicion that a person hesmmitted, or is likely to commit, an act or offence of
terrorism has to exist.

Section 60 of CrPC provides that a person arrested without warrant should be
produced before a magistrate having requisite jurisghcwvithout unnecessary
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delay. Section 61 of the CrPC curtails the powers of a police officer to detain
persons arrested for more than tweifidyir hours in the absence of a special order
from a magistrate under Section 167 of the CrPC.

OReasonable suspigdbdoes not mean a vague surmise or inference but rather a
bona fide belief on part of the police that an offence has been committed or was
about to be committed. Such belief must be founded on some definite assertion
of fact or allegations that may cretite basis for suspicion of the involvement in

the offence of the person to be arresteshfeguards in relation to an arrest are
laid down in Article 10 of the Constitution of Pakistan, 1973.

'['5"T"H%,/3$%4&-).%/&7$%&U#U&I&KKS

Sections 165 and 166 of CrR@ &ections 2B and 19A of ATA are the relevant
provisions governing searches under the Ardgrrorism Act 1997. An officer in
charge of a police station or the police officer making an investigation must
ensure that the place being searched is in tireaqurisdiction.

The officer must record, in writing, the grounds for his belief. Section 165 of CrPC
empowers the police officer specified to make a search without warrant subject to
certain safeguards. The prerequisites for a search as pmrdhsn are that:

¥ Search must be necessary for investigation;

¥ The offence must be one that the police officer is authorized to investigate,
l.e. a cognizable offence.

¥ Reasonable grounds must exist for believing that the object required will
be found in tle place.

¥ There would be undue delay in getting the object(s) in any other way.

¥ Grounds of belief as to the necessity of search must be previously recorded
by the police officer.

These conditions must be fulfilled and there should not be a misuse ofnkg po

nor should there be any harassment. The perusal of the section leaves no doubt
that it does not apply when search is for arrest of the accused. The search
envisaged by this section is to be made for a specifiedthing.

#4/('A/LH>)1Z21V2a?YRIJKM_81.mIHH 12
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Although the provisions of th€r.P.C. are to apply to searches and arrests made
under the ATA 1997, Section 19A of the ATA 1997 makes one particular
exception: the inapplicability of Section 103 of the CfAG.a nutshell, this
provision requires that two or more respectable witeessf the locality be
accompanied by the Police and anything that is taken from the search be signed
off by those witnesses. However, under section 19A, the police are under no
obligation to take witnesses along for searches.

[ T H<9%30,6£%4 701, 70E%E&#%3%) ®-%4
I B$,7&,/%&H<%30,G&F)E%4701,70E%E&#%38)0]-%4:
Physical Surveillance

Surveillance is employed to obtain general background and intelligence on
individuals and businesses. It aids in deciphering the complexities of the lifestyle,
halts, and relationships of suspects. In cases where there is a visible activity, such
as the bulk transfer of physical currency, or consistent meetings with an
individual, surveillance can be useful in identifying both the modes of
perpetrating offences antthe individuals involved. This can potentially also
include being led to places where financial (and other records) may be stored,
thus leading to the discovery of assets.

Surveillance can yield valuable leads and evidence in a money laundering or
terrorist financing investigation. It is recommended that the suspect in the
investigation, as well as the suspectOs employees or associates, be placed under
surveillance!’

Surveillance operations should be conducted by trained operatives working in
teans. Operatives should be skilled in surveillance techniques. Where possible,
physical surveillance should be combined with electronic surveillance of the
suspect, couriers, associates, and premises. Vehicles, luggage, and assets
purchased with the proceedfcrime should be tracked electronically, if possible.
Further, rubbish collections should be examined for disposal of any financial
information.®

The suspectOs residence and business location are equally important. If a bank or
any other financial intgution, or remittance agent is suspected of being used for

#A\VAIA)01a&55/)(1Z?14A, VT RIIKIKI+ MMIONL/A |
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money laundering or terrorist financing activity, surveillance of the institution
can yield evidence of individuals or organizations using the institution to launder
money?

Controlled Deliveres

Controlled deliveries refer to the transportation of a delivery (contraband,

currency, etc.) to suspected violators, while under either the direction or
surveillance of LEA officers. The primary objective of a controlled delivery is to
identify suspets, arrest them and have them convicted in order to disrupt and

dismantle the organizational structure of a militant organization or, barring that,

to expand the scope of an investigation through the identification of additional
(and potentially higher leal) offenders.

This technique carries with it significant risk, in that evidence can be lost during
the controlled delivery. It is therefore necessary that such risks be mitigated with
clear policy and procedural guidelines for those implementing itwethcdoroper
oversight from superiors.

Intercepting Communications

Electronic surveillance techniques like electronic intercepts of phones and oral
communication can be very useful in investigations. It can help identify co
conspirators, provide insight into operational activities of the terrorist
organizations, provideeal time information/evidence that can be acted upon
using other investigative techniques and can lead to the discovery of assets,
financial records, etc.

Accessing Computer Systems

Access to computer systems can be useful for monitoring the activities a
communications of the suspect. Gaining access to messaging systems being used
by terrorists can prove imperative in furthering an investigation.

Undercover Operations

Law Enforcement Officers, under the direction of a law enforcement agency, may

take covert action to obtain evidence. The usage of this technique may allow
access to crucial evidence that cannot be obtained by other means. Due to the

fIT$)0P
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inherent risks in an undercover operation, it is recommended that such an action
only be considered as aasure of last resort.

An undercover operation is the infiltration or joining of a criminal enterprise by
an informant or law enforcement officer to secure information or evidence
relating to criminal activity.

Undercover operations can aid a criminal investigation by:
I'l Determining the illegal activity from which money is generated;
I'l Identifying unknown violators (including money launderers or those who
finance terrorist or terrorist organizations);
I'l Identifying coconspirators and key witnesses; and/or
I'l Identifying and tracinghe proceeds from crime or funds to be used in
financing of terrorisnt?’

An undercover operation may take one of two forms in a money laundering
investigation:

I'l Law enforcement officers may launder money for a criminal or criminal
organization, or

'l A money laundering organization may be recruited to launder government
money.

The goal of such undercover operations is to gather evidence against the persons
handling the money (bankers, attorneys, accountants, or others) or to establish
the movement of moey (to and from banks, businesses, countties).

[""5" F)E%4701,70()&9(/&A,0/8#/0,G&U3BO&SP!:

Prior to the adoption of the Investigation for Fair Trial Act 2013 (IFTA) there was
an absence of a legal framework which could regulate the use of Special
Investigative Techniques (SIRs3uch as surveillance and intercepfiboy
PakistanOs security agencies anétdarcement agenci®or certain offence$.

This Act sought to fill this gap by introducing comprehensive legislation that
could balance the need for such techniques against the fundamental right to
privacy by deploying robust safeguards in order to prevent potential abuses of
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such powers by the durities through executive and judicial oversight.
However, sincéhe Federal Government has not notified avgsignated agencies
under the IFTA, as they are mandated to do through Section 3(e) of th&€ra,

is currently no method through which an IO can obtain a warrant under due to
procedural blockages.

T H%370()&!IKD&(9&7$% & U#U &Y IRKSB0370()&KU&(9&7$%&U+U&BP!P

Both these seans of law allow for the usage of special investigative techniques
such as undercover operations, interception of communications, accessing of
computer systems and controlled deliveries for investigation of the offences of
terrorism financing* and money dundering. Howeverjn the absence of
formulation of any rules for either of these sections, there does not currently exist
any mechanism that regulates the procedure and execution of orders issued under
these laws.

[T D(GG%370()&(9&VEO.%)3%
[T D()9%440(), G&H7,7%=%)%4

If recorded in accordance with the I&na confession becomes admissible in
evidence and a conviction may be based on it. A confession before the police is
generally not admissible as evidettdegwever, under Section 21H of tA&A

1997, conditional admissibility is provided to confessions in front of the police if
the evidence produced raises the presumption that there is a reasonably
probability that the accused has committed the offéhce.

The law limits the admissibility stich a confession before the police, stating that
there must be additional evidence, including circumstantial evidence, which must
adequately connect the accused with the offéhce.

["T"5'R/(4%3-70()&607)%44&HT, 7%=%)Z 4

Witness statements before tbeurts, if recorded in accordance with the legal
formalities}®and if it withstands crossxamination, may form the exclusive basis
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for a conviction. Witness statements may be recorded under Section 161 of the
Cr.P.C. by police officers, or by the magitgrunder Section 164 of the Cr.P.C.
With respect to the statements recorded by police officers under Section 161
Cr.P.C, the police officer has to make sure that they ask relevant questions from
the witness which caassisin the case later on. The reason for questioning the
witness, the questions that will be asked etc. are all to be mentioned in the case
diary in accordance with Section 172 Cr.P.C.

Furthermore, when summoning witnesses under Section 160 Cr.P.C (Power of
Police Officer to require attendance of witnesses), it should be mentioned in the
case diary in accordance with Section 172 Crda @ why the witness is being
summoned and what the investigation is about. The address, date and time of the
recording ofthe statement undereStion 160 should be mentioned and the
statement should be reduced intatig under Section 161 Cr.P.C. There should

be no signature of the witness on the statement otherwise it will be considered
illegal and cannot be exhibited imet court since it creates doubt in the
investigationThe 10 should sign the statement of the witness and add the date.

In recording statements under Section 161 of the Cr.P.C., the Investigating
Officer should take great care to ensure prompt recordingtness statements.

A delay in the recording of a witness statement can be damaging to the
prosecution of the case. It is important that witness statements are recorded
without delay as soon as possible after the registration of the F.I.R. or atethe tim

of recovery or evidence collection, as the case may be. In cases where delay does
take place, this should be accompanied by a reasonable explanation duly noted in
the case diary. Lacking a reasonable explanation for the delay, the court may view
the witness and his/her statement with suspicion which may undermine the entire
case?

It should be noted that any such statement, or any record stemming from Section
161 of the Cr.P.C. cannot be used for any purpose at any inquiry or trial against
the accusedof any offence under investigation as stated in Section 162 of the
Cr.P.C.It can only be used by the accused in order to confront the witness. For
this reason, investigating officers should also consider the possibility of recording
a statement under Seat 164 of the Cr.P.C., which can become evidence during
trial even when witnesses resile or retract their statements.

! &
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All documents that are critical for the investigation should be produced before
the court. Vital documentary evidence can include bank account statements, land
agreements, purchase agreements, car documents etc. The documents will need
to be exhibited inlte court by its author or custodian. If it is exhibited in court

by any other person it has the potential to raise questions on the investigation.
Either the original document should be produced before the court or the
documentOs certified copy.

S 8A0),)30,G&Q%3(/.4&

All financial institutions, reporting entities, government functionaries, and
authorities are required to render full assistance to anfbE#e purpose of an
investigation for money laundering under Section 25 of the AMLA 2010.

Under the ATA1997, the superintendent of the police is authorized during an
investigation to call for additional records to facilitate the inquiry process under
Section 21EE. The police may either call for information from any person or
require that person to produce deliver any document or thing useful or relevant
to the ongoing inquiry. After acquiring permission from the court, the CTD is
also authorized to obtain information, records, and bank statements from banks
and financial institutions. This section is drticular use when investigag
terrorism financing offences that have been committed via formal banking
channels.

['['5" B/"<%/7&U),G*4048&,).&A0).0) 14

Any evidence obtained from modern devices or techniques is admissible as per
Article 164 of the QSQApart from the conventional oral or documentary
evidence required to prove an offence, Pakistan's criminal justice system has
gradually acknowledged the admissibility of evidence that falls within the
confines of this provisignsuch as forensic evidendénder the QSO, such
evidence may constitute documentary evidence within the meaning of Art.
2(1)(b) and (c) of the QSO. Alternatively, the same may be constituted as an
electronic document/information under Art. 48 of the QSO.

Forensic evidence can $gbmitted in the court after its forensic analysis and the
testimony of the forensic analyst also needs to be submitted in the court. The
forensic analyst will be called in the court for chief examinatiort@ibe cross
examined
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There are certain pieces of evidence which can be used to link the accused to the
proscribed organization, and these include, but are not limited to: pamphlets,
receipt books, writing instruments, loudsgkers, skin hides, etc., for the
collection of donations.

Pamphlets, receipt books, writing instruments can be classified as documentary
evidence under the domestic legal framework. Examples of documentary
evidence can include photographs or, in a tesrarfinancing case, can also
include the publications, literature or any other material being used by the
proscribed entity/ individual to commit acts mentioned under Section 11F, H

of the ATA 1997.

Documentary evidence is required to be proved in alzcare with the provisions

of QSO A document, unless proved and exhibited at the trial in accordance with
law cannot be termed as evidefc€he investigation officer has to take such
evidence into possession for it to be used as prosecution eviglence.

Pertaining to the other evidence, which can help establish the relationship of the
accused with a proscribed organization, such as physical evidence (objects), like
loudspeakers, collection of skin hides etc. is classified as circumstantial evidence
under the legal framework, which can be used to corroborate or support other
direct evidence. All facts, except the contents of documents, may be proved by
oral evidencé*

"['R" F)E%4701,70()&2/(3%.-/%8&0)&,&'()%*&+,-).%/0)1&D,48&

Section 2(xviii) of AMLA has designated the following agencies to carry out
investigations in money laundering cases:

¥ Federal Investigation Agency

¥ National Accountability Bureau

¥ Anti-Narcotics Force

¥ Provincial Counter Terrorism Departments
¥ FBR Customs

WV, IBA/<, 1IC1%:V/(&(  *, *VAIA/O/1Y10,1IMPNQ
%IV/A)SIN) (%1#>)/5V/$%%IZ2IA IV RIIKKO!9312.mIMLIH
/L)) [>>IAIZ214A, V', RIJKKNIG. XIMHK !
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¥ FBR Inland Revenue Service
The sources that can help initiat®ney laundering investigations:

¥ FMU: A central authority that receives CTRs and STRs from ragorti
agenciesFMU analyses these rep®rand converts them into financial
intelligence and sends these to one of the six relevant agencies. On the basis
of this financial intelligence the agencies can initiate their investigation.
Certain agencies have powers to register an enquiry like theANRA

NAB and can identify criminal activities from the enquiry.

Credible Informants

Other Law Enforcement Agencies

Government Departments

Private Individuals

International Requests: For e.g. where a criminal activity by an individual
in a foreign coury is committed and an MLA request is made by the
foreign country.

Open source information which includes websites, search engines, digital
newspapers etc.

K

Registration of FIR

Once an FIR is registered, the concerned 10 will start the investigatidre avitl

initially collect evidence. Evidence can be documentary, oral, digital, or physical
forensic evidence. The sole purpose of the investigation by the 10 will be to gather
evidence regarding the properties that have been acquired by the proceeds of th
crime.

If the property has been identified by the 10, it is the duty of the officer to check
whether the property is connected with proceeds of the crime and whether it was
involved in ML.

Properties involved in money laundering include:

¥ Properties onnected with the proceeds of crime;
¥ Generated from the commission of money laundering

After identification of properties connected with proceeds of crime, the IO can

apply for an attachment order by the court. The following is required for the
attachment of property:

>A
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¥ Property should be connected to the crime;

¥ Report from the concerned prosecuting agency should be generated;
¥ The permission of the court is required

¥ There should be a written order of attachment.

Once these requirements are fildfl, the order of attachment is to be issued to
the authorities that have a hold on the property or the person who has the
property and a copy of the attachment order is to be submitted to the court, as
well as the concerned investigation agency. Ther amflattachment remains
valid for 180 days. If the findings of the order are not submitted within these 180
days, the order of attachment will become ineffective.

Once the order of attachment has been issued, within 7 days the accused or the
concerned aggeved party is to be issued with a show cause notice under Section
9 of AMLA. The parties need to be questioned about the source of income, or
whether they have sold some other asset to purchase the attached property. The
party is to be given a 3fay time period to respond to the notice and give a reason

as to why the property should not be forfeited. Ifrésponse is not given or if it
iIsunsatisfactory then the property will be forfeited to the federal government. The
aggrieved party should also beayi the opportunity to argue their case in person.

Section 15 of AMLA states that search of persons is permitted and properties can
be seized without the permission of the court. If property is seized undenSect

14 of AMLA the utilization of this praision requires a show cause notice as per
section 9.

Findings need to be submitted under Section 9 (2), the requirements are:

¥ The showcause notice must have received a reply and the aggrieved party
must hear the reply;

¥ The material evidences thiadsbeen collected must help determine that
the properties are involved in money laundering;

¥ If the property is involvedhen an application can be made under S. 9 (3)
that thepropertyOattachment needs to be confirmed.

Under Section 93A) the court carhear the aggrieved party and allow them to

argue their case. If the property is attached and the property is immovable, the 10
IS to take the property under his control as per Section 9 (4).

>B
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The court shall not take cognizance except upon a complantiting by either
the concerned investigating officer or the concerned federal investigating officer.
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41Coordination and
Cooperation between
LEAS and Relevant
Domestic and
International
Authorities

LEARNING OUTCOMES

¥ Understand the role andrisdiction of NACTA in CTF.

¥ Conceptualize the mechanisms of inégrency cooperation through
NACTA.

¥ Understand the relevance of MLA in CTF

¥ Learn the aim of mutual legal assistance.
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NACTA derives its mandate from Article 4 of tRACTA Act 2013. Article 4 of
the NACTA Act contains the following functions:

a! To receive and collate data or information, or intelligence and disseminate
and coordinate between all relevant stakeholders to formulate threat
assessments with periodical rewseto be presented to the Federal
Government for making adequate and timely efforts to counter terrorism
and extremism;

b.! To coordinate and prepare comprehensive national counter terrorism and
counter extremism strategies and review them on a periodical basis;

c.! To develop action plans against terrorism and extremism and report to the
Federal Government about implementationtloése plans on a periodical
basis;

d.! To carry out research on topics relevant to terrorism and extremism and
to prepare and circulate documents;

e! To review relevant laws and suggest amendments to the Federal
Government; and

f.! To appoint committees of expertsofn Government and non
Government organizations for deliberations in areas related to the
mandate and functions of the Authority (NACTA).

E'5!  2C<6CJ)LHH+28&)'%, 1", (&(%&(=-) '
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The National Task Force was established in May 2017 as a platform for relevant
stakeholders to coordinate effectively, float policy suggestions, and for the sharing
of experience and knowledge. The Task Force includes representation from 28
different stakbolders, including all provincial CTDs and Home Departments,
the FIA, FBR, SBP, FMU, MoFA, and MOI. The broader outcomes of the Task
Force include awareness and capacity building on CFT matters across all relevant
federal and provincial stakeholders, shgrof information, the sharing of best
practices (e.g. the sharing of Punjab SOPs on financial investigaimahSOPS,

and the monitoring of proscribed individuals under the ATA with other
provinces,The Task Force also assesses gaps in the law. Thiowgirk the

Task Force moved for amendment in the Valchled to provincial CTDs being
added to the AMLA as investigating and prosecuting agencies. Furthermore, the
engagement of prosecutors with the 10s, especially in TF cases, was not uniform
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acrosshe provinces. The Task Force addressed this issue and standardized the
practices in the four provinces and dedicated prosecutors were appointed.

T"5"I"'"'HA&H-I1 XO(==077%%&(9&#,4_&A (&%

The TF subcommittee of the National Task Force on CFT was constituted in
August of 2018 as an institutional coordination mechanism amongst LEAs to
strengthen TF enforcement actions. Various issues such as financial
investigations by JITs, fedeqalovincial coordination on CFT, capacity building

of LEAs, TF investigations and aactions, progress on financial investigations

by CTDs, and the sharing of case studies on TF sources/channels are deliberated
upon in these susommittee meetingdhe TF SubCommittee of the Task Force
oversees issues at an operational ldvelugh repesentation of federal and
provincial LEAs

T"5"F" #$%8&Q%9%//,G&'%3$,)04="8Q(G%&(I&AFUO&D-47(=408&UCA&,).&D#>4

The establishment of a referral mechanism was an importantstigwestigate
offences such amwalanarcoticsand cash smuggling from thagle of TF under

this mechanism. Since 2019, an SOP issued by NACTA requires that where an
offence which is initially registered by FIA, ANF, or Customs and has elements of
TF present in ishould be referred to CTofor further detailed TF investigations

T"5";1 CUD#U& H824& ()& F)E%4701,7(/4&2/(4%3-7(/4& D((<%/,70()&0)&
#A&D,4%&.

To standardize the investigatprosecutor cooperation process across all
provinces, NACTA developed and disseminated an OSOP on Investigator
Prosecutor Cooperation in TF CasesONovember of 2019 to ensure full
engagement of prosecutors with TF investigations from the inquiry and
investigation stage and well before the scrutiny of evidence stage at the time of
submission of challan to the court.

The primary purpose of these SOB$a ensure that identical ground rules and
consistent practices are followed in all provinces. The SOP sets out clear rules and
instructions for the participation of prosecutors in the process of investigation of
TF cases from the outset, which ensures bliilding of strong cases and
procurement of all evidence strictly in accordance with the rules and procedures
of evidence, leading to a timely and effective trial of TF cases.
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All provinces now have special prosecutors attached with ATCs for the
prosection and trial of TF cases. These special prosecutors have been trained in
TF investigations, prosecutions, and in prosecut@estigator cooperation.
Furthermore, each province also has dedicated prosecutors attached with the
CTDs to provide support dumg investigations in terms of legal and procedural
advice, scrutiny of evidence, trials, appeals, etc., in relation to TF cases.

T"5"T" F)7990U1%)3*&D((/.0),700&()&C,/3(  X#,9903_0)1&,).&
H=-11G0)1&(9&C,7-/,G&Q%4(-/3%4

A robust mechanism of intemgency coordin#n between provincial CTDs and

ANF and Customs has been established, with several meetings of LEAs with
provincial departments held, and data related to seizure of narcotics and natural
resources obtained and shared to further aid analysis from a TFepevs.

T"5"[1 CUD#U&HB824&V),IG0)1&A0),)30,G&F)7%GG01%)3%&U33%448% (&D#>4

Previously, while CTDs were the designated LEAs for the investigation of TF
provincially, they were not authorized to receive TF disseminations from the
FMU, either spontaneously or bgquest. CTDs were required to seek prior court
approval for each request for information submitted to the FMU and vice versa.
This was a structural deficiency in PakistanOs CFT regime that hampered CTDsO
ability to run effective TF investigations.

However, through the establishment of JITs via SOPs issued by NACTA under
Section 19(1) of the ATA and facilitated by the MOU signed between the various
stakeholder LE#& the FIA and CTDs can now both access FMU financial
intelligence productsFurthermore NAB, ANF and FBRR can also access
financial intelligence products as pgaction 27 of NAOsections 31, 67 and 69

of CNSA andsection 176 of ITO.

Section 6 of the AMLA relating to the formation of the Financial Monitoring
Unit, and Section 25, relag to assistance to authorities, now provide further
legal cover to further enhance coordination amongst LEAs and other authorities
to facilitate investigations.

! &
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In order to further facilitate inteagencycoordination between the various Law
Enforcement Agencies, NACTA has enabled the signing of ad°*M&tween
25LEAs, including but not limited to the CTDs, FIA, NAB, ANF, FBR, FMU, and
Home Departmentamongst others.

The objective of this MOU is to enhance inégrency coordination and facilitate

the timely and effective detention, analysis, and probe of cases, transactions and
activities that pertain to AML/CFT. The MOU is also meant to ensure that any
such data shared amongst organizations would be used oaly authorized
fashion with the strictest confidentiality. Any request for information must be
provided with a statement of relevant facts, details of new trends, personal
information (CNIC etc..) of suspected persons, and details of assets under
investigaion. In the MOU, it was agreed that LEAs should investigate all
predicate crimes from a CFT perspective and develop their own SOPs to facilitate
such investigations. As a reference, it was recommended that LEAs should
consider the SOPs issued by NACTA.

T"5"S" CUD#U&HB824&9(/&ZF#48&JZ(0)7&F)E%4701,70()&#%,=4M

NACTA issued specific Standard Operating Procedures (SOPSs) for constitution
and functioning of JIT in cases registered under the-Aatrorism Act, 1997

ATA, and the same shall be followed by JITs/investigators during the
investigation of terrorism casdis SOP supplements any previous SOPs on the
issue which are in field and does not supersede, abrogate, cancel or amend any of
those SOPs.

The SOP focuses mainly on the investigations / inquiries into terrorist financing
cases which shall be an intdgrart of the investigations in every terrorism case.
The relevant contents of the SOP can also be used for normal financial
investigations of the terrorism cases where JITs have not been formed.

A JIT may be constituted by the government in accordanteSeiction 19(1) of

the ATA 1997. A JIT is a fareember grouping, headed by an investigating
officer of the police who is not below the rank of Superintendent of Police, with
the remaining membership of the JIT being filled by officers of equivalent rank
from the intelligence agencies, armed forces, and civil armed forces.

|
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The JIT shall decide the outline and parameters of a financial investigation and
shall thereon supervise the progress of the investigation as it proceedser

to carry out the assigned responsibilities, they shall endeavor to always advance
the course of the investigation, manage any associated risks, and decide on the
allocation and use of resources. All investigation progress and decisions (with
reasoning) must be accurately recorded in the case file.

In order to conduct parallel financial investigations in each terrorism case
immediately after its registration, the JIT shall launch a prompt and parallel
financial enquiry to operate in conjunctiontivthe primary investigation.

T"'5"S"®,/,=%7%/4&(9&7$%&&F#

¥ The discovery of sources of funding for terrorist activities, identification of
the financiers of terrorism (donors, fundraisers, facilitators, operatives, and
any other person with linkages to a terst financing activity), and the
exploration of linkages between the origins of money, intermediaries, and
ultimate beneficiaries;

¥ Accounting for the terrorist financing risks during the course of an
investigation, such as drug trafficking, kidnapping fansom, extortion
from businesses, vehicle snatching, robbery, dealing in foreign exchange,
case couriers, hundi/hawala transactions, and the misusaofies

¥ Accessing the widest possible range of financial, administrative, and law
enforcement information, including open or public sources and
information collected and/or maintained by other departments and
organizations;

¥ Identifying, during the course of investigation for possible action under
Section 110 of the ATA 1997, money oheot property owned or
controlled, wholly or partially, directly or indirectly, by a proscribed person
or organizatiorr?

¥ Seeking information about the newest and most innovative modes of funds
generation, including the use ofypto-currencies and the internet as a
means of terrorism financing; and/or

¥ The application of the relevant terrorism financing provisions so as to
ensure effective prosecution of the case.

%8/ \&1,R1:1,\,1/(010,',()%(B1+%(,-1%11%'A, 11<1%<, 1'-1%D(,01$-1/1<1%581)$,019%12/(O\') %(I5A/>>1$,1: 1%\, (1%1!
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The NACTA Guidelines on the Implementation of UNSCR 1373 set out the
responsibilities of various organizations including divisions, ministries,
agencies, reporting entities, financial institutions and DNFPBs observing
PakistanOs responsibilitiesler UNSCR 1373 as a Member State of the UN. The
Guidelines provide both substantive and procedural guidance on certain acts
related to countering the financing of terrorism as mandated under UNSCR 1373.
This Resolution requires Member States to Opupiat®e mechanisms enabling

the designation of terrorist organizations and persons associated with terrorism
at the national level and the consequent application of immediate sanctionsO. This
involves criminalizing and suppressing terrorism financing afated activities,
along with asset freezing and confiscation.

UNSCR 1373 is implemented under various provisions of theTertorism Act

1997. The Act criminalizes various activities related to terrorism financing and
provides a procedural framework fttre prosecution of such activities. The key
provisions are summarized under the UNSCR 1373 Guidelines. The Guidelines
also incorporate relevant FATF Recommendations pertaining to the
criminalization of terrorism financing (Recommendation 5) and the
implementation of targeted financial sanctions (Recommendation 6).
Furthermore, the Guidelines outline the procedural responsibilities of the various
federal, provincial and district authorities and reporting entities to comply with
UNSCR 1373 and FATF Recommatidns 5 and 6.

T"5"L"18,=%@(/_& .%90)0)1& Q(G%4& ,).& A-)370()4& (9& V)7070%4& -).%/&
BCHD&Q%4(G-70()&!;S;

NACTA has issued comprehensive directions to entities involved in the CFT legal
framework via OguidelinesO for effective implementation of the UN3&R
During implementation, these agencies are required to identify additional
capacity building requirements and report gaps in legislation and
implementation mechanisms to the FMU, MOI and Provincial Home
Departments.
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The National Counter Terrorism Authority (NACTA) in March 2020 issued
directives intended to strengthen international cooperation in matters pertaining
to terrorist financing. The guidelines find their premiin PakistanOs National
Risk Assessment (NRA) 2019 that emphasize the globalized nature of terror
financing threats. Law enforcement agencies in addition to other authorities must
analyze international linkages for any terror financing threats andieéfiyoturb

them by seeking means of international cooperation, while also responding to
incoming requests from foreign countries in a timely manner. The directives
called upon authorities to adopt due procedures that are aligned with domestic
law as wellsinternational standards to enhance international cooperafion.

E"B' *0&0%;/-3%:'C))()&%,9-
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Mutual Legal Assistance in criminal matters is a process by which states seek (and
provide) assistance to other stat@ster alia, in the servicing of judicial
documents and gathering of evidence for use in criminal cases.

International Cooperation between States is governed, primarily, through treaties
amongst them. Treaties are the most formal vehicle for States terateojm the

field of MLA. Such treaties can take the form of multilateral treBtelserein
multiple State parties agree to cooperate with one another. Other agreements take
the form of bilateral treaties through which two States tailor the requisite ter

and conditions.

T""51 6$,7&04&2/%7-,G&+%1,G&UA4047 )3%:

Methods exist whereby cooperation may be done with agencies within different
jurisdictions even without the absence of an existing MLA Framework. For
instance, policgo-police channels are usedli@ise and to request assistance in
obtaining evidence or undertaking enquiries abroad. Article 18(4) of the United
Nations Transnational Organized Crime Convention and Article 46(4) of the
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United Nations Convention against Corruptiéh'contain spontaneous
information provisions which are subject to domestic law. Essentially, these
provisions may be relied upon by State authorities to cooperate with one another
through information sharing insofar as it can lead to ‘undertaking or sdiclgss
concluding inquiries and criminal proceedings or could result in a request
formulated by the latter State Party pursuant to this convention.'

This is a speedy, tirmgaving method. For such coordination and cooperation
States tend to also utilize gle points of contact such as Interpol National
Central Bureaus or rely on Memorandums of Understanding (MOUs) which
define the parameters for the sharing of intelligence. Use of such MOUs has also
been encouraged by FATF through Recommendation N&. 40.

During the MLA process, the authorities can also rely upon -gpernce
materials that indicate assets or wealth, particularly through websites. Examples
of the latter includepensourcebank accounts through International Banking
Account Numbers (IBANY or through publicly available information on
companies, information on social media platforms and finally through the
Internet Protocol Address that may have been used by persons suspected to be
involved in ML/TF offences.
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The UNTOC is the broadest instrument for international cooperation provided
that there is not a bilateral agreement between States. The object and purpose of
the UNTOC is taachieve international judicial cooperation against transnational
organized crime. The word transnational connotes something that extends or
operates beyond national boundaries. Thus, the UNTOC serves as an effective
tool in combating criminal activities sh as moneyaundering, illicit trafficking

and the growing links between the transnational organized crime and terrorist
crimes®?
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The primary applicability of the UNTOC would be where there is an absence of
bilateral MLAT. The operativeprovisions in this respect include both
Extraditior’*and Mutual Legal Assistante.

Article 18(3) of theJNTOC allows for a wide array of cooperation and includes:

(a) Taking evidence or statements from persons;

(b)! Effecting service of judicial documents;

(c)! Executing searches and seizures, and freezing;

(d)! Examining objects and sites;

(e) Providing information, evidentiary items and expert evaluations;

(H! Providing originals or certified copies of relevant documents and records,
including government, bank, financialrporate or business records;

(g)! Identifying or tracing proceeds of crime, property, instrumentalities or
other things for evidentiary purposes;

(h)! Facilitating the voluntary appearance of persons in the Requested State
Party;

(i)! Any other type of assistanceaaths not contrary to the domestic law of the
Requested State Party

In addition, an MLAR which may be issued under the UNTOC shall contain, as
per Art.18(15):

(&) The identity of the authority making the request;

(b)! The subject matter and nature of the inigeion, prosecution or judicial
proceeding to which the request relates and the name and functions of the
authority conducting the investigation, prosecution or judicial proceeding;

(c)! A summary of the relevant facts, except in relation to requests for the
purpose of service of judicial documents;

(d)! A description of the assistance sought and details of any particular
procedure that the Requested State Party wishes to be followed,;

(e)) Where possible, the identity, location and nationality of any person
concernedand

(f)! The purpose for which the evidence, information or action is sought.
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Another international convention which is integral to international cooperation

is the UNCAC, which wasromulgated to combat and prevent corruption. It is
capable of regulating MLA requests in the absence of a bilateral treaty amongst
States as per Article 46. Article 48 encourages States to cooperate closely so as to
establish channels between them in ortte facilitate the rapid exchange of
offences covered by the Convention.

""" IF)7%/),70(),G&D()E%)70()& (/& 7$%& H-<</%440()& (9& 7$%8& A0),)30)1&
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In the absence of a bilateral framework, States party to the ICSFT convention,
including Pakista, may rely upon Article 12(5), which mandates the provision
of assistance in criminal investigations in the absence of a bilateral framework or
another multilateral framework.

5" TBCHDQ&!S; &

The UNSCR as a binding UN instrument which must be implementestdtes
in good faith pursuant to Special Recommendation | of the FATF. Operative
paragraph 2(f) of the Resolution reads as follows:

To afford one another the greatest measure in assistance in connection with
criminal investigations or crimingbroceedings relating to the financing or
support of terrorist acts, including assistance in obtaining evidence in their
possession necessary for the proceedings.

In addition, the Resolution provides a legal basis for many such actions that can
be takenas the legal basis for international cooperation. With respect to the
freezing and confiscation of assets as expounded in Special Recommendation V
and FATF Recommendation No. 38, the Resolution's Operative paragraph 1(c)
may be used as a legal basis b Siathorities. However, this obligation is one

that is not aimed directly at international cooperation. Rather, international
cooperation could be seen as a subset of the broader obligation of freezing and
confiscating any and all assets belonging t@tests or such entitieslowever,

if both operative paragragh2(f) and 1(c) are read conjunctively, that
|
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interpretation is capable of constituting a basis for requesting another State for
MLA.

Finally, the international cooperation regime must be seémaasvhich imposes
broader obligations which outweigh obligations of a more specific nature. For
instance, for the sake of international cooperation, a State should not refuse an
MLAR®80on the basis of the principle of bank sectaeien the request coams

an offence of a grave natdfe.
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The MLA Act, 2020, was promulgated to regulate the procedure for the rendering
and solicitation of mutual legal assistance in criminal matengcrime that falls

within the scope of Pakistan Penal Code 1860 or any other criminal law in
Pakistan will beconsidered a criminal act under the Aéissistance shall be
provided on the basisf either of the principle of reciprocity or where such
reciprocal agreement does not exist, on the basis of a notification issued in the
official Gazette, with directianthat the provision of the Act apply to a specific
country.”?

Central Authority

The Ministry of Interior is designated as the Central Authéténd is authorized
to:

¥l Make requests, on behalf of Pakistan, to an appropriate authority of a
foreign country for mutual legal assistance in relation to a criminal offence,
in which an investigation has commenced within Pakistan or outside of
Pakistan’

¥ Receive requests from an appropriate authority of a foreign country for
mutual legal assistanage relation to a criminal offence in which an
investigation has commenced within Pakistan or outside of Pakistan, or
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where there are reasonable grounds of suspecting that a criminal offence
has been committed either outside or inside PakiStan;

¥ Certify, or arrange for the certification of documents or other material
supplied in response to a request for assistance;

¥ Take practical measures to facilitate the execution of a request for
assistancé

¥ Make necessary arrangements to transmit evidentiary rabtgthered in
response to an MLA request to the appropriate authority of the Requesting
State®

¥ Carry out other tasks as provided for in the Act, or which may be necessary
for effective assistance to be provided or recéived.

The differencdbetween a Central Authority and Appropriate Authority needs to
be highlighted. As per the MLA Act the Central Authority is thaistry of
Interior whereas the appropriate authority is the central authority of any
jurisdiction. Different countries have tBfent names for their central authoritjes
however, they all carry out the same functions.

The role of the Ministry of Interior as the Central Authority is to process all
incoming and outgoing MLA requests and to transmit them, as welleas)tore

an approval from the Cabinet. The Ministry of Interior also ensures that the
requests are forwarded to LEAs in Pakistdrecls the accuracy of the process
followed and then sersdhe request to foreign jurisdictions. In the same manner,
the incomng MLAs have to be processed aqproved by the Cabinet and
subsequentlythe reply is submitted to the foreign jurisdictions and these are all
the responsibilities of the Central Authority which is the International
Cooperation Cell of the Ministry ohterior.

Types of Requests

A request for mutual legal assistance under the MLA Act, 2020, may consist of
one or more of the following matters:

¥ Inquiries about the location and identification of witnesses, suspects, and
perpetrators?
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¥ Gathering of evidence or production of documétts;

¥ Obtaining search warrants authorizing search for evidence relevant to
proceedings in Pakistan or in the Requesting state, and if found, the seizure
of said evidence under the domestic law of that coumirythose of
Pakistan, as the case mayde;

¥ Freezing or seizing of properties that are subject to the proceedings in
Pakistan, or in the Requesting State, in accordance with the domestic legal
procedures of that country, or those of Pakistan, as therezasbe®

¥ Transmission to Pakistan, or to the Requesting State, of evidence,
documents, and propertiés;

¥ Transfer of custody to Pakistan, or to the Requesting State, of persons who
have consented to assist in the relevant investig&tion;

¥ Serving of judi@l documents?

¥ ldentification of proceeds of instrumentalities of crime, or properties for
evidentiary purposes;

¥ Facilitating the voluntary appearance of persons required for proceedings
in Pakistan or to the Requesting State, as the case rifay be;

¥ Provision of original or certified copies of relevant documents, including
government, banking, financial, or business recétds;

¥ Provision of any other types of assistance as may be required, so long as
such assistance is in accordance with domesticnldlat country, or in
Pakistan, as the case may%be.

Incoming Request

If a foreign jurisdiction wants to request information from Pakistan regarding
some crime or wanteither document productiontransfer ofan offender,
confiscation of propertydata storage etc., the foreign country will send its request
to the Ministry d Foreign Affairs which will direct it to th@entral Authority on
MLA cases i.¢he Ministry of Interior and this is how the process is initiated.

The MLA request will initially be examined and then sent for the approval of the
Cabinet. After approvathe request is sent to the LEAs of the relevant province
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or region in order to process it. The relevant authorities send the request back to
the Ministry of Interior after completing the process. The Ministry of Interior
ensures that the request has baeswered properly and sends it back to the
Ministry of Foreign Affairs, which thesubsequentlgends the response back to

the foreign requesting jurisdiction. This is considered the Diplomatic Channel. If
the foreign jurisdiction is satisfied with the pesse, the request is said to be
complete. If, however, the foreign jurisdiction is of the opinion that the query has
not been answered properly, or they need more information, the foreign
jurisdiction can make another request which is processed in the rsamner.

Outgoing Requests

These are requests made by Pakistan to other foreign countries. The region or
province where the MLA request is generaeddshe reqest to the Ministry

of Interior, after which the Ministry examines it, considering al lbgal aspects,

and shares it with the Cabinet for approval. Once the request is approved the
request is sent to the Ministry of Foreign Affairs which then sends it to the
relevant foreign jurisdiction in order to receive an answer.

The Necessaretails ThatNeed to bd’resent in theRequest

¥ The legal basis of the request needs to be correctly addressed and the
request should be related to a crime. If the legal points are not properly
addressed in an outgoing request it is likely that there maglag from
the foreign jurisdiction or they may even refuse to respond.

¥ The complete facts of the crime need to be mentioned and all relevant
documents need to be attached to the request and the originality of these
documents needs to be attested by thbaity that is generating these
documents.

¥ It needs to be clarified what sort of information is requested and what will
be the appropriate response from the foreign jurisdiction. If there is no
clarity regarding what sort of information is needed, theane bea delay
in the response.

¥ The time period within which a response is needed can also be mentioned
in the request, although it is not enforceable on the foreign jurisdictions.

¥ The Central Authority from which we are requesting information should
be clear and known.

Normally all the financial expenses including the search warrants, transfer of
persons etc. will be borne by the country making the request. Alternatively, the
conceerned countries can make an agreement and share the costs as well.
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Confidentiality is an essential aspect of the mutual legal assistance framework.
The names of the officials or law enforcement agefioiesareasvhere theMLA
request is generated arel® kept confidential and are not to be shared. All the
data in the MLA request is also to be kept confidential and must not be shared
with anyone by the officers working on the MLA request.

When a request is made by a foreign country and they receveelgvant
information that they needed, they can use that information for that particular
case and they cannot use it in any other case.

Can an MLARequest b&efused?

¥ A request can be refused if it can be determined that the request is in
contradictian with a law in Pakistan

¥ If the request is religious based or racially based then it can also be refused

¥ If the request is devoid of the elements of a crime under any legislation of
Pakistan, then it can also be refused

¥ All NAB matters are also to bealeby NAB even if they are regarding a
crime

BilateralAgreements

It also needs to be ascertained whether there is a bilateral agreement between
Pakistan and some other country or not. If there is a bilateral agreement with
another countrythen it is not necessary to go through the diplomatic channel
and the Central Authority can directly make the request. In the absence of a
bilateral agreement, all requests are to be sent via the diplomatic channel that is
the Ministry of Foreign Affairsn Pakistan. At present Pakistan has bilateral
agreements with 4 countries including China, Sri Larkazakhstan and
Tajikistan Agreements help in expediting the process of MLA requestaared
countries are in talks of signing bilateral agreementsRathstan.

The Role of Courts in the MLRequests

There are some matters tltainnot besharel without the permission of the court,

for e.g., if a foreign jurisdiction requests that a property in Pakistan needs to be
confiscated, then Ministry of Intior will file a case in the court and appeal in the
court regarding the confiscation of assets etc. If the court believes that the matter
does not fall into this categqrhen the Ministry of Interior can send a refusal
order to the foreign jurisdictioas a response to the request.
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