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Pakistanwasplaced on the Financial Action Task Force (FATF) djstysince
June2018. The reason laid down by FATF was PakistanOs structural deficiencies
in Anti-Money Laundering (AML) and Combating Financing of Terrorism
(CFT). As a resuJtFATF recommended reforms in the legal framework of
AML/CFT regime in Pakistan. The Researchi&ygof InternationalLaw (RSIL)

has played an active role in improving the StateOs capacity in AML/CFT through
the development of training guides, policy briefs, legal memorandums and
conductng dozens of trainings for prosecutors, investigators, judgdsother
stakeholders ahe criminal justicesystem. | would like to express my gratitude

to RSIL and prosecution tearor developing a moduleon Anti-Money
Laundering andCountering Financing of errorism for KP prosecutors.

The Prosecution Serdds playing a very significant role in eliminating crimes
from the society in collaboration with other stakeholders since its inception. The
basic aim of the prosecution is to deliver justice to the victimscaadsure that

the accused may nascapehe clutches of law. The KP prosecution service will
adopt guidelines from the module in upgrading its legal and regulatory regime on
anti-money laundering/terrorism financing. Through this module, the KP
Prosecution Service in calloration with law enforcement agencies will adopt
best mechanissto identify ML/TF activities anth order to curb such activities
targeted financial sanctions shall be applied to designated entities and individuals
so that the criminal justice systemorks effectively in enforcement of law and
eradication of these offences.
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In these modern times, the challenge for prosecution service isritmatal
justicesystem is outdated and run by antiquated laws and procedures asavell as
poor track record binvestigation and prosecutioffhis module provides an
insight into how special investigation techniques can be adopted to investigate
ML/TF offences, as well as the probative value of forensic evidence which can be
utilised to prosecute such cases éffely so that more reliance can be placed on
utilisation of such evidencélndoubtedly, the use of electronic evidence can be
seen as a means of simplification, facilitation, acceleration and rationalization
depending on circumstances.

| am confident hat this Module will prove useful not only to the prosecution

service and members of law enforcement agencies but also to other stakeholders
of criminal justicesystem

W%
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Over the past few yedRSILhas been doingcommendable job in caring out

Public Sector Legal Reforms, capacity building projects and creating the basis for
further research in areas vital to PakistanOs future. In the period of crisis, when
Pakistan was greysted by the Financial Action Task ForBSILplayed avital

role in the national cause by developing a guide on the OEffective Investigation
and Prosecution of Money Laundering and Terrorism FinancingO. It is a very
proud moment for Khyber Pakhtunkhwa Prosecution Service (KPPSR&iat
hasdraftedthe first evermodule onAnti-Money Laundering andCountering
Financing of Terrorism foprosecutorsvhich willenable the KPPS to achieve its
desired goal and also streamline prosecutor decigidd&/TF cases

In order to safeguard and protect the rights of citzencriminal litigation, the
KPPS was established under Khyber Pakhtunkhwa Prosecution Service
(Constitution, Function, Powers) Act 2005. Its main objective is to uphold rule of
law andthe delivery of inexpensive and expeditious justice.

The Module omnti-Money laundering an@€ountering Financing of errorism

for prosecutors will enable the KPPS to improve the prosecution and conviction
rate in Money Laundering (ML) and Terror Financing (TF) offences. The module
will assist prosecutors garding effective scrutiny in ML/TF offences,
prosecutorial assessment, understanding the types and sources of evidence,
production of evidence and use of modern device evidence for ML/TF offences.



It will provide charging standards guidelines to prosesutor ML/TF offences

as an omission or inappropriate charging may lead to acquittal or inability of
Court to award appropriate punishment. Moreover, the prosecutors have an
effective role in the process of investigation as prosecutors are obligated to
properly guide the investigation officers during the investigation process. The
Module will provide guidance to prosecutors on method of investigations in
ML/TF cases. Furthermore, the prosecution service is making considerable efforts
to improve its coordiation and ceoperation with other stakeholders working in
criminal justice system. Indeed, prosecution service needs to bring further
improvement to eliminate the menace of these offences from the society by taking
guidance from this module.

| would like to acknowledge the hard work and professionalism of RSIL research
team who have developed this module to provide guidance to prosecutors on how
to assist and facilitate Investigation Officers in identifying elements of ML/TF
offences. | am confident thttis module will prove helpful for prosecutors to be
aware of FATF recommendations to Pakistan with respect to the prosecution and
investigation of ML/TF offences. At the same time, it is hoped that such
endeavoursvill also help dissolve misconceptioegarding PakistanOs efforts to

abide by its international obligations.
!



HSU& (S +$,(-&.$%/"  01.2 H$1(4"5681%(*217"61%"8$&1.(*217'9(" :2161-217"$)";(*$*2,< "

It has been a grehbnourand priviege to be a meber of a working group for
the drafting of thenodule onAnti-Money Laundering an@ountering Financing

of Terrorismfor Khyber Pakhtunkhwa Prosecutors. Indegdvasan excellent
experience to work together with ttkeam of Research Society of International
Law (RSIL).

Terror financing and monelaunderingare two significant legal issu&taying

off theFATF greylist for Pakistardepends upon the response of its institutions

to numerous issues including terror &ncing and money laundering. In the
context of Legaeconomic milieu, the prosecution services must be responsive,
adept with the changing laws and play its role in prosecuting terror financers and
money launderers efficiently and effectively. In this ocdnthe module is very
significantand will go a long way in building the capacity of prosecutors in a
befitting manner.

Every training has specific objectives and so does a training module. The available
literature establishes that each training modulest haveSMART objectivesA

training goal or objective confirms the reason for learning and communicates the
focus of the training moduleThe goal should specify the skills, knowledge, or
benefits the learner will gain as a result of the trainingpartacular module. For

a best result, experts suggest to think SMART and create a goal that is:
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I I"#$%&%MBthe learner knows what they will learn or be able to do after
finishing the training module;

L (#)*+,)-.#' Blearners will leverage this knowledge consistently for each
report;

I /$0%#1)-.#" Bthe learner will be able to perform the tasks listed in the
training module;

I 2#.#1)34' Bthe training module will focus on job essential knowledge and
skills;

I 5%6#.7"' Bthe learner will be able to complete the training module in a timely
manner.

A smart goal always motivates the trainees by showing them OwhatOs in it for
meO in that training module.

| wish and pray for the bright future of KP Prosecution
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The Financial Action Task Force (FATF) has recommended that Pakistan
improve its prosecution and investigation iMoney Laundering/Terrorism
Financing (ML/TF) cases after Pakistan was grey lidtgdFATF in 2018.
Thereforethis module has been developed to provide guidance to prosecutors on
how toassist and facilitate investigation officers in identif@legments of ML/TF
offences

Prosecutors shoul#eepin mind the relevant FATF recommendations which
provide contexfor thelearning outcomes of this module

1. Countries should ensure thpblicymakerstheFinanciallntelligenceUnit
(FIU), law enforcement authorities, supervisoend other relevant
competent authoritigsat the policymaking and operational levels, have
mechanisms which enable them toooperate and coordinate
(Recommendation No. 2)

2.! Countries shoulegensure that designatéaw enforcement authoritidsave
responsibilityfor money laundering and terrorist financimmyvestigations
within the framework of national AML/CFT policie@Recommendation
No. 30)

3. Competent authoritiesshould be able to obtain accessatb necessary
documents and informatiofor usein investigationsand prosecutionf
money launderingassociated predicate offences and terrorist financing.
(Recommendation No. 31)

4! Countries should providethe widest possible rge of mutual legal
assistancén relation to money laundering, associated predicate offences
and terrorist financing investigations, prosecutions, and related
proceedings(Recommendation No. 37)
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5! Countries should ensure that their competanthorities can provide the
widest range dhternational cooperatiom relation to money laundering,
associateé predicate offences and terrorist financifBecommendation
No0.40)

It is helpful for prosecutors tbe aware ohow the FATF has recommended
Pakistanto introduce changes in the leggktemespecially with respect the
prosecution and investigatioof ML/TF offencesA prosecutor haan effective

role during the process of investigation as an investigation officer may seek
assistancérom a prosecutarProvinces have special laws to regulate services of
prosecutors and by virtue of these lawsosecutors are obligated to guide
investigaion officers during the investigation procetke following Action Plan

items have been given weightage by the FATF in its evaluations

1! Demonstrae the effectiveness of sanctignscluding remedial actiongo
curbterrorist financing in the country.

2! Demonstrate effective investigations by Law Enforcement Agencies (LEAS)
and convictions in terrorism financing and money laundering cagamst
banned outfits and proscribed persons

3. Ensure international cooperatiotbased investigations and convictions
against bannedrganizationsaand proscribed persons.

4! |Improve domestic cooperatidmetween Financial Monitoring Unit (FMU)
and LEAs irtheinvestigation of terror financingnd money launderim

This modulewill assist prosecutors in determining the changes required in their
scrutiny, court assessment, understanding of the nature and range of eyvidence
coordination with investigatorgproduction of evidence in coudnd how to
prepare closingtatemend/final argumensin Court.

,(+)-.1/)'0(1.! #*+123.'34.5 %

The role of prosecutors is crucial in guaranteeing conviction in ML/TF offenses.
This module has been carefully draftéal provide specific guidance to
prosecutorsvorking in Anti-Terrorism Courts. For effective prosecution, it is
important to understandhte process of money laundering and its definitions
under domestic law.

I,
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The module discusses the two offences of money laundering and tarroris
financing underboth the Anti-Money Laundering A¢t2010(AMLA) and the
Anti-Terrorism Act 1997(ATA) to highlight similarities and distinctions in the
scope of the two legislations. Broadly, the modxémineghe following:

Legislative Developments around ML/TF in Pakistan
Elements of ML/TF offences

Investigatiortechniques in ML/TF cases

Powers of Investigators

Identification of Types of Evidence Available to Prosecutors
Sources of Financial Evidence

Mutual Legal Assistance

Confessional Statements, Prosecutorial Witnesses etc.
Prosecutorial Scrutiny

Human Right® concerns for Defendants

6.#*4*&!12)7$(8.1! %
By the end of this modulprosecutorshould be able to understand:

¥ The recent legislative and administrative developments in Pakistan to meet
the FATF standards

¥ The elements ainoneylaundering anderrorism financing offences under

AMLA and ATA

Therole andpowers ofnvestigators

The coordination required betwe@nosecutors andhvestigators

Thesources otvidence that can be explored in ML/TF offences

What isMutual Legal Assistance and how it can besatllin ML/TF offences

The three tests und@rosecutoriakcrutiny;

The powers ofprosecutors under th€unjab Criminal Prosecution Service

(Constitution, Functions and PowerArt, 2006PCPSA)

How to record witness and confessional statements

The implications of the Punjab Witness Protection, KL PWPA),

KK
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¥ The importance ofcharging sandardsand the rights of defendantthat
prosecutors and investigataraistprotect.

911.*74#-!. #+4*&1! %

K

The Khyber PakhtunkhwaCriminal Prosecution Servic€Constitution,
Functions and Power#ct, 2006

Anti-Terrorism Act 1997

Anti-MoneyLaundering Act2010

Code of Criminal Proceduré898

Qanoone-Shahadatl984

The Foreign Exchange Regulation (Amendméat), 2020

NACTA (Amendment) Ordinancg2020

NACTA SOPs for JITs 2020

Mutual Legal Assistance (Criminal Matters) A020

¥ United Nations Convention against Transnational Organized Crime

¥ United Nations Convention Against Corruption

¥ United Nations Office on Drugs and Crime's Manual on Mutual Legal
Assistance and Extradition (2012)

¥  FATF Recommedations

¥ Guide br the Effective Investigation and Prosecution of Money
Laundering and Terrorist Financing in Pakistan by the Research Society of
International Law, Pakistan

¥ Toolkit on AML/CFT in Pakista®Volume 1: Operational Guidelines for
the Investigtion and Prosecution of Money Laundering & Terrorism
Financing Offences in Pakistan by the Research Society of International
Law, Pakistan
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¥ Toolkit on AML/CFT in Pakista®®Volume 2: Guidelines on Obtaining
and Analyzing Financial Evidence in Money Laummtgand Terrorism
Financing in Pakistan by the Research Society of International Law,
Pakistan

The chapters in this module have been drafted in a sequential manner. However,
each chapter is also setintained for ease of reference and revision purposes.
Thebeginning of each chapter contains learning outcomes which must be kept in
mind while going through the contentEach section also contaidgscussion
guestions and case studies. These are meant to reinforce the learning outcomes
and aim to providein understanding of how theory manifests itself in practice.
At the end of each chaptehere areselfassessment questions which should be
attempted by the participants after each section is completed to ¢nstiteey

have fully grasped the conteRurthermore, at the end of the module, there is a
practical exercise which will reinforce the prosecutorial skills required for
effective ML/TF cases.

|
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Section 1FATF
Standards and

PakistanOs Compliance
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The FATF is an integovernmental policymaking body focused on combatting
ML/TF around the globe. It aims to identify legislative and administrative gaps
around ML/TF and recommends improvements for an improved prosecution in
money laundering andterrorism financing cases. The Task Force's 40
Recommendations on Money Laundering and 9 Special Recommendations on
Terrorist Financing constitute the international standards on Anti Money
Laundering and Countering Financing of Terrorism

The internatioral framework is important to understand the FATFOs role in
PakistanOs AML/CFT reforms. The FATF determines whether a certain State
qualifies as a OJurisdiction under Increased Moniteraig®known as the Ogrey
listO. Placing a State on the grey lsthasequences on the ability to engage in
business and financial transactions with said State. With decreased international
currency inflows, the greljsted StateOs currency risks devaluation, and
discourages foreign direct investment and internatiorzale as well. Thus, being
placed on the grey list encourages the relevant State to develop AML/CFT
capacity and fix the flaws within its financial system that makes it vulnerable to
ML/TF threats.

=>D#%A4A17#*ELIA?BAIF 7#7)1%

1.

From June 2018 to October 2022, Pakistan had been placed on the FATFOs list of
OJurisdictions under Increased MonitoringO (or the Ogrey listO) owing to strategic
deficiencies within its AnrtMoney Laundering and Countering Financing of
Terrorism (AML/CFT)frameworks. As part of the evaluation process, Pakistan
was asked to implement a-Point Action Plan, and later aFoint Plan on

Money Laundering in order to improve its compliance with the watchdog agency

to exit the greylist. Pakistarsuccessfully copleted all 34 Action Plapoints
highlighted by the FATF, and was thus able to come off thdigtay October

2022. Key deliverables under the action plans included:

Proper identification, assessment, and supervision of terrorism financing risks;



2.

3.

4.

6.

7.

9l

10!
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Theapplication of remedial actions and sanctions to cases of money laundering
and financing of terrorism violations;

Coordination betweencompetentauthoritiesto identify and take enforcement
measuresgainsillegalmoney or value transfeervices;

Identification of cash couriers by authorities and the enforcement of controls on
illicit movement of currency and understanding the risk of cash couriers being
used for financing of terrorism;

The improvement of inteagency coordination inctling between provincial and
federal authorities on combating financing of terrorism risks;

The identification and investigation of financing of terrorism, and prosecution of
related designated persons and entities by law enforcement agencies;

That proseation of financing of terrorism results in applicable sanctions and
enhancement of capacity and support for prosecutors and the judiciary;
Effective implementation of targeted financial sanctions against all designated
terrorists;

Enforcement against fancing of terrorism violations including administrative
and criminal penalties and authorities cooperating on enforcement cases; and
Deprivation of facilities, services, and other resources owned or controlled by
designated persons.

Other thanaddressig cavitiesn the administrative sectoit,wasrecommended

that the investigation and prosecution of ML/TF cases be improved, with FATF
requiring Pakistan to demonstrate progress by increasing the number of ML/TF
investigatiors and convictions.

Before the legal reforms in the AML/CFT regime, most cases led to an acquittal,
highlighting crucial gaps in the justice system. Prior legislation also did not
provide investigators or law enforcement agencies with the requisite powers
successfully investigate ML/TF cases. Since 2018, Pakistan passed a number of
laws and amendments, including foundational changes to its AML/CFT
frameworks, to enhance the powers of investigators. For example, special powers
are now also granted to irstegators under the recent Artloney Laundering

Act, 2010 (AMLA) and AntiTerrorism Act, 1997 (ATA) amendments. It is
important to understand the impact of the FATF gfsying on PakistanOs
economy, foreign policy and national security and therebydyigeveightage to
ML/TF cases under domestic law.
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Along with administrative improvements, the Parliament introduced legislative
amendments to further strengthen accountability in money laundering and
terrorism financing offences. The HoVing legislative amendments are
important from a prosecutorial perspective:

=F,)8/6 ?'28,11*0<8G,.68AIH)3,8G3,8/1!)-/JIKLKL !

The Second Amendment statute altered AMLA considerably. Most notably, it
introduced the concept of AML/CFT regulatory authostiand their oversight
bodies? It imposed various obligations on reporting entities, including
conducting customer due diligenteagecord keepind, risk understanding,
implementation of compliance programnfepplicies and procedurésand a
prohibition against entering into business relationships with anonymous or
fictitious person$. Failure to comply with such obligations would lead to
imposition of sanction$. This amendment is a significant step towards
inculcating a compliance culture regarding ML/TF risks.

In the adjudication context, the punishment for the offence of ML was enhanced,
in that, fines were increased from PKR 1 million to PKR 5 million, and prison
sentences were increased from two toyears'® Furthermore, the court dealing

with offences under AMLA has been empowered to grant permission for 60 days
(and subsequent extension) to investigating officetss&various investigation
techniques including undercover operations, interceptoswmnmunications,
assessing computer systeamd controlled delivery for investigation of offences

of ML, associated predicate offences and!TBfencesunder Section 21 of
AMLA would now be considered OcognizableO offences as opposed-to Onon
cognizableGniline with the recommendations of the FATF. Finalhg, officers
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of the Federal and Provincial Governments, local authorities and reporting
entities are required to provide assistance to the investigating or prosecuting
agency or FMU for the purposesML, predicate offences and TF proceedings
and investigation&

"</<09!*,A09!);;6;/08-,'HD.636809!"0//,.;I")-/ JKLKL

Mutual Legal Assistance is an advanced tool used by States to exchange
information/evidence to aid criminal investigations gamrdceedings. Prosecutors

in ML/TF cases can widely benefit from MLA to collect information against the
accused. The MLA Act 2020 provides the process through which Pakistan can
request and provide legal assistance from foreign goversmeahtvice versa

Pakistan would receive and act upon requests relating to a criminal offence either
committed or suspected to have been committed in a foreign country when
notified.*®* However Pakistan may refuse the request of assistance to a foreign
government if it jeoprdizes its national security interests, if the request made is
contrary to the laws of Pakistan, if it is prejudicial to an investigation-goory
proceedings, or if it violates international conventions of human rights.

=F,!1)8/6 %=,..2.6;3!H)3,8G3,8/I")-/JIKLKL !

The antiterrorism law in Pakistan has been revised several times via legislation
and the courts. Under the Anfierrorism (Amendment) Act 2020, fines were
increased for a violation of seizing, freezing, and deteotiders under Section

110 of the ATA. A new provision was added which basically enforces the
decisions of UNSC Resolutions pertaining to coutderorism measures to
check terrorism financing by making and enforcing such provisions in the
domestic law$: Accordingly, any refusal or necompliance with the orders of

the Federal Government under Section 2 of the UNSC Act is a punishable offence
and the person shall be liable to imprisonment of ten years or a fine of PKR 25
million, or both!® This not only strengthens sanctions and penalties against
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violations, but also entrenches compliance with the UNSC Act within the ATA
framework.

=F,8/6 7=,..2.6;3!H(,-28G!)3,8G3,8/I!)-/'KLKL !

The AntiTerrorism (Second Amendment) Act 2020rohibits the provision of

loans or financial assistance to those associated with banned organizations and
restricts all banks and financial institutions from issuing credit cards to
individuals on the proscribed persons list. It further states that arms licenses
already issued toush individuals would be revoked and their weapons
confiscated. It also made it an offence for a person to provide money, property or
otherwise facilitate the travel of an individual for the purpose of perpetrating,
participating in, assistingor preparirg for a terrorist act or for providing or
receiving training for terrorist activities.

Moreover, within 48 hours of any freeze or seizure or any action taken under
Section 110(1)(c), the person carrying out such freeze or seizure is to take steps
to ensire that the seized property or assets will not be made available in any way
to the proscribed person or organization, or other affiliates and that
documentation will be kept to that effééMoney or other property acting on
behalf of or at the discretioof proscribed persons or organizations could be
frozen or seized without any prior notice and without déldmally, ATCs have

been empowered,here such court is satisfied that property subject to forfeiture
under the said section cannot be forfejteal order the forfeiture of any other
property of the accused of an equivalent value to the property subject to forfeiture
which stands identified or located in another jurisdictitn.

=F,8/6 ?=,..2.6;3IH=F6.G!)3,8G3,8/1")-/IKLKL !
The AntiTerrorism (Third Amendment) Act 202émpowers ATCs to grant

permission for 60 days (and to extend such permission) to investigating officers
to use special investigation techniques including undercover operations,

' 1"#$%&'(1??7BCDE+!I*A*,
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intercepting communications, agsng computer systems and controlled
delivery forthe investigation of financing of terrorism.

Other noteworthy changes include the following:

FBR amended the Income Tax Rules 2002 by adding Chapter VIIA on OOnline
Integration of Businesses,O whick essentially designed to encourage the use of
Point of Sale(POS)devices to limit cash courietsThe installation of an
electronic fiscal device has been made mandatory for certain types of businesses
to receive, record, analyand store fiscal data to ensure misuse does not occur.
Such data can be used by the prosecution as evidence againstutesl ac

ML/TF cases and have an effect on the conviction rate.

Securities & Exchange Commission of Paki$B&CP has issued guidelines on
Targeted Financial Sanction§HS obligations, red flags on associates of
proscribed entities, théRisk-Based AssessmenBBA and FAQgFrequently

asker Questiong)n National Risk Assessment ) 2019 In addition, SECP
delivered awareness sessions on TFS and TF, conducted comipliantsefor

senior management and issued letters to REs regarding general feedback on STRs
in light of guidance received from FMU. This is particularly important for
prosecutors in terrorism financing casesitasan help identify what counts as
suspiciougransaction/activity for investigation and prosecution purposes.

FMU has issued quarterly newsletters on the steps it has taken to improve
compliance with AML/CFT requirements, legislative and regulatory
amendments/issuances, reporting trends, stratggdysis, typologies, and case
studies. FMU also issues statistical reports, typologies reports, strategic and
sectoral analysis. FMUOs website also contains a seri@gspihiand informative
YouTube streams for various sectoRyosecutors can benefftom these
resources since FMU@sgarterly reports provide an overview dégislative
amendments in ML/TF lasvas vell as provide relevant case seglwhich can

help in developing prosecutorial strategid3drosecutors can view these
newslettersdr arecap of the amendments and to observe possible overlaps in

IHSW& (17</+IFA*. ]
"I"G@'H'.11<C:EI=J=J.



HSU& (S +$,(-&.$%/"  01.2 H$1(4"5681%(*217"61%"8$&1.(*217'9(" :2161-217"$)";(*$*2,< "

legislation. Such additional knowledge will aid their proceedings and add value to
their court assessments.

¥ Owing to the amendments in AMLA, the DNFBP sector has a dedicated
regulatory authorityto monitor and encourage compliance with AML/CFT
obligations. This helps inculcate a compliance culture that could benefit the
prosecution at the time of evidence collection and the judges at the trial stage. A
broken compliance system and loopholes in itimg may affect the sanctity
of evidence and its admissibility in court. These regulatory authorities can also
have evidence regarding licensing and registration of DNFBPs that could help
trace financial evidence for use in the courts.

=>JbF)88#K |

¥ It is recommended that investigation and prosecution of ML/TF cases be
improved, FATF requires Pakistan to demonstrate progress by increasing the
number of ML/TF investigations and convictions.

¥ Legislative amendments have been introduced by the Parliamemnengthen
accountability in money laundering and terrorism financing offences. These
amendments have resulted in the following statutes:

o! The AntirMoney Laundering (Second Amendment) Act, 2020;
o! The Mutual Legal Assistance (Criminal Matters) Act, 2020;
o! The AntiTerrorism (Amendment) Act, 2020;

o! The AntiTerrorism (Second Amendment) Act, 2020;

o! The AntiTerrorism (Third Amendment) Act, 2020

¥ FBR, SECP, CDNS, and FMU have also assisted in complying with PakistanOs
obligations under FATF.
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1"l In your opinion, how important is a prosecutorOs role in securing a conviction in
ML/TF cases?

#1  What kind of evidence can be gairfezm theFBROs Point of Sale (POS) de¥ices
How can it be used in TF/ML cases effectively?

$! What professions comprise the DNFBP sector?

%" Can you list any three laws aimed at strengthening accountability in ML/TF
offences®entify relevant provisions of these legislations helpful in conducting

investigation and scrutiny of final report.
!
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Section 2Elements of
ML/TF Offences

Learning Outcomes

K

The definition of Money Laundering under UN Vienna 1@&&vention and
(UNTOC).

The definition of Terrorism Financing under ATA.

The elements of Money Laundering under AMLA and ATA.

The elements of Terrorism Financing under ATA.

The process of a money laundering offence.

What is a predicate offence?

What are proceeds of crime?

Common methods used by money launderers to commit the offence.
What is a terrorist activity and what are sources of terrorist financing?
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K$MIM$P,N686/628!12N!"28,11*0<8G,.68A

Article 6 of theUN Convention Against Transnational Organized Crime
(UNTOC) identifies four actions that constitute as money laundering:

¥ Conversion or transfer of crime proceeds for the purpose of concealing their illicit
origin;

¥ Conceal mentor disguise of crime proceeds;

¥ Acquisition, possessigor use of crime proceeds; and

¥ Contributing indirectly to the commission of the offences oudingbove,
including participation inand conspiring or attempting to commit the offences
in question.

K$MIK$4,N686/628!12N!=,..2.6;3/06808-68A

To understand the offence of terrorism financing, it is necessary to determine
what constitutes as a terrorist activity and who is a OterroristO.

According to theFATF Recommendations International Standards on
Combatting Money Laundering and the Firamg of Terrorism and
Proliferatiort®, the term terrorist refers to:

Any natural person who: (i) commits, or attempts to commit, terrorist acts by any
means, directly or indirectly, unlawfully and willfully; (ii) participates as an
accomplice in terrorisacts; (iii) organizes or directs others to commit terrorist
acts; or (iv) contributes to the commission of terrorist acts by a group of persons
acting with a common purpose where the contribution is made intentionally and
with the aim of furthering the teorist act or with the knowledge of the intention

of the group to commit a terrorist act.

""0;:F"GHL1.(*16.2$16"1.61%6*%,"$1"8%$<J6.217"#$1(4"56&1%(*217"61%".9(":2161-217"$)"
(62, <"K"+*$'2)(*6.2$1/",9(":0;:"L(-$<<(1%6.2$1,G"M:0;:F"'N-.$I(*"=E!CO"
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A terrorist organization is described in similar terms; however, in the place of
natural person; the term "organization" is described i.e., as a "group of t&roris

The ATA defines the offence of terrorist financing as Oa person commits an
offence if he uses money or other property for the purposes of terrorism, or
possesses money or other property; and intends that it should be used or has
reasonable cause to suspect it imaysed for the purposes of terrorismO.

D>D>(*.K!16#)*+.'4*& %

For Money Laundering to comprise an offera@mninal act or proceedserived
from criminal activityareimportantto identify.

K$KEMS=F,!:.2-,:: !

The money landering process involves thre®in stages: placement, layering
and integration.

"1 #$%&()F  +

This is the initial stage where the offender inserts the monetary proceeds of his
illegal activity into the financial system by purchasing cheques, money orders,
etc., to deposit abroad or byeaking up cash into small sums and depositing into
various banks in the same country.

%01 +

The second stage involves the launderer moving around the black money to take
it away from its illegal source so that it is not traceable. Wiring the blac&ymo

to offshore accounts Is a common method of distancing the funds from its source
The money is then layered with more fundsot attract suspicion.
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2" 3)*'1/%*04) +

In this stage, the launderer aims to make his black money seem white to the
authorities. Mmey is reentered into theeconomy this time to purchase luxury
items, etc., or even to show as a loan to the launderer himself.

506&76604) +
|

/01.101213445!1.04!672.1876675!615549!17:1;5.4<91.;75!;51=7>914?@49;4584!
12111497248>.79A

KSKK$"28,1!1 *0<8G,.68AI<8G,.)™) |

Under Section 3 of the AMLA a person commits an offence of money laundering

a) Acquires, converts, possesses, uses or transfers property knowing or having
reason to believe that such property is proceeds of crime;

b)! Conceals, disgses the true origin, location, movement, ownership of the
property knowing or having reason to believe that such property is proceeds
of crime;

c)! Holds or possesses on behalf of any other person such as property knowing
or having reason to believe that spchperty is proceeds of crime;

d)! Participates in, associates, conspires to commit, attempts to commit, aids
abets, facilitates or counsels the commission of the acts specified in clauses
(a), (b) and (c)

K$KHP$ "28,11*0<8G,.68A!<8G,.!)=) !
The ATA briefly describes the offence of money laundering under sectidt1 11
A Person commits an offence if he enters iotdbecomes concerned in any

arrangement which facilitates the retention or control, by or on behalf of another
person, of terrorist property



HSU& (S +$,(-&.$%/"  01.2 H$1(4"5681%(*217"61%"8$&1.(*217'9(" :2161-217"$)";(*$*2,< "

By concealment,

By removal from the jurisdictign
By transfer of nominees, or

In any other way.

It is a deénce for a person charged with an offence undessabon (1) to prove
that he did not know and had no reasonable cause to suspect that the arrangement
related to terrorist property.

It is important to note that while money laundering and terrorisnaificing are
separate offences, ML can sometimes lead to TF. For example, proceeds from a
criminal activity can be disguised through formal channels, and could be
transferred to terrorist groups or proscribed organizations. In this scenario,
proceeds of crim are laundered to promote terrorist activities. However, it is
important to note terrorism financing can also occur without any money
laundering. For example, a bystander donates to a charity box outside a mosque,
and the funds are then used for terrorigmrposes. It is important for
prosecutors to draw and understand the distinction between the two offences as
well as their interplay.

8%6'+9*7:. +
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K$KHQS$:.2-,,G;!12NID.63, !

Proceeds of crime as under Section 3(a) of the AN#iérs to any property
obtained or derived directly or indirectly from the commission of a predicate
offence, or doreign serious offenée

Retaining or controlling does not necessarily mean that the accused owns the
property in question. It would be enough if the accused leased the property or
owned part of a company through which monies from a predicate offemee we
transferred. The essential element for control is that the accused was able to
manage or handle the property in a way that meant he or she could determine
what happened to that property.

According to FATF Recommendation 3 on Money Laundering, "cas#iould
criminalize money laundering based on the Vienna Convention and the Palermo
Convention. Countries should apply the crime of money laundering to all serious
offences, to include the widest range of predicate offghces

K$KHIR$ D23328!",/F2G;!";,G!IS1! "28 ,1*0<8G,. ,.; !

K

Layering and structuring paymentsascapeeporting restrictions
Changing currencglenomination:b Changing smalhotes (PKR 500) into
larger notes (PKR 5000)

Expensive Asset Purchagdsuxury goods, vehicleand property

Currency ExchangBPurchase of foreign currency

Hawala

Wire Transfersor Postal orders

Mobile banking app®Easypaisa, Omni UBL

Legitimate Busined3Diverting profits by funding terrorist groups.
Charities and Madrassad funding terrorist activities by donating to
madrassas or other charitable causes which are OfrontsO for terrorist groups

K

!
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To prove elements of crimes there is a need to have substantial evidence with
prosecutor. Mcessary documents which generally needrtave chain of
evidence and thereafter should be produced in Cawetas under:

¥ All entries made in Rozmancha., dailyregister.

¥ All communicationsncluding electronic communication and their
responses such as letter, emails, messages.

¥l Sketches & Photographs.

¥ Electronicallycollectedevidenced-statements of witnesses.

In order to determine charges for ML/TF offences and to understand what each
offence entails, it is beneficial to break it down into the Actus Reus and Mens Rea.
The following table describes the two components ofntlb@ey launéring
offence.
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This chartsummarises the investigation and prosecution process in a ML offence. Further guidance for prosecutors on early
investigative advice can be found in Section 3.
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TheATA incorporates a set of unique offences relating to terrorism financing and
money laundering.

¥  Section 11 F(Sklates to soliciting, collecting or raising money or other property
for a proscribed organization, or arranging to do the same.

¥ Section 11H) (1) relates to the act of inviting another to provide money or other
property.

¥ Setion 11 (H) (2)criminalizeghe offence of receiving money or other property.

¥  Setion 11 (H) (3) criminalizes the offence of providing money or other
property.

¥ Setion 11 (I) criminalizes the use/intentioto use/reasonable cause to suspect
theuse of money or property for a terrorism offence

¥  Section 11 (J1) criminalizes entering dveing concerned in an arrangemeast
a result of which money/property is made available or is to make available to
anotherwhilst having reasonable cause to suspetstiEh money/property may
be used for terrorism.

¥ Section 11 (J) (Zriminalizes the provision/availability of money (as a Pakistani
nationalt local or abroadjor the benefit of a proscribed organization or person,
knowingly orwilfully, directly or indirectly, wholly or jointly.

¥ Sectionll (K) criminalizesentering or being concerned in an arrangement
facilitatingretention/control by/on behalf of another person, of terrorist property
by concealment, removal from jurisdiction, transfer to noseis or in any other
way. (Ths Section allows for a defence if there was no reasonable cause to
suspect).

K$PdM$=,..2.6;/!1)-/6U6/1 !

According to the FATF, a terrorist activity is:

1! Any act, which constitutes an offense under [any of the stated ten
international]treaties.

2! Any other act intended to cause death or serious bodily injury to a civilian,

or to any other person not taking an active part in the hostilities in a situation

=@
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of armed conflict, when the purpose of such act, by its nature or context, is
to intimidate a population, or to compelgavernmentor an international
organization to do or to abstain from doing any*act

Terrorism financing applies to all means of fundamgl is not limited to money.
Therefore, provision of any economic resources, shares, dividends, oil etc. may
also be considered as OfinancingO.

The mens re& required to provehatthe offence is not restricted to having the
specific knowledge of the terrorist organization/activitge ATA broadens the
scope by deeming mens rea to be Oreasonable cause to suspectO.

Reasonable cause to suspect may rmeaenario where objectivedyreasonable
person would have suspicion.

The tables below describe the actus reus, mens rea and evidence required to prove
the ATA sections listed above.

K$PHKS (2<.-,;12NI=0 !
v  Charities/donations:

Certain charities via NGOs or Madrassas are Ofrontsiliefction of funds for
terrorist organisations. With most of these charities, the donors are not aware of
their true objectives and there is no transparency as to the utilisation of the funds.

vy  Selffinancing (legitimate income):

Individuals from the poscribed organisation may have other legitimate
businesses under same or different names that generate money legally. This
legally generated money is theouredinto the proscribed organisation to fund
terrorist activities.
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¥ Funding from supporters of @ause or membership payments:

Various organisations propagate their agenda or cause as a humanitarian or a
religious oneThese organisations ask people to attend sessions, learn and interact
with other supports and also financially assist the cause.

v  Stae/ Intelligence Agency Sponsoring:

It is common for countries with heightened animosity to dismantle one and
otherOs national security. Terrorist organisations are paid or even created by
Intelligence Agencies to disrupt law and order i.e., R@Ndia) sponsoring
terrorist activities in Pakistan.

v Criminal Activities - Drug Trafficking, Extortion, Robbery & Theft,
Smuggling and Counterfeiting:

Money obtained illegally from these criminal offences are then used to purchase
arms, recruifighters etc. to run the terrorist organisation.
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¥ The process of money laundering includes the following stages: Placement,
Layering and Integration.

¥ While money laundering and terrorism financing are separate offences, ML can
sometimes lead to TF. However, it is important to note terrorism financing can
also occur without any money laundering

¥ Terrorism financing applies to all means of funding and is not limited to money.
Therefore, provision of any economic resources, shares, dividends, oil etc. may
also be considered as OfinancingO.

¥ In order to deternme charges for ML/TF offences, elements of crime i.e., mens
rea and actus reus must be proved.

D>J2>F.-1 M11.118.*7IN).174(*1 !

1! What are some common methods used by Money Launde&rarsnceal illicit
funds?

2! What are the elements of a crime?

3. Can you list dowrsome sources of TF?

4) Can you list down potential sources evidence to prove actus reus in ML/TF
offences?

@E
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Section 3:
Investigation

Learning Outcomes:

The role of Law Enforcement Agencies (LEAS) during Investigation
Special Provisions to investigating officers under the AMLA
Special Provisions to investigating officers under the ATA

NACTA SOPs for the constitution of and investigation under a JIT.
Admissibility and recording of confessions.

The method for conductingn ITP
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This section provides important guidant@ prosecutors, on the method of
investigatonsin ML/TF cases. It merges both offences wliergrequired to
avoid repetition but distinguishdmtween the two iareas where necessary.

The table below shows how Law Enforcement Agencies (LEAS) in Pakistan are
interconnected for the investigation of ML/TF offences as determined under the
ATA and the AMLA:

G>DXO*474#-12$74(*114% (* KI6#)*+.'4*&1O*3. 174&8#74(%

Designated (LEAsinay initiate investigation of an ML offenc&ll financial
institutions, reporting entities, government functionaries, and authorities are
required to render full assistance to an LEA for the purpose of an investigation
for ML undersection25of theAMLA. These LEAsclude

1. Federal Investigation Agency
21 National Accountability Bureau
3. Counter Terrorism Department
4! Anti-Narcotics Force

5.  FBRDIncome Tax

6. FBRDCustoms Intelligence

G>GA4'1710*1('8#74(*!:.0('7! %

Any of theLEAs listed above may file an FIR under section 154 of the Code of
Criminal Procedure (OCr.P.CO) after their initial investigation. Typically, these
agencies monitor financial activities of suspicious accounts and on finding any
evidence against the suspeicforwards the information to the Police.

G>J>(-!(1'7<.10*3.174&H#T4*&I2114$." %

1! On the basis dfhe FIR and any initial evidence, the investigating officer
follows a line of enquiry.

2! With an order from the Court, he may provisionally attach a property that
he suspects is part of money laundering. This order typically expires after
180 days and mde extended at the discretion of the Cafirt

ve(-.2$1"C"M!I@B"0#50" "
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The 10 has to submit the court order to the investigation agency within 48
hours of the provision of the noticéhis 48hour update is required of the
IO after any disclosure or change in the ¢ase

The 10 then serves a shaause notice to the suspect to disclose in not less
than 30 days the sources of income, earnings or assets or by which means
he/she acquired the property and why the said property should not be
forfeited to the Federal Government.

This allows the accused an opportunity to exptam money trail for the
property and show any documents proving the legitimacy of his/her sources
of income.

Following thehearing, the investigation continyesdthelO is required to
submit monthly reports to the Court on the progress of the case.

It is ideal during this initial investigation that the investigating officer
engages with the prosecutor for early advice. From a legal perspective and
because he would understand tfa@ure of evidence required for conviction,

the prosecutor could guide eéh investigating officer. However, the
prosecutor does not have the mandate to disrupt the investigating officerOs
investigation or OorderO pimg a line of enquiry.

In many cases, a prosecutor may have more knowledge regarding the
sources of evidence gmay be able to suggest improved or new lines of
enquiry. For instance, in a TF case a prosecutor may suggest the utilisation
of MLA in order to trace a proscribed organisation. During the investigation,
the prosecutor may also suggest assistance froferetif LEAs. The
evidence collection from these LEAs may be streamlined with the guidance
of a prosecutor and the investigation process may run more smoothly due
such cooperation.

1&"(-.2$1"C"M=0OF"0#50"
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1.

2.

3.

Power of Survey (Section 13, AMLA)

Within the limits of his jurisdiction and with permission from the Court, the
IO may carry out inspections, gather and verify information that may be
useful for the casostsurvey, the |0 must produce a report and submit to
the head of the investigatiagency within 48 hours.

Search and Seizure (Section 14, AMLA)

With the CourtOs permission, the AMLA also allows the 10 to enter and
search any building, vehicle etc. via forced entry if requaed seize
property if he has reason to believe that tloeised is involved in the offence

of money laundering and is in possession of documents/evidence that may
prove his/her culpability. The IO may make an inventory of property as well.
The 10 then must produce a report and submit to the head of the
investigaing agency within 48 hours.

Search of Persons (Section 15, AMLA)

If the 10 has reason to believe that the accused is concealing information
relevant to the investigation, he may search the person, seize thantem
record what he has recovered. A report of this recovery and statement of
those searched must be submitted to the head of the investigating agency
within 48 hours.

G>UD17#@-41<4*&\#![' +4S#7 1211.*$. !

In order to prosecute the accused for money laundering, it is essential that any

predicate offence be investigatel.predicate offence is any criminal conduct

that facilitates a more serious offence. In money laundering cases, a predicate

offence can often be corruption, bribery, fraud, forgery, counterfeiting,
kidnapping and corporater fiscal offences. The offendeted in the Schedule
to the AMLA have been declared as predicate offefbesproceeds from the
predicate offence typically lestd money landering offences. For instance, false
identification is itself a crime. It may be a predicate offencertonitlarceny or

fraud if the false identity is used to withdraw money from a bank. The offences

listed in the Schedule to the AMLA have been decksegaedicate offences.

@7
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The following examples help explain what constitutes as a predicate offence:
Scenario 1:

An exporter that exports pharmaceutical products to Afghanistan is transporting
young women andhildren through his freight trucks, across the border for
prostitution. These women and children are often kidnapped or promised a safe
entry into Europe. This offence would be categorised as human traffioking
punishable under section(& of the Trafficking in PersorAct, 2018 From the
money gained by selling/transporting these women and children to the Afghani
ring, the exporter purchases luxury yachts in Dubai.

In this scenario, the offence of selling young women and children to the crime
ring is the Opredicate offeri@e

Scenario 2:

A businessman running a successful chain of restaurants evades taxes. He
dishonestly reports his annual sales and understates profits. This offence is
categorised as tax evasion. The profits that he does not show in his bank
statements and tax returns alemped in an offshore account in Switzerland.

In this scenario, the offence of tax evasion is the Opredicate offenceO.
Scenario 3:

A businessman running a successful chain of showrooms androamt He
knowingly purchasestolen vehicles and uséemin the business of reracar

and sometimes managorged documentso sell theft vehicles. He earns huge
amount from this business amderstats his business income for which he pays
tax and thereafter invesin land and construction business.

He also impors vehicles from different countries and has set up his business
officesin three countries. He also maintains bank accounts in foreign banks

In this scenario, the offene@inder section381A, 411420, 468 and 4PIPC are
made out which ar®predicate offens®.

However, it is not always necessary to prove a predicate offence in a money
laundering case. The prosecution only needs tavghat the proceeds of crime
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have been derived from a criminal offence that is listed as a predicate offence in
the schedule to the AMLA, bthie prosecutiomoes not necessarily need to prove

the elements of the predicate offefic®ften LEAs conduct aapallel financial
investigation to determine the predicate offence the. proceeds of the crime
which may be money laundering or terrorism financing.

According to the AMLA, the Sessions Court (within its territorial jurisdiction)

can exercise jurisdioin to try and adjudicate the offences punishable under the
AMLA. However if the predicate offence was triable by any other court other
than the Sessions Court, the offence of money laundering and all matters
connected with it or incidental thereto woutbe tried by the Court trying the
predicate offence. This means that, for example, if an accused is charged for the
predicate offence of sale and purchase of drugs under the Control of Narcotics
Substancesct, 1997 the offence of money launderiifgproved shallalso be

triable by the Special Court established undeCiretrol of Narcotics Substances

Act, 1997°.

TheUK Crown Prosecution Service (CR8)vides guidance to its prosecutors
for determining criminal origin of proceeds that may hheeomethe basis for
the offence of money laundering. For example:

¥ The prosecution must focus on provingetunlikelihood of the property
being of legitimate origin. Where the prosecution praves the accused
has no legitimate explanation for possegdime property in questig the
Court maybe willing to draw an inference that it is proceeds of crime (for
example if a large amount of cash is found in the home of someone with no
visible means);

¥  Follow and investigateomplex audit trails;

¥ Analysbusiress accounts or audit records to show excessive or unexplained
transactions or profits;

v  Circumstantial evidence. This could be social media entries demonstrating
a lavish lifestyle which is not supported by legitimate income, or there could
be messages ardor pictures stored on digital devices indicating the
individual is in possession of high value iteragy(cars) which are not
supported by legitimate income;

¥ Accomplice evidence (for example evidence provided by criminal associates
usually as parf anassisting offender agreemgnt

vy  Large amounts of cash concealed in property and veficles

|

" 01.23#3$1(4"56&1%(*217"0-."=E!EF","=MZO
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It is not common for investigating officers or LEAs to use covert methods in
Pakistan. Scarce resources, lack of training and requisite SOPs make it almost
impossible for the Police to carry out covert investigations using the
aforementioned methods. Thelite normally is tipped by an informant or via
monitoring of the financial activities of suspects.

G>RO*ATAHTAI(N12STA(* %

Designated LEAs mandated under the AMLA and the ATA to conduct
investigation oflerrorismFinancing(TF) offences are:

1. Provincial PoliceCounter Terrorism Departments (CTDs)
2! Counter Terrorism Wing FIA

The ATA providesthe followingsignificant powers to the investigator in TF
offences.

1. Restricting Movement (Section 11 B A)

In case of insufficient or no reasonable grounds for suspicion against the
accusedand if the accused is proscribed on the Fourth Schedule List of the
ATA, then theinvestigating officer may release himtha condition that he
executesa bond This measthat the accused will not engageany act of
terrorism or act in a manner that advances the objectives of the organization
proscribed. However, if the individual fails to execute the bond, the District
Police Officer may detain the said individual gsvdduce him within 24
hours before a magistrate. The magistrate shall then order his detention in

prison until he executes a bond.
I
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21 Power of Seizure (Section 11ATA)

During monitoring of suspicious activities, the investigating officer has the
mandateto, on reasonable grounds, seize and detain any cash which he
believes is intended to be used for the purposes of terra@msiif itforms

the whole or part of the resources of a prescribed organization

3. Enter, Searchand forfeit(Sectiors 9 & 10, ATA):

On the basis of reasonable grounds of suspicion, an investigating officer may
enter and search a person and may seize material that could potentially be
evidence of the offenc®ection 10 of the ATA further gives the investigating
offer the power to fdeit any material identified as part of this entry and
searchThe investigating officer however mymtt into writing his reasons

for enteing and conducting thesearch. This written statement hashi
provided to the suspect upon entry.

a) Power to Arrest and Detain (Section 11 EBEA):

The investigator may detain the suspect for up to 12 months, subject to
approval ofauthority.

5. Preventative Detention for Inquiry (Section 11 EEBEA):
An investigating officer not below the rank of superintendent or a JIT may
detain asuspect for up to 3 months. Thespect however is to be produced
before the court within 24 hours.

6. Prohibition of Disposal of Property (Section EEEEEATA):
An investigator not below the rank of superintendent or a JIT may serve
notice for the purposes of investigation that a propistyot be disposed,
transferred or sold.

7. Application of Investigation Techniqu&ection 19 CATA):
With the permission of the Court and within 60 days of such permission, the
investigating officer may use techniques sushluralercover operatics)

intercepting communicatios) accessing computer systeamd controlled
delivery for investigation of financing of terism under the law in force.

@cC
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8. Application to Attach Property (Section 11 ARTA):

With the permission of the Court, the IO may atta¢breaoristproperty and
any cash retrieved will be added to a profit and loss account. In case the
accused is acquitlethe complete amount will be paid back with interest.

9. Remand (Section 21, BTA):

The accused may be detained for 30 days if ordered by the @aoutte
remand may be extended to 90 days the accused must be presented in
Court within 24 hours of detention excluding travelling time

10: Power to Call Information (Section EE, ATA):.

An officer of the rank of superintendent or a JIT may call for
information/documents or a person for examation from a bank, an
individual or other financial institutions.

G>30*3.174&#74(*134#1T(4*710*3.174&#74(*1B.#8!CTOBWo

In certainTF cases, the governmanty constitute a JIT. This could be when the
case requires more than a singieestigating officer, if the case has gotten
excessive media coverag&. The JIT is constituted on the prerogative of the
government and cannot be created by the investigating agency.

NACTA issued Standard Operation Procedures (SOPSs) governingn Mesch
2020, explaining how a joint investigation may be carried out.

The Toolkit on AML/CFT Vol | Operational Guidelines for the Investigation &

Prosecutiorof Money Laundering & Terrorism Financing Offences in Pakystan
provides an overview of the viestigation parameters of the JIT and its
responsibilities under the SCPs
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For prosecutors, the issuance of these guidetvagsnot have a direct imposition

of responsibility, but it is essential that prosecutors understand the impact of a
JIT on their case. Since most of these JITs are created 4prbfdé cases, the
prosecutors must keep track of the lines of investigatimhsources of evidence
used.

As suggested by the guidelines, the investigation team is required to use multiple
sources and carry out investigation on a larger scale. The prosecutor should
ideally trace the following:

1! How is the source of funding begnraced?s the investigation factoring
in all possible sources?

2! Have all possible financiers been identifeead have they been linked to
the funding?

3. Has the transnational funding aspect been considered?

4! Have the cesuspects beanvestigated?

5! Have premises been searched?

6.! Does the evidence need forensic analysis?

7! Has a recovery memo been prepared?

8. Which sections from the relevant legislation are applicable in the case?

9. Who have been identified as the prosecutamesses?

10! Does the case need analysis by financial experts?

Ideally, the questions above are the responsibility of the investigating officer.
However aprosecutorOs guidance in ithidal stages of the case is likely to help
during thecourse of trial The early policgprosecution coordination has been
discussed furthen the Moduleas well

G>V2"17IWIX.7.574(* %

Under Section 5 of the ATA, the police, armed fqraed civil armed forces are
empowered to arrest an individual without issuing a warrant of arrest. However,
Section 5(2)(ii) limits this power by requiring the police to make an arrest on the
basis of either Ocredible informationO or Oreasonable sudpi€teaSonable
suspicion does not mean that a Police Officer can proceed on mere conjectures
and surmiseS. It means that there are some definite facts tending to throw
suspicion on person arrested and not a vague inference. In the absence of a
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reasonableuspicion, arrest woulde illegal®. Unnecessary haste while making
an arrest may also taint prosecution and affect the proceedings in Court.

The procedure of arrest in TF offences is derived from the Cr.P.C.:

¥ Section 60the accused arrested withoutirmant must be presented before the
magistrate without Ounnecessary delayO.

¥ Section 61 In the absence of a special order from the magistrate, the accused
cannot be detained for more than 24 hours by the investigating officer.

The Constitution of Pakian, 1973also protects the rightsd an accused person
during arrest under Article 10 (Safeguard as to arrest and warrant). The Article
requires that first, any person who is arrested and detained has to be informed, as
soon as may be, of the grounds isfdrrest and detention and no person can be
arrested and detained in custody without complying with this requirement.
Second, that no person so arrested or detained can be denied the right to consult
a legal practitioner of their choice for their defefce
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The following powers add to the mandate of the law enforcement agencies
investigating ML/TF offences:
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The term confession is not defined in the QS. It has been interpreted by superior
courts as an acknowledgment of liability of commission of offence with which a
person is charged or is to be charged.

A statement that falls short of making an unconditioaeknowledgement of
commission of offence in question falls outside the definition of confession
although an inference of guilt can be drawn froA it.

It is necessary to prove that confessional statement was made during the
investigation. The investigan normally commences on the registration of FIR
and ends when the police report is submitted in court.

The confession made before the registration of FIR will be covered if investigation
has started!
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A confession made topmlice officer or in his custody is inadmissible unless it is
made to a Magistrate (Artid@8, & 39 of QS). In TF cases a confession made to
a Police officer of the rank of Superintendent of Police is admissible subject to the
satisfaction of the couft.

1! The evidence of a confession is inadmissible in the following
circumstances:

al! If obtained by inducement, threat or promise from a person in
authority that causes the maker to believe that he will gain any
advantage or avoid any evil (Article 37 QS)oAfession should always
be given by an accused of his own freé®wilhe test of determining
whether or not the inducement, threat or promise has caused the
suspect to confess is an objective test. The court will consider whether
a reasonable person iplace of the maker would have made a
confession in the circumstanc¢eés

b.! If made to a police officer it cannot be used against a person accused of
any offence (Article 38 QS). Such a confession, on the principle of
inculpation, is not only irrelevant butsm inadmissible in evidence. It
can therefore not be used against the person making it as the Articles
of QS commant.

c! If made in the custody of a police officer unless in the immediate
presence of a Magistrate, it cannot be proved against the makele(Ar
39 QS). A confession made in this manner, in the absence of any strong
corroborative piece of evidence, is of no legal ¥alue

d.! If obtained in breach of the procedure for recording of confeSsieor
instance, undue delay in the recording afoafession may adversely
affect its credibility in coutt Other examples of serious breaches of the
confession procedure include:
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¥ Failure to inform the suspect of his rights before recording
confession

¥ The test of existence of reasonable ground offlible the
confession is voluntary is not satisfied

¥l The confession is recorded on solemn oath contrary to the
Oaths Act1873°

2. Conditional Admissibility under Séon 21-H of the ATA

Under the normal trial process, confessions made in front of the police are
not admissible. However, these confessions have conditional admissibility
under the ATA if the evidence produced raises the presumption that there
Is a reasonable probability thithe accused has committed the offence.

The conditional admissibility of confessions made before police under the
ATA will only apply to offences under the ATA itself, including Sectien 11

F (5), 11H to 11K of the ATA. A recent Supreme Court judgmexgdeem
Hussain and others v. the Sfagdd that the statements given by suspects to
the police are excluded under sectionF2bf the ATAIn all cases of
terrorism. The law limits the admissibility of such a confession before the
police, stating that theremust be additional evidence, including
circumstantial evidence, which must adequately connect the accused
individual with the claimed offence. Conditional admissibility of a
confession before the police is contingent upon the availability of some other
evidence linking the accused person with the alleged offence, but in the
present case, all other pieces of evidence relied upon by the prosecution
against the appellant had utterly failed to do so.

In Muhammad Latif v. The Stdfethe Court held thasince there was no
hindrance in the chain of custody of circumstantial evidence and since the
extrajudicial confession was credible, the exjtidicial confession
corroborated the circumstantial evidence and consequently the plea by the
accused was dismisd and the death penalty was upheld by the Supreme
Court.

In this case, the evidence against the accused was deemed has sufficient to
convict him and the Court held that/® extrajudicial confession made
before those whom the accusamhsidered to be valuable persons for his

assistance could not be disbelieved. In fact, the disclosure by the accused had
!
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led to other corroborate and cogent evidence proving the commission of
offenc®.

This case is an important judgement for the pugsosf admissibility of
extrajudicial confession. Typically, Courts regard the same as suspicious
evidence which could be procured at any time during the investigation
whenever direct evidence was not available to prosetutiextra judicial
confession ban accused, arrested and in handcuffs, recorded by an 10 does
not have credibility in the eye of I&wHowever, there is no legal bar to
convict an accused based on an extra judicial confedsibmeets the
conditions of admissibility.

3.! A Confessan may be Considered Circumstantial Evidence against Co
Accused.

In Mobashar Ahmad vs. the Statiee Supreme Court held that in a joint
trial, if a confession of one accused was proved undeieMB of the QS,
the same might be taken into considemtias circumstantial evidence
against the c@accused.The conditions necessary for the application of
Article 43 of QS are:

v the accused and @ccused must be jointly tried for the same
offence.

¥ the joint trial must be permissible by law.

¥ both accused and eaccused must be affected by the confession.

However, before relying on the statement or confessioc@hacused, the
court should corroborate it with other evidence available on record.

4] Conviction may rest solely on judicial confession:

Section 164 of the Cr.P.C. empowers a Magistrate to record any statement
or a confession made to him in the courséhefinvestigation. n7anveer
Ahmed vs. The Stat¢the High Court held that if a judicial confession is
honest and is voluntary it can be made the sole basis for a conviction.
Furthermore, such a confession does not lose its evidentiary value even if the

|

#2161P6™[T";9(".6.("M=E=="e5Lf"1"5_80"

U #&I6<<6%"RT";9(".6.("M=E=!"I8#L">C!O" "
'=E!@"1$&.9"h6,."0,26"\$&*16"$)"8$1.(<S$*6*4"]&,21(,,F'h-$1$<2-,"61%"56PF"[$' T"BF"'H,,&("?"
MO&7TO"HIIf'==CID@AE




HSU& (S +$,(-&.$%/"  01.2 H$1(4"5681%(*217"61%"8$&1.(*217'9(" :2161-217"$)";(*$*2,< "

sane is retracted if it gets independent corroboration from a direct and
indirect source of evidence.
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The procedure to record confessiongprsvided in sectios 164, 364 of the
Cr.P.C, High Court Rules Chaptétll Vol. lll, 25.27, 25.29 and Appendix No.
25.27 of théolice Rules1934

Broadly, the procedure suggests the following:

al! ThelO shouldrequest the Magistrate to record the confession as soon as the
suspect informs of his intention to confess (Rule 2 of ChaterVol. Il
High Court Rules and Orders).

b.! Magistrate should explain the process and the purpose of the confession
procedure tadhe suspect(s) before starting it.

c! Every confession should be recorded separately.

d.! The confession should be signed or thumb marked by the maker/suspect.

AB
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e! The officers investigating the case should not be allowed to attend the
confession proceedings.

f.I  Whenthe confession is not made or does not amount to admission of guilt,
the remand in custody of the suspect should not be given to police.

g! The magistrate should proceed to record the confession if he is satisfied on
reasonable grounds that the confessgowaluntary.

h.!! A suspect who has made a confession should be kept separate from other
prisoners in the judicial lock up.

1.l A memorandum of confession should be prepared and signed by the
Magistrate in accordance with the instructions in Rule 5 of the HightCou
Rules and Order Chapt&l, Vol. lll. The confession should be signed or
thumb marked by the maker/suspect.

j.! Magistrate should inform the suspect that

¥ heis not bound to make a confession
¥ the confession can be used as evidence against him
¥ his custodywill not be handed over to police

The prosecutor must carefully determine how to use the confession. In money
laundering cases, and terrorism financing cases, a confession may reveal
information about accomplices or whereabouts of the criminal ring.

According to Article 91 of QS, it will be presumed that the confession taken down
was in accordance with law and all legal formalities have been complied with, the
confessional statement is authentic and bears the genuine signatures of the
suspect, the magjrate has held the enquiry and is satisfied that the confession is
voluntary.

The court can rely on the evidence of confession even if it is subsequently
retracted and can base the conviction on it and it is corroborated by independent
evidence?

G>=M>.*7414$#74(*! B.17!/##+.1COB/U! !

An ITP is relevant wheran eyewitness(s) has observed the involvement of a
person in a crime or in any other circumstances which can prove or disprove the
involvement of a person in a cran
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It is important that an eyewiessshouldattribute a role to this person at the time
of commission of the offence to ensure the accusedOs participation Boclear
example, an eye witness may have glanced¢@ivorker concealing undeclared
bank notesat their place of workand duing investigation when the police
retrievethe currencynotes, the eye witness could be used to idaehfguspect

To ensure that the eyewitness has the optimum chance to identify the person, the
ITPshould be carried out as soon as possible after the arrest of the suspect(s).
IO may coordinate with the prosecutor for guidelines on the parade. The
prosecutor may suggest a few questtbasthe 10 could ask the witness during

the ITP. The prosecutomay suggest a few questions that the 10 could ask the
witness during theTP. These could include:

¥ The description of the person(s) involved in the criminal act in as much
detail as is possible, i.e. skin colour, height, clothing, style of walking, any
distinct marks etc

¥ The time and duration of the observation including, distance, weather etc.

G>=GI88HK |

¥ Designated LEAs for investigation of a money laundering offence are:
Federal Investigation Agency, National Accountability Bureau, Counter
Terrorism Department, AntNarcotics Force, FBBIncome Tax, and FBR
B Customs Intelligence.

¥ It is not always neceary to prove a predicate offence in a money
laundering case. The prosecution only needs to show that the proceeds of
crime have been derived from a criminal offence.

¥ Overt and Covert methods are used as tools of inquiry in investigation
terrorism financing.

¥ A JIT is constituted on the prerogative of the government and cannot be
created by the investigating agency.

¥ The Constitution of Pakistan provides safeguarde asrest and warrant
under Article 10.

¥ It is necessary to prove that confessional statement was made during the
investigation. The prosecutor must carefully determine how to use the
confession.

¥ An ID parade is relevant when an eyewitness(s) has obsdmeed t
involvement of a person in a crime or in any other circumstances which
can prove or disprove the involvement of a person in a crime.

AD
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1! Do LEAs file an FIR after or before conducting initial investigation?
21 Can you elaborate ohe role of an Investigating Officer?

3. What are some predicate offences linked to money laundering?

4! What are the two methods of inquiry in terrorism financing?

5! In what cases does the government constitute a JIT?

6. In what circumstances is evidence of a essibn inadmissible?

BE
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Section 4Sources of
Evidence

Learning Outcomes

¥ Evidence sources during initial investigation and their evidentiary value.
¥ Use of Modern device evidence for ML/TF offences
¥ Use of Forensic evidence for ML/TF offences

¥ Types and sources of financial evidence
!
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1.! Checking Assets without Notification to the Owner:

The Court may issue an order to a law enforcement agency under the
Prevention of Electroni€rimes Act, 2016 (PECA) to sela and seize
(without the production of a warrant) any data that may reasonably be
required for an investigation.

2! Tracing

¥ Bank accountsPersonal bank accounts may contain information such
as addresses, opening deposit, security, @ita Business accounts
typically have agreements attached to authorize drawers and therefore
might be useful for tracing the source of income.

v  Cancelled chequesihe cheque normally shows account number,
concerned bank and the name of the payee.

v Loan Reords Loan application contains financial statements,
summary of assets and bank statements. This may be helpful in
identifying hidden assets.

v  Credit Card RecordsThe level and nature of expenditure may be
identifiable by monitoring the credit card usage.

v  Calculating Net Worth This is an indirect method of tracing. It can
be calculated by comparing the subject's net worth at the beginning and
end of a periodshows the increase or decrease in net worth. It is useful
when assets or liabilities have chahge financial records.

¥  Locating Hidden Asset&/oney laundered may be hidden in someone
elseOs name, underneath pay down debt, transferred to tax havens or
trusts or used on insurance products.

v  Assets AbroadMoney laundered and dumped abroad may require
MLA between countries to request and provide assistance in law
enforcement matters and enforcing foreign orders and judgments.

3. Interception andSurveillance:

Interception:includes emails, SMS, IPDR (internet protocol detail record)
or CDR and any form of computer based or cell phbased
communication and voice analysis. It also includes any means of
communication using wired or wireless or IP (internet protota¥ed
media or gadgetry.
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Surveillanceincludesdata, information or material in any documented
form, whether written, through audio visual device, CCTV, still
photography, observation or any other mode of modem devices or
techniques obtained undehe PECA It can further includedocuments,
papers, pamphlets, booklet.

Ways of Surveillance:

1.! Intercepting the suspectOs phone calls.

2! Time of phone calls may be monitored.

3. Tracking Devices to trace a suspectOs movement and whereabouts.
4! CCTV for tracing the suspectOs visits and interactions.

Sectionl9-C of the ATA (Third Amendment) empowers investigating officers to
employ a myriad of techniques, including undercover dpers, intercepting
communications, assessing computer systems and controlled deliveries to tackle
cases involving Ofinancing of terrorism under the law in force.O

Similarly, Section-®& of the AMLA (Second Amendment) Act, 2020 promotes
the usage of theame to investigate money laundering, predicate offence and
terrorism financing offences.

The evidence gathered during such investigations can be crucial in proving the
elements of the crimes of TF/ML and other predicate offences, as relevant,
resultingin higher chances of successful convictions as purported in the Action
Plan.

The Investigation for Fair Trial Act 2013 (IFTA) allows authorized officers of the
Services Intelligence Agencies and the pdlicdile for a warrant of surveillance

if the gplicant believes that a person is engaged in any suspicious conduct that
may result in a scheduled offence being commtted.

Actions that may be taken under the warrant:

The judge may authorize the officers to take the following measures against the
suspects under the warrants, including but not limited to: interception and
recording of telephonic conversations of the suspect with any person; video
recording of persons, premises and events; interception of electronic transactions
such as remails, SMSte.; collection of evidence through any modern device;
and use of human intelligence, covert surveillance and property interference.
Taking over of electronic equipment that can be used in communication shall be
|
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allowed only when the authorized officer diases a substantial threat or
possibility of an attempt to commit the scheduled offéfce.

Process to be followed once itOs established that the scheduled offence was likely
to be committed:

If the data collected via the warrant reveals any elemeay stheduled offence
(under the PPC or ATA), the applicant may immediately proceed to register a FIR
under Section 1540f Cr PC and hand over all the obtained evidence to the
Investigation Officer. If the data collected is insufficient to lodge an M, be

kept in custody and shall not be used without the court's permi¥sion.

The aforementioned provisions are much needed and vital for investigations,
however, the rules have not yet been notified under this area.

ISD>#+#7.  11('1934+.5$.17<'()&<!,(+.*1X.34$.1 %

¥ Any evidence obtained from modern devices or techniques is admissible as
per Article 164 of the QS.

¥ Section 2B of the ATA allows convictions to be based on electronic
evidence alone, provided that the Court iss$i@tdl with its genuineness.

¥ Section 9A of the AMLA Allows for the usage of modern investigative
techniques in the investigation of financing of terrorism.

Although evidencebtainedthroughmodernmeands admissiblainderthe law,
investigativaoolsin Pakistanarenot up to datewith scientificdevelopments.

In cases tried by the ATC under provisions of ATA, the Ocourt may convict the
accused on the basis of electronic or forensic evidence or such other evidence that
may have become availabkcause of Modern devices or technigdes.O

Article 1640f the QS states that information may be extracted from modern
devices if the court deems it appropriate. Along with awesaal evidence, this
provision extends to evidence from cellular deviaasputers and various other
modern techniques or devices that could be used for digital stoEaggence
samples of this sort are collectively referred to as digital evidence. Due to the
importance of digital evidence in ATA cases, maintaining the cHatnstody

(- 2$1"A "
s#1(-.2$1"== "

#12061%6*02"56,96*2"RT"9("I.6.F " M=E!A"e5L "ABPF'L (6% "P2.9"I(- 2$1"=8"%)"9("0,0T "

B?



HSU& (S +$,(-&.$%/"  01.2 H$1(4"5681%(*217"61%"8$&1.(*217'9(" :2161-217"$)";(*$*2,< "

for evidence is crucial for an investigation and admissibility greatly depends on
it. In this context, a consideration for the Court is whether or not there is evidence
to support the fact that the digital evidence collected has been maintathed a
stored in safe custody.

QSKEMS$=1",; 12N'2G,.8 !4,U6-,; 108G:2/,8/609 !@U6G,8,
ClosedCircuit Television(CCTV)

With regard toCCTYV footage, it has been held that, pursuant to the insertion of
Article 164, the evidence collected through modern devices is admissible as valid.
However, the mere production of CCTV footage as a piece of evidence in Court
is not sufficient for the Qat to rely upon that evidence unless it is proved to be
authentic. In order to prove the authenticity of such footage, it is incumbent upon
the prosecution to examine the person who recorded or downloaded the
footagé®.

CallDataRecord(CDR)

Accordingto Article 164 of the QS, production of evidence through modern
devices or techniques can be used as circumstantial evidence if the court deems it
to be appropriate. In the case4tidu/ Razzaq vs. Tigtatethe Court held in this

case that Opetitioner/accused had every right to prove himself innocent by making
use of the very same call data recordO. In the cassatén v. the Stafethe

pivotal pieces of evidence obtained were SIMs and Call Data Retdfus
accused, which corroborated the accusedOs statements.

QFKEK$ @U6G,8/60H09<,12ND099;Z=,dI",;;0A,;  IN.23V/F, !
)--<;,Ge; LF28, !

Jurisprudence of the superior judiciary highlights the issues relating to using CDR
as evidence against the accused. Soms a&® elaborate upon how the accused
can utilize CDR to their benefit to discredit the case of the prosecution.

2018YLR1092KHC (SalmanAliasLambaand Anothervs.The State)

The evidence collected by the Investigating Officer included CDRs of the mobile
phones of the accused and SIMs and National Identity Cards. However, the

evidence of police officials was deemed not trustworthy because no recovery
!
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memos were presented toisft that the recovered cell phone SIMS were kept in
safe custody. Records also showed that there was no verification from the mobile
companies as to the identities of those to whom such SIMs were issued.
Furthermore, since the evidence did not have aogoborative value, it
weakened the case of the prosecutor.

Forensic Evidence

Forensic evidence is a crucial form of evidence and constitutes a link in the chain
of evidence that is used to prove the guilt of an accused beyond a shadow of
doubt>® Forensic evidence is evidence arrived at by scientific or technical means,
such as ballistic or medical evidence. Forensic science deals predominantly with
the recovery and analysis of latent evidence such as fingerprints, DNA analysis,
autopsies, pathologiestc.

Under domestic law, the only definition available for forensics is found in the
Punjab Forensic Science Agency,R007, where forensic material is defined as

a Odocument, material, equipment, impression or any other object connected with
the commssion of an offence, a civil cause or any githeceeding€y

One field of forensic science, forensic accounting, refers to the analysis of
financial information, including all transactions, past records and tracing source

of transfers, etc., of the accused individual or entities, to reveal important

information that can aid in legal proceedings especially in cases of financial

crimes. Forensic accounting is particularly useful for tracing TF activities and

tracing back money trails to the original sources of income, such as donations
made to terrorist organizationsr money made from drugs trafficking.

Electronic Records as Evidence

With the use of information technology, the police department has started storing
information pertaining to investigation in computers. The computer stores
criminal records convenientland efficiently. One consequence is making it
easier for police to collect and process information, eliminating the duplication
of paper and electronic records and the multiple entries of same data.

For example, thEP Police hadone massive revampiid the outdated criminal
recordverificationsystem (CR'S) It has developed the &S based on Citizen

|
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National Identity Card Number (CNIC). It is a digitized system that contains
personal details such as CNIC, appearance, phones, etc. of criRewasdof
proclaimed offenders is available on phone through an SIM service to all police
stations, check posts and snap checking points. The police officials can directly
verify the background of any person by clicking the mobileOs Button

Electronicrecordsmaintainedby banks DFIsandotherfinancialinstitutionscan
alsobeusedto traceevidenceaelatedto terrorismfinancing.In fact,the FMU is

obligedunderthe lawto maintain electronicrecordsof the STRseceivedy the

financialinstitutions. After receivingan STR,if the FMU suspectshat the actis

relatedto terrorism, it mayforwardthe casdor further investigatiorto the CTW

of the FIA. Theseinvestigationamay,however run parallelto the investigation
run bythe CTD of the Policeif the policediscovemfinancialtrail to theterrorism

act.

J>@034+*$.1'8!  [(1$4@.+ 12'&HALHTA(L %

There are certain pieces of evidence which can be used to link the accused to the
proscribed organization and these include, but are not limited to:

v Pamphlets;

¥ Receipt books;

¥ Writing Instruments;

¥ Loudspeakers;

v Skin Hides etc. for the collection of ddions.

QFPEIM$@UGG,8/60.1'E09<,!08G!#,9,U0841!

As per Section 2 (c) of the QS, OevidenceO includes all statements which the Court
permits or requires to be made before it by witnesses, in relation to matters of fact
under inquiry; such statements are called oral evidence; and all documents
produced for the inspection of the Court; such documents are called
documentary evidence.

v Pamphlets, receipt books, writing instruments can be classified as
documentary evidence under the domestic legal framework. Examples of
documentary evidence can include photographs or, in a terrorism financing
case, can also include the publications dttee or any other material being
used by the proscribed entity/ individual to commit acts mentioned under
Section 11F, H of the ATA.

|
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¥ Documentary evidence is required to be proved in accordance with the
provisions of QSA document, unless proved andhéited at the trial in
accordance with law cannot be termed as eviddimeeinvestigation officer
has to take such evidence into possession for it to be used as prosecution
evidence.

v Pertaining to the other evidence, which can help establish the mslatio
of the accused with a proscribed organization, such as physical evidence
(objects), like loudspeakers, collection of skin hides etc. is classified as
circumstantial evidence under the legal framework, which can be used to
corroborate or support othatirect evidence. All facts, except the contents
of documents, may be proved by oral evideiterefore, such evidence
must be exhibited and the testimony of withesses can be used to admit such
evidence.

v Article 164 read with Article 59 of the QS allomadern forensic science to
enter courts through the credible and valued scientific opinions of experts
as evidence, in order to arrive at the trdthe testimony of a skilled witness
Is an important source of circumstantial evidence which is admissibér un
Article 59 of QSFurthermore, Section 5X0r.P.C.allows reports of certain
listed experts to be admitted into evidence.

¥ The knowledge, intent or purpose behind an offence if not proved through
oral or documentary evidence may be proved througheniez drawn from
facts/circumstances of each case in accordance with rules regarding
relevancy of facts provided in th&Q

ISIPH(—-$74(*1(1!  ALH$A#-1934+ 5. %

A financial investigation involves the collection, collateomd analysis of all
available information with a view towards assisting in the prosecution of crime.
The major goal of a financial investigation is to identify and document the
movement of money during the course of criminal activity. The link between the
origins of the money, beneficiaries, when the money is received and where it is
stored or deposited can provide information about and proof of criminal activity.

[ [
947/&'+ | 3)D4/(%*04)+<B%0$%G$'
[

[ [

X0)%)&0%$+ ¥l M>99458=1)915218.;7594@79.2
=4)0*4/0)1+L)0* + RVERVIRKE TPl

¥ M9722379F49!94@79.2

¥ $>2@;8;7>2!%8.;C;.=1Z4@79.2-
!

BC



HE%&(")$H"+*$, (-&.$%,I"

|

8/:0*+
M'D'/)&'+
<1&0'6+
H<BM<"+ |
+

I
5'G/0'D0)1+
#/064)'16 +

!
3)D4/(%)*6

!

#4$0&'+
3)*'$$01")&'+
M'C4/*6 +

</I6*+M'CAl* +

01.23$1(4"56&1%(*217"61%"8$&1.(*217"9(" :2161-217"$)";(*$*2,< "

0G5:7961.;75!:976! .04/ R"e! ;2! 57.! =@;81DD=!1! @19.! 7:! @
F1.13124115F!.0494:794!61=!7::491C1D>13D4!;52;<0.!.01.161=\
0;FF45!:976!.04!@7D;84P

KKKK ™™+ KKKKKKK ~"

K -

KK K~ -

KKK~ = KKK~ + 7

$>2@;8;7>2!1)915218.;75!1Z4@79.!
M120!)915218.;75!Z4@79L
G5.4951.;751D!1Z24B>42.
"79F49!M75.97D!%>.079;.=194:4991D2
KM'I15F!IG5.49@7D!94:4991D2-!
R4F491D!&7C495645.194:4991 D2
10;2.D4 13D7J492

* :94E+>080124!8191<944645.2-
#D48.791D!97DD!F1.1-!
G52>915841;5:7961.:7%
R;5158:1D!0;2.79=14.8-!

|

Y 439;4:;5<1.04!.49979;2.1,5!8>2.7F=161=104D@! >5F492.1
.0417C491DD!7@491.;75!7:1.041<971>@-!
M4DD61.42!7:1.041.49979;2.161=!01C4!;5:7961.;¥5
H;2;.792!7:1.041.49979;2,5!@9;275!61=!01C4!;5:7961.;75+

+

Z489>;.4F!3=!.04!@7D;84,'.0424!:5:79615.2! 815! 34! .12N:
J;.0!145<1<;5<! J;.0! .04! .49979;2.! 79<15:\1.;75! .7! 73.1;5!
;5158;1D!;5:7961.;754

G;.;1D!D;54!7:145B>;9-!
M75548.;751J3;.0'7.049!:DD4<1D!79<15;\1.;732-
G5:7961.;75! 976! 7.049!
1<458;42E2.1N407DF492-

;5.4DD;<458

K1.>94!7:1.0417::4584!
L.0492119942.4F!1.1.0412164!.;64!
+97@49.=!,51@722422;75!1.1.041.;64!7:119942.

G:7961.;75!94879F4F!:791.04!@>9@7242!7:115!GY!819F-!
R16;D=!1.944
%FF942242!15F!1875.18.15>6349

BD



HSU& (S +$,(-&.$%/"  01.2 H$1(4"5681%(*217"61%"8$&1.(*217'9(" :2161-217"$)";(*$*2,< "

|

! -

AINARODENLZE ¥/ :.0! 11 87>9.! 79F49,! .04! 315N! 815! @97C;:F4! 1887:
3)6*0*7*04)6+ '5:7961.:75,! 675;.79! 18.;C;.=! 75! .04! 1887>5.,1 4716:54!
27>984217:t5876414.8- |

|

! -

SRONULAEOTN v 941.49979:2.179<15:\1.:75Q2!897227C49! J;.0'F9><!.91:::8N

X418 + 61=134!@722;3D4!15F!04584!D;1;275!J;.0!.04! %KR!61=!3
04D@:>D-!
!

! !
N[+ ¥ G:7961.;75! 94<19F;5<! 67C4645.! 7:! 2>2@48.! 15F! .04:9
<7*>4/0*0'6+! @97@49.=-
+ !
! !
='/&>%)*+ ¥ ' 15N!1887>5.1;5:7961.;75!7:1.0412>2@48!
9'/BO&'+ ¥l %FF9422115F!875.18.15>63492
#/4B0:'/6+ ¥ G+!1FF942242
=O#6" | !
+
! !
3((01/%*04) + ¥l +122@79.15>6349

¥l %FF9422

¥l R16;D=!.944

¥ )91C4D!0;2.79=

!
! !
VRV VAR v R184377N

¥ )J:.49 !

¥ MM)H!77.1<4 |

I
8)*#'14+97 '

I
%!@976;545.13>2;5422615Q2!F1><0.49,1*;311012!3445!19942.4F!1.1.04!+4201J1!
%;9@79.1J;.0!1!131<!:>DD!7:18120!J79.0!le$Y!ghh,hhh-1*;31Q2!:1.049,!"9-1963919!9>!
8752.9>8.;75!3>2;5422-1R7DD7J;5<!.041<45491D!4D48.;752,1.04154J!<7C495645.!(

3445!@973;5<!"9-1%399!:79!0;2!6754=1.91;D-
|

e@75!19942.,1*;9118D1;64F!.01.12041J12!>51J194!7:115=1D;6,.175!.041167>5.17:18120
754181518199=-1$04!8D1,62!.01.!.0416754=1;21049!7J5!15F!57.1049!:1.049Q2!15F!.0
204!;5.45F4AF!.7/@>980124!1!C;DD1!;5!Y>31;1J;.01.04!6754=-le@75!;2481.;75,1204!
F;F157.12.1.41J0;80!C;DD1!204!;5.45F4F!.7! @>980124!79!J0;80! D781D;.=1204!0,

6;5F-1$04!8D1;64F!.01.1204!01F!57.161F4!>@!049!6;5F!=4.4
!

CE



HSU& (S +$,(-&.$%/"  01.2 H$1(4"5681%(*217"61%"8$&1.(*217'9(" :2161-217"$)";(*$*2,< "

)J71J44N2!1<7,1*;31131212445!1.11"4J4DD49=12.794,1J04941204127DF"4J4DD49=\J
e$Y! Thh,hhh-1)0412.794173549!21=2! .01.1 *;31! 8D1,;64F! .04! *"4J4DD49=!.7! 34! 0.
JAFF;5<!1@94245.1:976!049!4[0>2315F-!"415J0;D4,!"9-1%3919!15F!0;2!9461,5;5<!
80;DF945!01C4!:D4F!:976!.04!87>5.9=-1*;21122;2.15.1012! .7DF!.04! @7D;84!.01.!

%3919!012!11249;7>210419.12>9<49=I@45F;508ES- !
|

G-L-1012!120194F!.0424!:18.2!115F!012!27><0.!11FC;84
!

¥ [;2.IF7J351.04@722;3D4!4C;F45842!.01.161=134!87DD48.4F!F>9;5<!45B>;9=!
;5C42.,<1.;75!

J>LBF)88#K !
¥ Methods of collecting initial evidence include

o! Checking assets without notification to the owner;
o! Tracing, and
o! Interception andurveillance.

¥ The QS, Article 164 states that information may be extracted from modern
devices if the court deems it appropriate.

¥ Forensic evidence is a crucial formeweidence and constitutes a link in the
chain of evidence that is used to prove the guilt of an accused beyond a
shadow of doubit.

¥ A financial investigation involves the collection, collation and analysis of

all available information with a view towards st#s8g in the prosecution
of crime.

J>P>F.-I M11.118.*7IN).174(*1 !

1! What are some potential forms of evidence extracted through modern
devices?

2! What is the evidentiary value of call records and text messages found in
accusedOs phone?

3.! What forms of evidence can be used to link the accused to a proscribed
organization?

4 In your opinion, what is the main goal of a financial investiga!ion?
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Section5: Mutual
Legal Assistance:

Learning Outcomes

¥ What is Mutual Legal Assistance (MLA)
¥ International legislation mandating/supporting MLA
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For mutual legal assistance, the investigating agency must ensure:

1.! Sufficiency of evidence;

2.! Dual/double criminality (the offence or underlying crimality in question
being criminalized in both States);

3. Restricting the information to the investigation, proceedings or prosecution
at hand.

A Requested State may deny such a request based on:

1. National or public interest

2.! Severity of punishment;

3. Politicaloffences

4! Human rights considerations;

5.! Double jeopardy;

6. The rights of suspects charged with criminal offéfices

Prior to the promulgation of the MLA, there was no uniform process whereby
requestBl both those originating in Pakistan and those from abkbeould be
processed, and instead such requests were handled onhac &dsis through
multilateral treaties such ashe United Nations Convention against
Transnational Organized Crimf@/NTOC).

R$M$M$+=CD !

The UNTOC is the broadest instrument for international cooperatiat is
applicable wheréhere is not a bilateral agreement between Statgsle 18(3)
of the UNTOC allows for a wide array of cooperatjomhich includesthe
following:

a)! Taking evidence or statements from persons;

b)! Effecting service of judicial documents;

c)! Executing searches and seizures, and freezing;

d)! Examining objects and sites;

e)! Providing information, evidentiary items and expert evaluations;

f)! Providing originals or certified copies of relevant documents and records,
including government, bank, financial, corporate or business records;

|
%¥61&6"$1"#&.&6™"5(76"0,,2,.61-("61%"hd.*6%2.2$1"MIfNa8O" "
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g)! Identifying or tracing proceeds of crime, psofy, instrumentalities or
other things for evidentiary purposes;

h)! Facilitating the voluntary appearance of persons in the Requested State
Party;

i)! Any other type of assistance that is not contrary to the domestic law of the
Requeste&tate Party.

R$MIKS'86/,G!+ 0/628;!D28U,8/628!)A068;/!D2..<'/628!H'+D)DI !

The UNCACiIs capable of regulating MLA requests in the absence of a bilateral
treaty amongst States as per Article 46.

R$M$P$58/,.80/62809!D28U,8/628!IN2.1/F,!(<"".,;;628!12N!/F,/06808-68A!
2N!=,..2.6;3IH5D(O=1 !

In the absence of a bilateral framework, States party to the ICSFT convention,
including Pakistan, may rely upon Article 12(®) the Convention which
mandates the provision of assistance in criminal investigations in the absence of
a bilateral framework aanother multilateral framework.

REMPQ$™)! <8G,.! /F,1 "</<09! *,A09!);;6;/08-,! HD.636809! "0//,.;I!
)-/J'KLKL!

The MLA Act 2020, formalizes the processes of requesting and providing legal
assistance to and from foreign governments when investigating criminal conduct
Section 3 of the Act states that the manner of MLA may be provided on the basis
of a reciprocal agreement or other arrangements, and if both do not exist, then
the provisions of the MLA Act will prevail.

R$MIRS$*)I<8G,.!/F,!58U,;/6A0/628IN2.!1006.!=.609!)-/J! KLMPI50=)If!!

Section 31 of IFTA states that warrants obtained under the Act shall be executable
in both Pakistan and foreign jurisdictions, either by direct approach to relevant
service providers, or through a mutual legal assistance mechanismagased

upon between Pakistan and the relevant foreign sBsetiors 31(2) and 32
indicate that warrants (both those initiated domestically and those received from
foreign states) shall be processed for execution byesvgnated agency or body

as set ouin the Act.
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Section 19C of the ATA and Section 9A of the AMirdvide for the creation of
rules to regulate procedure and execution. seh&ectionsiowever,do not
contain provisions relating to execution of warrants outside of Pakistan.

RSMS[$ "*)!  <8G,.! +0/62809! D2<8/,.! =,.2.6:31  )</F2.6/1!
H3,8G3,8/I)-/  JKLKLH+)D=) !

For effective domestic cooperatjdhe National Counter Terrorism Authority
(NACTA) Act was amended’ he amendments mainly concerned changes in the
hierarchy of governmental actors in order to streamline the process of
coordination with various law enfoement actors.

R$M$cS$ (,-<.6/6,;!08G!@d-FO8A,!D2336;;628!2N!:0b6;/08 'H(@D:I!

The SECHMas issued reviseniidelines to bolster the framework of international
cooperation that is found under Section 42D of the SECP Bxoadly, the
guidelines contain the following:

1. A definition for public interest (earlier not a part of the guidelines): Public
interestmeans the general welfare of the public that warrants recognition
and protection, something in which the public as a whole has a stake
especially an interest that justifies governmental regulation.

2. The provision of exchange of information or assistanoaldmot be refused
on the grounds that:

a) the request is also considered to involve fiscal matters;

b)! laws require financial institutions to maintain secrecy or
confidentiality;

c)! there is an inquiry, investigation or proceeding underway, unless the
assistane would impede that inquiry, investigation or proceeding;
and/or

d)! the nature or status (civil, administrative, law enforcement, etc.) of the
requesting counterpart authority is different.
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It is essential to look for potential avenues for international assistance when
investigating and prosecuting an ML/TF offence.

The UNTOC is the broadest instrument for international cooperation
provided that there is not a bilateral agreement betweéesSta

The UNCAC is capable of regulating MLA requests in the absence of a
bilateral treaty amongst States as per Article 46.

In the absence of a bilateral framework, States party to the ICSFT
convention, including Pakistan, may rely upon Article 12(5) led t
Convention, which mandates the provision of assistance in criminal
investigations in the absence of a bilateral framework or another
multilateral framework.

The MLA Act 2020, formalizes the processes of requesting and providing
legal assistance to antbrh foreign governments when investigating
criminal conduct.

L>G>.-1 M11.118.*7IN).174(*1 !

1! On what grounds may a requested state deny a mutual legal assistance

request?

2. Which domestic statutes regulates the process of mutual legal assistance?

CA
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3. Under theSECP guidelingsvhat does Opublic interestO entail

4) What can a state rely on for mutual legal assistance if no reciprocal
agreement or other arrangement exists between the state in question?
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Section6: Prosecution

LearningOutcomes

How to carry out prosecutorial scrutiny efficiently.

The role of Prosecution Guidelines for KP Prosecutors.

The importance and use of early polfm®secution coordination.
Witness Protection under the KPWPA 2022

Charging standards for ML/TF offees

Court Assessment to be submitted by the prosecutor in ML/TF cases.
The Prosecutorial Tests for Case Assessment.
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The Crown Prosecution Service maintains that the prosecutesds as a
minimum, to produce sufficient circumstantial evidence or other evidence from
which an Oirresistible inferenceO can be drawn, to the required criminal standard,
that the property in question has a criminal origin. In other words, there could be
no reasondr the circumstances other than a criminal 6he

This means that the prosecutor prosecutingn@ey laundering offencenust
carefully determine the criminal source. For black money in offshore accounts,
the prosecutor must identify the source, the tddilthe generation of money
leading to the dumping in the offshore accounts.

P>D3#14$12)4+.-4* VN(1/(1.$)7(1 |

The Director General of the Khyber Pakhtunkhwa Prosecution Service (KPPS)
issued OProsecution GuidelinesO (Guidelines) in 2014 to prosed{Rousidter
Section 12 of the Khyber Pakhtunkhwaiosecution Servicg€Constitution,
Functions and Powerg)ct, 200 (the KPPSAct, 2005. The Guidelineprovide

broad guidance on matters such as the principles relating to the ProsecutorsO
coordination with the police, general principles of prosecution, prosecutorial
decisions, antherelevant tests to be considered by the Prosecutor etc.

TIKEIMS:.2;,-</2.609! (-.</681 !

The KPPSAct, 200, determines the role of the prosecutor following an FIR and
initial investigation.Section 4(b)(ii) oKPPS Act, 200Bnposesa statutory duty

on the prosecutori.e. that the prosecutors@al, on recejpt of the final
reportEwithhold the same for want of pper evidence and return it to the
Investigation Officer with written direction to resubmit the report after removal
of the deficiencies so identified by tm

Section 7(d) of the Act further explains the responsibility of the prose@ator
scrutinize the case file and refer the shortcomings or faults in investigation to the
Head of Investigation for removing or improving the sang

!
WIH$1(4"5681%(*217"N)) (1-(,"";9("8*$P1"+*$, (-&.2$1"|(*R2-(F"=E=!
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The PoliceProsecution SOPs designed for the KP Police and Prosecution suggest
that the Prosecutor shabbieduct the scrutiny of the challan within 3 days. It states
that Othe District Public Prosecutor, on receipt of interim or complete challan
from Police, as the case may be, shall make prosecutorial decision, within three
(03) days, either to submit the edas the Court which is complete in all respect

or return the same to the Police for the rectification of shortcomings, if any.O

Following the scrutiny of the challan by the prosecutor, the 10 would be required
to rectify any defects identified by theopecutor within 7 days of the
prosecutorial scrutirfyi.

During the process of scrutiny and while tleis conducting investigation, it is
beneficial for the prosecution of the case if the prosecutor guides the 10 as to the
lines of enquiryIn this regard, section 5(d) of the Act states thatRhblic
Prosecutor may, within his jurisdiction, issue general guidelines to police officers
regarding’ the state of their investigation and other matters necessary for the
fulfilment of the purpose of effeceyrosecutiod.

This means thatvhile the prosecutor is responsible for scrutinising the police
report and identifying defects in the investigation/evidence, it may also suggest
additional lines of enquiry to th® which are especially useful in a ML/G&se

since sources of evidence and the integrity and nature of evidence vary.

For exampleif a local NGO is accusedmbney launderingnd using the NGO

as a front for its criminal activitiethe IO may have collected documentary
evidence such dmnk account details, account actiyigxpenditureand license

under the SECP. However, the prosecutor may direct the 10 to request for mutual
legal assistance and look for any assets/bank acahmotsd that are related to

the accused. This would strengthen the prosecutionOs case as it would now prove
thatthemoney laundered has been dumped and concealed by the accused.

It is important that the prosecutor views thi) scrutiny as a timsensitveissue

and address it accordinglWith theKPPSAct allowing the prosecutor a time of

3 days, the prosecutor should viewfihal report submittedoy the police officer

under section173 Cr.P.C, with an aim to point outdefects that may have
iImmediate solution andshould not delay the prosecution process. This is
important because during this crucial stage, the accused may find an opportunity
to conceal incriminating evidence, abettors may find an escape and the case may
be weakened as a res@ommon defects in TF casesO police reports are:

%"(-.2$1"BM%OF"g94J(*"+6Q9.81QIPES, (-&.2$1"I(*R2-("M8$1,.2.&.2$1F":&1-.2$1,"61%"+$P(*, 0"
0-"=EE@
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1. Internal accountsO record of the proscribed organizatibattached.
2! Belated FIRs

3. Land record of the proscribed organizatioot attached.

4! Registration and history of therganization

It is important to note here that for many proscribed organizations, retrieving
financial records is a lengthy and painstaking pro¢#sst organizations do not
have financial records that can be traced via banks or other financial institutions.
Prosecutes should ideally help investigating officers pursue alternate lines of
enquiry and retrieve financial records from less formal sources.

The prosecutor may want to consider the following factors during7(uips
scrutiny:

¥ Is the brmat of thefinal report under sectiod73Cr.P.C.correctand has
the necessary paperwobeen completed?

¥ Has the evidence been gathered in the prescribed ma@oei@ it affect
the admissibility of the evidence?

¥ Is the FIR written logically and chromgjically?

¥l Have the police investigation decisions been duly authorised by police
officers of the required rank?or exampleSection 11 EEEE of the ATA
requires that the investigating officer detaining a suspect for up to 3 months
may not be below the r&rof superintendent.

¥ In case of a confessiatid the IO arrange it with a magistratepaescribed
under the QS?

¥ If an IdentificationTestParade has been held, was the correct procedure
followed and recorded?

¥ Does the suspect or any of the witnessesgravious convictions and what
impact will that have on the strength of their account?

¥ Have the relevant lines of enquiry, as can be matfan the FIR, been
followed?

¥ Does the FIR offer new lines of enquiry that have not been pursued?

¥ Have potential witnesses been identified out of the recorded S.161
statements? The witness statements could help trace other possible withesses
that shouldoe pursued.

¥ In TF cases specifically, are internal accounts of the proscribed organization
attached?

¥ Has the registration of the organization been traced?

¥ Is there evidence from other jurisdictions that needs to be gathered?

Dr
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¥ Are there any accomplices thvatre arrested and then released on bail?
¥ Are there indications that other suspects were involved asw what has
been done to locate and investigate them?

TSKEKS @0.91!)GUeZD22",.0/628!a6/F!/F,!:296-, !
Ideally,a prosecutor may direct the Police:

a)l To collect additional evidence

b)! To follow a line of enquiry

c)! To provide additional informational about the collection of evidence

d)! To provide additional information about the circumstances of a witness
e) To explain why a key witness was not examined

f)! To explain whytestimony of a key witness was not recorded eatly on

In order to maintain consistent coordination with the Police, the prosecaior
guide thelO as to the investigation strate@ection 8(5) directs thatp the
request of Head dfivestigation, the DPP shall tender such aadvice on matters
pertaining to investigation, prosecution and any matter ancillary to these maitters,
as may be necessary for effective prosecOtiBraweverhe absence of formal
SOPs for coordination betweére Police and Prosecution for TF offences has at
times caused the two counterparts to develop their own SOPs to overcome the
lack of sync between the two departmemtsIF cases, prosecutors often guide
the IO by providing them with a checklist of necessarglenceio be attached

with the police report. In particular, they ask tketo provide:

1! Revenue record

2! Beneficiary record
3.! Bankrecord

4! Registration record

It is advised that prosecutors develop such informal checklists and SOPs to
coordinate, until thedDepartments adopt formablles for coordinationlt is also
recommended that prosecutors maintain their investigative advice in writing so
as tocome to it after defects have been removed by the investigating officer post
scrutiny.

Although not a common practice, preparing an action plan pertaining to the
investigaton of the case may be beneficial for the coordination between police
and prosecudr. The officer may identify the kesuspects, withesseand an
informal order of the investigation. For instance, an action plag draw a

D



HSU& (S +$,(-&.$%/"  01.2 H$1(4"5681%(*217"61%"8$&1.(*217'9(" :2161-217"$)";(*$*2,< "

timeline as to which law enforcement ageaay FIA or the State Bank would be
contacted first for retrieving rfiancial recordsas this would allow both the
prosecutor and the police to streamline the prosecution of the case. The progress
review of such action plan may be conducted via joint review meetings. Under
the article7,9 and12 ofthe QS the consultatiorbetween Police and Prosecution

is privilegedconfidential information and is therefore protected from disclosure

to court or any other authorityn TF/ML cases where the nature and type of
evidence is diverse, it is helpful that both the police and prmsecarry out
consultationdo discuss the need, complexiand retrieval of the evidencEhe
minutes of these consultations/meetings should also be documented for the ease
of both counterparts.

While much of this coordination is present in JITs by default, it is important to
understand thesignificance ofdevelopng coordination betweenndividual
investigating officer and prosecutor where JITs are not created.

TIKIPS g6/8,;;!:.2/,-/1628 !

It is essential in organized crimes that withesses be protected by the law
enforcement agencied.he criminal justice system of Pakistan places high
reliance on witness testimony and therefore it is necessary for all criminal justice
institutions to protect and assist withesses who are at risk or have been
threatened, intimidated, or discouraged frpmoviding evidence.

Furthermore, in cases of organized crimes, withessesmitstendure through
lengthy proceedings, discouraging them to appear in court or assist in an ongoing
investigationln TF/ML casegspeciallywhere larger groups may be involved in
the offence, some may have fled the couatryothersmaywant to report the
groupOs activities to the Police hoping for leniency. In such circumstia@cis,

of the witness being threatened by the organizaohigh Therefore, these
situations would require anonymity and protection othe witnesses tdbe
safeguarded for successful arrest and prosecution.

T$KIQ$ =F,! %F1S,.I:0bF/<8bFa0! g6/8,;;!:.2/,-/628!)-/J'KL KM
H%:g:)l !l

The Government oKhyber Pakhtunkhwaenacted theKhyber Pakhtunkhwa

Witness Protection Act, 20 to extend protection and assistance to witnesses in
cases of terrorism and serious offences.
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Broadly, theKkPWPA mandates for a witness protectiamnit that will assess the
level and nature of tieat to the witness and provide appropriate safeguards that
are classified as court and Roaurt measures. These include:

a)
b)!
c)!
d)!
e)

a)
b)!
c)!
d)!

e)

!

Provision of close protection service;

Lodging in a safe house,;

Temporary or permanent relocation at a safe place;

Change of identity;

Concealment of identity of the persons involved in the criminal
proceedings; and

Providing financial assistance to a protected person who is unable to
undertake regular employment or whéhis freedom of movement is
severely curtailed as a result of protection to him.

Screening a witness

Video link

Restricted entry to the court room

Special Rules of cresgamination barring the accused from cross
examining thewitness himself.

Anonymity during proceedings

Trial in jail

Further, amendment to section 21 of the ATA states that:

a)

b)!
c)!

Screens may be used during the trial to shield withesses, Judges and
Prosecutors from public view

Trial may be held in jail premises or through video link;

Witness protection programmes may be established by the Government
through law or rulées.

For witness protection to reach the concerned witness, it is necessatijethat
Police and Prosecutor work together in unison. Thenay seek written advice
from the relevant prosecutor on the eligibility, nature and extent of measures that
may be provided to a witness under K8NVPA and upon making an application

for witness protection measures, tlemust inform the prosecutor and kekn

in the loop through the process of the application.

%#(-.2$1"BF";9("01.2 3(**$ *2,<"M0<(1%<(1.0"0-.F"=E!?"
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When identifying a witness who is in need of protection, the IO and prosecutor
individually and otherwise, must consider if:

1! The witness is under the age of 16 years
2. Is fearful or threatened

3! Is intimidated by court proceedingand

4! Is mentally or physically disabled.

A prosecutor receiving a report under Section 173 Cniu§t evaluate whether

any victim or witness in a case of terrorism or serious offence requires protection
or assistancender theKP Witness Protection Act, 20 It is the duty of the
prosecutor to applyo the Courtfor appropriate measuras case the witness
protection unit recommends non court measures.
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The chargesh ML/TF caseshould reflect the seriousness/gravity and extent of
the accusedOs offerthereby allowing the courts to sentence appropriately. This
requires a prosecutor to be aware of the full range of offences available and
realisation that an omission or inappropriate charging may lead to acquittal or
inability of the Court to award apgppriate punishment.

Taking account of the different elements that the prosecug@uso prove for

the various offences under consideration, prosecutors need to carefully assess the
available admissible, credible evidence and decide which is the movpragie
charge(s).

Section 233 of th€r.P.C.stipulates that for every distinct offence of which any
person is accused there shall be a separate charge, and every such charge shall be
tried separately. However, tli&rosecution Guidelines suggest thaere are

general professional standards that apptpadly, these standards include
fairness, impartiality, objectivity, and professional vigour.

These are significamonsiderationsand should form the basis of scrutiny, and
chargingdecisions, in appropriate cases.

Predicate offencesometimes are independent criminal offences and do not lead
to the offence of money launderingaundering particularly refers to the concept
and method of disguising or concealinggtitten fundsb which constitutes a
separate offence. Thus, predicatemndes stand as independent offences in cases
where proceeds from the offence have not yet been laundereelxdmple, an
accused has extorted monand thus has illegal monies, but he has not yet placed
it through formal channels to disguise its source.

It is also necessary to carefully identify which subsection of Section 3 (AMLA)
should be used to charge the accusedexample, if the accused has put in large
sums of cash fromarrying outorgan trafficking into their beauty saltmsiness

(front), the correct charge for it should be Section 3 (b): O(b) concealment of or
disguising the true origin, location, movement, ownership of the property
knowing or having reason to believe that such property is proceeds of crimeO, as
he is Odisguising the troggin which is organ trafficking and concealing it by
mixing it with his beauty salon profits.
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At the same time, S. 3 (a) could also be used for charging the accused on a
secondary level as the subsection requires Oacquistiiorersion possession,

use or transfer of property which his proceeds of crimeO. In this case, it could be
argued by the prosecutor that the proceeds of organ traffickengoonverted

into salon proceeds to conceal the predicate offence.

Terrorism Financing:

It is possible that suspicious activity or movement of money may alarm the LEAs
who would want to refer the case to the CTD indicating that the accused is part
of a proscribed organisation or is aiding terrorism financing in any other way.

However it is important for the prosecutor to carefully determine if there is any
clear evidence for terrorism evidence. If not, the prosecutor should submit to
Court that offence is not madeit, and the case would then be transferred to the
relevant LEAs for a money ladering investigation. In such circumstances, it is
important that prosecutors do not charge the accused with TF offences primarily
because the LEAs referred it as such. Understanding the elements of the TF
offences, the prosecutors must logically atteragtlace the concerned offence
within the text of the provision.

(Note for the Trainer: The following case study is part of the final assessment of
the participants. The case study is divided into two parts and Is intended as a
group activity followed by a presentation of the activity to the trainer and
discussion on each groupOs presentation.)
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Following the scrutiny of the police report, the Prosecutor is required to submit
an assessment of the case to the Court. Set{too6) of the Act states thdhe
prosecutor OThe Prosecutahall, on receipt of the final report, lodge the same
before the competent court triaD

At this stage, the prosecutorial has to determine whether the case is fit for trial
and has to submit his assessment to the cdbrs. assessment will be based on
the available evidence.

The prosecutor does not need to wait for every line of enquiry to be completed
before writing his assessment. For instance, if certain financial records have not
been retrieve@nd they are not essential to the prosecutioa,prasecutor may

move ahead with his assessment based on the evidence available. Oftcourse,
would be the prosecutorOs judgement call as a lswgealyse which lines of
enquiry are not central to the case

The Guidelinesprovides guidance as to theo tests that are part of the
prosecutorOs assessment

1. Evidential test
2.! Public interest test

Based on these tests, the prosecutor will make the assessment on whether the case
is fit for trial.
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Paragraphd.2 of the Guidelinesexplain theobjective behind the application of

the evidential test afdhat the test envisions that @am objective assessment of

the police evidence and any information provided by the defence through the
police, the Prosecutor comes to the conclusion that a court of law gearing the case
/s more likely than not to convict the accused of the offence oprapwsed
charges. The Evidential test for prosecution is, therefore, diffecentthe test
applied by the courts in determining the guilt of an accused, which is that the case
has to be provebleyond a shadow of doubr

Paragraph4.3 of the Guidelinessets out that the circumstances when the
evidential test must be applied, which incluthesfollowing:

¥  When a prosecutor receives a police report tf@nsmission to the
Magistrate

¥ Whenthe police seek the prosecutorOs advice on the sufficiency of evidence
regarding the submission of a case in a court of law.

For a welapplied evidentiatest, the prosecutor has to ensure thaisian
objective assessment. In other words, the ProsecutorOs decision has to be a rational
and considered one, and not one based banch or personal preferences.

The magistrate or judge is required to giveuegOdonsiderationO to the
ProsecutorOs submissions. It must therefore be able to withstamgbthef
analysis by the judiciarfhe Court may challenge the prosecu@sncase in ma

ways. For example, the authenticity of an informantOs information where such
information has become the basis of the investigation and prosecution. The
prosecutor must keep in mind the level of effort and range of resources put into
the investigation anthat in certain circumstances, successful prosecution may

be crucial for national security, especially in TF cases. Theraifoieg for an
impenetrable prosecution case, the prosecutor in such a case should always record
the informantOs statement un&i64 Cr.P.C) and should immediately apply

for witness protection.

It is also important to remember that the ProsecutorOs analysis is likely to form
the basis of the CourtOs perception of the Prosecutor, his command over his case
and his legal skill§.here is therefore a personal, as well as a professional reason
for ensuring the assessment is robust and comprehensive.
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The prosecutor must apply the evidential test to each suspect individually as
evidence not essential to convicting one suspect mayndteimental in
convicting his accomplice.

Factors to consider when applying the evidential test are provided in the
GuidelinesMost importantly:

For example, if an informant has tipped the LEA, and the prosecutor istigézen
evidence for it, the prosecutor must ideally assess if the informantOs information
can be backed with evidence other than the one he proidesoborative
evidence may be ken ML/TF cases

In ML/TF cases, the range and nature of evidence is vast. The prosecutor should
be basing his assessment on a single piece of evidence. For a madrassa collecting
funds under the name of donations, the prosecstwould look into internal
accounts, formal or informal.

Like any other criminal case, a smart prosecutorpngpare for his own and for

the defenceOFhis means that the prosecutor must keep in mind possible pleas,
arguments, supposed exculpatory documents that the defence lawyer would be
using. In TF cases especially, the prosecutor cannot afford to not prepare for the
defence case as in certain sabe matter is of national security.

Even with reliable, strong evidence, prosecutors might not be able to obtain a
conviction and often times this is due to the admissibility of the evidence. It is
necessary that the prosecutor guides I about the sensitivities of certain
evidence collection based on the QS. If the suspectOs confession is obtained under
duress or is a result of police brutality, the Court will not accept the confession.

It is important to nok that the evidential téss the most important test in a
prosecutorOs assessment, the other two are of supplementary nature. Hence, if the
prosecutor assesses that under the evidential test the case is not fit for trial, he
may not submit an assessment on public interest as well
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1! The Guidelines suggest that the PI test is: Oa test of universal application to be
applied to all cases being considered for prosecution, without any caveats and
exceptions.

21 According to para 2.of the Guidelines OThe test requires thavherein the
asgssment of the Prosecutahepublic interest factors againstoceeding
with aprosecution outweigiany public interest considerations in favour of
proceeding with a prosecution, the prosecution ought not to proceed in
accordance with law.O

3. The prosecudr must considethe following when applying the public interest
test

¥ The extent of harm or loss caused to a person

¥ The number of victims

¥ The offence involves an act of terrorism

¥ The offence is part of an organized crime

¥ If the offence is repeat offence and/or the offender also convicted in the
past for a similar or more serious offence

¥ The likelihood of the offence continuing and offender repeating the
offence if not prosecuted

¥ The offence targeted public officials, egemcy services, health or social
welfare officials, police officers etc.

¥ Offence of a nature that conviction likely to result in a significant
sentence

¥ Prosecution would have a significant positive impact in terms of
deterrence of crime and/or boostirtgetcommunityOs confidence in rule
of law

In ML/TF cases, the public interest test will generally be applied. Both offences
are of serious nature and they both affect the community. ML affect the
community as such offences hamper the economyOs progeessibi may lead

to loss of innocent lives.
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|. Approvers

In a money laundering scheme, especially ones launched by politically well
connected criminals seeking to launder large quantities of illicit funds, it is
inevitable that a large number of accomplices, conspirators, and collaborators will
be involved. Sucla scheme cannot be adequately investigated unless the
concerned LEA, 10, and prosecutor win over some of the accomplices to its side.
Depending on the circumstances of the case, an accomplice can provide a valuable
insider's view of the money launderingheme. In certain cases, failing to win

over an accomplice may make it virtually impossible to gather evidence to gain a
conviction.

Definition

The formal definition of an accomplice is a person who participates in criminal
activity but agrees to coemte with the prosecution and testify against other
defendants. In Pakistan, accomplices who are won over are referred to as
OApproversO.

In money laundering cases, approvers are usually individuals against whom a
charge of abetment to the predicate offence and/or money laundering is made
out. For example, they could be individuals who knowingly allowed the main
defendants to register assetsder their names a$enamis employees or
associates who managed the fromtisiness through which illicit funds were
laundered, or professionals such as accountants, bankers, lawyers, and tax
consultants who assisted in laundering the money. Additipratl approver can

even be a main defendant responsible for generating the proceeds of crime, but
who agrees to provide evidence against the hired professionals responsible for
carrying out the money laundering. Approvers mostly agree to give evidence for
the prosecution in return for leniency in sentencing, immunity from prosecution,

or some other benefit. Usually, such approvers are used as informants-in long
term investigations. They are expected to appear as prosecution witnesses, give
statements, andgpticipate in any other legal proceeding.

ApproverOs Evidence Must®arroborated.
Pitfalls in the case because of overreliance on the evidence provided by an

approver should be avoided at all costs. When relying on the evidence of an
approver, a basiaipciple that must be observed: All evidence from an approver
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must be corroborated. This is despite the existence of the provision under Article
16 QS which allows for an accused to be convicted based on an approver's
uncorroborated testimony.

Neverthelgs, an approver's credibility and the veracity of his evidence must be
determined by corroborating it with the statements of other witnesses or through
documentary evidence such as records of financial transactions, banking records,
digital evidence, calecords, emails, or messages.

Il. Independent Witnesses

Most money laundering or terrorist financing operations maintain a certain level
of interaction with independent third parties, such as bankers, accountants,
property dealers, businesspeople, lawyamnd government functionarieShese

third parties may not necessarily be aware that the organization they are dealing
with is a criminal enterprise. They may engage in legitimate business with the
money laundering or terrorist financing outfit, espegiafl it was being run
through a frontcompany or masquerading as a charitable organization. For
example, the independent third party may have rented business premises to the
outfit, exchanged currency on their behalf, or conducted property deals for them.

Useful material from independent witnesses can be obtained, such as information
regarding the persons actively involved in running the criminal enterprise and its
employees, its financial or business transactions, documentary records, and other
material @an be obtained.

Independent witnesses can supply useful and authentic information regarding the
criminal organization that can be used as evidence during trial. If they are not
criminally associated with the enterprise, they will supply information itimeu
compliance with the LEA without any ulterior motive.

1. Informants

Most LEA's have informants in the criminal underworld who regularly supply
useful and credible information in return for compensation or favours. LEA's
maintain links with suchinformants for intelligence gathering only, not for
gathering evidence to be used at trial. Since such informants are keenly interested
in maintaining their anonymity, they will not give statements, appear as a witness,
or participate in any legal proceads. Moreover, they may hold back on any
useful information that might reveal their identity as the source
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¥ While the prosecutor isesponsible for scrutinising the police report and
identifying defects in the investigation/evidence, it may also suggest
additional lines of enquiry to th®.

¥ Itis advised that prosecutors develop such informal checklists and SOPs to
coordinate with Police and relevant departments, until the departments
adopt formal rules for coordination.

¥ The charges in ML/TF cases should reflect the seriousness/gravity and
extent of the accusedOs affethereby allowing the courts to sentence
appraoriately.

¥ Predicate offences stand as independent offences in cases where proceeds
from the offence have not yet been laundered.

¥ In order to maintain consistent coordination with the Police, the
prosecutor can guide th® as to the investigation strategy.

P>L>F.-1 M11.118.*7IN).174(*1 !

1! In what ways can a prosecutor direct the Police during investigation?

21 Under the Khyber Pakhtunkhwa Witness fction Act, (KPWPA) 2021,
what are some nefourt measures used to safeguard witnesses?

3.! What are some common defects in police reports of TF cases?

4! In your opinion, what are benefits of preparing an action plan?
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Section/: Human
Rights@onsiderations

Learning Outcomes

By the end of this Section, you should be able to understand:

¥ The rights of defendants for prosecutors and investigators to protect.
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Given thatthe ML/TF cases presented for tremlea priority for Pakistarunder
the FATF Ation Plansit is necessary to ensdihathuman rights considerations
of the accusedre taken into due consideratidgnoringthe rights of the accused
violatesthe concept of due process\d disintegrates public faith ithe justice
system and rule of law.

The prosecutors must keep in mind the rights of the accused during and prior to
trial and theyshould also guide thevestigators a® theirfulfilment. Following
aresome importantights that must be protected to ensure due process:

1. Protection against arbitrary or unlawful arf@st
21 Protection against arbitrary or unlawful searctes
31 Protection againstdoublejeopardy®

4! Protection against conviction or enhanced punishment undgrasst facto
lawF®,

51 Protection against arbitrary diegal detentionin custody?®.

6! Right to be informed of the grounds, immediately after the dfrest

71 Right of the arrested person not to be subjected to unnecessary réstraint
8! Right toconsult a lawyeof his own choicg.

91 Right to be produced before a Magistrate within 24 hours of his“arrest

10; Right to be released dnail, if arrested.
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Right not to be a witness against hinself

Right to get copies of the documentsl atatements of witnesses on which
the prosecution reliés

Right to have the benefit of the presumption of innocence till guilt is proved
beyond reasonable doubt

Right to insist that evidence be recorded in his presence except in some
special circumsince$'.

Right to have due notice of the charfes
Right to test the evidence byossexaminatiort®.

Right to have an opportunity for explaining the circumstances appearing in
evidence against him at the tfal

Right to have himself medically examined for evidence to disprove the
commission of offence by him or for establishing commission of offence
against his body by any other perSon

Right to produce defence witnesses

Right to be tried by an independent and impartial Jétdge

Right to submit written arguments at conclusion of the trial in addition to
oral submissioff.

Right to be heard about the sentence upon convittion

Right to fair and speedy investigation and|®®
|
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241 Right to appeal in case of convicfion
251 Right to restrain police from intrusion on his privéty
26! Right to release of a convicted person on bail pending &ppeal

271 Right to get copy of the judgment when sentenced to imprisorifhent
R>D*)88#'K !

¥ Ignoring the rights of the accused violates the concept of due process, and
also disintegrates public faith in the justice system and rule of law.
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