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PREFACE 
 
The Research Society of International Law (RSIL) proudly presents the second edition of its Guide for 
the effective investigation and prosecution of money laundering and terrorist financing in Pakistan. 
RSIL in recent years has cemented its reputation as the premier private sector institution in Pakistan 
engaging with the Financial Action Task Force (FATF) and global Anti-Money Laundering and Counter 
Terrorism Financing (AML/CFT) frameworks from a legal research and policy analysis perspective, 
maintaining rigorous academic standards. This edition continues our tradition of providing in-depth, 
academically robust insights into this critical area. 
 
Since the first publication of this Guide in 2020, Pakistan's AML/CFT has evolved significantly. The 
second edition reflects these dynamic changes and incorporates the latest laws, guidelines, statutory 
regulatory orders in effect in Pakistan’s AML/CFT regime. A notable enhancement is the detailed 
discussion on Designated Non-Financial Businesses and Professions (DNFBPs) in Chapter 6, reflecting 
their growing relevance in AML/CTF efforts. Chapter 3 has been revised to include the updated National 
Risk Assessment, offering a current view of the risks and vulnerabilities Pakistan faces in this domain. 
Chapter 2 provides an updated analysis of FATF requirements and Pakistan's progress in meeting these 
international standards. A significant update includes expanded 'Elements of Offence' tables in 
Chapter 5 to include new offences, ensuring readers have a comprehensive understanding of the 
evolving legal landscape. 
 
Additionally, the chapter on international cooperation has been thoroughly revamped to include the 
processes and procedures set out in the Mutual Legal Assistance (Criminal Matters) Act, 2020, offering 
deeper insights and practical guidance for practitioners. 
 
This edition not only reflects the legal and procedural advancements in Pakistan but also embodies the 
continuous commitment and expertise of our research team. Their diligence in updating and refining 
the Guide ensures it remains an essential resource for criminal justice actors and policymakers. The 
ongoing support and guidance from the American Bar Association, Rule of Law Initiative (ABA-ROLI), 
have been instrumental in this endeavor. 
 
The first edition of this Guide has been utilized by RSIL, state institutions, and public sector training 
academies across Pakistan to train thousands of criminal justice actors, analysts, and policymakers on 
AML/CFT legal frameworks over the past three years. It has become a part of the training curriculum 
in various police, prosecution, and judicial training academies across the country. As Pakistan 
continues to navigate the complexities of its AML/CFT obligations, this second edition is expected to 
further inform and enhance such capacity-building initiatives, serving as a valuable tool for those 
engaged in the fight against money laundering and terrorism financing in Pakistan. 
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Executive Director  
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Introduction 
 
In this chapter, key terms and concepts related to terrorist financing and money laundering in Pakistan 
are introduced. The connection between these issues and Pakistan's human rights commitments, both 
nationally and internationally, is also highlighted. The importance of addressing terrorist financing 
and money laundering becomes evident when considering Pakistan's relationship with the Financial 
Action Task Force (FATF). Being on FATF’s grey list had significant implications for Pakistan and 
underlines the necessity to continuously review and enhance its counter-financing of terrorism/anti-
money laundering (AML/CFT) regime beyond the grey list. Terms such as “terrorist financing,” 
“money laundering,” “predicate offences,” and “proceeds of crime” are clarified. Additionally, the 
differences and similarities between money laundering and terrorist financing are outlined. The final 
part of this chapter discusses Pakistan’s duties under the Anti-Terrorism Act, 1997 and, how they need 
to be in consonance with fundamental protections This chapter aims to provide a foundational 
understanding to facilitate comprehension of subsequent sections of the guide. 
 

Learning Outcomes 
 
By the end of this chapter, you should be able to: 
 

• Define terrorist financing (TF); 
• Define money laundering (ML); 
• Understand what constitutes a predicate offence;  
• Define proceeds of crime;  
• Understand the difference between money laundering and terrorist financing;  
• Understand the broad contours of the international human rights legal framework; 
• Understand how the domestic AML/CFT regime must maintain a balance with the protection 

of fundamental rights. 
 

Essential Reading 
 

• FATF Recommendations; 
• Universal Declaration of Human Rights; 
• International Covenant on Civil and Political Rights; 
• Chapter 1: Fundamental Rights, Constitution of Pakistan; 
• Anti-Terrorism Act, 1997; 
• Anti-Money Laundering Act, 2010. 
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1.1. Context 
 
In June 2018, Pakistan was placed on the FATF’s international list of ‘jurisdictions with strategic 
deficiencies’ otherwise known as the ‘grey list.’ The was due to Pakistan’s ‘structural deficiencies’ in 
its Anti-Money Laundering (AML) and Countering the Financing of Terrorism (CFT) regime. 
 
A state’s entry to the FATF grey list is based on evaluation criteria that are derived from its assessment 
methodology. This methodology consists of two phases:1 
 

• Technical Compliance: the existing legal and institutional framework including the powers 
and procedures of the compliant authorities. 

• Effectiveness Assessment: the extent to which the existing legal and institutional framework 
is producing the requisite results.  

 
Being placed on the FATF grey list came at a great cost to Pakistan and holds certain adverse economic 
implications for the State. As a consequence of being on the grey list, the banking sector, imports and 
exports, remittances, and access to international lending can be negatively affected.  Foreign financial 
institutions may also impose enhanced checks on transactions with Pakistani institutions, with some 
refusing to work with Pakistan altogether. 
 
A Mutual Evaluation Report (MER)2, published in 2019, highlighted the nature of deficiencies in 
Pakistan’s AML/CFT regime, which included: 
 

• Lack of necessary legal frameworks to target TF/ML; 
• Lack of coordination amongst governmental actors and law enforcement agencies; 
• No coherent risk-based assessment tools; 
• No laws/regulations for certain high-risk sectors such as Designated Non-Financial 

Businesses and Persons (DNFBPs); 
• Lack of mechanisms to promote international cooperation. 

 
The FATF instructed Pakistan to complete its 27-point Action Plan to improve its AML/CFT 
frameworks to align with international standards.3 Since 2018, Pakistani authorities have resorted to 
multi-focal action to improve its performance. This included extensive legislative and administrative 
reforms to improve upon the deficiencies identified in the MER. 
 
In 2020, this effort culminated into the passage and amendments of around 15 laws, including 
comprehensive amendments to the Anti-Terrorism Act, 1997 and the Anti-Money Laundering Act, 
2010 – which constitutes the foundation of Pakistan’s AML/CFT frameworks. Additionally, over 30 
rules/regulations and guidance documents were passed by authorities to further augment and enhance 
the implementation of the amended legislation. 
 

  

 
1 'High Risk and Other Monitored Jurisdictions - Financial Action Task Force (FATF)' (Fatf-gafi.org, 2019) <http://www.fatf-
gafi.org/publications/high-riskandnon-cooperativejurisdictions/more/more-on-high-risk-and-non-cooperative-
jurisdictions.html?hf=10&b=0&s=desc(fatf_releasedate)>. 
2 The Asia/Pacific Group on Money Laundering, “Pakistan Mutual Evaluation Report October 2019” 
https://www.fatf-gafi.org/media/fatf/documents/reports/mer-fsrb/APG-Mutual-Evaluation-Report-Pakistan-
October%202019.pdf  (hereafter cited as MER 2019) 
3 “FATF Plenary Meetings - Chairman's Summaries,” Financial Action Task Force (FATF). 
http://www.fatf-gafi.org/about/outcomesofmeetings/. 

http://www.fatf-gafi.org/about/outcomesofmeetings/
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Addition of the 7-Point ML Action Plan 
 
In June 2021, the FATF found Pakistan compliant on 26 out of 27 Action Plan Points from the original 
TF Action Plan (2018), however it handed Pakistan an additional 7-Point Action Plan that focused on 
money laundering concerns. Although the FATF acknowledged Pakistan’s substantial progress, it 
stressed that the country needed to address concerns regarding regulation of DNFBPs, focus on 
international cooperation and continued effectiveness (by way of increased ML convictions).4 
 

FATF’s Dual Evaluation of Pakistan 
 
Pakistan underwent two parallel evaluations: first, a regular evaluation as per the Fourth Round 
(analysing Technical Compliance and Effective Compliance); and second, an evaluation of its progress 
on the 27-Point and later 7-Point Action Plans. 
 
Pakistan regularly submitted progress reports to the FATF, highlighting all ongoing developments, 
with the FATF publishing Follow-Up Reports (FURs) to the initial Mutual Evaluation Report (2019), 
updating and re-rating Pakistan’s performance on the 40 Technical Compliance indicators. 
 
In June 20225, the FATF Plenary deliberated upon Pakistan’s progress in achieving deliverables under 
the 27-Point Action Plan (2018) and a consequent 7-Point Action Plan (2021). The Plenary found 
Pakistan to have satisfied both Action Plans by implementing reforms on all of the combined 34 points.6 
This led to FATF’s visit to Pakistan in September 2022 to verify the implementation of these reforms, 
to determine if they are sustainable and there is enough political commitment to implement these 
reforms.7 Upon the successful completion of the on-visit, Pakistan successfully exited the FATF grey-
list in October 2022. 

 

FATF List of Non-Cooperative Countries or Territories (NCCTs) 
(“Blacklist”) 
 
If significant and sustainable progress had not been made across the full spectrum of the Action Plan, 
there was a threat of Pakistan being placed on the FATF ‘blacklist’, which would have subjected the 
State to severe financial sanctions.8 
 
Being placed among the Non-Cooperative Countries or Territories (NCCTs), or the ‘FATF blacklist’ 
leads to serious complications for the economy of a country.9 Once a country is blacklisted, other 
countries and jurisdictions are compelled by FATF to apply enhanced due diligence and counter 
measures against the blacklisted country.10 These measures can have serious repercussions on trade 
and on the wider economy, making it extremely difficult and expensive to conduct business with 
international partners, resulting in low exports and flailing economic growth. In some cases, countries 
may even be asked to sever all trade ties with the blacklisted country altogether. At present, North 
Korea, Iran, and Myanmar have been placed on the FATF NCCT list. 

 
4 FATF Outcomes of the June 2021 Plenary – High Risk and Other Monitored Jurisdictions 
http://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/increased-monitoring-june-
2021.html 
5 Jurisdictions under Increased Monitoring - June 2022 <https://www.fatf-gafi.org/publications/high-risk-and-other-
monitored-jurisdictions/documents/increased-monitoring-june-2022.html#pakistan> 
6 ibid 
7 ‘FATF team completes onsite visit to decide Pakistan’s fate’ (tribune.com.pk, 2022) <https://tribune.com.pk/story/2374628/fatf-
team-completes-onsite-visit-to-decide-pakistans-fate> accessed 9 September 2022 
8 'Pakistan Given Final Lifeline, To Remain in FATF Grey List till February 2020' (DAWN.COM, 2019) 
<https://www.dawn.com/news/1511558> accessed 21 October 2019. 
9 'High Risk and Other Monitored Jurisdictions - Financial Action Task Force (FATF)' (Fatf-gafi.org, 2019) 
10 Ibid. 

https://tribune.com.pk/story/2374628/fatf-team-completes-onsite-visit-to-decide-pakistans-fate
https://tribune.com.pk/story/2374628/fatf-team-completes-onsite-visit-to-decide-pakistans-fate
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1.2. What is Terrorist Financing? 
 
To understand the meaning of “terrorist financing”, it is important to understand who qualifies as a 
‘terrorist’ and, what constitutes an ‘act of terrorism’. 
 
According to the FATF Recommendations on International Standards on Combatting Money 
Laundering and the Financing of Terrorism and Proliferation,11 the term ‘terrorist’ refers to: 
 

 
Any natural person who: (i) commits, or attempts to commit, terrorist acts by any means, 
directly or indirectly, unlawfully and wilfully; (ii) participates as an accomplice in terrorist acts; 
(iii) organises or directs others to commit terrorist acts ; or (iv) contributes to the commission 
of terrorist acts by a group of persons acting with a common purpose where the contribution is 
made intentionally and with the aim of furthering the terrorist act or with the knowledge of the 
intention of the group to commit a terrorist act.12 

 
 
In short, the Recommendations define a ‘terrorist’ as any person who commits or attempts to commit, 
or participate or contribute in any way, shape or form, directly or indirectly, to an act of terrorism. 
A terrorist organisation is described in similar terms; however, in the place of ‘natural person,’ the 
term ‘organisation’ is described i.e., as a ‘group of terrorists.’13 
 
Additionally, the Recommendations go on to define an ‘act of terrorism’ as: 
 

• Any act, which constitutes an offence under [any of the stated ten international] treaties;14  
• Any other act intended to cause death or serious bodily injury to a civilian, or to any other 

person not taking an active part in the hostilities in a situation of armed conflict, when the 
purpose of such act, by its nature or context, is to intimidate a population, or to compel a 
government or an international organisation to do or to abstain from doing any act.15 

 
 

Examples 
 
An Act of Terrorism 
 
A group of four individuals, armed with guns and ammunition, hijacked an international flight 
and took all passengers hostage (comprising primarily American and British nationals). The 
four individuals claimed to be part of an extremist militant outfit in Afghanistan and issued 

 
11 FATF, ‘International Standards on Combating Money Laundering and the Financing of Terrorism & Proliferation: The FATF 
Recommendations’ (FATF, October 2018) <www.fatf-
gafi.org/media/fatf/documents/Recommendations/pdfs/FATF%20Recommendations%202012.pdf> 
12 Ibid 
13 Ibid 
14 The treaties specified are as follows: (i) Convention for the Suppression of Unlawful Seizure of Aircraft (1970); (ii) Convention for 
the Suppression of Unlawful Acts against the Safety of Civil Aviation (1971); (iii) Convention on the Prevention and Punishment of 
Crimes against Internationally Protected Persons, including Diplomatic Agents (1973); (iv) International Convention against the 
Taking of Hostages (1979); (v) Convention on the Physical Protection of Nuclear Material (1980); (vi) Protocol for the Suppression 
of Unlawful Acts of Violence at Airports Serving International Civil Aviation, supplementary to the Convention for the Suppression 
of Unlawful Acts against the Safety of Civil Aviation (1988); (vii) Convention for the Suppression of Unlawful Acts against the Safety 
of Maritime Navigation (2005); (viii) Protocol for the Suppression of Unlawful Acts against the Safety of Fixed Platforms located on 
the Continental Shelf (2005); (ix) International Convention for the Suppression of Terrorist Bombings (1997); and (x) International 
Convention for the Suppression of the Financing of Terrorism (1999). 
15 FATF, ‘International Standards on Combating Money Laundering and the Financing of Terrorism & Proliferation: The FATF 
Recommendations’ (FATF, October 2018) <www.fatf-
gafi.org/media/fatf/documents/Recommendations/pdfs/FATF%20Recommendations%202012.pdf> 
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demands to release their commander, who was captured by joint US-British forces. These 
individuals further threatened to kill hostages every hour if their demand was not fulfilled, 
which created a sense of terror among not only the passengers on the airplane but also the US-
British governments. 
 
Since this act was intended to cause death or serious bodily harm to civilians, and the aim 
behind the act was to intimidate a government and a population to further political goals, the 
act constitutes an act of terrorism. Furthermore, it is also an offence under the International 
Convention against the Taking of Hostages.  

 
A Non-Terrorist Act 
 
A personal dispute arises between two individuals that escalates to violence. Person A, who is 
armed with a pistol, pulls out his firearm and points the gun towards Person B. During this time, 
Person A is threatening to shoot Person B, and demands that Person B should hand over 
expensive items of jewellery that A claims are rightfully his. Person B resists, and is shot by 
Person A, causing Person B to sustain serious injuries.  
 
The act by Person A was intended to cause death or serious bodily harm to Person B, with whom 
he had a personal dispute. The aim behind the act was not politically motivated, and neither was 
it designed to intimidate or terrorise a government, or a certain population. Therefore, this act 
cannot be considered a terrorist act. 
 

 
In light of these definitions, terrorist financing is “the financing of terrorist acts, and of terrorists and 
terrorist organisations.”16  
 
In Pakistan, while there is no explicit definition of ‘terrorist financing’, the Anti-Terrorism Act, 1997, 
criminalises any such activity which raises any reasonable suspicion that funds raised and assets 
acquired (legally or illegally) are, or will be, used for the purposes of funding acts of terrorism or 
proscribed17 individuals and organisations.18  
 

 
Self-Assessment Question 

 
Which scenario(s) below can be classified as terrorist financing? 

 
• Individual A is running an NGO that collects donations for the cause of children’s 

education. However, the funds from the NGO are being channelled to finance Proscribed 
organisation B, allowing that organisation to purchase materials and resources to plan a 
terrorist act.  

 
• Individual B works for a bank. Individual B has been a long-term supporter of Proscribed 

Individual C and donates money to C’s madrassa where terrorist attacks are planned.  
 

• Individual C is regularly donating money to proscribed organisation C, with knowledge 
that organisation C is on the list of proscribed organisations. However, Individual C does 
not believe proscribed organisation C is involved in terrorism activities. 

 
16 Ibid 
17 Proscription is the process by which the Federal Government publishes an order in the official Gazette listing an organisation as a 
terrorist organisation pursuant to Section 11-B, Anti-Terrorism Act 1997. 
18 Proscription is the process by which the Federal Government publishes an order in the official Gazette listing an organisation as a 
terrorist organisation pursuant to Section 11-B, Anti-Terrorism Act 1997. Section 11-H, Anti-Terrorism Act, 1997 
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1.3. What is Money Laundering? 
 
Money laundering is most notably defined in the UN Convention Against Transnational Organised 
Crime (UNTOC), which describes money laundering as the following:19 
 

 
The conversion or transfer of property, knowing that such property is the proceeds of crime, 
for the purpose of concealing or disguising the illicit origin of the property or of helping any 
person who is involved in the commission of the predicate offence to evade the legal 
consequences of his or her action; or the concealment or disguise of the true nature, source, 
location, disposition, movement or ownership of or rights with respect to property, knowing 
that such property is the proceeds of crime.20  

 
 
Article 6 of the UNTOC identifies four actions that constitute money laundering: 
 

• Conversion or transfer of crime proceeds for the purpose of concealing their illicit origin; 
• Concealment or disguise of crime proceeds;  
• Acquisition, possession or use of crime proceeds; and 
• Contributing indirectly to the commission of the offences outlined above, including 

participation in and conspiring or attempting to commit the offences in question.  
 
To convert and conceal are essential elements of the laundering process; however, it is important to 
note that ‘laundered funds’ never become legitimate.21 Such funds only have the appearance of 
legitimacy on account of a complicated and obscured money trail that would otherwise point toward 
the illegal source of origins of the funds.22  
  
Money laundering often involves a three-step scheme: 
 

• Placement – The introduction of money into the financial system in one way or another; 
• Layering – Financial transactions intended to conceal the illegitimate sources of the funds and 

to blend them with legitimate sources; 
• Integration – Obtaining funds generated through transactions involving illegitimate funds.23 

 
In the placement stage of money laundering, the perpetrator introduces illegal profits into the financial 
system. This step might be done by breaking up large amounts of cash into smaller, less conspicuous 
sums of money that are then deposited directly into a bank account. Alternatively, the perpetrator may 
purchase a series of monetary instruments (cheques, money orders, etc.) that are then collected and 
deposited into accounts at another location. 
 
After the funds have entered the financial system, the layering stage commences. In this phase, the 
perpetrator engages in a series of conversions or movements of the funds to distance them from their 
source. The funds might be channelled through the purchase and sale of investment instruments, or 

 
19 'About Anti-Money Laundering and Counter terrorist financing' Asia Pacific Group (Apgml.org<http://www.apgml.org/about-
us/page.aspx?p=5620f71b-1858-4ca1-85d7-f9eae97210a7>, 2019) 
20 Article 6, UN Convention Against Transnational Organised Crime 
21 'About Anti-Money Laundering and Counter terrorist financing' Asia Pacific Group (Apgml.org<http://www.apgml.org/about-
us/page.aspx?p=5620f71b-1858-4ca1-85d7-f9eae97210a7>, 2019) 
22 Ibid 
23 Anti-Money Laundering Compliance Unit (AMLCU) Department of Justice and Equality, ‘Money Laundering & Terrorist 
Financing – Are you aware?’ (AMLCU) 
<www.antimoneylaundering.gov.ie/en/AMLCU/Pages/Money_Laundering_Terrorist_Financing_Are_you_aware?> 

http://www.antimoneylaundering.gov.ie/en/AMLCU/Pages/Money_Laundering_Terrorist_Financing_Are_you_aware
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the launderer might simply wire the funds through a series of accounts at various banks across the 
world. This use of widely scattered accounts for laundering is specifically prevalent in jurisdictions that 
do not cooperate in anti-money laundering investigations. In some instances, the perpetrator might 
disguise the transfers as payments for goods or services, thereby giving them a legitimate appearance. 
Having successfully processed criminal profits through the first two phases, the perpetrator then 
moves them to the final stage – integration – in which the funds re-enter the legitimate economy. The 
perpetrator might choose to invest the funds into real estate, luxury assets, or business ventures. 
 

1.4. What is the Difference between Terrorist 
Financing and Money Laundering? 

 
In recent years, links have been found between terrorist financing and money laundering. While 
terrorist financing involves the collection or provision of funds for terrorist purposes, money 
laundering refers to “the process of concealing the illegal origin of profits from crime.”24 Accordingly, 
the funds involved in money laundering will always be of illicit origin.  However, when it comes to 
terrorist financing, funds can originate from either legal sources or illegal sources, or a combination of 
both.25 
 
Terrorists can utilise the same techniques as money launderers “to evade authorities' attention and to 
protect the identity of their sponsors and the ultimate beneficiaries of the funds.”26 The term ‘money 
laundering’ is often used interchangeably with ‘financial crimes’ since it involves the use of the 
financial system, i.e., digital currencies, credit cards, and traditional currencies.27 However, it is 
important to note that while money laundering does make use of the financial system, it is merely one 
example of a crime within the broader ambit of financial crimes. 
 
Terrorist organisations, much like money launderers, often wish to conceal their illegitimate funds. 
They would, therefore, camouflage the illicit sources of their funds and try to generate more revenue 
from illicit sources. As money laundering and terrorist financing both involve the need to disguise the 
illicit sources of funds, terrorist financing can also employ the same mechanisms that money 
launderers use to conceal source of funds: place, layer and integrate the funds in the international 
financial system.28 Channelling illicit proceeds through the formal banking systems allows for the 
transnational movement of funds, enabling terrorist organizations to access funds anywhere in the 
world and thereby conduct terrorist activities in different countries. Therefore, in any TF investigation, 
it is critical to explore arrangements that make use of techniques usually relied upon in traditional 
money laundering schemes. 
 
However, as opposed to many financial transactions concerned with money laundering, those 
associated with terrorist financing are usually in smaller amounts. When terrorist financing involves 
small quantities of funds raised from legitimate sources, it becomes considerably difficult to track and 
detect such funds.29 

 
24 FATF, ‘International Standards on Combating Money Laundering and the Financing of Terrorism & Proliferation: The FATF 
Recommendations’ (FATF, October 2018) <www.fatf-
gafi.org/media/fatf/documents/Recommendations/pdfs/FATF%20Recommendations%202012.pdf> accessed 30 April 2019 
25 Ibid 
26 Financial Transactions and Reports Analysis Centre of Canada (FINTRAC), ‘What is terrorist financing?’ (FINTRAC, 8 November, 
2018) <www.fintrac-canafe.gc.ca/fintrac-canafe/definitions/terrorist-terroriste-eng.asp> accessed 20 September 2019 
27 Anti-Money Laundering Compliance Unit (AMLCU) Department of Justice and Equality, ‘Money Laundering & Terrorist 
Financing – Are you aware?’ (AMLCU) 
<www.antimoneylaundering.gov.ie/en/AMLCU/Pages/Money_Laundering_Terrorist_Financing_Are_you_aware?> accessed 20 
September 2019 
28 Ibid 
29 Financial Transactions and Reports Analysis Centre of Canada (FINTRAC), ‘What is terrorist financing?’ (FINTRAC, 8 November, 
2018) <www.fintrac-canafe.gc.ca/fintrac-canafe/definitions/terrorist-terroriste-eng.asp> accessed 20 September 2019 

http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%252520Recommendations%2525202012.pdf
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%252520Recommendations%2525202012.pdf
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%252520Recommendations%2525202012.pdf
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%252520Recommendations%2525202012.pdf
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%252520Recommendations%2525202012.pdf
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%252520Recommendations%2525202012.pdf
http://www.fintrac-canafe.gc.ca/intro-eng.asp
http://www.antimoneylaundering.gov.ie/en/AMLCU/Pages/Money_Laundering_Terrorist_Financing_Are_you_aware
http://www.fintrac-canafe.gc.ca/intro-eng.asp
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Another major difference between money laundering and terrorist financing pertains to the purpose of 
the investigation for each offence. The purpose of investigation in terrorist financing cases, in addition 
to attempting to preventing loss of life and property, is largely to prevent terrorists from obtaining 
funds that could be used for financing terrorism. However, investigations in cases of money laundering 
establish a connection between the funds and the criminal activity and thereby interrupt that activity, 
or prevent the principal and his accomplices from being able to gain any sort of monetary advantage 
from their criminal acts.30 
 

1.5. What is a Predicate Offence? 
 
A ‘predicate offence’ is a crime that is often the component of another, more serious crime.31 Crimes or 
actions may be considered predicate offences or predicate acts if they are “related to, pave the way for, 
or have the same or similar purpose of the larger crime.”32 Thus, predicate offences are not merely 
isolated actions, but part of a chain of interconnected crimes.  
 
Money laundering, as an offence, concerns primarily with the parking of proceeds of crime, that is, 
money earned or otherwise derived from criminal activity. Therefore, establishing the commission of 
the said criminal activity is integral in a money laundering case. In such cases, the act of hiding the 
origin of the laundered money would constitute the primary offence, while actions taken to raise the 
money would be the predicate offence.   
 

 
Example 

 
A drug-trafficker has made a profit of Rs. 1,000,000 through smuggling opium across the 
border from Afghanistan into Pakistan. In order to disguise the origin of the profit, he 
undertakes measures that would conceal the fact that the funds are proceeds of a crime. He 
“cleans” the money by putting money in accounts that are linked with some offshore 
companies. These companies then deposit the money in small increments to his personal bank 
account under the guise of “services rendered.” This evidence supports charging the drug 
trafficker with the offence of money laundering and the predicate offence of drug trafficking. 

 
 
However, according to the FATF Recommendations, a predicate offence need not be proven in order to 
convict a perpetrator for money laundering.33 The Anti-Money Laundering Act, 2010, reflects this FATF 
Recommendation by stipulating that “the accused does not have to be convicted of the predicate 
offence to be convicted for money laundering.34” This means the prosecution does not require a 
finalised conviction to establish a predicate offence in a money laundering case; only, that the proceeds 
in question have been derived from a criminal offence that is listed as a predicate offence in the 
Schedule to the Anti-Money Laundering Act, 2010.  
 

 
30 Anti-Money Laundering Compliance Unit (AMLCU) Department of Justice and Equality, ‘Money Laundering & Terrorist 
Financing – Are you aware?’ (AMLCU) 
<www.antimoneylaundering.gov.ie/en/AMLCU/Pages/Money_Laundering_Terrorist_Financing_Are_you_aware?> accessed 20 
September 2019 
31 'Predicate Offence | AML-CFT' (AML-CFT, 2019) <https://aml-cft.net/library/predicate-offence/> 
32 'Predicate - Definition, Examples, Cases, Processes' (Legal Dictionary, 2019) <https://legaldictionary.net/predicate/> 
33 FATF Recommendation No. 3 Interpretative Note Paragraph 4: ‘When proving that property is the proceeds of crime, it should 
not be necessary that a person be convicted of a predicate offence’ http://www.fatf-
gafi.org/media/fatf/documents/Recommendations/pdfs/FATF%20Recommendations%202012.pdf 
34 See Explanation II.in section 3 Anti-Money Laundering Act 2010 - For the purposes of proving an offence under this section, the 
conviction of an accused for the respective predicate offence shall not be required. 

http://www.antimoneylaundering.gov.ie/en/AMLCU/Pages/Money_Laundering_Terrorist_Financing_Are_you_aware
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1.6. Proceeds of Crime 
 
Money laundering falls into the category of ‘organised crime’, the main goal of which is to generate 
profit through criminal activity. The ‘proceeds of crime’, therefore, are money or assets gained by 
perpetrators during their criminal activity.35  
 
Under Pakistan’s Anti-Money Laundering Act, 2010, the term ‘proceeds of crime’ is defined as “any 
property derived or obtained directly or indirectly by the commission of a predicate offence or a foreign 
serious offence.”36 The term ‘property’ refers to all property and assets of any description, whether 
moveable or immoveable, tangible or intangible. It also refers to deeds and instruments that express 
ownership of any such asset and cash and monetary instruments.37 All property involved in money 
laundering or gained through criminal activity constitutes the proceeds of crime.  
 
In the AML/CFT regime, the categorisation of the proceeds of crime is critical since such proceeds will 
be subject to confiscation and can be attached, deposited, forfeited, and seized by law enforcement 
agencies during the investigation and prosecution of AML/CFT cases. 
 

1.7. International Legal Framework of 
AML/CFT 

 

Treaties 
 
The various organs of the United Nations have adopted instruments, including conventions, protocols, 
and resolutions which impose obligations on Member States to counter terrorist financing. The most 
important convention on the subject of terrorist financing is the International Convention for the 
Suppression of Financing of Terrorism. This Convention aims to prevent the financing of terrorism by 
obliging States Parties to adopt a range of preventive measures, along with measures to facilitate the 
effective investigation and prosecution of crimes related to terrorist financing.38 Another important 
convention is the United Nations Convention against Transnational Organised Crime. The UNTOC aims 
to promote international cooperation in combating transnational organised crimes in an effective 
manner.39  
 

United Nations Security Council Resolutions  
 
The two most relevant United Nations Security Council Resolutions that call for the suppression of 
terrorism and the countering of financing of terrorism are: 
 
Resolution 1267 (1999) – which designated Osama bin Laden and his associates as terrorists and 
established a sanctions regime to cover individuals and entities associated with Al-Qaeda, Osama bin 
Laden and/or the Taliban. The regime is composed of a UN Security Council Committee, that identifies 
and designates a "consolidated list" of people and entities that have been associated with Al-Qaeda or 
the Taliban, and evaluates laws that ought to be passed within each member nation in order to 
implement the sanctions. 

 
35 'Proceeds of Crime | The Crown Prosecution Service' (Cps.gov.uk, 2019) <https://www.cps.gov.uk/proceeds-crime> 
36 Anti-Money Laundering Act 2010, s 2(q) 
37 Anti-Money Laundering Act 2010, s 2(r) 
38 'UNITED NATIONS Office Of Counter-Terrorism' (Un.org, 2019) <http://www.un.org/en/counterterrorism/legal-
instruments.shtml> accessed 21 October 2019. 
39 United Nations Convention against Transnational Organised Crime 
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Resolution 1373 (2001) – which calls on States, inter alia, to prevent and suppress the financing of 
terrorism, inter alia, by criminalising the collection and provision of funds for terrorist purposes and 
urges them to set up an effective mechanism to freeze funds and other financial assets of persons 
involved in or associated with terrorism. 
 

Financial Action Task Force 
 
The Financial Action Task Force (FATF) is an inter-governmental body established by the G-7.40 The 
FATF is responsible for setting international standards relating, but not limited, to money laundering 
and terrorist financing. Although the FATF was previously concerned with money laundering, 
following 2001, it expanded its scope to cover the funding of terrorist organisations and individual 
terrorists, outlining a number of Recommendations for this purpose.41  
 
These include Recommendations pertaining to: 
 

• The criminalisation of terrorist financing (Recommendation No. 5);   
• Targeted financial sanctions related to terrorism & terrorist financing (Recommendation No. 

6); 
• Measures to prevent the misuse of non-profit organisations (Recommendation No. 8).  

 

1.8. The Interplay of International Human 
Rights Law and AML/CFT 

 
 

Pillar 1 
 

 
Pillar 2 

 
Pillar 3 

 
Pillar 4 

 
Addressing the 

conditions conducive 
to the spread of 

terrorism 
 

 
Preventing and 

combating terrorism 

 
Building states’ 

capacity and 
strengthening the role 
of the United Nations 

 
Ensuring human 

rights and the rule of 
law42 

 
With the rise in global terrorism, states are faced with the constant challenge of balancing national 
security interests with human rights concerns. The UN General Assembly has created the ‘UN Global 
Counter-Terrorism Strategy’, an instrument to enhance the efforts of the international community to 
counter terrorism along four pillars. The UN General Assembly Resolution 60/15843 provides the 
fundamental framework to ensure that human rights and the rule of law are guaranteed in 
counterterrorism efforts. 
 
Other resolutions that have been the basis for AML/CFT related legislation and which complement 
UNGA Resolution 60/158 by requiring compliance with human rights law include: 
 

• UNSC Resolution 1269 (1999), which emphasises: 

 
40  an inter-governmental political forum consisting of Canada, France, Germany, Italy, Japan, the United Kingdom and the United 
States 
41 FATF (2012-2018), International Standards on Combating Money Laundering and the Financing of Terrorism & Proliferation, 
FATF, Paris, France, www.fatf-gafi.org/Recommendations.html 
42 UN Global Counter-Terrorism Strategy, UN Office of Counter-Terrorism, un.org 
43 'A/RES/60/158 - E - A/RES/60/158' (Undocs.org, 2019) <https://undocs.org/en/A/RES/60/158> accessed 21 October 2019. 

http://www.fatf-gafi.org/recommendations.html
http://www.fatf-gafi.org/recommendations.html
http://www.fatf-gafi.org/recommendations.html
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“the necessity to intensify the fight against terrorism at the national level and to strengthen, under 
the auspices of the United Nations, effective international cooperation in this field on the basis of the 
principles of the Charter of the United Nations and norms of international law, including respect for 
international humanitarian law and human rights.”44 

 
• More recently, UNSC Resolution 2462 (2019),45 demands stronger compliance with human 

rights law by:  
 
Calling upon Member States to intensify and accelerate the timely exchange of relevant operational 
information and financial intelligence regarding actions or movements, and patterns of movements, 
of terrorists or terrorist networks, including Foreign Terrorist Fighters (FTFs) and FTF returnees and 
relocators, in compliance with international law, including international human rights law, and 
domestic law. 
 
Ensuring that competent authorities can use financial intelligence shared by financial intelligence 
units, and relevant financial information obtained from the private sector, in compliance with 
international law, including international human rights law;  
 
Considering the establishment of a mechanism by which competent authorities can obtain relevant 
information, including but not limited to bank accounts, to facilitate the detection of terrorist assets, 
in compliance with international law, including international human rights law; 
 
Calling upon all States to enhance the traceability and transparency of financial transactions, in 
compliance with international law, including international human rights law and humanitarian 
law. 

 
Apart from UNGA and UNSC Resolutions, the UN has developed the International Convention on the 
Suppression of Financing Terrorism46 to guarantee the protection of human rights and the rule of law 
in counterterrorism efforts in the jurisdictions of Member States. Notable Articles of this Convention 
include: 
 

• Article 17: Any person who is taken into custody or regarding whom any other measures are 
taken or proceedings are carried out pursuant to this Convention shall be guaranteed fair 
treatment, including enjoyment of all rights and guarantees in conformity with the law of the 
State in the territory of which that person is present and applicable provisions of international 
law, including international human rights law. 

 
• Article 21: Nothing in this Convention shall affect other rights, obligations and responsibilities 

of States and individuals under international law, in particular the purposes of the Charter of 
the United Nations, international humanitarian law and other relevant conventions.  

 
Furthermore, under international human rights law, there is a general responsibility to balance the 
protection of fundamental rights with law enforcement efforts. These rights can be found encapsulated 
within the International Covenant on Civil and Political Rights (ICCPR) and its two Optional Protocols, 
the International Covenant on Economic, Social and Cultural Rights (ICESCR); the Convention Against 
Torture and Other Cruel, Inhuman or Degrading Treatment (CAT) and its Optional Protocol; and the 
International Convention for the Protection of All Persons from Enforced Disappearance. 

 
44 UN Security Council Resolution 1269 (1999) [Responsibility of the Security Council in the Maintenance of International Peace and 
Security]' (Refworld, 2019) <https://www.refworld.org/docid/3b00f1d35a.html> accessed 21 October 2019. 
45 (Securitycouncilreport.org, 2019) <https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-
CF6E4FF96FF9%7D/s_res_2462.pdf> accessed 21 October 2019. 
46 (Treaties.un.org, 2019) <https://treaties.un.org/doc/db/Terrorism/english-18-11.pdf> accessed 21 October 2019. 
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Pakistan has ratified the ICCPR, ICESCR and CAT treaties. However, Pakistan has not signed on to or 
ratified any additional protocols under these treaties, nor has it ratified the International Convention 
for the Protection of All Persons from Enforced Disappearance.  
 
Despite an emphasis on taking the most stringent measures to combat terrorism, there are certain 
non-derogable rights that cannot be compromised. The foremost of these is the right to life, a right 
enshrined in both Article 6 of the ICCPR and Article 3 of the UDHR.  
 
In terrorism trials, the offender must also be afforded the right to due process and fair trial. This right 
includes several subsidiary rights, including the right to an impartial independent tribunal; protection 
from self-incrimination; the right to appeal; the right to access legal counsel, presumption of 
innocence etc.; the right to liberty i.e., right to challenge illegality of detention (as per Article 9 of 
ICCPR); and prohibition against torture (as per Article 3 of the Geneva Convention 1949 and CAT). 
 
Article 8 of Pakistan’s Constitution states that any law in contravention to the fundamental rights is 
void. These fundamental rights include security of person, right to fair trial, prohibition against 
slavery/forced labour, protection against double punishment and self-incrimination, inviolability of 
dignity of man, and safeguards as to arrest and detention -and are available to all criminal offenders, 
including those charged with terrorism.47 These domestically enshrined rights relate protections under 
international law that render certain rights non-derogable, namely the right to life; prohibition against 
torture and inhumane treatment; the right to liberty, and security of person.  
 
However, limitations exist, and some rights (e.g. right to assembly) may be infringed in the interest of 
national security, public safety, public order, and protection of public health, morals, or rights and 
freedoms of others.  
 
An exemption under Article 8 of the Constitution states that if any law falls under Part 1 of the First 
Schedule of the Constitution, it will not be rendered void. The now defunct Protection of Pakistan Act, 
2014, and Army Act, 1952, fall under this Schedule and are therefore exempt from compliance with 
human rights requirements.48  
 
In Pakistan and in other States, the practice of preventive detention is a measure designed outside the 
ambit of arbitrary arrest in the interest of safeguarding national security. In a case of preventive 
detention, a suspect is detained not as punishment for a proven crime but on grounds of being a 
potential threat to national security.  
 
While there are safeguards under Article 10 of the Pakistan Constitution, under which state detainees 
are to be allowed representation, these safeguards require further strengthening.49 The law does not 
distinguish between war and peacetime preventive detention, and there are no requirements that 
stipulate that a detained person be informed of grounds of detention, brought to a speedy trial, or given 
access to a judicial authority. Often, the facts of the case are also concealed on grounds of ‘national 
security.’ These actions potentially contravene the right to a fair trial under the Constitution’s Article 
10A.50 The State should ensure that the process of detention, trial, or expulsion is fair, reasonable and 
non-arbitrary, as per the tenets of the Universal Declaration of Human Rights.51 Any limitations 
imposed on rights of an individual must be necessary and proportional.52 
 

 
47 Constitution of Pakistan, National Assembly Archive http://www.na.gov.pk/uploads/documents/1333523681_951.pdf 
48 Ibid. 
49 Ibid. 
50 Ibid. 
51 Universal Declaration of Human Rights – United Nations 
https://www.un.org/en/universal-declaration-human-rights/ 
52 Ibid. 

http://www.na.gov.pk/uploads/documents/1333523681_951.pdf
https://www.un.org/en/universal-declaration-human-rights/
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Right to Privacy 
 
Surveillance, data protection, and the right to privacy prohibit States’ parties from interfering with the 
privacy of those within their jurisdiction and require the State to protect those persons by law against 
arbitrary or unlawful interference with their privacy.53 Security at airports, advanced intelligence 
services, strict screening, and searching of persons, etc. interfere with the privacy of persons. However, 
measures that impact an individual’s right to privacy must be authorised by law, in a manner that is 
reasonable, predictable, and not arbitrary.54 However, this does not mean States are free to act on their 
discretion. States are under an obligation to protect individuals against the arbitrary exercise of 
authorisations. In Klass v. Germany for instance, the European Court of Human Rights stated that it 
must be satisfied that any system of secret surveillance conducted by the State must be accompanied 
by adequate and effective guarantees against abuse.55 
 

1.9. Domestic Legal Framework and the 
Interplay with Human Rights 

 

Overview 
 
The Anti-Terrorism Act, 1997, and the Anti-Money Laundering Act, 2010, serve as the primary laws 
governing Pakistan’s AML/CFT regime. Both laws need to be balanced with the fundamental rights 
enshrined in Chapter 1 of the Constitution of Pakistan.  
 
The fundamental rights covered in this Chapter are justiciable rights. Article 8 of the Constitution 
provides that any law that is inconsistent with the fundamental rights, shall, to the extent of the 
inconsistency, be void. A petition alleging a violation of these rights can be made in the original 
jurisdiction of the various provincial High Courts against the relevant public authorities under Article 
199 of the Constitution. If a particular violation of a fundamental right is considered of public 
importance, it can be determined by the Supreme Court in its exercise of original jurisdiction under 
Article 184(3).  
 
For instance, the right to life (Article 9) has been interpreted to encapsulate every aspect of human life 
in the landmark judgement of Shehla Zia v WAPDA (PLD 1994 SC 693). The term “life” was defined to 
include all amenities and facilities which a person born in a free country is entitled to enjoy with 
dignity. Therefore, any law affecting human life or which may put an individual’s life at risk is subjected 
to greater scrutiny by the superior courts. 
 
Another right guaranteed by the Constitution is the protection against unlawful arrest and detention 
(Article 10). This Article guarantees a number of important criminal procedural rights, such as the right 
to be informed of the grounds of arrest, right to counsel, right to be produced before a magistrate 
within 24 hours, right to be defended etc. Similarly, in Muhammad Usman v The State (PLD 1965 Lah 
293), it was also held that a law which denies the right to be defended by a legal practitioner is void; 
this demonstrates the importance of making law compliant with fundamental rights.  
 
The Supreme Court interpreted Article 10A (the right to a fair trial) in Suo Motu Case No. 4 of 2010 
(Contempt proceedings against Syed Yousaf Raza Gillani (PLD 2012 SC 553)) and stated that through 
Article 10A, the right had been ‘raised to a higher pedestal; consequently, a law, or custom or usage 
having the force of law, which is inconsistent with the right to a 'fair trial' would be void by virtue of 
Article 8 of the Constitution.’ Furthermore, the Constitution prohibits the violation of the dignity of a 
person and the infringement of privacy of a person’s home (Article 14) and guarantees citizens the right 
to remain, enter and/or move freely throughout Pakistan, as well as to reside or settle in any part of the 

 
53 Human Rights, Terrorism, and Counter-Terrorism, Fact Sheet 32 (n.d.). Retrieved from 
https://www.ohchr.org/Documents/Publications/Factsheet32EN.pdf 
54 See Human Rights Committee, views on communication N° 35/1978, AumeeruddyCziffra and Others v. Mauritius, 9 April 1981 
(A/36/40, annex XIII, para. 9.2 (b) 2 (i) 8). 
55 European Court of Human Rights, Klass v. Germany, N° 5029/71, Judgement of 6 September 1978, para. 50. 
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country (Article 15). In addition, it also provides other important rights such as right to assembly 
(Article 16), freedom of association (Article 17), freedom of expression (Article 19), the right to be 
treated equally (Article 25), and the right to acquire, hold and dispose of private property (Article 23). 
Any law in violation of these rights will be struck down on the basis of unconstitutionality. 
 

Anti-Terrorism Act, 1997 
 
The table below highlights the powers of law enforcement agencies to be utilised for terrorist financing 
and anti-money laundering investigations which have to be balanced with due process rights as 
provided for in domestic legislation and enshrined in the Constitution of Pakistan. 
 
National Security, Human Rights,56 and the challenge involved in balancing the two: 
 

 
Duties of the 

Executive 
 

 
Law 

 
Corresponding Rights 

of Individuals 
 

 
Relevant Articles from the 
Constitution of Pakistan  

and Relevant International 
Legal Instruments 

 
 
Investigations, and 
power to enter and 
search 
 

 
Section 21 B and 
Section 10 ATA 
1997 

 
Due process and right to 
fair trial  
 

 
Articles 4 & 10 A 

 
Right against torture 
and inhumane 
treatment 
 

 
Article 14 

 
Right against arbitrary 
interference with 
private life and family 
 

 
Article 14 

 
Right to be presumed 
innocent until proven 
guilty 
 

 
Article 10A 
 
Also included in General 
Comment No. 32 of the UN 
Human Rights 
Committee.57 
 

 
Arrest and Detention 

 
Section 11 EEE 
ATA 1997 

 
Right to liberty, security 
of person, and freedom 
of movement 
 

 
Article 9 

 
Right to be informed of 
reason for arrest, 
detention and charges 
 

 
Article 10A 

  

 
56 See also, Fundamental Rights, Constitution of the Islamic Republic of Pakistan, 1973; see also, International Covenant on Civil and 
Political Rights, 1966. 
(Ohchr.org, 2019) <https://www.ohchr.org/Documents/Publications/training5Add3en.pdf> accessed 21 October 2019. 
57 Human Rights Committee, General Comment No. 32, Article 14: Right to equality before courts and tribunals and to a fair trial, 
U.N. Doc. CCPR/C/GC/32 (2007) 
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Due process, and right 
to fair trial within a 
reasonable time 
 

 
Article 4 and 10A 

 
Legality and Duration 
 

 
Article 10A 
 
Also included in Article 14 
of the ICCPR 
 

 
Right to review 
 

 
Included in General 
Comment No. 32 of the UN 
Human Rights Committee 
 
 

 
Access to court, and 
remedy 
 

 
Included in General 
Comment No. 32 of the UN 
Human Rights Committee 
 

 
Right against torture, 
and inhumane 
treatment, and respect 
for inherent dignity of 
the person 
 

 
Article 10A 
 
Also included in General 
Comment No. 32 of the UN 
Human Rights Committee 

 
Right to be presumed 
innocent until proven 
guilty 
 

 
Article 10A, Article 14 
 
Also included in General 
Comment No. 32 of the UN 
Human Rights Committee 
 

 
Investigations 
 
Section 21B, ATA, 1997, empowers a uniformed policeman, inter alia, to take the following measures: 
 

• Enter and search premises if they suspect anyone concerned with terrorism is hiding there; 
• Search and arrest any person reasonably suspected to be a terrorist; 
• Prohibit or restrict access to a cordoned area;  
• Take possession of any property in a cordoned area that they reasonably suspect is likely to be 

used for the purposes of terrorism. 
 
These duties are to be balanced out with the following rights:  
 
Article 14: Right to Dignity 
 
According to Article 14, every person has the inviolable right to dignity of their person, and subject to 
law, the privacy of home. This Article also prohibits the use of torture for the purpose of extracting 
evidence. 
 
The proviso in this Article, i.e., ‘subject to law’, allows for a derogation of the inviolability of the home 
if there is a law that prescribes such a derogation. Furthermore, Pakistan’s obligation under Article 
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14(2), i.e., the prohibition against torture for the extraction of information, can be read in line with 
Pakistan’s obligations under UNTOC which prohibits the use of torture under any circumstance. 
 
Article 10A: Right to Fair Trial and Due Process  
 
In the event of entering premises, search, and arrest, due process must be followed. This entails that 
reasonable grounds must exist to enter and search a property. Once arrested, the arrested individual 
must be informed of the reasons for his/her arrest, and the charge against him/her. 
   
Arrest and Detention 
 
Section 11EEE ATA, 1997, empowers the Government to: 
 

• Order, in writing, the detention of a proscribed person for a period as specified in the order; 
• If necessary, extend the period of detention from time to time for a total period not extending 

12 months.  
 
The safeguard provided in this duty is the need for necessity when extending the period of detention. 
This section is to be balanced with the following fundamental rights:  
 
Article 10A: Right to Fair Trial and Due Process 
 
Article 10A guarantees a number of criminal procedural rights. Firstly, the individual will have to be 
informed of the proceedings that affect their rights. Secondly, they must be informed of the reason of 
arrest/detention and the charge against them. Thirdly, they must be given the opportunity to defend 
themselves by having a right to counsel. Fourthly, they must be produced before the magistrate within 
24 hours, and there must be reasonable assurance of the honesty of the impartiality of the court that 
has been constituted to adjudicate on the matter. Finally, they must have a right to review or make 
appeal against the decision passed. 
 
Asset Freeze and Seizure 
 
Section 11O, ATA, 1997, provides: 
 

• Upon proscription of organisation/person, the assets of such organisation or person shall be 
frozen or seized.  

• The person carrying out the freeze or seizure shall submit a report containing details of the 
property and the persons affected by the freeze or seizure to such office of the Federal 
Government as may be notified in the official Gazette. 

 
This section is to be balanced with the following fundamental rights:  
 
Article 10A: Right to Fair Trial and Due Process 
 
An individual’s assets can only be frozen and seized if the proceedings culminating in the freezing or 
seizure of those assets were conducted while respecting the principles of a fair trial and due process.  
 
Article 23: Right to Property 
 
Asset freeze and seizure constitute ‘reasonable limitations imposed by law in the public interest’, as 
per the proviso of Article 23. Thus, while citizens are entitled to acquire, hold, and dispose of any 
property in any part of Pakistan, if such property is suspected to be the proceeds of a crime, or otherwise 
involved in terrorist financing or money laundering offences.  
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Article 24: Protection of Property Rights  
 
It stipulates that no person shall be compulsorily deprived of his property, subject to limitations 
prescribed by law.  
 
Section 11O is also to be balanced with Section 11OO, ATA, 1997, which provides:  
 
“The Federal Government may permit a person to make available to a proscribed organisation or proscribed 
person such services, money or other property as may be prescribed, including such money as may be required 
for meeting necessary medical and educational expenses and for subsistence allowance, and such person shall 
not be liable for an offence under this Act on account of provision of the prescribed services, money or other 
property.” 
 
Case Law Illustration  
 
Kadi and Al Barakaat International Foundation v Council and Commission (2008) C-402/05,58 
involved Mr. Kadi, a Saudi resident, and Al Barakaat, a charity for Somali Refugees, with assets in 
Sweden. Kadi was suspected of being involved in terrorist financing. Consequently, his assets were 
frozen. Kadi claimed that his property was seized without a court hearing or right to redress, in 
violation of the right to a fair trial. The EU Regulation that gave effect to the UNSC Resolution was at 
dispute. The Advocate General opined that EU did not have to unnecessarily bow to international law 
where the result would be a violation of basic constitutional principles. This opinion was upheld by the 
European Court of Justice.59 
 
Similarly, Suleman vs. Manager Domestic Banking, Habib Bank Ltd.60 concerned the clash between 
the duty to freeze assets and the fundamental right to property and its protection. The State Bank of 
Pakistan (SBP) froze bank accounts of the petitioner under the United Nations (Security Council) Act, 
1948. However, no action against the petitioner had been taken under ATA, 1997. Moreover, no material 
of alleged suspicion of financing terrorism had been conveyed nor the petitioner had been afforded the 
opportunity to confront the same. The petitioner claimed his fundamental rights under Articles 23 and 
24 had been violated. It was held that the UNSC Resolution, particularly one violating fundamental 
rights, could not operate by its own force unless given effect by the Order of the Federal Government, 
and no such Order was made. Therefore, it was held that freezing the accounts was beyond the purview 
of the lawful powers of the SBP. 
 
Travel Ban 
 
Section 11E, ATA, 1997, provides measures to be taken against a proscribed person, and among the 
measures, the proscribed person is prohibited from travelling abroad.  
 
This section has to be balanced with the following fundamental right:  
 
Article 15: Freedom of Movement 
 
Under this Article, “every citizen shall have the right to remain in, and, subject to any reasonable 
restriction imposed by law in the public interest, enter and move freely throughout Pakistan and to 

 
58 Yassin Abdullah Kadi and Al Barakaat International Foundation v Council of the European Union and Commission of the 
European Communities, Joined Cases C-402/05 P and C-415/05 P, (n.d.). Retrieved from https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?isOldUri=true&uri=CELEX:62005CJ0402. 
59 ECJ gave a decision on the legality of the EU Regulation that gave effect to the UNSC Resolution, and not on the legality of the UNSC 
Resolution itself as it had no jurisdiction to do so. 
60 2003 CLD 1797 Karachi-High Court-Sindh. 
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reside and settle in any part thereof.”61 The State can impose a restriction on the entry or exit of persons 
from the country if they are suspected of criminal activity and are thus subject of ongoing investigation 
or criminal proceedings.  
 
Case Law Illustration  
 
Abdelrazik v. Canada (Minister of Foreign Affairs) 62 is a case concerning the travel ban under the 
sanction regime of UNSC 1267. Abdelrazik was Sudanese refugee in Canada who subsequently became 
a Canadian citizen. Abdelrazik returned to Sudan, claiming he had been continuously harassed by the 
Canadian Security Intelligence Service (the CSIS) in the wake of the September 11 attacks. He was 
detained in Sudan on Canada’s request where he was in detention without charge for 11 months and 
was allegedly tortured by Sudanese authorities. His attempts to fly back to Canada were thwarted by 
Canadian authorities. He was then placed on the 1267 list which resulted in a travel ban and made it 
more difficult for him to make his return to Canada. He brought a case before the Federal Court that his 
citizenship rights under the Canadian Charter of Right and Freedoms had been violated. The Federal 
Court found in favour of Abdelrazik and ordered his return back to Canada. 
 
Prohibition of incitement to terrorism 
 
Section 11G, ATA 1997, provides:  
 
“A person commits an offence if he: — (a) wears, carries or displays any article, symbol, or any flag or banner 
connected with or associated with any proscribed organisation; or (b) carries, wears or displays any uniform, 
item of clothing or dress in such a way or in such circumstances as to arouse reasonable suspicion that he is a 
member or supporter of a proscribed organisation.” 
 
This section has to be balanced with the following fundamental rights:  
 
Article 19: Freedom of Speech  
 
This includes the freedom of every citizen with regards to speech and expression as well as the freedom 
of the press. This right is subject to reasonable restriction/limitation in the interest of Islam, security 
or defence of Pakistan, public order, friendly relations with other states, decency or morality, or 
incitement to an offence.  
 
Under this Article, the State can take action any person who is suspected to incite terrorist activity 
which is recognised as an offence under the Pakistan Penal Code and the ATA, as well as in the interests 
of protecting the security or defence of Pakistan. 
 
Article 17: Freedom of Association 
 
The right to association includes the right to form associations, unions, and to form or be a member of 
a political party. This right is also subject to reasonable restrictions imposed by law in the interest of 
sovereignty or integrity of Pakistan, public order or morality.  
 
Under this Article, the State can prohibit the formation of associations with linkages to terrorist 
organisations, and can disband criminal organisations, as these may disrupt the sovereignty or 
integrity of Pakistan, or disrupt public order.  
 

 
61 Article 15, Constitution of Pakistan 
62  Abdelrazik v. Canada (Minister of Foreign Affairs) [2010] 1 F.C.R. 267, Office of the Commissioner for Federal Judicial Affairs. 
(2018, July 13). Federal Courts Reports - Advanced Search. Retrieved from https://reports.fja-cmf.gc.ca/fja-
cmf/j/en/item/331230/index.do. 
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Case Law Illustration 
 
In the case of Independent Media Corporation (PVT.) Limited vs. Pakistan Electronic Media 
Regulatory Authority,63 a notice was issued to a Media Corporation by PEMRA for airing a message of 
a leader of a banned organisation, who was inciting hatred towards democracy, and threatening 
journalists, reporters and anchor persons. Section 11W, Anti-Terrorism Act 1997,64 was attracted, and 
it was held that this act was not short of abetting and aiding of terrorists. In this circumstance, freedom 
of expression appears to be rightly prohibited as a legitimate threat from a proscribed organisation 
existed, and it was necessary to counter it. The measure to counter the threat was authorised by law 
under the ATA 1997, therefore, it was a legal measure. This illustrates an exercise of drawing a line 
between the conflicting duties and rights. 
 
 

 
63 2019 PCrLJ 262 Karachi-High Court-Sindh. 
64 11W.   Printing, publishing, or disseminating any material to incite hatred or giving projection to any person convicted for a 
terrorist act or any proscribed organisation or an organisation placed under observation or anyone concerned in terrorism. 
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Introduction 
 
This chapter builds illustrates the range of international conventions and other legal protocols that 
form the framework of AML/CFT governance. It discusses key United Nations Conventions, relevant 
United Nations Security Council Resolutions, as well as the Financial Action Task Force (FATF) 
Recommendations in informing how AML/CFT risks are managed and mitigated globally. The chapter 
further expands upon Pakistan’s grey-listing by the FATF from 2018 to 2022 – highlighting the range 
of legal reforms undertaken to achieve compliance with international standards pertaining to 
AML/CFT. The chapter further emphasizes the role of criminal justice actors i.e., the prosecution, 
investigation and adjudication elements as integral in achieving compliance with global standards on 
ML/TF cases. 
 

Learning Outcomes 
 
By the end of this Chapter and the relevant readings you should be able to:  
 

• Understand the relevant UN Conventions, Security Council Resolutions and FATF 
Recommendations that comprise international AML/CFT standards;  

• Understand the interplay of international obligations in relation to AML/CFT; 
• Describe the actions that are expected of  justice sector actors in order to be compliant with the 

FATF Recommendations; 
• Broadly understand how the range of legal reform undertaken by Pakistan to exit the FATF 

grey-list (2018-2022). 
 

Essential Reading 
 

• United Nations Security Council Resolution 1373. 
• United Nations Security Council Resolution 2468. 
• International Convention for the Suppression and Financing of Terrorism, 1999 (ICSFT). 
• FATF Methodology for Assessing Compliance with the FATF Recommendations and the 

Effectiveness of AML/CFT Systems 2022. 
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2.1. International Obligations 
 

International Conventions 
 
The current international AML/CFT framework is a product of treaty law.65 Treaties signify that State 
parties intend to create rights and obligations that are enforceable under international law upon each 
other, and endeavour to enact legislation in their domestic jurisdictions to honour these obligations. 
Accordingly, it can be stated that conventions, agreements, protocols, and exchange of letters or notes 
may all constitute treaties.66 
 
The United Nations Convention against Illicit Traffic in Narcotic Drugs and Psychotropic 
Substances (1988) 
 
The UN initiated an international agreement to combat drug trafficking and money laundering. The 
United Nations Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances (1988) 
provides comprehensive measures against drug trafficking, including provisions against money 
laundering and the diversion of precursors chemicals. It also provides for international cooperation 
through, for example, extradition of drug traffickers, controlled deliveries and transfer of proceedings. 
It is notable that the Convention does not explicitly discuss the term ‘money laundering’, and does not 
address preventive aspects of money laundering, This Convention, nevertheless, serves as a precursor 
for several of the FATF Recommendations on preventing, detecting, and prosecuting money 
laundering, especially as it relates to drug trafficking, and is integral in its call to all jurisdictions to 
criminalise the act of money laundering. Pakistan ratified this treaty in October 1995. No reservations 
were expressed by Pakistan to the provisions of this treaty.67 
 
The United Nations Convention against Transnational Organised Crime (UNTOC, 2000) 
 
The UNTOC contains a wide range of provisions designed to combat international organised crime. The 
UNTOC obliges each ratifying country to: 
 

• Criminalise money laundering and include at least all serious crimes (beyond drug trafficking) 
as predicate offences to money laundering; 

• Establish regulatory and supervisory regimes to deter and detect all forms of money 
laundering; 

• Cooperate and exchange information, both domestically and internationally, and consider the 
establishment of a financial intelligence unit; and 

• Consider the implementation of feasible measures to detect and monitor the movement of cash 
and appropriate negotiable instruments across its borders. 

 
Pakistan ratified this treaty in January 2010. It expressed a reservation, stating that it does not consider 
itself bound by paragraph 2 of article 35 of the Convention.68 In 2022, Pakistan further ratified the 
Trafficking in Persons (TIP) Protocol under UNTOC.69 

 
65 Treaties are instruments that are binding under international law signed by two or more states. 
66 Page 67, United Nations Treaty Handbook – United Nations Publications 
https://treaties.un.org/doc/source/publications/THB/English.pdf. 
67 The United Nations Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances (1988), United Nations Treaty 
Collection, UNTC. 
https://treaties.un.org/Pages/ViewDetails.aspx?src=TREATY&mtdsg_no=VI-19&chapter=6&clang=_en 
68 The United Nations Convention against Transnational Organised Crime (UNTOC, 2000), United Nations Treaty Collection, UNTC. 
https://treaties.un.org/Pages/ViewDetails.aspx?src=IND&mtdsg_no=XVIII-12&chapter=18&clang=_en 
69 First Ever Pilot Initiative on UNTOC Review Process in Asia Launched in Pakistan, UNODC, September 2022 

https://treaties.un.org/doc/source/publications/THB/English.pdf
https://treaties.un.org/Pages/ViewDetails.aspx?src=TREATY&mtdsg_no=VI-19&chapter=6&clang=_en
https://treaties.un.org/Pages/ViewDetails.aspx?src=IND&mtdsg_no=XVIII-12&chapter=18&clang=_en
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The International Convention for the Suppression of the Financing of Terrorism (ICSFT) 
 
The ICSFT was adopted by the United Nations General Assembly (UNGA) on 9th December 1999 and 
entered into force on 10th April 2002. There are currently 188 States Parties to the ICSFT, who undertake 
to criminalise terrorism, terrorist entities, and terrorist acts in their respective domestic jurisdiction.70  
 
This instrument requires Member States to adopt the below mentioned measures: 
 

• States Parties ought to take steps to prevent and counter the financing of terrorists, whether 
direct or indirect, through groups claiming to have charitable, social or cultural goals or those 
who also engage in illicit activities such as drug trafficking or gun running; 

• Commits States Parties to hold those who finance terrorism criminally, civilly or 
administratively liable for such acts; and 

• Requires States Parties to provide for the identification, freezing and seizure of funds allocated 
for terrorist activities, as well as for the sharing of the forfeited funds with other States on a 
case-by-case basis. Bank secrecy is no longer adequate justification for refusing to cooperate. 

 
Relevant Provisions of the ICSFT:71 
 

 
Article 4 

 
The Convention requires States Parties to introduce domestic legislation that 
criminalises the financing of terrorism and to make such offences punishable by 
penalties “that tantamount to the grave nature of the offences.” 
 

 
Article 6 

 
This Article specifies that under the Convention, the perpetration of criminal acts 
may not be justified by considerations of a political, philosophical, ideological, 
racial, ethnic, religious or other similar nature. 
 

 
Article 7 

 
States Parties are required to establish their jurisdiction over those offences. In 
that regard, the  Convention lays down particularly broad bases for jurisdiction: 
territorial jurisdiction, “defensive” jurisdiction (taking into account the doctrine 
“of effects,” to wit, that the purpose or result of the act of financing — wherever 
it took place — was the commission of an offence on the State’s territory), active 
personal jurisdiction (covering stateless persons who have their habitual 
residence in the territory of a State Party), passive personal jurisdiction and 
universal jurisdiction where the alleged offender is present in the State’s territory. 
 

 
Article 8 

 
In addition to the prosecution of offenders, States Parties are required to adopt 
“appropriate measures for the identification, detection and freezing or seizure of 
any funds used or allocated for the purpose of committing the offences mentioned 
in the convention.” 
 

  

 
https://www.unodc.org/unodc/en/ngos/the-first-ever-pilot-initiative-on-untoc-review-process-in-asia-launched-in-
pakistan.html 
70 International Convention for the Suppression of the Financing of Terrorism, United Nations General Assembly, 1999. 
https://www.refworld.org/docid/3dda0b867.html 
71 International Convention for the Suppression of the Financing of Terrorism, United Nations General Assembly, 1999. 
https://www.refworld.org/docid/3dda0b867.html 

https://www.refworld.org/docid/3dda0b867.html
https://www.refworld.org/docid/3dda0b867.html
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Article 17 

 
With a view of protecting individual human rights, the Convention provides that 
any person taken into custody or prosecuted in application of its provisions “shall 
be guaranteed fair treatment, including enjoyment of all rights and guarantees in 
conformity with the law of the State in the territory of which that person is present 
and applicable provisions of international law, including international human 
rights law” 
 

 
Article 18 

 
In addition to the provisions aimed at punishing those crimes, that are its core 
provisions, the Convention also requires States Parties to adopt a variety of 
measures to prevent the financing of terrorist activities or groups, by requiring, 
among other things, greater transparency in financial transactions and better 
monitoring of financial transactions and flows. 
 

 
Pakistan ratified the ICSFT in July 2009. Pakistan expressed reservations pertaining to Articles 11, 14 
and 24. The Government of Pakistan declared that it does not take this Convention as “the legal basis 
for cooperation on extradition with other States” (Article 11[2]). It also stated that extradition will be 
subjected to local laws (Article 14), and that in case of a dispute, all parties must be in agreement to be 
referred to the International Court of Justice (Article 24).72 
 

United Nations Security Council Resolutions 
 
Building on the ICSFT, Security Council Resolution 1373 (2001), calls on States to prevent and suppress 
the financing of terrorism. It urges States to criminalise the collection and provision of funds for 
terrorist purposes, as well as set up effective mechanisms to freeze funds and other financial assets of 
persons involved in or associated with terrorism. It is pertinent to reiterate that even raising small 
funds significantly increases a terrorist organisation’s capacity to conduct terrorist activities. 
In Resolution 2178 (2014), the Security Council urged Member States to disrupt terrorist-financing 
activities linked to foreign terrorist fighters (FTFs) and to criminalise the financing of FTF travel. 
 
UNSC Resolution 1267 
 
UNSC Resolution 1267 was adopted unanimously on the 15th of October 1999. After Resolutions 1189 
(1998), 1193 (1998) and 1214 (1998) on the situation in Afghanistan, the Security Council required 
Member States to freeze the assets of the Taliban. It was followed by Resolution 1333, which focused  
specifically on  freezing  assets belonging to Osama bin Laden and Al-Qaeda. Subsequent Resolutions 
1363 (2001), 1390 (2002), 1452 (2002) and 1455 (2003) established monitoring arrangements, merged 
lists of assets to be frozen, and took other measures to improve implementation and monitoring of the 
sanctions regime. This regime has since then been reaffirmed and modified by several other UN 
Security Council Resolutions. Since the US invasion of Afghanistan in 2001, these sanctions have been 
applied to individuals and organisations in all parts of the world.  
 
Resolution 1267 also established a sanctions committee, known as the ‘Al-Qaeda and Taliban Sanctions 
Committee’ or the ‘1267 Committee’, to fully implement the provisions of Resolution 1267 and 
document individuals and entities whose assets are to be frozen in light of terrorist financing threats.73 
It is further assisted by a Monitoring Team, consisting of eight members who have expertise in 

 
72 The International Convention for the Suppression of the Financing of Terrorism (ICSFT), United Nations Treaty Collection, UNTC. 
https://treaties.un.org/Pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-11&chapter=18&clang=_en 
73 "The Security Council Committee established pursuant to resolution 1267 (1999)". UN. Archived from the original on 7 April 2007. 
Retrieved 3 April 2007. 

https://web.archive.org/web/20070407225635/http:/www.un.org/sc/committees/1267/index.shtml
https://www.un.org/sc/committees/1267/index.shtml
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countering terrorist financing and arms embargoes, to further improve implementation of sanctions 
mechanisms as required.74 

 
The 1267 Sanctions Committee also identifies, designates and compiles the Al-Qaeda Sanctions List 
(previously known as “Consolidated List”) of people and entities that have been associated with Al-
Qaeda or the Taliban75, and evaluates laws that ought to be passed by each Member State in order to 
implement the sanctions. The Committee receives reports from each State as to their progress and is 
able to vary the conditions imposed on any individual as it sees fit.  
 
Initially, the 1267 Sanctions Committee focused on both Al-Qaeda and the Taliban. However, in 2011, 
pursuant to Resolution 1988 (2011), a separate sanctions regime and Sanctions Committee was formed 
to oversee sanctions for the Taliban.76 Resolution 1989 subsequently formalised the reduction of the 
scope of the 1267 Sanctions Committee to focus on Al-Qaeda and all associated individuals and entities, 
and to consolidate all information in the renamed ‘Al-Qaeda Sanctions List.’77 
 

UNSC Resolution 1373 
 
On 11th September 2001, the Security Council unanimously adopted Resolution 1373 which 
comprehensively outlines strategies to combat international terrorism. Under this Resolution, the 
Security Council also established the United Nations Security Council Counter-Terrorism Committee, 
which aims to “prevent terrorist acts both within [State] borders and across regions.”78 The Counter-
Terrorism Committee also monitor the Resolution’s implementation and called upon all Member 
States to report on remedial actions they had taken in light of the Resolution, no later than 90 days.79 
 
Under Resolution 1373 (2001), the Security Council directed all States to prevent and suppress the 
financing of terrorism, as well as to criminalise the wilful provision or collection of funds for such 
acts. The funds, financial assets and economic resources of those who commit, or attempt to commit, 
terrorist acts, and those who facilitate the commission of terrorist acts, or act on behalf of a proscribed 
organisation or person, were required to be frozen without delay. 
 
Under this Resolution, States must prohibit their nationals or non-national persons or entities in their 
territories from transferring funds, financial assets, economic resources, financial or other related 
services available to persons who commit or attempt to commit, facilitate or participate in the 
commission of terrorist acts.  States are also obliged to refrain from providing any form of support to 
entities or persons involved in terrorist acts. States must also adopt preventive measures against those 
who finance, plan, facilitate or commit terrorist acts from within its jurisdiction against other 
countries and its citizens.   
 
The Security Council further directs States to use effective methods to trace the exchange of 
information amongst terrorists and increase the monitoring of suspicious transactions, including the 
use of forged documents used to facilitate the raising and transferring of funds for terrorist acts. States 
are also mandated to ensure that before granting refugee status to asylum seekers, they undertake 
appropriate measures to verify their identity to rule out their affiliation with any terrorist 
organisation.   
 

 
74 UN Security Council Committee pursuant to UNSCR 1267, 1989, 2253 – Overview, United Nations 
https://www.un.org/securitycouncil/sanctions/1267. 
75 Ibid. 
76 Ibid. 
77 Ibid. 
78 United Nations Security Council – Counter Terrorism Committee, United Nations, 
https://www.un.org/sc/ctc/ 
79 " The Security Council Committee established pursuant to resolution 1267 (1999)". UN. Archived from the original on 7 April 2007. 
Retrieved 3 April 2007. 

https://web.archive.org/web/20070407225635/http:/www.un.org/sc/committees/1267/index.shtml
https://www.un.org/sc/committees/1267/index.shtml
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UNSC Resolution 2462 
 
UNSC Resolution 2462 urges States to implement FATF Recommendations, including adopting 
standards to assess terrorism-financing risks that they face. The Resolution also requires that 
countries ensure that any person who participates in the financing, planning, preparation or 
perpetration of terrorist acts, or in supporting terrorist acts, is brought to justice.  
 
The Resolution further notes that terrorist groups raise funding through a variety of means, such as: 
 

• legitimate commercial enterprises; 
• exploitation of natural resources; 
• non-profit organisations, donations; 
• crowd-funding, and  
• proceeds of criminal activities. 

 
The Resolution also acknowledges innovations in financial technologies, particularly in new and 
nascent industries that present avenues for significant economic growth. Given that such industries 
present possible openings for terrorism funding, States must be vigilant and proactive in regulating 
such ventures. 
 

2.2. Financial Action Task Force 
 
The FATF is an inter-governmental body established in 1989 that sets standards and promotes the 
effective implementation of legal, regulatory, and operational measures for combating money 
laundering, terrorist financing, and other threats to the integrity of the international financial system. 
The FATF’s 40 Technical Recommendations constitute the core international standards on AML/CFT 
and are required to be implemented by all jurisdictions of the world.80 
 
Meeting the FATF standards invariably requires legislative action, and it is of the utmost importance 
that variations between a State’s national statutes, regulations, and court decisions, be harmonised in 
line with FATF Recommendations. Any State laws that are inconsistent or in direct conflict with 
international standards may have the effect of neutralising aspects of the global AML/CFT regime. 
Therefore, one must examine a State’s legal framework in its entirety to ensure the minimisation of 
conflicts, and to suggest additional legal or legislative actions where such conflicts exist.81 
 
The FATF recognises that each State has a unique legal character. Accordingly, FATF’s international 
standards are established as principles, so that each State may adopt laws consistent with its own legal 
norms, cultural characteristics, and economic circumstances.  
 
The FATF mandates all jurisdictions to implement the following measures:82 
 

• Identify terrorist financing and money laundering related risks, and develop policies and 
domestic coordination mechanisms accordingly; 

• Pursue investigation against money laundering, terrorist financing and the financing of 
proliferation; 

• Apply preventive measures within the financial and other designated sectors; 

 
80 Financial Action Task Force (FATF), “Mandate” 
http://www.fatf-gafi.org/media/fatf/content/images/FATF-Ministerial-Declaration-Mandate.pdf 
81 Financial Action Task Force (FATF), “Mandate” 
http://www.fatf-gafi.org/media/fatf/content/images/FATF-Ministerial-Declaration-Mandate.pdf 
82 Ibid. 
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• Establish roles and responsibilities for the competent authorities (e.g. investigative, law 
enforcement and supervisory authorities); 

• Apply preventive measures within the financial sector and other designate sectors; 
• Increase the dissemination of information related to terrorist organisations amongst the legal 

institutions; and 
• Facilitate international cooperation. 

 

Asia-Pacific Group 
 
In February 1997, the Asia-Pacific Group on Money Laundering (APG) was officially established as an 
autonomous regional anti-money laundering body by unanimous agreement among 13 original 
founding members in the Asia-Pacific region. The APG has grown considerably since 1997 and is part 
of a global network of similar bodies, referred to as Financial Action Task Force-Style Regional Bodies 
(FSRBs). The APG is the largest in terms of membership numbers and geographical size and has many 
observers (states and supporting organisations) that participate in its programs and activities. Some 
of the key international organisations that support the APG include the International Monetary Fund 
(IMF), World Bank, the Organisation for Economic Cooperation and Development (OECD) and the 
United Nations Office on Drugs and Crime (UNODC), among several others. In order to fulfil its 
obligation to combat money laundering and terrorist financing, Pakistan joined the APG in May 2000. 
 
The APG exercises five main functions in AML/CFT policy. These include: 
 

• Conducting mutual evaluations; 
• Providing technical assistance and training; 
• Typologies research; 
• Global policy development and  
• Private sector engagement.  

 
In Pakistan’s case, the first three purposes are particularly useful in enhancing its AML/CFT 
frameworks.83 Membership in the APG has allowed Pakistan and its coordinating institutions to gain 
from technical assistance and typologies research to better understand AML/CFT risks and methods 
prevalent in the country. It has also helped the relevant State agencies to be acquainted with all 
analytical tools required to properly measure and assess risks and vulnerabilities in the country. Having 
recognised these areas, national agencies can devise capacity building programs to address any gaps in 
implementation, while enabling Pakistan’s AML/CFT regime to align with prevalent global standards.  
 

FATF Evaluations and Sanctions 
 
The FATF and its regional bodies regularly monitor countries’ AML/CFT frameworks. The FATF 
conducts peer reviews of each member on an ongoing basis to assess levels of implementation and 
provides analyses of each country’s system for preventing criminal abuse of the financial system. In 
these evaluations (call Mutual Evaluation Reports), the FATF evaluates how well a country’s AML/CFT 
frameworks fulfil the FATF requirements (Technical Compliance), and broadly, how well these 
frameworks are working to protect against ML/TF risks (Effective Compliance). The criteria that the 
FATF relies upon to conduct these evaluations comprise of 11 Immediate Outcomes to measure Effective 
Compliance, and 40 Technical Recommendations to measure Technical Compliance. Currently, the 
FATF is holding its Fourth Round of AML/CFT Mutual Evaluations. 
 

 
83 Financial Action Task Force (FATF), “Mandate” 
http://www.fatf-gafi.org/media/fatf/content/images/FATF-Ministerial-Declaration-Mandate.pdf 
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Countries that are not up to the par in terms of the FATF’s standards are subject to further scrutiny and 
evaluations until they satisfy the FATF requirements. The FATF places such countries into two 
categories – first is Jurisdictions under Increased Monitoring” (the ‘grey-list’), while the second is 
“Non-Cooperative Countries and Jurisdictions subject to Call to Action” (the ‘black list’). Being placed 
on the grey list results in countries being subject to harsher conditions when pursuing international 
loans, or while conducting business through the global financial system. All transactions are subject to 
intense scrutiny, therefore adversely impacting the economy. 
 
Countries on the grey-list are encouraged to work together with technical working groups within the 
FATF body, such as the International Cooperation Review Group (ICRG), to identify and resolve issues 
in their AML/CFT regimes. Countries often work together with the regional FATF- style body and the 
ICRG to create workable Action Plans, that can allow for improvement on the deficiencies. The FATF, 
along with its regional bodies such as the Asia Pacific Group (APG), then regularly conducts 
assessments and evaluations of countries on the grey-list. Eventually, countries that improve their 
performance are allowed to exit the grey list, and are removed from increased scrutiny. 
 
Countries on the black-list are not considered part of the global financial system, and all matter of 
transactions, whether with other countries or even at the individual-level, are effectively banned. It is 
recommended that countries on the grey-list work swiftly to improve its international standing, 
otherwise, failure to do so can result in the country being black-listed. Currently, only three countries 
are on the FATF black-list: Iran, North Korea and Myanmar. 
 

Summary of the FATF Obligations 
 
The Recommendations have been elaborated upon in more detail later in this chapter. However, the 
following table illustrates some of the relevant issues which the Recommendations focus upon: 
 

 
International Standard 

 

 
FATF Recommendation 

 
Criminalisation of money laundering on the basis of The United 
Nations Convention against Illicit Traffic in Narcotic Drugs and 
Psychotropic Substances and The International Convention 
against Transnational Organised Crime. 
 

 
Recommendation 3 

 
Criminalisation of terrorist financing and associated money 
laundering. 
 

 
Recommendations 3, 5, 6 & 8  
 

 
Predicate offences: criminal offences to be included as 
predicate offences for money laundering. 
 

 
Recommendation 3 

 
Freezing, seizing, and confiscating proceeds  
of crime. 
 

 
Recommendations 4 & 30  
 

 
Powers of Law Enforcement Agency 

 
Recommendation No. 31 
 

 
International Cooperation (Mutual Legal Assistance) 
 

 
Recommendation No. 37 
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Predicate Offences and the FATF 
 
FATF Recommendation No. 3 describes the types or categories of criminal conduct that should be 
designated as predicate offences for money laundering. It allows States the discretion to determine the 
mode of designation of these offences. 
 
When the ‘threshold approach’ is used, the predicate offences should at a minimum cover all offences 
designated as ‘serious offences’ under national law or should include offences that are punishable by: 
 

• A maximum term of imprisonment of more than one year, for States with maximum penalties; 
or  

• A minimum term of imprisonment of more than six months, for States with minimum 
penalties.  

 
In both cases, the penalties cited are the minimums that apply to ‘serious offences’ for money 
laundering purposes under international standards. States may choose to include crimes with less 
severe penalties as predicate offences for money laundering. 
 
FATF Recommendation No. 3 provides that, regardless of the approach used in designating predicate 
offences, each State should include a “range of offences within each of the designated categories of 
offences”.84 For the categories listed below, each State may decide, in accordance with its domestic law, 
how it will define the offences and what elements of those offences make them serious: 
 

• Participation in an organised criminal group and racketeering 
• Terrorism, including terrorist financing  
• Trafficking in human beings and migrant smuggling  
• Sexual exploitation, including sexual exploitation of children  
• Illicit trafficking in narcotic drugs and psychotropic substances  
• Illicit arms trafficking  
• Illicit trafficking in stolen and other goods  
• Corruption and bribery  
• Fraud  
• Counterfeiting currency  
• Counterfeiting and piracy of products  
• Environmental crime  
• Murder, grievous bodily injury  
• Kidnapping, illegal restraint, and hostage-taking  
• Robbery or theft  
• Smuggling  
• Tax crimes 
• Extortion  
• Forgery 
• Piracy  
• Insider trading and market manipulation 

 

  

 
84 Interpretive Note to FATF Recommendation No. 3. 
https://www.cfatf-gafic.org/index.php/documents/fatf-40r/368-fatf-RecommendationNo.-3-money-laundering-offence 
(accessed 4 October 2019). 

https://www.cfatf-gafic.org/index.php/documents/fatf-40r/368-fatf-
https://www.cfatf-gafic.org/index.php/documents/fatf-40r/368-fatf-recommendation-3-money-laundering-offence
https://www.cfatf-gafic.org/index.php/documents/fatf-40r/368-fatf-recommendation-3-money-laundering-offence
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2.3. Interplay of International Obligations 
 
As has been expounded upon above, the international framework consists of treaties, FATF 
Recommendations, and UNSC Resolutions. These obligations correlate with one another to create a 
holistic international AML/CFT framework. The following matrix has been devised to illustrate the 
same: 
 

 
Scope of the 
Obligation 

 

 
International Conventions 

 
UNSCRs 

 
FATF 

Recommendations 
 

 
Criminalisation of 
financing of 
terrorism and 
money laundering 

 
• ICSFT 
• UNTOC 
• UNCAC 
• UN Convention Against Illicit 

Traffic in Narcotic Drugs and 
Psychotropic Substances 

 

 
• 1373 
• 2462 

 
• No. 3 
• No. 5 
 

 
Freezing and 
Confiscating assets 

 
• ICSFT 
• UNTOC 
• UNCAC 
• UN Convention Against Illicit 

Traffic in Narcotic Drugs and 
Psychotropic Substances 

 

 
• 1267 
• 1373 
• 2462 

 
• No. 4 
• No. 6 
• No. 7 
• No. 38 
 

 
Measures of 
International 
Cooperation 

 
• ICSFT 
• UNTOC 
• UNCAC 
• UN Convention Against Illicit 

Traffic in Narcotic Drugs and 
Psychotropic Substances 

 

 
• 1267 
• 1373 
• 2462 

 
• No. 4 
• No. 6 
• No. 7 
• No. 38 
 

 
Operational and Law 
Enforcement 
Obligations to 
investigate and 
prosecute  
 

 
• ICSFT 
• UNTOC 
• UNCAC 

 
• 1373 
• 2462 

 
• No. 30 
• No. 31 

 
 

Self-Assessment Question 
 
Which international legal instruments require the freezing and seizure of assets? 
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2.4. FATF Methodology 
 
In order to assess technical compliance of States with the FATF Recommendations, FATF has developed 
a ‘Methodology for Assessing the Technical Compliance with the FATF Recommendations and the 
Effectiveness of AML/CFT Systems’.85 This document provides the relevant criteria on the basis of 
which such assessments are made. The Mutual Evaluations of States are broadly based on two 
components: 
 
Technical Compliance: This assessment examines extent to which laws and regulations exist to 
counter ML/TF in a legal system. This assessment also analyses the relevant legal and institutional 
frameworks along with the powers and procedures of the competent authorities. A determination of 
compliance is made according to the following matrix: 
 

 
Compliant 
 

 
No shortcomings 

 
Largely Compliant 
 

 
Only minor shortcomings 

 
Partially Compliant 
 

 
Moderate shortcomings 

 
Non-Compliant 
 

 
Major shortcomings 

 
Not Applicable 
 

 
A requirement does not apply, due to structural, legal or institutional 
features of a country 
 

 
Effectiveness Assessment: This assessment illustrates if the laws/regulations in place are producing 
the desired results or not. The Effectiveness Assessment aims to ascertain the extent to which a country 
has established a robust AML/CFT system, and what result has been obtained through technical 
compliance. Assessors should set out clearly the extent to which they consider the 11 Immediate 
Outcomes (see below) to be achieved. The following is the rating system pertaining to effectiveness: 
 

 
High level of effectiveness 
 

 
The Immediate Outcome is achieved to a very large extent. 
 
Minor improvements needed. 
 

 
Substantial level of effectiveness 
 

 
The Immediate Outcome is achieved to a large extent. 
 
Moderate improvements needed. 
 

  

 
85 FATF (2013-2019), Methodology for Assessing Compliance with the FATF Recommendations and the Effectiveness of AML/CFT 
Systems, updated February 2019, FATF, Paris, France (hereinafter ‘FATF Methodology’). 
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Moderate level of effectiveness 
 

 
The Immediate Outcome is achieved to some extent. 
 
Major improvements needed. 
 

 
Low level of effectiveness 
 

 
The Immediate Outcome is not achieved or achieved to a 
negligible extent. 
 
Fundamental improvements needed. 
 

 

Compliance Assessment: The Role of Criminal Justice Actors 
 
National Cooperation and Coordination (Recommendation No. 2) 
 
Criterion 2.2 of the FATF Methodology86 requires States to either designate an authority for AML/CFT 
policies or ensure effective coordination between authorities involved in AML/CFT. Similarly, Criterion 
2.3 of the Methodology requires that the Terrorist Financing Investigation Unit (FIU), Law 
Enforcement Agencies (LEAs) and other authorities cooperate and coordinate in exchanging 
information at both the policymaking and operational levels.  
 
Responsibilities of Law Enforcement and Investigative Authorities (Recommendation 
No. 30) 
 
Recommendation No. 30 mandates that LEAs should properly investigate money laundering offences 
and terrorist financing offences,87 and be able to conduct investigations of any related ML/TF offences 
in a parallel financial investigation.88 A ‘financial investigation’ refers to the enquiry into financial 
affairs relating to criminal activity to: 
 

• Identify the extent of criminal networks and/or the scale of criminality; 
• Identify and trace the proceeds of crime, terrorist funds or any other assets that are, or may 

become, subject to confiscation; and  
• Develop evidence which can be used in criminal proceedings.89  

 
The concept of ‘parallel financial investigation’ refers to adopting a focused approach to predicate 
offences and money laundering offences simultaneously. For terrorism, it refers to simultaneously 
focusing on the terrorist activity as well as the financing of that terrorist activity.90  
 
Finally, LEAs should have sufficient powers to identify, trace and initiate the freezing and confiscation 
of assets.91  
 
  

 
86 Criterion 2.2 of the FATF Methodology. 
87 Criterion 30.1 of the FATF Methodology. 
88 Criterion 30.2 of the FATF Methodology. 
89 FATF (2012-2019), International Standards on Combating Money Laundering and the Financing of Terrorism & Proliferation, 
FATF, Paris, France. 
90 Operational Issues Financial Investigations Guidance (FATF-gafi.org, 2012). 
91 Criterion 30.3 and 30.5 of the FATF Methodology. 
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Powers of Law Enforcement Authorities and Investigative Authorities (Recommendation 
No. 31) 
 
Criterion 31.1 of the FATF Methodology92 requires that competent authorities should be able to access 
relevant documents and information to use in investigations and, subsequently, in the prosecution of 
crimes associated with money laundering, associated predicate offences and terrorist financing. This 
includes, inter alia, search of persons, witness statements, and the seizing and obtaining of evidence.  
 
In addition, Special Investigation Techniques must also be utilised by LEAs. According to Criterion 31.2 
of the FATF Methodology, these include: 
  

• Undercover Operations; 
• Intercepting Communications; 
• Accessing Computer Systems; and 
• Controlled Delivery. 

 
Finally, such LEAs must be able to request all relevant information vis-à-vis the investigation from the 
Financial Monitoring Unit (FMU).  
 
Mutual Legal Assistance (Recommendation No. 37)93 
 
Criterion 37.8 of the FATF Methodology94 relates to the powers and techniques of the LEAs and 
stipulates that the same powers mandated under Recommendation No. 31 must be made available with 
respect to mutual legal assistance (MLA). Such powers include all those relating to the production, 
search and seizure of information, documents or evidence (including financial records) from natural 
or legal persons and financial institutions. 
 
Other Forms of International Cooperation (Recommendation No. 40)95 
 
The FATF Methodology stipulates that LEAs from different jurisdictions must be able to exchange 
information between one another for intelligence and investigative purposes. To that end, the 
Interpretive Note to Recommendation No. 40 stipulates that the requesting State must ensure that 
proper and complete information is provided to the requested State, who must then provide feedback 
to the requesting State on the use and usefulness of the information obtained.96  
 
Likewise, LEAs should also be empowered to use their powers to conduct inquiries and obtain 
information when such information is requested by LEAs from another jurisdiction.97 Similarly, LEAs 
should be able to constitute cross-jurisdictional Joint Investigation Teams (JITs), and to this end, sign 
bilateral and multilateral frameworks to facilitate such cooperation.98 
 

 
Applied Learning Question 

 
In the course of your duties, have you ever encountered cases which could have been 
strengthened through the use of international cooperation? 

 
92 Criterion 31.1 of the FATF Methodology. 
93 See also SR No. V. 
94 Criterion 37.8 of the FATF Methodology. 
95 Ibid. 
96 FATF (2012-2019), International Standards on Combating Money Laundering and the Financing of Terrorism & Proliferation, 
FATF, Paris, France at 109. 
97 Ibid. 
98 Criterion 40.19 of the FATF Methodology. 
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Effectiveness Assessment: The Role of Criminal Justice Actors 
 
Immediate Outcome 199 
 
Immediate Outcomes (IOs) are stipulated in the FATF Methodology under the section on Effectiveness 
Assessment. IO1 relates to FATF Recommendation No. 2: it requires countries to illustrate the extent to 
which competent authorities (including investigatory bodies) have cooperated and coordinated with 
one another in respect of the implementation of policies and in activities to combat ML/TF.100 The LEAs 
must use a wide range of reliable information sources and to communicate and implement AML/CFT 
policies in a coordinated way across appropriate channels.  
 
In order to evaluate this, assessors observe the level of understanding of ML/TF risks a country 
possesses. Furthermore, the mechanisms or bodies that are being utilised to ensure cooperation and 
coordination at policymaking and operational levels are also taken into consideration. Pakistan’s 
compliance to IO1 has been discussed in further detail in Chapter 5. 
 
Immediate Outcome 2  
 
IO2, deals with international cooperation, including the delivery of appropriate information, financial 
intelligence, evidence and facilitation of action against criminals and their assets. This IO relates to 
FATF Recommendations No. 37 and 40, which deal with MLA and other methods of international 
cooperation respectively.  
 
In order to assess these issues, countries must demonstrate the following: 
 

• Evidence of the number of requests handled;  
• Examples of making requests and providing successful international cooperation; 
• Information on the investigations, prosecutions, confiscation and sharing of assets; 
• How authorities ensure that only relevant information is transmitted to the requested State; 
• How authorities ensure that details of the person of interest are clear and made available to 

requesting countries; 
• The extent to which informal means of cooperation are being used; and 
• The level of resources available to handle international cooperation. 

 
Immediate Outcome 6  
 
IO6 requires investigative authorities to make use of the intelligence received by the FMU. This IO 
relates to FATF Recommendations No. 30 and 31. The core issues which IO6 addresses include the use 
of intelligence in AML/CTF investigations; the extent to which investigators are receiving or requesting 
reports through Suspicious Transaction Report (STRs),101 Currency Transaction Report (CTRs), etc., 
and the extent to which the FMU and competent authorities coordinate with one another. This requires 
the competence of investigative authorities in financial intelligence and the extent to which they are 
used as extensive tools. Finally, the assessors also look at concrete examples of cooperation between 
FMU and LEAs on the use of financial intelligence. 

 
99 Immediate Outcome 1, Effectiveness Assessment, FATF Methodology. 
100 Criterion 1.5 of the IO1. 
101 Suspicious Transaction Reports (STRs) are sent by the reporting entity if it suspects or has reason to suspect that the transaction 
or a pattern of transactions of which the transaction is a part of: (a) involves funds derived from illegal activities that may be intended 
to disguise proceeds of crime; (b) has no apparent lawful purpose after the available facts are examined including the background 
and possible purpose of the transaction;  (c) involves financing of terrorism, including funds collected, provided or used for a 
terrorist act or to fund the activities of a terrorist organisation or an individual concerned with terrorism.  
Currency transaction reports are generated upon a suspicious transaction of cash beyond a certain amount or multiple suspicious 
transactions of cash beyond a certain amount taking place. 
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Immediate Outcome 7 and 9 
 
IO7 and IO9 relate to the investigation and prosecution of money laundering and terror financing 
offences. These IOs relate to FATF Recommendations No. 30 and 31, which entail obligations for 
investigators, prosecutors and judges. 
 
Specifically, in relation to TF, the following are some factors that assessors use in their assessments: 
 

• Measures to identify, initiate and prioritize TF cases; 
• The quickness with which FMU can be moved by LEAs to obtain relevant information; and 
• Inter-agency coordination. 

 

2.5. Pakistan’s Progress on the FATF Action 
Plans 

 
As mentioned earlier, Pakistan’s FATF grey-listing (2018-2022) paved the way for legal, regulatory 
and administrative reforms within the realm of AML/CFT which allowed Pakistan to enhance its 
compliance ratings as per international standards. The FATF Action Plans extensively covered 
objectives pertaining to both terrorism financing (27 Points) and money laundering (7 Points).  
 
Since 2018, Pakistani authorities have undertaken extensive legislative and administrative reforms to 
improve upon the deficiencies identified in the MER. In 2020, this effort culminated into the passage 
and amendments of around 15 laws, including comprehensive amendments to the Anti-Terrorism Act, 
1997 and the Anti- Money Laundering Act, 2010 – which constitute the foundation of Pakistan’s 
AML/CFT frameworks. Additionally, over 30 rules/regulations were passed by authorities to further 
augment and enhance the implementation of the amended legislation. 
 

Progress Against the FATF Action Plans 
 
The following is a table containing the various amendments, rules, regulations and guidelines that 
have been passed/issued to comply with the Action Plans submitted to Pakistan.  
 

 
No. 
 

 
Action Point Plan 

 
Legal Amendment 

 
Rules, Regulations and Guidelines 

 
1 

 
Understanding risks of 
counter financing terrorist 
(CFT) by the financial sector 
 

 
• Anti-Terrorism 

(Amendment) Act, 
2020 

• United Nations 
(Security Council) 
(Amendment) Act, 
2020 

 

 
• MoFA SRO 741(I), 2020 
• MoFA SRO 742(I), 2020 
• State Bank of Pakistan 

AML/CFT/CPF Regulations for 
Regulated Entities, 2020 

• MoI Directive on Investigating 
Wide Range of TF Activities 
(Narco-Trafficking and Proceeds 
of Smuggling), 2020 

• SRO 1015: MoFA Guidelines on the 
Implementation of the UN Security 
Council Resolutions Concerning 
Targeted Financial Sanctions, 
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Travel Ban and Arms Embargo, 
2018  

• FMU Real Estate Sector Red Flags 
• FMU Jewellers and Precious Metals 

/ Stones Dealers Red Flags 
• FMU Accountants Red Flags 
• FMU Lawyers, Notaries and 

Independent Legal Professionals 
Red Flags 
 

 
2 

 
Outreach sessions of Anti 
Money Laundering (AML) 
and CFT for the financial 
institutions 
 

 
• National Counter 

Terrorism 
Authority (NACTA) 
Act, 2013 

 

 
• Institution specific 

 
3 

 
Developing an integrated 
database at airports 
 

 
• Federal 

Investigative 
Agency Act, 1974 

• Foreigners 
Registration Act, 
1964 

• United Nations 
(Security Council) 
(Amendment) Act, 
2020 

• Financial 
Institutions 
(Amendment) Act, 
2020 

• Anti-Money 
Laundering 
(Second 
Amendment) Act, 
2020 

• Anti-Terrorism 
(Second 
Amendment) Act, 
2020 

• Companies 
(Amendment) Act, 
2020 

 

 
• FIA SOPs: Inadmissible Passengers 
• FIA SOPs for Dealing with 

Complaints/Raids & Traps by the 
Anti-Corruption Wing 

• FBR SRO 1368: Draft Assets 
Declaration Rules, 2020 

• FBR SRO 1341: Amendment to the 
Income Tax Rules, 2020  

• FBR SRO 924: AML/CFT 
Regulations for DNFBPs, 2020  

• MoF SRO 951: Counter-Measures 
for High-Risk Jurisdiction Rules, 
2020  

• MoF SRO 956: National Savings 
AML and CFT Regulations, 2020  

• SECP AML/CFT Regulations for 
Regulated Entities, 2020 

• SECP SRO 1170(I): Amendments to 
SECP AML/CFT Regulations 2018 
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4 
 

 
Mechanisms to publicise 
designated persons and 
entities 
 

 
• United Nations 

(Security Council) 
(Amendment) Act, 
2020 

• Financial 
Institutions 
(Amendment) Act, 
2020 

• Anti-Money 
Laundering 
(Second 
Amendment) Act, 
2020 

• Anti-Terrorism 
(Second 
Amendment) Act, 
2020 

• Companies 
(Amendment) Act, 
2020 

 

 
• FBR SRO 1368: Draft Assets 

Declaration Rules, 2020 
• FBR SRO 1341: Amendment to the 

Income Tax Rules, 2020  
• FBR SRO 924: AML/CFT 

Regulations for DNFBPs, 2020  
• MoF SRO 951: Counter-Measures 

for High-Risk Jurisdiction Rules, 
2020  

• MoF SRO 956: National Savings 
AML and CFT Regulations, 2020 

• SECP AML/CFT Regulations for 
Regulated Entities, 2020 

• SECP SRO 1170(I): Amendments to 
SECP AML/CFT Regulations 2018 

 
5 
 

 
Terrorist Financing (TF) 
specific units and analysis 
done by Financial Monitoring 
Unit (FMU) and State Bank of 
Pakistan (SBP). 
 

 
• Anti-Money 

Laundering 
(Second 
Amendment) Act, 
2020 

• Anti-Terrorism 
(Amendment) Act, 
2020 

 

 
• SBPAML/CFT/CPF Regulations for 

Regulated Entities, 2020 
• FMU Guidelines for Reporting 

Suspicious Transaction Reports 
(STRs) on Cancellation / Blockage 
of CNICs / Passports and 
Registrations / Licenses by 
Authorities, 2020 

• MoFA SRO 1015: Guidelines on the 
Implementation of the UN Security 
Council Resolutions Concerning 
Targeted Financial Sanctions, 
Travel Ban and Arms Embargo, 
2018 

 
 

6 
 

 
Audit of financial institutions 
by the State Bank of Pakistan 
 

 
• Anti-Money 

Laundering 
(Amendment) Act, 
2020 

• Financial 
Institutions 
(Amendment) Act, 
2020 

• Foreign Exchange 
Regulation 
(Amendment) Act, 
2020 

 

 
• Institute of Chartered Accountants 

of Pakistan AML/CFT Regulations 
for Chartered Accountants, 2020  

• Institute of Cost and Management 
Accountants of Pakistan AML/CFT 
Regulations, 2020 

• SECP SRO 921: SECP AML/CFT 
Regulations, 2020  
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7 
 

 
Suspicious Transaction 
Reports (STRs) 
disseminations and analysis 
done by FMU 
 

 
• Anti-Money 

Laundering 
(Second 
Amendment) Act, 
2020 

• National Counter 
Terrorism 
Authority (NACTA) 
(Amendment) Act, 
2020 

 

 
• Institute of Chartered Accountants 

of Pakistan AML/CFT Regulations 
for Chartered Accountants, 2020 

• Institute of Cost and Management 
Accountants of Pakistan AML/CFT 
Regulations, 2020  

• SECP SRO 795(I): Directive on 
Prohibited Dealing in Virtual 
Currencies/Tokens, 2020  

• SECP SRO 921: SECP AML/CFT 
Regulations 2020  

• FBR SRO 924: FBR AML/CFT 
Regulations for DNFBPs, 2020  

• Pakistan Post SRO 949: Pakistan 
Post AML/CFT Regulations, 2020  

• SBP AML/CFT/CPF Regulations for 
Regulated Entities, 2020 

• MoFA SRO 1015: Guidelines on the 
Implementation of the UN Security 
Council Resolutions Concerning 
Targeted Financial Sanctions, 
Travel Ban and Arms Embargo, 
2018 

 
 

8 
 
Terror financing risk 
assessment and its 
implementation 
 

 
• Anti- Terrorism 

(Amendment) Act, 
2020 

• Anti-Money 
Laundering 
(Second 
Amendment) Act, 
2020 

• Financial 
Institutions 
(Amendment) Act, 

• National Counter 
Terrorism 
Authority (NACTA) 
(Amendment) Act, 
2020 

• United Nations 
(Security Council) 
(Amendment) Act, 
2020 

 

 
• Institute of Chartered Accountants 

of Pakistan AML/CFT Regulations 
for Chartered Accountants, 2020 

• SECP SRO 920: Reporting 
requirements for regulated 
entities, 2020 

• SECP SRO 921: SECP AML/CFT 
Regulations, 2020  

• FBR SRO 924: FBR AML/CFT 
Regulations for DNFBPs, 2020  

• Pakistan Post SRO 949: Pakistan 
Post AML/CFT Regulations, 2020  

• National Savings (AML and CFT) 
Supervisory Board for National 
Savings Schemes  

• SRO 956: National Savings AML 
and CFT Regulations, 2020  

• SECP AML/CFT Regulations for 
Regulated Entities, 2020 

• SBP AML/CFT/CPF Regulations for 
Regulated Entities, 2020 
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9 

 
Inter-coordination 
mechanism of federal & 
provincial departments 
 

 
• National Counter 

Terrorism 
Authority (NACTA) 
(Amendment) Act, 
2020 

• United Nations 
(Security Council) 
(Amendment) Act, 
2020 

• Anti-Money 
Laundering 
(Second 
Amendment) Act, 
2020 

• Anti-Terrorism 
(Amendment) Act, 
2020 

• Mutual Legal 
Assistance 
(Criminal Matters) 
Act, 2020 

 

 
• FBR SRO 1341: Amendment to the 

Income Tax Rules, 2020  
• SECP SRO 921: SECP AML/CFT 

Regulations, 2020  
• MoF SRO 950: AML/CFT Sanctions 

Rules 2020 
• SECP SRO 1170(I): Amendments to 

SECP AML/CFT Regulations 2018  
• MoFA SRO 1015: MoFA Guidelines 

on the Implementation of the UN 
Security Council Resolutions 
Concerning Targeted Financial 
Sanctions, Travel Ban and Arms 
Embargo, 2018 

 

 
10 

 
Parallel investigations by 
Counter Terrorism 
Departments (CTDs) 
 

 
• Anti-Money 

Laundering 
(Amendment) Act, 
2020 

• Anti-Money 
Laundering 
(Second 
Amendment) Act, 
2020 

• Anti-Terrorism 
(Third 
Amendment) Act, 
2020 

• Mutual Legal 
Assistance 
(Criminal Matters) 
Act, 2020 

• National Counter 
Terrorism 
Authority (NACTA) 
(Amendment) Act, 
2020 

 

 
• FBR SRO 1319: DNFBPs (Regulatory 

Powers and Functions) 
Regulations, 2020  

• NACTA Standard Operating 
Procedures for Joint Investigation 
Teams in TF/ML Cases 
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11 

 
Risk assessment of cash 
smuggling 
 

 
• Anti-Money 

Laundering 
(Second 
Amendment) Act, 
2020 

• Foreign Exchange 
Regulation 
(Amendment) Act, 
2020 

• Control of 
Narcotics 
Substances 
(Amendment) Act, 
2020 

 

 
• Institute of Chartered Accountants 

of Pakistan AML/CFT Regulations 
for Chartered Accountants, 2020 

• FBR SRO 1368: Draft Assets 
Declaration Rules  

• SECP SRO 921: SECP AML/CFT 
Regulations, 2020  

• FBR SRO 924: FBR AML/CFT 
Regulations for DNFBPs, 2020  

• Pakistan Post SRO 949: Pakistan 
Post AML/CFT Regulations, 2020  

• MoFA SRO 1015: MoFA Guidelines 
on the Implementation of the UN 
Security Council Resolutions 
Concerning Targeted Financial 
Sanctions, Travel Ban and Arms 
Embargo, 2018 

 
 

12 
 
Implementation of domestic 
cooperation to counter cash 
smuggling 
 

 
• National Counter 

Terrorism 
Authority (NACTA) 
(Amendment) Act, 
2020 

• Anti-Terrorism 
(Amendment) Act, 
2020 

• Mutual Legal 
Assistance 
(Criminal Matters) 
Act, 2020 

• United Nations 
(Security Council) 
(Amendment) Act, 
2020 

 

 
• FBR SRO 1368: Draft Assets 

Declaration Rules, 2020  
• SECP SRO 921: SECP AML/CFT 

Regulations 2020  
• Pakistan Post SRO 948: Pakistan 

Post AML/CFT Supervisory Board 
Rules 2020  

• MoF SRO 951: Counter-Measures 
for High-Risk Jurisdiction Rules, 
2020  

• MoF SRO 952: Oversight Bodies for 
SRBs  

• MoF SRO 954: National Savings 
AML and CFT Supervisory Board 
(Powers and Functions) Rules, 
2020 

• FIA SOP for Dealing with 
Complaints/Raids & Traps by the 
Anti-Corruption Wing  

 
 

13 
 
Understanding TF by the 
judiciary through conducting 
awareness and training 
session 
 

  
• Institution specific. 
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14 

 
Risk based outreach of 
Designated Non-Banking 
Financial Institutions 
(DNBFI) and Non- Profit 
Organisations (NPOs). 
 

 
• Anti-Terrorism 

(Amendment) Act, 
2020 

• Companies 
(Amendment) Act, 
2020 

• Limited Liability 
Partnerships 
(Amendment) Act, 
2020 

 

 
• Institute of Chartered Accountants 

of Pakistan AML/CFT Regulations 
for Chartered Accountants, 2020 

• SECP SRO 920: Directive: 
Reporting requirements for 
regulated entities, 2020  

• SECP SRO 921: SECP AML/CFT 
Regulations 2020  

• FBR SRO 924: FBR AML/CFT 
Regulations for DNFBPs, 2020  

• SECP SRO 925: Amendment to 
Limited Liability Regulations, 2018  

• SECP SRO 926: Amendments to the 
Foreign Companies Regulations, 
2018  

• SECP SRO 927: Amendments to the 
Companies (Incorporation) 
Regulations, 2017  

• SECP SRO 928: Amendments to the 
Companies Regulations, 2018 

• FBR SRO 1319: DNFBPs (Regulatory 
Powers and Functions) 
Regulations, 2020  

• FBR SRO 924: FBR AML/CFT 
Regulations for DNFBPs, 2020  

• SECP AML/CFT Regulations for 
Regulated Entities, 2020 

• SECP SRO 1170(I): Amendments to 
SECP AML/CFT Regulations 2018  

• FMU Real Estate Sector Red Flags 
• FMU Jewelers and Precious Metals 

/ Stones Dealers Red Flags 
• FMU Accountants Red Flags 
• FMU Lawyers, Notaries and 

Independent Legal Professionals 
Red Flags  

• MoFA SRO 1015: Guidelines on the 
Implementation of the UN Security 
Council Resolutions Concerning 
Targeted Financial Sanctions, 
Travel Ban and Arms Embargo, 
2018 
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15 

 
Pakistan will have to 
demonstrate effectiveness of 
sanctions including remedial 
actions to curb terrorist 
financing in the country 
 

 
• United Nations 

(Security Council) 
(Amendment) Act, 
2020 

• Anti-Terrorism 
(Third 
Amendment) Act, 
2020 

• Anti-Terrorism 
(Amendment) Act, 
2020 

• Anti-Money 
Laundering 
(Second 
Amendment) Act, 
2020 

 
• CRMC Guidelines on UNSC 

Targeted Financial 
Sanctions/Proliferation Financing 
(TFS/PF) 2020 

• MoFA SRO 1015: Guidelines on the 
Implementation of the UN Security 
Council Resolutions Concerning 
Targeted Financial Sanctions, 
Travel Ban and Arms Embargo, 
2018 

• Pakistan Post (Targeted Financial 
Sanctions) Guidelines, 2020  

• Pakistan Post SRO 949: Pakistan 
Post AML/CFT Regulations, 2020  

• MoF SRO 950: AML/CFT Sanctions 
Rules 2020  

• SECP AML/CFT Regulations for 
Regulated Entities, 2020  

• SBP AML/CFT/CPF Regulations for 
Regulated Entities, 2020 

• SECP SRO 1170(I): Amendments to 
SECP AML/CFT Regulations 2018  

 
 

16 
 
Pakistan will have to ensure 
improved effectiveness for 
countering terror financing 
of financial institutions with 
particular to banned outfits 
 

 
• Foreign Exchange 

Regulation 
(Amendment) Act, 
2020 

• Anti-Terrorism 
(Amendment) Act, 
2020 

• Financial 
Institutions 
(Amendment) Act, 
2020 

• Anti-Terrorism 
(Second 
Amendment) Act, 
2020 

• Anti-Terrorism 
(Third 
Amendment) Act, 
2020 

• Control of 
Narcotics 
Substances 
(Amendment) Act, 
2020 

• National Counter 
Terrorism 
Authority (NACTA) 

 
• FBR SRO 924: AML/CFT 

Regulations for DNFBPs, 2020  
• Pakistan Post SRO 948: Pakistan 

Post AML/CFT Supervisory Board 
Rules 2020  

• MoF SRO 951: Counter-Measures 
for High-Risk Jurisdiction Rules, 
2020  

• MoF SRO 952: Oversight Bodies for 
SRBs  

• SECP AML/CFT Regulations for 
Regulated Entities, 2020 

• Anti-Money Laundering (Forfeited 
Properties Management) Rules, 
2021 

• SRO 1015: MoFA Guidelines on the 
Implementation of the UN Security 
Council Resolutions Concerning 
Targeted Financial Sanctions, 
Travel Ban and Arms Embargo, 
2018 
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(Amendment) Act, 
2020 

• United Nations 
(Security Council) 
(Amendment) Act, 
2020 

 
 

17 
 
Pakistan will have to take 
actions against illegal Money 
or Value Transfer Services 
(MVTS) such as Hundi-
Hawala 
 

 
• Anti-Money 

Laundering Act, 
2020 

• Foreign Exchange 
Regulation 
(Amendment) Act, 
2020 

• Protection of 
Economic Reforms 
Act, 1992 

• Anti-Terrorism 
(Third 
Amendment) Act, 
2020 

• Control of 
Narcotics 
Substance 
(Amendment) Act, 
2020 

• Limited Liability 
Partnership 
(Amendment) Act, 
2020 

• Finance Act, 2020-
21 

• Sales Tax Act, 1990 
• Tax Laws 

(Amendment) Act, 
2020 

 
• CRMC Guidelines on UNSC 

Targeted Financial 
Sanctions/Proliferation Financing 
(TFS/PF), 2020 

• FBR SRO 296: Online Integration of 
Businesses, 2020 

• SECP SRO 925: Amendment to 
Limited Liability Regulations, 2018  

• SECP SRO 926: Amendments to the 
Foreign Companies Regulations, 
2018  

• SECP SRO 927: Amendments to the 
Companies (Incorporation) 
Regulations, 2017  

• SECP SRO 928: Amendments to the 
Companies Regulations, 2018  

• SECP AML/CFT Regulations for 
Regulated Entities, 2020  

• SBP AML/CFT/CPF Regulations for 
Regulated Entities, 2020 

• Pakistan Post (Targeted Financial 
Sanctions) Guidelines, 2020  

• FBR SRO 1368: Draft Assets 
Declaration Rules  

• SECP SRO 795: Directive on 
Prohibited Dealing in Virtual 
Currencies/Tokens, 2020  

• FBR SRO 924: FBR AML/CFT 
Regulations for DNFBPs, 2020  

• SBP AML/CFT/CPF Regulations for 
Regulated Entities, 2020 

• SECP SRO 1170(I): Amendments to 
SECP AML/CFT Regulations, 2018  

 
 
 
 
 
 
 
 
 
 
 

 
18 

 
Pakistan will have to place 
sanction regime against cash 
couriers 
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19 

 
Pakistan will have to ensure 
logical conclusion from 
ongoing terror financing 
investigation of law 
enforcing agencies (LEAs) 
against banned outfits and 
proscribed persons 
 

 
• Anti-Terrorism 

(Amendment) Act, 
2020 

• Anti-Terrorism 
(Second 
Amendment) Act, 
2020 

• Anti-Terrorism 
(Third 
Amendment) Act, 
2020 

• Foreign Exchange 
Regulation 
(Amendment) Act, 
2020 

• Islamabad Capital 
Territory Trust 
Act, 2020 

• Islamabad Capital 
Territory Waqf 
Properties Act, 
2020 

• Mutual Legal 
Assistance 
(Criminal Matters) 
Act, 2020 

• National Counter 
Terrorism 
Authority (NACTA) 
(Amendment) Act, 
2020 
 

 
• CRMC Guidelines on UNSC 

Targeted Financial 
Sanctions/Proliferation Financing 
(TFS/PF), 2020 

• FBR SRO 1319: DNFBPs (Regulatory 
Powers and Functions) 
Regulations, 2020  

• MoFA SRO 1015: Guidelines on the 
Implementation of the UN Security 
Council Resolutions Concerning 
Targeted Financial Sanctions, 
Travel Ban and Arms Embargo, 
2018 

 

 
20 

 
Pakistani authorities will 
have to ensure international 
cooperation-based 
investigations and 
convictions against banned 
organisations (list provided 
to Pakistan) and proscribed 
persons (list provided to 
Pakistan) 
 

 
• Mutual Legal 

Assistance 
(Criminal Matters) 
Act, 2020 

• Anti-Money 
Laundering 
(Amendment) Act, 
2020 

 

 
• MoI Internal Guidelines for Mutual 

Legal Assistance, 2020 
• SECP Guidelines for Cooperation 

and Assistance to Foreign 
Regulatory Authorities, 2020 

• MoF SRO 951: Counter Measures 
for High-Risk Jurisdiction Rules, 
2020 
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21 

 
The country will have to 
place effective domestic 
cooperation between 
Financial Monitoring Unit 
(FMU) and LEAs in 
investigation of terror 
financing 
 

 
• National Counter 

Terrorism 
Authority (NACTA) 
(Amendment) Act, 
2020 

• Anti-Terrorism 
(Third 
Amendment) Act, 
2020 

• National 
Accountability 
Ordinance, 1999 

• Mutual Legal 
Assistance 
(Criminal Matters) 
Act, 2020 

• United Nations 
(Security Council) 
(Amendment) Act, 
2020 

• Anti-Money 
Laundering 
(Second 
Amendment) Act,, 
2020 

 

 
• SECP SRO 795: Directive on 

Prohibited Dealing in Virtual 
Currencies/Tokens, 2020  

• MoF SRO 924: FBR AML/CFT 
Regulations for DNFBPs, 2020  

• MoF SRO 950: AML/CFT Sanctions 
Rules 2020  

• SECP SRO 920: SECP Directive: 
Reporting requirements for 
regulated entities, 2020 

• MoFA SRO 1015: Guidelines on the 
Implementation of the UN Security 
Council Resolutions Concerning 
Targeted Financial Sanctions, 
Travel Ban and Arms Embargo, 
2018 

 
22 

 
Prosecution of banned outfits 
and proscribed persons (list 
provided to Pakistan) 
 

 
• Anti-Terrorism 

(Amendment) Act, 
2020 

• Anti-Terrorism 
(Second 
Amendment) Act, 
2020 

• Anti-Money 
Laundering 
(Amendment) Act, 
2020 

• Anti-Money 
Laundering 
(Second 
Amendment) Act, 
2020 

• Control of 
Narcotics 
Substances 
(Amendment) Act, 
2020 

• Foreign Exchange 
Regulation 
(Amendment) Act, 
2020 

 
• FBR SRO 1368: Draft Assets 

Declaration Rules  
• SECP SRO 795: Directive on 

Prohibited Dealing in Virtual 
Currencies/Tokens, 2020  

• MoF SRO 950: AML/CFT Sanctions 
Rules, 2020  

• MoFA SRO 1015: Guidelines on the 
Implementation of the UN Security 
Council Resolutions Concerning 
Targeted Financial Sanctions, 
Travel Ban and Arms Embargo, 
2018 

 

 
23 

 
Demonstrate convictions 
from court of law of banned 
outfits and proscribed 
persons (list provided to 
Pakistan) 
 

 
24 

 
Seizure of properties of 
banned outfits and 
proscribed persons (list 
provided to Pakistan) 
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25 

 
Conversion of madrassas to 
schools and health units into 
official formations (list 
provided to Pakistan) 
 

 
• Islamabad Capital 

Territory Trust 
Act, 2020 

• Islamabad Capital 
Territory Waqf 
Procedure Act,, 
2020 

• Societies 
Registration Act, 
1980 

 

 

 
26 

 
To cut off funding of banned 
outfits and proscribed 
persons 
 

 
• Anti-Terrorism 

(First 
Amendment) Act, 
2020 

• Anti-Terrorism 
(Second 
Amendment) Act, 
2020 

• Anti-Terrorism 
(Third 
Amendment) Act, 
2020 

• (Amendment) Act, 
2020 

• Anti-Money 
Laundering 
(Amendment) Act, 
2020 

• Anti-Money 
Laundering 
(Second 
Amendment) Act, 
2020 

• Control of 
Narcotics 
Substances 
(Amendment) Act, 
2020 

• Foreign Exchange 
Regulation 
(Amendment) Act, 
2020 

 

 
• MoI Directive on Investigating 

Wide Range of TF Activities 
(Narco-Trafficking and Proceeds 
of Smuggling 

• MoFA SRO 1015: Guidelines on the 
Implementation of the UN Security 
Council Resolutions Concerning 
Targeted Financial Sanctions, 
Travel Ban and Arms Embargo, 
2018 
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27 

 
Pakistan will have to place 
permanent mechanism for 
management of properties 
and assets owned by the 
banned outfits and 
proscribed persons (list 
provided to Pakistan). 
 

 
• Anti-Terrorism 

(Second 
Amendment) Act, 
2020 

 
• Anti-Money Laundering (Forfeited 

Properties Management) Rules, 
2021 

• MoFA SRO 1015: Guidelines on the 
Implementation of the UN Security 
Council Resolutions Concerning 
Targeted Financial Sanctions, 
Travel Ban and Arms Embargo, 
2018 

 
 

 
No. 

 
New FATF Action Plan 2021 

 

 
Legal Amendment 

 
Rules, Regulations and Guidelines 

 
1 
 

 
Enhancing international 
cooperation by amending 
the Mutual Legal Assistance 
law; 
 

 
• Mutual Legal 

Assistance (Criminal 
Matters) 
(Amendment) Act, 
2021 

 

 
• MoUs signed between FMU and 

various other FIUs around the 
world including Australia, UAE, 
Malaysia, UK, etc.  

 
 

2 
 

 
Demonstrating that 
assistance is being sought 
from foreign countries in 
implementing UNSCR 1373 
designations 
 

 
3 
 

 
Demonstrating that 
supervisors are conducting 
both on-site and off-site 
supervision commensurate 
with specific risks 
associated with DNFBPs, 
including applying 
appropriate sanctions 
where necessary; 
 

 
• Anti-Money 

Laundering (Second 
Amendment) Act, 
2021 

 
• FMU Guidelines for the Reporting 

Entities on filing of Suspicious 
Transaction Reports, 2021 

• FMU Circular 2 (2021): Red Flags 
Indicators for DNFBPs Sectors on 
Targeted Financial Sanctions 
(TFS) related to Terrorism 
Financing (TF) and Proliferation 
Financing (PF) 

• FBR Condition No. 1 (2021) for 
Development Authorities/Housing 
Schemes or Societies (Builders and 
Developers) 

• FBR Condition No. 2 (2022) for 
Public Sector Development 
Departments/Authorities 

• FMU Circular 3 (2021) - Guidelines 
on filing of Currency Transaction 
Reports for the Reporting Entities 

• FBR SRO 128: Amendment to the 
Federal Board of Revenue Anti-
Money Laundering and 
Countering Financing of 
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Terrorism Regulations for 
DNFBPs, 2022 

 
 

4 
 

 
Demonstrating that 
proportionate and 
dissuasive sanctions are 
applied consistently to all 
legal persons and legal 
arrangements for non-
compliance with beneficial 
ownership requirements 
 

 
• Anti-Money 

Laundering (Second 
Amendment) Act, 
2020 

 

 
• FBR Guidelines on 

Implementation of TFS for PF for 
DNFBPs Monitored by FBR 

• NACTA Guidelines on Actions to be 
Taken by Competent Authorities 
for Implementation of United 
Nations Security Council 
Resolution -1373 

• SBP Anti-Money Laundering, 
Combating the Finance of 
Terrorism and Countering 
Proliferation Financing (AML/ 
CFT/ CPF) Regulations for State 
Bank of Pakistan’s Regulated 
Entities (SBP-REs), 2021 

 
 

5 
 

 
Demonstrating an increase 
in ML investigations and 
prosecutions and that 
proceeds of crime continue 
to be restrained and 
confiscated in line with 
Pakistan’s risk profile, 
including working with 
foreign counterparts to 
trace, freeze, and confiscate 
assets; and 
 

 
• Anti-Money 

Laundering (Second 
Amendment) Act, 
2020 

• Mutual Legal 
Assistance (Criminal 
Matters) Act, 2020 

• Mutual Legal 
Assistance (Criminal 
Matters) 
(Amendment) Act, 
2021 

 

 
• Anti-Money Laundering 

(Forfeited Properties 
Management) Rules 2021 

• Anti-Money Laundering 
(Referral) Rules 2021 

• FMU Circular 1 (2022) - Red Flags 
Indicators for Financing and 
Facilitation of Foreign Terrorist 
Fighters (FTFs) and Returnees  

• FMU Circular 3 (2021) - Guidelines 
on filing of Currency Transaction 
Reports for the Reporting Entities 

• FBR SRO 128(1): Amendment to 
the Federal Board of Revenue 
Anti-Money Laundering and 
Countering Financing of 
Terrorism Regulations for 
DNFBPs, 2022 

 
 

6 
 

 
Demonstrating that DNFBPs 
are being monitored for 
compliance with 
proliferation financing 
requirements and; 
 

 
• Anti-Money 

Laundering (Second 
Amendment) Act, 
2020 

 
• SBP Anti-Money Laundering, 

Combating the Finance of 
Terrorism and Countering 
Proliferation Financing (AML/ 
CFT/ CPF) Regulations for State 
Bank of Pakistan’s Regulated 
Entities (SBP-REs), 2021  

• FMU Circular 2 (2021): Red Flags 
Indicators for DNFBPs Sectors on 
Targeted Financial Sanctions 
(TFS) related to Terrorism 

 
7 
 

 
Sanctions are being 
imposed for non-
compliance by the same 
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Financing (TF) And Proliferation 
Financing (PF) 

• FMU Circular 3 (2021) - Guidelines 
on filing of Currency Transaction 
Reports for the Reporting Entities 

• FMU Circular 1 (2022) - Red Flags 
Indicators for Financing and 
Facilitation of Foreign Terrorist 
Fighters (FTFs) and Returnees  

• FBR SRO 128(1): Amendment to 
the Federal Board of Revenue 
Anti-Money Laundering and 
Countering Financing of 
Terrorism Regulations for 
DNFBPs, 2022 

 
 
Convictions of Hafiz Saeed and his close aides; Other Arrests 
 
The most significant development in allowing us to exit the FATF grey list were successful convictions 
of designated terrorist Hafiz Saeed and his close aides in April 2022 for financing multiple terrorist 
operations.102 Moreover, Ghullam Rasool Rabbani, an associate of Hafiz Saeed and member of 
proscribed organisations of terrorists, was also convicted and sentenced in December 2020 in a 
demonstration of the effectiveness of Pakistan’s newly revamped AML/CFT legal frameworks.103  
The details of the aforementioned cases have been discussed as follows: 
 

 
The State v. Hafiz Muhammad Saeed, Zafar Iqbal, Abdul Ghaffar, Ameer Hamza, and Hafiz 

Masood, Case FIR No. 90/2019 dated 02.7.2019 PS CTD Multan, Court of Ejaz Ahmad Buttar, 
Judge Anti-Terrorism Court No. III, Lahore 

 
Summary 
 
On April 07 2022, an Anti-Terrorism Court in Lahore sentenced Hafiz Mohammad Saeed who 
was accused of raising funds for terrorism purposes, to sixteen and a half years and an 
additional fifteen and a half years in prison for financing terrorist operations. He was convicted 
under the Anti-Terrorism Act Sections 11-F (6) and 11-H, 11-I, 11-J (2) read with 11-(N).  
 
Malik Zafar Iqbal who was previously convicted and awarded a punishment of five and a half 
years in prison for financing terrorist operations by ATC Court No.1, Lahore (Case FIR No. 
32/2019 dated 01.7.2019), was again convicted and given a punishment of fifteen years and six-
months in prison by ATC Court No. 3, Lahore (Case FIR No. 90/2019 dated 02.7.2019).  
 
 
In a recent judgment Zafar Iqbal, Abdul Ghaffar, Ameer Hamza and Hafiz Masood were 
convicted under the Anti-Terrorism Act Sections 11-F (2) (5) (6), 11-H (2), 11-I, and 11-N for 
obtaining property for the purpose of terrorism by raising and distributing funds for the 
purpose of terrorism. Another accused, Ghulam Hassan who provided the property for 

 
102 The State v. Hafiz Muhammad Saeed, Case FIR No. 90/2019 dated 02.7.2019 PS CTD Multan, Court of Ejaz Ahmad Buttar, Judge 
Anti-Terrorism Court No. 3, Lahore. 
103 The State v. Ghullam Rasool Rabbani, Case FIR No. 159/2020 dated 28.12.2020 PS CTD Karachi, Court of Sohail Jabbar Malik, Judge 
Anti-Terrorism Court No. 12, Karachi. 
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terrorism purposes, to the above-mentioned accused persons, had committed an offence under 
Sections 11-N and 11-H (3) (a) (b), but his charges were never invoked as he is dead. 
 
The accused persons are members of the proscribed organisation Lashkar-e-Tayba and 
trustees of Al-Dawat ul Irshad another proscribed organisation of terrorists. They obtained a 
property of 01 Kanal and 09 Marlas of 522/36738 Muhaal Chak No.67/15-L Tehsil Mian Channu 
(called herein as ‘said property’) for terrorism purposes, and kept it under their possession to 
further raise funds for terrorist activities.  
 
During the trial, the court recorded the statements of 10 witnesses. The prosecution provided 
‘Fard Malkiat’ of said property, certified records of registration of Al-Dawat Ul Irshad and the 
List of Office bearers to prove that accused persons belonged to a proscribed organisation that 
sponsored terrorist activities. 
 
Details of the Case 
 
Arrest and trial 
 
The case remained pending in the ATC Court No. I, Multan from 20 December 2019 to 27 July 
2020 after which the case was sent to ATC Court No. III, Lahore accompanied by the order 
passed by the Honourable Chief Justice of the Lahore High Court in Malik Zafar Iqbal Vs. the 
State & others. 
 
Hafiz Saeed, convicted in terrorism cases, was sentenced to fifteen years and six months 
imprisonment in December 2020. ATC Judge Ijaz Ahmed Buttar also sentenced Hafiz Abdul 
Salam, Zafar Iqbal, Muhammad Ashraf and Yahya Mujahid to fifteen years and six-month 
imprisonment, whereas a six-month imprisonment was handed down to Hafiz Abdul Rehman 
Makki. The court ordered the confiscation of the above-mentioned property.  
 
Allegations 
 
It was alleged by Muhammad Yousaf ASI, while lodging the FIR that Al-Dawat-ul-Irshad is a 
subsidiary of Lashkar-e-Tayyaba and they were both involved in terrorist financing, and the 
property obtained by them was used to raise funds for financing terrorists. Hafiz Muhammad 
Saeed, Zafar Iqbal, and others were accused as trustees of Al-Dawat-ul-Irshad, a proscribed 
organisation. 
 
Evidence 
 
• Proscription: Certified copies of the notifications proscribing Al-Dawat-ul-Irshad, 

Lashkar-e-Tayyaba and Hafiz Saeed and other accused were produced.  
• Property ownership: A record copy of ‘Fard Malkiat’ of the aforestated property was also 

produced. A perusal of the documents showed that the property was provided to Dawat-
ul-Irshad. The prosecution further established that the proscribed organisation was 
registered on the application of Hafiz Saeed. 

• Funding arrangements: The detail of funding arrangements was produced via the bank 
account details of accused Zafar Iqbal, i.e. Bank Al Falah Ltd. and Habib Bank. 

• Other evidence: The attested list of office bearers of Al-Dawat ul Irshad was provided. 
Also, the death registration certificate from the Union Council of Ghulam Hassan was 
produced. 
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Perusal of Evidence 
 
The prosecution witnesses illustrated that the above-mentioned property was obtained by Al-
Dawat-ul-Irshad, which is a proscribed organisation from the accused Ghulam Hassan (Late). 
Documentary evidence in the form of ‘Fard Malkiat’ was produced proving that the property 
was owned by the proscribed organisation, the testimonies of said witnesses to this extent were 
therefore not hearsay. The prosecution also established through documentary evidence that the 
accused were office bearers of the proscribed organisation. The prosecution also established 
that the accused belong to proscribed organisations. 
 
Offences 
 
• Section 11-F(2): The prosecution established that the accused were guilty under Section 

11-F(2) of ATA, which criminalises belonging to a proscribed organisation and the guilty 
persons shall be liable to conviction of a term not exceeding six months imprisonment 
and a fine. 

• Section 11-F (5): The prosecution further established that the accused were guilty under 
Section 11-F (5) of the ATA, which criminalises soliciting, collecting, or raising funds for 
a proscribed organisation.  

• Section 11-F (6): The prosecution further established that the persons guilty of an 
offence under sub-sections (3), (4) and (5) of the ATA shall be liable to conviction of a 
term of imprisonment not less than one year and not more than five years and a fine.  

• Section 11-H: The prosecution proved the charge of Section 11-H that deals with 
fundraising for the purposes of terrorism. 

• Section 11-I: The prosecution further established that the accused were guilty under 
Section 11-I of the ATA, which criminalises using or possessing money or property for the 
purposes of terrorism. 

• Section 11-J: The prosecution proved the charge of Section 11-J that deals with funding 
arrangements.  

• Section 11-N: The prosecution further established that the persons guilty of an offence 
under Sections 11-H to 11-K of the ATA shall be liable to conviction of a term of 
imprisonment for no less than six months and not exceeding five years and with a fine. 

 
Punishment 

 
Pursuant to punishment under Section 11-F (6), Hafiz Saeed was sentenced to imprisonment 
for one year and six months and a fine of Rs. 20, 000, in default of which each convict shall 
further undergo ten days. 
• Under Section 11-N: The accused was sentenced to five years’ imprisonment and a fine 

of Rs. 50,000, in default of which each convict shall undergo six further months. 
• Under Section 11-I read with Section 11-N: The accused was sentenced to five years’ 

imprisonment and a fine of Rs. 50,000, in default of which each convict shall undergo six 
further months. 

• Under Section 11-J (2): The accused was sentenced to five years’ imprisonment and a fine 
of Rs. 50,000, in default of which each convict shall undergo six further months. 

• All sentences shall run concurrently and the benefit of Section 382-B Cr.P.C. (reduction 
of period of sentence of imprisonment) would be extended in favour of the convict. 
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Conviction of Ghulam Rasool Rabbani 

 
The Anti-Terrorism Court, Karachi in December 2020 convicted Ghulam Rasool Rabbani for the 
charge of terrorism financing by the Counter Terrorism Department (CTD) of Karachi, Sindh. 
 
Ghulam Rasool Rabbani has a house built in the vicinity of a mosque and he collected funds in 
the name of the mosque but ultimately redirected those funds to be used for the purpose of 
terrorism financing.  
 
First Information Report 
 
The FIR against the convict is under sections 11-J (ii), 11-OOO, 11-OO, 11-Q, 11-N of ATA 1997.  
 
Trial and Prosecution 
 
Legal proceedings were directed against accused who belonged to the proscribed organisation  
and collected funding for the organisation which was used for terrorism activities in all over the 
country. During the trial, it was revealed that Ghulam Rasool collected funds for the mosque 
and spent part of the funds for the organisation, and part of it to retain Afzal Bhai for the 
proscribed organisation (also a member).  
 
Defence 
 
In his statement the accused denied allegations of fund raising for the purpose of financing 
terrorism activities in the country. He further stated that he is innocent and has falsely been 
involved in this case. He denied the allegation that the mosque in question was used or involved 
in any past/present activities related to any proscribed organisation. 
 
However, during his interrogation he admitted joining a proscribed organization after being 
inspired by Ameer Hafiz Saeed and collecting funds with his companion Afzal Bhai for the same. 
 
Judgement and Punishment 
 
The ATC-XII Presiding Judge Sohail Jabbar Malik convicted the accused under Section 265-
H(ii) Cr.P.C and sentenced under Section 11-F(1) of ATA with imprisonment of six months along 
with a fine of Rs.10,000/-, and in case of failure to pay fine, a further imprisonment of 6 months 
and/or more. He was also sentenced under Section 11-F (5) of ATA for five years along with fine 
Rs.10,000, and in case of failure to pay fine, further imprisonment of 4 months and more. The 
accused was also sentenced under Section 11-J (2) of ATA with an imprisonment term of ten 
years along with fine of Rs.10 million, and also sentenced under Section 11-OOO of ATA with 
imprisonment for ten years along with fine of Rs.10 million, and in case of failure to pay fine, 
he would be imprisoned for 06 months and more. The mosque is forfeited under Section 11-
Q(4) of ATA with directions to Administrator, Education Assets (Madaris & Schools) belonging 
to proscribed organisation, Education & Literacy Department, Government of Sindh, to 
takeover and complete forfeiture process in accordance with law. 
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2.6. Pakistan’s Exit from the FATF Grey List 
 
In June 2022, the FATF Plenary deliberated upon Pakistan’s progress in achieving deliverables under 
the 27-Point Action Plan (2018) and a consequent 7-Point Action Plan (2021).104 The Plenary found 
Pakistan largely compliant with all 34 items of the two Action Plan points and stated that the country 
is now legible for an on-site inspection. Consequently, an on-site visit was arranged and concluded by 
September 2022,105 the due process that all grey-listed countries follow before being allowed to 
formally exit the grey-list in the upcoming plenary.  
 
In tandem, Pakistan continued to register progress under the dual mutual evaluation as well. Originally 
under the Mutual Evaluation Report (2019), Pakistan was found to be partially/non-compliant on 30 
Recommendations, and largely/fully compliant on only 10 Recommendations out of 40 
Recommendations. In the latest 4th Follow-Up Report (FUR) to the MER, Pakistan’s technical 
compliance improved significantly across all sectors of the evaluation. Pakistan was rated as largely or 
fully compliant with 38 out of 40 FATF Recommendations (as of Feb 2022).106  
 
In line with such progress, the FATF decided to remove Pakistan from the grey list in October 2022. 
Despite this success, Pakistan will be required to sustainably continue working to improve the 
effectiveness of its AML/CFT mechanisms, ensuring that existing technical frameworks are working 
effectively to produce the desired results in mitigating ML/TF risks for the country and the region 
broadly. 
 
 
 
 
 

 
104 FATF Outcomes of the June 2022 Plenary – High Risk and Other Monitored Jurisdictions 
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/increased-monitoring-june-
2022.html 
105 Foreign Office Responds to Media Reports About Pakistan’s Recent Engagement with the FATF, September 14th 2022, The News 
https://www.thenews.com.pk/latest/991294-fo-responds-to-media-reports-about-pakistans-recent-engagement-with-fatf 
106 APG 4th Follow Up Report to the Mutual Evaluation of Pakistan - July 2022 
https://www.fmu.gov.pk/docs/2022/PakistanFURFebruary2022.pdf 
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Introduction 
 
The following chapter elaborates on the nature of terrorism and terrorist financing in Pakistan. It 
identifies and discusses the common methods through which the financing of terrorism occurs in 
Pakistan. The chapter also examines the involvement of international linkages, as terrorist financing 
and money laundering are trans-boundary issues. 
 

Learning Outcomes 
 
By the end of this chapter, you should be able to: 
 

• Understand the difference between the raising of funds and movement of funds; 
• Understand the elements of terrorist financing and money laundering crimes; 
• Understand the interaction of domestic activities such as kidnapping for ransom, drug 

trafficking, charities etc. with terrorist financing and money laundering crimes;  
• Recognise the formal and informal methods of money laundering; 
• Recognise vulnerable sectors within Pakistan’s economy where TF/ML risks arise. 

 

Essential Reading 
 

• FATF Recommendations – International Standards on Combating TF/ML (2020) 
• FATF-Pakistan – Mutual Evaluation Report (MER) 2019 
• Scoping the Illegal Economy in Pakistan – Sustainable Development Policy Institute (2011) 
• Anti-Money Laundering and Countering Financing of Terrorism (AML/CFT – IMF) 
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3.1. Terrorist Financing Methods 
 
Terrorism and terrorist  financing have severely impacted Pakistan. According to the Global Terrorism 
Index 2022 report, Pakistan is ranked sixth on the list of states most impacted by terrorism in 2022.107 
International organisations like the Financial Action Task Force (FATF) promote “effective 
implementation of legal, regulatory and operational measures”108 for combating money laundering 
and terrorist financing. The FATF accomplishes this by setting global standards to be followed by 
national governments in curbing money laundering and terrorist financing. The FATF also evaluates 
responses to terrorist financing and identifies nationwide vulnerabilities that can enhance the threat 
of terrorist financing. Thus, it is imperative investigate the source(s) of terrorism financing and related 
activities so that more effective mechanisms can be developed to mitigate risks. 
 

 
Self-Assessment Question 

 
How can terrorist organizations have access to money? List three potential methods for 
raising funding for terrorist efforts. 

 
 
This chapter provides a detailed understanding of terrorist financing in the context of Pakistan and 
sheds light upon how terrorist organisations have attempted to procure monetary support in financing 
their operations. 
 

3.2. Raising Funds 
 
Terrorist fundraising implies the gathering of money, property and other convertible resources that 
could be used to potentially finance terrorist activities and operations. Funds can be collected by 
terrorist organisations within a State, for example, through donations collected by front organisations 
and charities. Funds can also be transferred from outside the country using formal and informal money 
transfer systems.  
 
One must differentiate between ‘fundraising’ (or ‘raising of funds’) and ‘movement of funds’. 
Fundraising is conducted when finance is collected or somehow made available for any enterprise - in 
this case, for terrorist activity. This can be done in a variety of ways, including through direct receipt 
of cash (in the form of donations) or through wire transfers.  
 
Whenever a transaction takes place that requires the usage of a monetary system, formally or 
informally, to transfer or receive an amount, that constitutes ‘movement of funds,’ which will be 
discussed in detail later in the chapter. One example would be the usage of hawala/hundi to send and 
receive an amount from abroad to be used by a terrorist organisation. 
 
The Mutual Evaluation Report,109 along with an analysis by the Financial Monitoring Unit and other 
agencies’ publications, highlight certain areas, including professions and activities both domestically 
and internationally, involving terrorist fundraising. These include (but are not limited to): 
 

• International Linkages 
• Drug Smuggling 

 
107 Global Terrorism Index 2022, Institute for Economics and Peace, 2023. 
108 FATF Recommendations – International Standards on Combating AML/CFT – June 2019 
http://www.fatf-gafi.org/media/fatf/documents/Recommendations/pdfs/FATF%20Recommendations%202012.pdf. 
109 Pakistan-FATF. Mutual Evaluation Report (MER) – 2019. Financial Action Task Force. 

http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%252520Recommendations%2525202012.pdf
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%252520Recommendations%2525202012.pdf
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%252520Recommendations%2525202012.pdf
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%252520Recommendations%2525202012.pdf
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%252520Recommendations%2525202012.pdf
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• Human Trafficking, Kidnapping and Extortion 
• Exploitation of Natural Resources 
• Charities and NGOs. 

 

International Linkages 
 
Terrorist funding can come from outside Pakistan. For example, law enforcement agencies of other 
countries with tense relations have been found to be directly involved in inciting terrorism on Pakistani 
soil.110  
 
Apart from State-supported terrorism, expatriates and larger organisations also funnel money into 
terrorist activities and offer financial support to the terrorist outfits.111 For example, the Global Relief 
Fund (GRF) started operating in the United States of America (USA) as an NGO to give philanthropic 
care to war-affected Muslim states, such as Bosnia, Afghanistan and Lebanon. However, the U.S. 
Department of Treasury reported in 2002 that the GRF “has affiliations with al-Qaeda, Osama bin 
Laden and other terrorists and has also backed them economically”112 and promptly enacted counter-
measures to prevent the GRF from conducting transactions within the US. 
 

Drug Smuggling 
 
In order to raise funds for their terrorist activities, groups in Pakistan take advantage of existing licit 
and illicit economic activity. The most prevalent method of terrorist fundraising in areas such as 
Khyber Pakhtunkhwa (KP) and former Federally Administered Tribal Areas (FATA), is drug trafficking. 
This is a convenient source of fund-raising due to porosity and proximity to the Pak-Afghan border, 
especially given that Afghanistan produces nearly 90% of the world’s opium. 
 
Due to poor control of customs authorities in KP and little oversight in the former FATA region, most 
of this opium is smuggled to Pakistan, which serves as a transit point for the rest of the world.113 Not 
only are drugs locally distributed, but in 2009, many terrorists were arrested for exporting drugs to 
other countries through Karachi.114 In various analysis and reports, Pakistan recognises drug 
smuggling as a considerable threat in its efforts to combat terrorist financing. 
 

Human Trafficking, Kidnapping and Extortion 
 
An FMU report further identifies the main sources of income for terrorists in Pakistan to include human 
trafficking, kidnapping for ransom, extortion from businesses and vehicle snatching.115 These activities 
have proven to be very lucrative for groups like the Tehreek-Taliban Pakistan (TTP), who have 
conducted mass abductions in Karachi, Islamabad, Lahore, Peshawar and Quetta.116 Terrorist 
organisations such as Al-Qaeda and the Islamic State also collect taxes from non-Muslims in the areas 
under their control, known as jizya, in occupied regions such as Iraq – which serve as funding channels 
used to further fuel terrorist activity.117 

 
110 Terrorism Caused by Interference from Foreign Powers - Pakistan President (Express Tribune), 2017. 
https://tribune.com.pk/story/1591842/1-terrorism-caused-interference-foreign-powers-president-mamnoon/ 
111 Ibid. 
112 Money Laundering, Terrorist Financing and FATF: Implications for Pakistan 
http://www.ipripak.org/wp-content/uploads/2018/10/Article-2-2-Oct-2018-ED-SSA.pdf. 
113 Ibid. 
114 Terror Financing and Growth of Terrorist Groups: A case Study of Tehrik e Taliban Pakistan’, Saqib Muhammad, National 
Defense University, Islamabad, 2007. https://ndu.edu.pk/issra/issra_pub/articles/ndu-journal/NDU-Journal-2017/5-Terror-
Financing-and-Growth-of-Terrorist-Groups.pdf. 
115 Report: Pakistan Terror Groups get rich from crime, money laundering. Voice of America, March 2017. 
https://www.voanews.com/a/report-pakistan-terror-groups-get-rich-crime-money-laundering/3779316.html 
116 Ibid. 
117 Islamic State warns Christians: convert, pay tax, leave or die, Forbes Magazine, July 19, 2014. 

https://tribune.com.pk/story/1591842/1-terrorism-caused-interference-foreign-powers-president-mamnoon/
https://tribune.com.pk/story/1591842/1-terrorism-caused-interference-foreign-powers-president-mamnoon/
https://tribune.com.pk/story/1591842/1-terrorism-caused-interference-foreign-powers-president-mamnoon/
http://www.ipripak.org/wp-content/uploads/2018/10/Article-2-2-Oct-2018-ED-SSA.pdf
https://www.voanews.com/a/report-pakistan-terror-groups-get-rich-crime-money-laundering/3779316.html
https://www.voanews.com/a/report-pakistan-terror-groups-get-rich-crime-money-laundering/3779316.html
https://www.voanews.com/a/report-pakistan-terror-groups-get-rich-crime-money-laundering/3779316.html
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The Gulf region in particular is also a hub for similar illicit activities, with funds being diverted towards 
terrorist financing in Pakistan. The Afghan Taliban and their militant partners, the Haqqani network, 
have earned "significant funds" through UAE-based businesses, either via extortion from the large 
Pashtun community in the UAE, or by kidnapping businessmen in a bid to fund terrorist activities.118 
 
Therefore, Section 6 of the ATA 1997 criminalises both kidnapping and extortion (bhatta) and makes 
them triable by the Anti-Terrorism Court. This is due to the fact that both of these activities are 
typically used as methods of terrorism financing as terrorist groups kidnap individuals and utilize the 
ransom amount to fund their activities. 
 

 
Case Study 

 
A major case of terror financing was uncovered by the Counter-Terrorism Department, 
Peshawar. The initial case involved the kidnapping of a trader, with Rs. 30 million paid as 
ransom. This payment was later used for financing the terrorist attack on the Agriculture 
Training Institute. The attack at the institute was carried out by three or four gunmen and 
resulted in nine people being killed while 35 were injured. The TTP later claimed responsibility 
for the attack. 

 
 

The Relationship between Non-Profit Organizations (NPOs), 
Charities and NGOs and Terrorist Financing in Pakistan 
 
Charities possess characteristics that make them attractive for terrorist organisations and vulnerable 
to terrorist financing.  Charities have easy access to a substantial amount of funds from various 
sources, and their activities are often cash-intensive.119 Furthermore, charities usually undergo much 
lighter regulatory requirements as compared to financial institutions or publicly held corporate 
entities, such as lighter checks when “starting capital, professional certification or background checks 
for staff and trustees at registration, or for ongoing record keeping, reporting and monitoring.”120 
Certain charities may also be exempted from tax requirements, which makes it easier to evade financial 
regulatory bodies and engage in activities pertaining to terrorist financing and/or money laundering.121 
Realising the potential risk of charities in proliferation of terrorist financing, the FATF recommends 
taking action to regulate charities and other non-profit organisations in Recommendation 8.122 
 

Additionally, individuals may support militant organisations in less direct ways. The annual 
mandatory payment of zakat, for example, is often exploited by terrorist organisations. Acting through 
false fronts, terrorist outfits encourage people to donate money to their cause, either knowingly or 
unknowingly (such as to a charity that the terrorist organisation controls or influences). Two examples 
illustrating these include ‘Harkat-ul-Mujahideen’ led by Maulana Fazal-ur-Rehman Khaleel and 
‘Jammat-ul-Furqan’ commanded by Maulana Abdullah Shah Mazhar, two banned militant 
organisations associated with the TTP and al-Qaeda. These organisations set up fundraising networks 
through donations and charities from their supporters and sympathisers with new names Ansar-ul-

 
https://www.forbes.com/sites/kellyphillipserb/2014/07/19/islamic-state-warns-christians-convert-pay-tax-leave-or-
die/#7fddb3c52c25 
118 Wikileaks Cables Saudi Terrorist Funding – The Guardian – 2010 https://www.theguardian.com/world/2010/dec/05/wikileaks-
cables-saudi-terrorist-funding 
119 FATF, ‘Terrorist Financing’ (FATF) page 11 <www.fatf-gafi.org/publications/fatfgeneral/documents/terroristfinancing.html> 
120 Ibid. 
121 Money Laundering, Terrorist Financing and FATF: Implications for Pakistan 
http://www.ipripak.org/wp-content/uploads/2018/10/Article-2-2-Oct-2018-ED-SSA.pdf 
122 International Standards on Combating Money Laundering and the Financing of Terrorism and Proliferation – FATF 
Recommendations (June 2019) 
http://www.fatfgafi.org/media/fatf/documents/Recommendations/pdfs/FATF%20Recommendations%202012.pdf. 

https://www.forbes.com/sites/kellyphillipserb/2014/07/19/islamic-state-warns-christians-convert-pay-tax-leave-or-die/#7fddb3c52c25
https://www.forbes.com/sites/kellyphillipserb/2014/07/19/islamic-state-warns-christians-convert-pay-tax-leave-or-die/#7fddb3c52c25
https://www.theguardian.com/world/2010/dec/05/wikileaks-cables-saudi-terrorist-funding
https://www.theguardian.com/world/2010/dec/05/wikileaks-cables-saudi-terrorist-funding
http://www.ipripak.org/wp-content/uploads/2018/10/Article-2-2-Oct-2018-ED-SSA.pdf
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Ummah and Tehrik-e-Ghalba-e-Islam’.123 This allowed for the collection of funds directly for 
terrorism activities, often by placing donation boxes in areas of commercial activity (shops, stores, 
etc.) under names of illegally founded charities or NGOs that solicit funds for terrorist groups.124 
Similarly, Lashkar-e-Taiba maintains schools, day-care centres, welfare institutions and clinics all 
over Pakistan, with fundraising being conducted through charity and welfare funds for humanitarian 
purposes – diverting these collections towards funding terrorism.125  
 
Funds are also sent in from the Pakistani diaspora abroad, with most capital flowing from the United 
Kingdom and the Gulf States.126 Terrorist outfits also operate designated charity offshoots, whose sole 
purpose is to collect funds for humanitarian purposes. An example of this is Jamaat-ud-Dawa’s (JuD) 
Falah-e-Insaniyat Foundation (FIF), which is a social welfare organisation that collected funds under 
the auspices of JuD, particularly for victims of floods and earthquakes.127 
 
Previously, charities and non-profit organisations (NPOs) in Pakistan were hardly subject to any 
regulatory or legislative requirements. The Mutual Evaluation Report (MER) conducted in coordination 
with FATF’s Asia-Pacific Group and Pakistani authorities specifically discussed the lack of regulation 
within the NPO sector in Pakistan.128  
 
In response, certain regulatory requirements have been introduced for NPOs in Pakistan, particularly 
the Anti-Money Laundering/Countering the Financing of Terrorism (AML/CFT) Guidelines for Non-
Profit Organisations (NPOs) 2018, to mitigate TF risks through charities. However, the MER conducted 
in 2019 highlighted that relevant due diligence procedures as prescribed by FATF Recommendations 
(specifically 10, 11 and 12129) were not applied to the NPO sector, and the authorities generally had a poor 
understanding of terrorist financing risks in this area. Despite updates to this framework with new laws 
and regulations, the NPO sector remains an important area for Pakistan that requires continued 
monitoring to ensure the TF/ML risks are accounted for.130 
 

Exploitation of Natural Resources and other Illegal Means 
 
There have been instances where militant outfits in Khyber Pakhtunkhwa (and the former FATA 
region) assumed control over small regions in Pakistan with the aim of extracting natural resources, 
selling these resources and funnelling the money earned back into financing terrorist activities. For 
example, groups such as the TTP aimed to gain monopoly over the gemstone (specifically emerald 
mines in Swat Valley131) and the marble industries (located in Mohmand Agency). Additionally, 
militants have been involved in stealing and exploiting historical artefacts at various archaeological 
sites in the KP region. They have also maintained strong relations with Swat’s timber mafia in order 
for them to generate more capital through selling wood in the market.132 The FMU Report also suggests 
that terrorist groups loot vehicles and shipments carrying military supplies and equipment and sell 

 
123 Ibid. 
124 FiF ban not fully enforced, Daily Times, February 2019. https://dailytimes.com.pk/357982/ban-not-fully-enforced/. 
125 LeT charity wing conducting flood relief work – August 2010. Reuters 
https://www.reuters.com/article/us-pakistan-floods-militants/factbox-lashkar-e-taiba-charity-wing-in-flood-relief-work-
idUSTRE67O3RL20100826https://www.reuters.com/article/us-pakistan-floods-militants/factbox-lashkar-e-taiba-charity-
wing-in-flood-relief-work-idUSTRE67O3RL20100826. 
126 Richest Terror organisations in the World, Forbes Magazine, January 2018. 
https://www.forbes.com/sites/forbesinternational/2018/01/24/the-richest-terror-organisations-in-the-world/#53ea06937fd1. 
127 Over 500 JuD-FiF properties confiscated under NAP, May 2019, The News. https://www.thenews.com.pk/print/469873-over-
500-jud-fif-properties-confiscated-under-nap. 
128 Chapter 1, Pakistan-FATF. Mutual Evaluation Report (MER) – 2019. Financial Action Task Force. 
129 International Standards on Combating Money Laundering and the Financing of Terrorism and Proliferation – FATF 
Recommendations (June 2019)  
http://www.fatfgafi.org/media/fatf/documents/Recommendations/pdfs/FATF%20Recommendations%202012.pdf. 
130 Chapter 1, Pakistan-FATF. Mutual Evaluation Report (MER) – 2019. Financial Action Task Force. 
131 Terror Financing and Growth of Terrorist Groups: A case Study of Tehrik e Taliban Pakistan’, Saqib Muhammad, National 
Defense University, Islamabad, 2007. https://ndu.edu.pk/issra/issra_pub/articles/ndu-journal/NDU-Journal-2017/5-Terror-
Financing-and-Growth-of-Terrorist-Groups.pdf. 
132 Ibid. 

https://dailytimes.com.pk/357982/ban-not-fully-enforced/
https://dailytimes.com.pk/357982/ban-not-fully-enforced/
https://www.reuters.com/article/us-pakistan-floods-militants/factbox-lashkar-e-taiba-charity-wing-in-flood-relief-work-idUSTRE67O3RL20100826
https://www.reuters.com/article/us-pakistan-floods-militants/factbox-lashkar-e-taiba-charity-wing-in-flood-relief-work-idUSTRE67O3RL20100826
https://www.reuters.com/article/us-pakistan-floods-militants/factbox-lashkar-e-taiba-charity-wing-in-flood-relief-work-idUSTRE67O3RL20100826
https://www.forbes.com/sites/forbesinternational/2018/01/24/the-richest-terror-organizations-in-the-world/#53ea06937fd1
https://www.forbes.com/sites/forbesinternational/2018/01/24/the-richest-terror-organizations-in-the-world/#53ea06937fd1
https://www.forbes.com/sites/forbesinternational/2018/01/24/the-richest-terror-organizations-in-the-world/#53ea06937fd1
https://www.thenews.com.pk/print/469873-over-500-jud-fif-properties-confiscated-under-nap
https://www.thenews.com.pk/print/469873-over-500-jud-fif-properties-confiscated-under-nap
https://www.thenews.com.pk/print/469873-over-500-jud-fif-properties-confiscated-under-nap
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them to other organisations. These activities have all contributed to the proliferation of terrorist 
financing in the region. 
 

3.3. Movement of Funds through Money 
Laundering 

 
Money laundering involves taking funds obtained through illegal means and placing them in the formal 
financial system, layering them with other licit or already-laundered funds, and integrating them into 
accounts, resources, or investments. It often involves transferring the money from account to account 
until the original illegal source is shrouded through numerous transactions. The International 
Monetary Fund (IMF) states that money laundering, “requires an underlying, primary, profit-making 
crime (such as corruption, drug trafficking, market manipulation, fraud, tax evasion), along with the 
intent to conceal the proceeds of the crime or to further the criminal enterprise.”133  
 
Money laundering is criminalised in Pakistan under the AMLA 2010 and is penalised under Section 4 of 
the Act: 
 

 
4. Punishment for money laundering: Whoever commits the offence of money laundering shall 
be punishable with rigorous imprisonment for a term which shall not be less than one year but 
may extend to ten years and shall also be liable to fine which may extend to one million rupees 
and shall also be liable to forfeiture of property involved in money laundering or property of 
corresponding value. 

 
 
Money laundering is used by terrorist organisations to conceal the source or destination of funds, but 
these are generally quite distinct processes. Funds to finance terrorist objectives often pass through 
this process; thus, there is often a link between laundered money and terrorist financing.  
 
In this context, it is also necessary to mention the role of benami transactions as they aid in money 
laundering activities. According to the FBR, a benami transaction encompasses property is transferred 
to, or held by, a person and the consideration for such property has been provided, or paid by, another 
person. This can include trustees, wife, children, siblings, etc. to whom property has been transferred. 
Benami transactions also include those transactions and arrangements that involve property 
purchased and registered under a fictitious name, where its owner is unaware or denies knowledge of 
the purchase, or in cases where the person providing consideration is not traceable. In the real estate 
sector, when money launderers attempt to conceal property or remove themselves from the illicit 
property, they often make use of benami transactions to mislead investigators or dodge suspicion. In 
2019, the Benami Transaction (Prohibition) Rules were enacted, criminalising any benami activity with 
an imprisonment term of up to seven years. 
 

3.4. Modes of Movement of Funds 
 
As mentioned earlier, while funds can be raised in many ways, it is also necessary to see how they are 
managed in both formal and informal systems. FATF Recommendations 10 and 11 illustrate the need 
for customer due diligence (CDD) and record-keeping, whereas Recommendations 13-16 look at 
regulation of banking and money transfer systems for risks associated with terrorist financing such as 

 
133 IMF.org, Anti-Money Laundering/Combating the Financing of Terrorism (AML/CFT). 
https://www.imf.org/external/np/leg/amlcft/eng/. 
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the use of new technologies and wire transfers.134 In line with these Recommendations, it becomes 
necessary to review how formal and informal monetary systems are engaged for terrorist financing, 
and additionally, how the rise of crypto-currencies around the world also poses considerable threats. 
 

Formal 
 
Moving through a formalised financial system implies working through financial institutions, such as 
banks, and transferring ill-gotten money to its destination. Regardless of the crime, money launderers 
resort to placement, layering, and integration to turn illicit proceeds into legal monies or goods. 
 
Placement: This is the initial stage of money laundering. Illegally derived funds are placed within the 
financial system, usually through a financial institution, for example, by depositing cash into a bank 
account.135 Often, large amounts of cash are broken into smaller amounts and deposited over time in 
different offices of a single financial institution or in multiple financial institutions. 
 
Layering: This is the second stage of money laundering. Under this, the funds, securities, or insurance 
contracts placed in the financial system are converted or moved to other institutions.136 Such funds are 
then used to purchase other securities, insurance contracts, or other easily transferable investment 
instruments. These are then sold through yet another institution, or to a shell corporation. 
 
Integration: This is the final stage of money laundering. It involves the integration of laundered funds 
into the legitimate economy as clean money, available to be used. This can be achieved via the purchase 
of assets, such as real estate, luxury goods, securities or other financial assets, and eventually can be 
distributed to terrorists and their supporting organisations.137 
 

Informal 
 
In Pakistan, many organisations receive funds via the hawala138 system that is an ‘informal parallel 
value transfer system’ operating outside the traditional banking and financial framework. The system 
is not based on the movement of cash, or wire transfers between banks. Rather, it is based on the 
performance and delivery of a network of brokers. In the subcontinent, the hawala system has persisted 
through hundis, which are financial instruments used for trade and credit transactions.139"A part of 
foreign exchange collected abroad may also include funds for terrorist financing, and the rupee 
counterpart disbursed in Pakistan may help terrorist financing.”140 The hawala/hundi system remains 
a popular mode of transferring funds to different jurisdictions, especially for migrant workers 
overseas. However, the hawala system has inherent weaknesses that make it especially susceptible to 
terrorism financing and money laundering due to its decentralized nature. Despite Pakistan banning 
the hawala/hundi system, estimates suggest that “the total volume of annual currency transfers is 
around USD 15 billion” as of 2015.141 
 

 
134 International Standards on Combating Money Laundering and the Financing of Terrorism and Proliferation – FATF 
Recommendations (June 2019). 
http://www.fatfgafi.org/media/fatf/documents/Recommendations/pdfs/FATF%20Recommendations%202012.pdf. 
135 World Bank - Reference Guide to Anti Money Laundering and Combating Terrorist Financing 
http://documents.worldbank.org/curated/en/558401468134391014/pdf/350520Referenc1Money01OFFICIAL0USE1.pdf 
136 World Bank - Reference Guide to Anti Money Laundering and Combating Terrorist Financing 
http://documents.worldbank.org/curated/en/558401468134391014/pdf/350520Referenc1Money01OFFICIAL0USE1.pdf 
137 Ibid. 
138 Investopedia, ‘Hawala’. https://www.investopedia.com/terms/h/hawala.asp 
139 Hundis are used as a form of remittance instrument to transfer money from place to place, as a form of credit instrument or IOU 
to borrow money and as a bill of exchange in trade transactions. 
https://web.archive.org/web/20131126010531/http://rbi.org.in/scripts/ms_hundies.aspx 
140 Report: Pakistan Terror Groups get rich from crime, money laundering. Voice of America, March 2017. 
https://www.voanews.com/a/report-pakistan-terror-groups-get-rich-crime-money-laundering/3779316.html 
141 Shahid Iqbal, “Annual Hundi, Hawala Payments cross $15 Billion,” Dawn, December 31, 2015, 
http://www.dawn.com/news/1229711. 

http://documents.worldbank.org/curated/en/558401468134391014/pdf/350520Referenc1Money01OFFICIAL0USE1.pdf
http://documents.worldbank.org/curated/en/558401468134391014/pdf/350520Referenc1Money01OFFICIAL0USE1.pdf
https://www.voanews.com/a/report-pakistan-terror-groups-get-rich-crime-money-laundering/3779316.html
https://www.voanews.com/a/report-pakistan-terror-groups-get-rich-crime-money-laundering/3779316.html
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Provincial CTDs have investigated multiple cases of hawala/hundi, launching proceedings against 
accused persons for covertly operating hawala/hundi systems, transferring ransom money intra-
nationally, and for channelling funds to various terrorist leaderships outside Pakistan.142 
 
The Process of hawala/hundi is described as below: 
 

 
1 A simplified example of the hawala/hundi process 

 
The above diagram is a simplified version of what a series of hundi transactions looks like. The blue 
lines represent the transfer of information, whereas the green lines represent transfers of cash. The 
red line divides the two geographically and jurisdictionally distinct areas. In this example, Sally and 
Zoe are hundi operators, with the rest being clients. Shawn is in communication with Mindy and hopes 
to transfer her some cash. Shawn transfers said cash to Sally, the hundi operator, who communicates 
with Zoe, another hundi operator, with whom she has a trust-based relationship. Zoe, with the 
understanding that Sally will eventually return the favour, then transfers cash to Mindy. The same 
transaction is repeated between Henry and Matthew. Thus, even though no cash has passed through 
any borders, two sets of transactions have nonetheless taken place. 
 
Cryptocurrency 
 
Cryptocurrencies are digital currencies in which encryption techniques are used to regulate the 
generation of units of the currency and verify the transfer of funds, operating independently of a 
central bank. This makes it a decentralized system by removing intermediaries such as central banks, 
commercial banks, etc.  
 
In traditional payment methods, the buyer and seller may exchange goods for payment through a 
system whereby the central authority serves a regulatory and monitoring role.  
 
The process of making payments through the conventional process is illustrated below: 
 

 
142 Pakistan submissions to the FATF – APG-MER Report, 2019 
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Cryptocurrencies instead rely on a distributed ledger system, whereby a person transferring any sum 
of cryptocurrency results in an input in the distributed ledger, which is then included throughout the 
system. A distributed ledger is a database that is consensually shared and synchronised across multiple 
sites, institutions, and geographical locations. The transactions thus conducted are anonymous and 
nearly impossible to trace if they are not at some point in the transaction chain, converted into fiat 
currency regulated by a central authority. 
 

 
 
The risk of cryptocurrencies being used to fund terrorism is particularly severe due to the transnational 
and anonymous nature of these currencies. Traditional modes of enforcement as are applied in 
Pakistan through the issuance of STRs/CTRs and subsequent prosecution in the formal sector, or the 
raiding and prosecution of illegal hundi/hawala nodes in the informal sector, prove to be ineffective 
when dealing with a currency system that is spread throughout the world, completely anonymous, and 
untraceable. 
 
Examples from around the world show the glaring rise in the use of crypto currencies in terrorism 
operations, in tandem with other online platforms. In 2015, 26 members of the Qatari royal family were 
kidnapped and held for ransom by local Shiite militia in Iraq. In return for their release, Qatar was 
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compelled to pay a sum generated in cryptocurrency that amounted to nearly USD 1 billion.143 Similarly, 
in 2017, the Wall Street Journal reported that American intelligence agencies had uncovered an 
international network run by ISIS (Da’esh) that used fake eBay and PayPal accounts to transfer funds 
to operatives in the United States.144 Thus, cryptocurrencies, particularly on the dark web,145 have 
proven to be an effective way of financing terrorist activities.  
 
The FATF Recommendations acknowledge the rise of challenges posed by technology and online 
platforms when countering financing of terrorism, particularly delineated in Recommendation No. 15 
(New Technologies).146 The 2019 Interpretative Note describes how countries and obliged entities must 
comply with the relevant FATF Recommendations to prevent the misuse of virtual assets for money 
laundering, terrorist financing, and the financing of proliferation.147 
 

 
Case Study – Islamic State of Iraq and Syria (ISIS) 

 
ISIS was rated as one of the richest terrorist organizations in the world, enabling it to operate 
on a wide scale owing to an abundance of resources and funds available to them. 
 
• The Islamic State frequently loots banks and other institutions in its locality. 
• It had a monopoly over oil reserves in Iraq and sold this natural resource to finance much 

of its operation. 
• ISIS is known to be engaged in activities such as smuggling (people, drugs and 

archaeological artefacts), racketeering and tax levying. In certain areas such as those that 
are densely populated, this can lead to significant revenue generation. 

• ISIS generates a lot of money through donations from various organisations and people 
alike. 

  
Laundering Money 
 
Because ISIS operates far beyond its territories, it often needs to employ different methods to 
launder money. For example, if supplies need to be purchased in the legitimate market, it is 
reasonable to assume that the money ISIS uses to pay for them has been laundered beyond all 
traceability. They may disguise funds and let them back into the economy (having been 
washed). 
 
ISIS has adopted new and creative methods to launder money. For example, it has been known 
to send money across borders accompanied by people (cash couriers). Another interesting 
incident that surfaced in 2018 was about a woman based in New York who was arrested under 
charges of laundering money, and admitted that she had sent large sums of money to ISIS 
through the cryptocurrency ‘Bitcoin.’ 

 
 
  

 
143 Richest Terror organisations in the World, Forbes Magazine, January 2018. 
https://www.forbes.com/sites/forbesinternational/2018/01/24/the-richest-terror-organisations-in-the-world/#53ea06937fd1 
144 Ibid. 
145 The dark web forms a small part of the deep web, the part of the world wide web not indexed by search engines Andy Greenberg, 
19 November 2014, Hacker Lexicon: What is the dark web? 
146 International Standards on Combating Money Laundering and the Financing of Terrorism and Proliferation – FATF 
Recommendations (June 2019)  
http://www.fatf-gafi.org/media/fatf/documents/Recommendations/pdfs/FATF%20Recommendations%202012.pdf 
Also see FATF Guidance on Virtual Assets and Virtual Asset Providers (21 June 2019): https://www.fatf-
gafi.org/publications/fatfRecommendations/documents/guidance-rba-virtual-assets.html and the FATF Public  
147 Statement on Virtual Assets and Related Providers: http://www.fatf-
gafi.org/publications/fatfRecommendations/documents/public-statement-virtual-assets.html. 

https://www.forbes.com/sites/forbesinternational/2018/01/24/the-richest-terror-organizations-in-the-world/#53ea06937fd1
https://www.forbes.com/sites/forbesinternational/2018/01/24/the-richest-terror-organizations-in-the-world/#53ea06937fd1
https://www.forbes.com/sites/forbesinternational/2018/01/24/the-richest-terror-organizations-in-the-world/#53ea06937fd1
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%252520Recommendations%2525202012.pdf
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%252520Recommendations%2525202012.pdf
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%252520Recommendations%2525202012.pdf
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%252520Recommendations%2525202012.pdf
http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%252520Recommendations%2525202012.pdf


Research Society of International Law 

 66 

 
Self-Assessment Questions 

 
• Can you list four methods via which terrorist organisations raise funds in Pakistan? 
• How does the system of hawala work in helping terrorists to transfer funds? 

 
 

3.5. At Risk Sectors and Institutions 
 
As mentioned above, most ML threats arise from predicate crimes, such as corruption, smuggling, and 
narcotics trafficking, where the proceeds of crimes are transferred out of Pakistan through 
informal/alternative remittance operators (hawala/hundi). Concerns regarding terrorism (and 
terrorist financing) continue to exist owing to instability in Afghanistan, and other risks inherent in 
the region. 
 

Sector-based Vulnerability 
 
The FATF requires countries to undertake risk assessments within their own jurisdiction in a bid to 
map out ML/TF risks within the economy. An analysis of Pakistan’s economy broadly reveals key 
sectors with critical weaknesses and vulnerabilities that allow for the continuation of ML/TF. Some key 
findings from the National Risk Assessment 2019 are summarised as follows: 
 
Exchange Companies/Hawala Hundi Operators 
 
Small exchange companies using the hawala/hundi system face substantially high ML risks. This is 
because the hawala/hundi systems operate in informal circles, with large sums being traded in multiple 
transactions to avoid regulatory thresholds.  The government has successfully cracked down on illegal 
hawala/hundi operators: for example, the foreign exchange company Khanani and Kalia (K&K) closed 
down in 2008 as part of the Forex Scam case for operating illegal hawala/hundi networks and aiding 
money laundering despite being a licensed operation by the SBP.148 
 
In 2018, significant amendments were made to Standard Operating Procedures (SOPs) and other 
regulations to tighten the grasp on informal exchange companies, as will be expanded upon in later 
chapters. While the MER (2019) appreciates the ‘high-risk’ designation afforded to the informal 
hawala/hundi system, it also states that there is a need to further identify how the use of this delivery 
channel may differ in relation to terrorist groups and/or the location of fund-raisers and end-users.149 
 
Banking 
 
The banking sector  faces high vulnerability despite SBP’s regulations and the extent of its AML/CFT 
frameworks. Increased financial inclusion in recent years has enhanced the demand and scope of 
banking services, thereby exposing the banking sector to more risks. In line with this, banks have 
developed rigorous internal regulations and safeguards to address ML/TF risks, including the 
necessary due diligence for high-risk customers, STR mechanisms and strict value thresholds as per 
relevant FATF Recommendations.150 According to the SBP, factors that result in a high-risk designation 

 
148 The Endless Case of Khanani and Kalia, DAWN, 2019.  
https://www.dawn.com/news/1294802 
149 Chapter 1, Pakistan-FATF. Mutual Evaluation Report (MER) – 2019. Financial Action Task Force. 
150 International Standards on Combating Money Laundering and the Financing of Terrorism and Proliferation – FATF 
Recommendations (June 2019)  
http://www.fatfgafi.org/media/fatf/documents/Recommendations/pdfs/FATF%20Recommendations%202012.pdf 

https://www.dawn.com/news/1294802
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for customers include politically exposed persons (PEPs); those with high value bank accounts and high 
value transactions, and those with unclear sources of funding.151 
 
In 2018, the SBP issued circulars requiring banks to further strengthen rules to prevent ML/TF by 
implementing a ‘Fit and Proper Test’ criterion for transactions,152 fool-proofing branchless banking, 
creating robust governance frameworks, etc.153 Overall, banks were found to have a reasonable 
understanding of ML risks as they are the only entities from the private sector to have conclusive risk 
assessment frameworks internally. However, the NRA 2019 noted that banks  need to improve 
understanding around TF risks as well.154 In the future, it is also necessary to ensure that banks comply 
with provisions of FATF Recommendation No. 15, especially when further integrating new technologies 
in a bid to adequately counter ML/TF risks.155 
 
Designated Non-Financial Businesses and Persons (DNFBPs) 
 
Designated Non-Financial Businesses and Persons (DNFBPs) include lawyers, accountants, real estate 
agents, dealers in precious metals/stones and trust and company service providers. Traditionally, such 
individuals are often seen as the gatekeepers of AML regimes, as those with proceeds of crime often 
seek technical advice on how to park, integrate or otherwise conceal illicit funds. Lawyers and 
accountants are often at the forefront of creating arrangements that facilitate concealment of illicit 
funds. Real estate agents and dealers in precious metals/stones are also high-risk sectors for ML/TF 
activity. Regulating these professions and integrating a culture of adopting risk-based approaches 
within this area is crucial – and one that has largely been outside the scope of regulation in Pakistan. 
 
Real Estate Market 
 
Law enforcement investigators and FBR officials have stated that medium to high ML risks exist in the 
real estate market, as investments in land and property allow for the parking of cash earned from illicit 
activities. Despite relevant legislative changes, there remains a lack of robust oversight mechanisms, 
resulting in higher risks of ML. In the AML/CFT Regulations issued by the SECP (2018), financial 
institutions have been instructed to deem real estate dealers as ‘high risk’ in their risk assessments. As 
of 2019, there were no dedicated directives for law enforcement agencies to operationally counter the 
risk of ML/TF in real estate.156 
 
Precious Metals and Stones Market 
 
Similar to the real estate market, medium to high risks exist in the precious metals and stones sector 
as well. This is primarily due to high value dealings carried out with walk-in customers usually on a 
cash-only basis and with little to no verification or due diligence mechanisms in place. This is 
exacerbated by a complete lack of systematic regulation by any official body, apart from periodic STRs 
reported to the FMU. Some examples of high-value metals and stones include gold, diamonds and 
other precious stones used in jewellery-making.157 There are attempts being made by the FBR to 
document this sector of the economy and to track all gold purchases.158 As with the real estate sector, 

 
151 State Bank of Pakistan, Prudential AML/CFT Guidelines – Risk Based Approach (SBP) 
http://www.sbp.org.pk/l_frame/PDF/Prudential/AML-CFT-Guidelines-RiskBasedApproach.pdf 
152 State Bank of Pakistan, AML/CFT Guidelines (SBP). http://www.sbp.org.pk/bprd/2018/C9-A.pdf 
153 State Bank of Pakistan, AML/CFT Guidelines (SBP), 2018 http://www.sbp.org.pk/bprd/2018/index.htm 
154 Chapter 4, Pakistan-FATF. Mutual Evaluation Report (MER) – 2019. Financial Action Task Force. 
155 International Standards on Combating Money Laundering and the Financing of Terrorism and Proliferation – FATF 
Recommendations (June 2019) 
http://www.fatfgafi.org/media/fatf/documents/Recommendations/pdfs/FATF%20Recommendations%202012.pdf 
156 Chapter 1, Pakistan-FATF. Mutual Evaluation Report (MER) – 2019. Financial Action Task Force. 
157 FATF Asks Pakistan to Document all gold purchases, The News, 2019 
https://www.thenews.com.pk/print/457980-fatf-asks-pakistan-to-document-track-all-gold-purchases 
158 Ibid. 

http://www.sbp.org.pk/l_frame/PDF/Prudential/AML-CFT-Guidelines-RiskBasedApproach.pdf
http://www.sbp.org.pk/bprd/2018/C9-A.pdf
http://www.sbp.org.pk/bprd/2018/index.htm
https://www.thenews.com.pk/print/457980-fatf-asks-pakistan-to-document-track-all-gold-purchases
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new SECP regulations also compel financial institutions to designate a ‘high risk rating’ to precious 
metal enterprises as well.159 
 
Lawyers, notaries and other independent legal professions 
 
Lawyers, notaries and other independent legal professions face a medium-high risk. The licencing and 
monitoring of conduct of lawyers in Pakistan is conducted by the Pakistan Bar Council. Although 
lawyers have not been found to participate in ML/TF activities, they provide legal advice to the various 
other sectors of high and medium-high risk.  Due to the lack of vigilance and due diligence carried out 
on the customer requiring legal advice or notary services, this sector is a DNFBP that faces a medium-
high risk. 
  
Microfinance Banks 
 
Microfinance banks (MFBs) face a high-level risk. The recent advent of microfinance in Pakistan has 
made banking simpler for a large section of the population belonging to low-income segments. MFBs 
operate by facilitating the channelling of funds between lenders and borrowers. The requirements for 
lending money from an MFB is generally less stringent than those of regular banks, and MFBs are also 
less vigilant about the activities of accountholders. These factors make this industry particularly at risk 
of ML/TF threats.  
 
Non-banking financial companies (NBFCs)  
 
Non-banking financial companies (NBFCs) face a medium-high level risk. NBFCs are licenced by the 
SECP to provide investment in deposit products, leasing, and financing services. NBFCs offer deposit 
products, allowing persons (both physical and legal) to invest in certain products and receive returns 
which enhances the risk profile of this industry. NBFCs are not permitted to authorise cash transactions 
of more than Rs. 50,000/-, however, customers do not need to have a bank account to invest, lease or 
finance products.  
 
Modarabas 
 
Modarabas face a high-level risk.160 As an Islamic financial service, modarabas offer ijarah (Islamic 
leasing), morabaha (Islamic financing) and musharika (joint enterprises or partnerships). In particular, 
PEPs (Politically Exposed Persons), high net-worth individuals and foreign/non-resident clients that 
make use of the services of modarabas constitute the risk factor associated with this sector, as the 
information on the source of funds of these clients is unavailable or unreliable. To utilize the services 
of a modaraba, one does need to have a bank account, thus making it difficult to keep track of the use of 
funds. Furthermore, online transactions that are anonymous in nature make the use of modarabas 
attractive for money launderers and terrorist financers.  
 
Asset Management Companies 
 
The asset management and mutual funds sector is one of medium-high vulnerability. With 
considerable growth in the last decade, asset management companies and mutual funds carry 
significantly higher ML/TF risks especially if ‘Know Your Customer’ (KYC) and Customer Due Diligence 
(CDD) processes are not completed properly. These processes can highlight individuals or entities that 
pose a threat to the security of the financial system that is used by asset management companies and 
mutual funds. The ‘easy entry and exit’ feature of the sector also makes it attractive for ML/TF. 

 
159 Chapter 1, Pakistan-FATF. Mutual Evaluation Report (MER) – 2019. Financial Action Task Force. 
160 A modaraba consists of two parties, where one party provides the capital for a certain project, while the other party provides the 
management skills and effort. 
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Central Directorate of National Savings (CDNS) 
 
The Central Directorate of National Savings (CDNS) faces a high-level risk. The CDNS offers savings 
accounts, savings certificates, and prize bonds to the general public under the National Savings 
Scheme, as well as two specialised schemes for retired people, senior citizens and widows. Lack of 
supervision enhances the vulnerability profile of CDNS particularly because there are no checks 
maintained on the money retained as part of the National Savings Scheme. Although a government 
audit has been carried out, the lack of constant supervision of the CDNS exposes it to ML/TF threats.  
 
Pakistan Post 
 
Pakistan Post faces a high-level risk. Apart from overseeing the country’s delivery of post, Pakistan 
Post performs various functions, including the collection of taxes, payment of utility bills, savings 
banks and postal life insurance. Although the transactions usually performed with Pakistan Post are of 
small value, it is a high-risk sector because there is no supervisory authority maintaining a check on 
Pakistan Post. Similar to the CDNS, although government audits are carried out, the lack of constant 
supervision exposes Pakistan Post to ML/TF threats. 
 
Securities 
 
The securities sector faces a medium high-level risk. Despite compliance with strict KYC/CDD  
guidelines issued by the SECP,161 threats exist due to the non-verification of traded funds in stock 
markets, along with a general lack of awareness of AML/CFT regimes in the sector. Furthermore, equity 
market products provide avenues for layering or integrating the proceeds of crime. New guidelines 
issued in 2018 via Statutory Regulatory Order (SRO) 557(I)/2018 provide more robust mechanisms and 
risk assessment tools to enhance due diligence processes and strengthen reporting structures within 
this sector.162 However, the MER notes that there is a scope for wider prudential powers being afforded 
to reporting entities supervised by the SECP to draw on for additional sanctions beyond fines for 
AML/CFT breaches.163 
 
Insurance 
 
The insurance sector also faces low- to medium-level risks. Interviews with SECP officials showed that 
initiatives such as SRO 20(1)/2012164 further integrated AML/CFT measures into insurance operations 
and procedures, while the insurance sector was also found compliant with international requirements. 
Yet officials cited the need for more robust inspection frameworks for the effective implementation of 
the AMLA regime, and consequently in line with the FATF Recommendations,165 new guidelines were 
issued in 2018 under SRO 557(I)/2018,166 which contain more stringent oversight and reporting 
mechanisms. 
 

 
161 SECP Money Laundering Regulations (2018) https://www.secp.gov.pk/document/anti-money-laundering-and-countering-
financing-of-terrorism-regulations-2018-amended/?wpdmdl=33411. 
162 S.R.O. 557(I)/2018 https://www.secp.gov.pk/document/anti-money-laundering-and-countering-financing-of-terrorism-
regulations-2018-amended/?wpdmdl=33411. 
163 Chapter 4, Pakistan-FATF. Mutual Evaluation Report (MER) – 2019. Financial Action Task Force. 
164 Anti-Money Laundering Act 2010, SECP issues clarifications (2013), Business Recorder, 
https://fp.brecorder.com/2013/08/201308131219703/. 
165 International Standards on Combating Money Laundering and the Financing of Terrorism and Proliferation – FATF 
Recommendations (June 2019)  
http://www.fatfgafi.org/media/fatf/documents/Recommendations/pdfs/FATF%20Recommendations%202012.pdf. 
166 S.R.O. 557(I)/2018  
https://www.secp.gov.pk/document/anti-money-laundering-and-countering-financing-of-terrorism-regulations-2018-
amended/?wpdmdl=33411" https://www.secp.gov.pk/document/anti-money-laundering-and-countering-financing-of-
terrorism-regulations-2018-amended/?wpdmdl=33411. 

https://www.secp.gov.pk/document/anti-money-laundering-and-countering-financing-of-terrorism-regulations-2018-amended/?wpdmdl=33411
https://www.secp.gov.pk/document/anti-money-laundering-and-countering-financing-of-terrorism-regulations-2018-amended/?wpdmdl=33411
https://www.secp.gov.pk/document/anti-money-laundering-and-countering-financing-of-terrorism-regulations-2018-amended/?wpdmdl=33411
https://www.secp.gov.pk/document/anti-money-laundering-and-countering-financing-of-terrorism-regulations-2018-amended/?wpdmdl=33411
https://fp.brecorder.com/2013/08/201308131219703/
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3.6. Key Regulatory Reforms 
 
From 2020 onwards, massive legislative and regulatory reforms were undertaken to enhance 
Pakistan’s response to its ML/TF risks. The initial 15 FATF laws, particularly the AMLA (Second 
Amendment), Act 2020 serve as enabling legislation for more robust AML/CFT rules to be formulated 
to counter existing risks. Based primarily on these laws, multitudes of guidelines/rules/regulations 
were issued to update existing guidelines, or further bolster AML/CFT measures by integrating key 
FATF Recommendations. These regulations effectively mitigate the risks of existing sectors as outlined 
above. 
 
Some key regulatory reforms are summarised as follows: 
 
SBP’S AML/CFT/CPF Regulations for Regulated Entities 2020167 

 
In accordance with the powers conferred by Section 6A (2) of the Anti-Money Laundering Act, 2010 
(Act), SBP issued the Anti-Money Laundering, Combating the Financing of Terrorism & Counter 
Proliferation Financing (AML/ CFT/ CPF) Regulations for Regulated Entities (REs). These regulations 
update the previous AML/CFT Regulations passed in 2018, adding comprehensively to risk-based 
frameworks, record-keeping, and reporting of transactions operationalised in the banking sector. 
Targeted financial sanction (TFS) obligations (Regulation 4) are also included in these regulations, 
mandating that banks ensure that no funds are made available to any proscribed individual or entity as 
per UNSC Freezing and Seizure Order, 2019 – and that necessary mechanisms be put in place to ensure 
complete adherence to UNSC Resolutions 1267 and 1373 via relevant provisions of the ATA 1997 and the 
UNSC Order 2019.  
 
Regulations governing further technical banking operations, such as correspondent banking 
(Regulation 9), MVTS (Regulation 10), wire/funds transfer (Regulation 11), and the use of new 
technologies (Regulation 12) are also provided for. Regulated entities are further mandated to ensure 
verification, ensure adherence to AML/CFT regulations during transactions, and allow for risk 
mitigation wherever possible. Regulations governing internal controls and counter-measures for 
high-risk jurisdictions are also important as they ensure that transnational inflow/outflow of funds is 
accounted for, and transactions with high-risk jurisdictions are subject to appropriate monitoring. 
Moreover, any violation of the aforesaid AML/ CFT/ CPF Regulations shall attract penal as well as 
administrative action under the applicable laws/rules/regulations. 
 
SRO 921: SECP AML/CFT Regulations 2020168 
 
The notification allows for the creation of the SECP AML/CFT Regulations 2020, based on powers 
conferred under Section 6A of the AMLA. Regulations 4-5 lay down mechanisms for risk assessment to 
be taken by a regulated person in addition to risk mitigation steps that compel the regulated person to 
apply a risk-based approach. The notification further states that the regulated person shall conduct 
Customer Due Diligence (CDD) in the circumstances and matters set out in sections 7A(I) and 7(E) of 
the AML Act, including ongoing due diligence on the business relationship. The notification also lays 
down mechanisms for enhanced due diligence, simplified due diligence and the tests that must be 
applied to existing customers based on prior risk-based assessments. Regulated persons shall apply 
the countermeasures including but not limited to, enhanced due diligence proportionate to the risk as 
indicated by the Federal Government, according to recommendations by the National Executive 
Committee and when called upon to do so by the FATF. The notification also highlights TFS obligations 

 
167 SBP AML/CFT/CPF Regulations for Regulated Entities 2020 - The Gazette of Pakistan    https://www.sbp.org.pk/bprd/2020/C5-
Annex.pdf 
168 SRO 921(I)/ 2020 SECP Regulations 2020 - The Gazette of Pakistan  https://www.dawoodtakaful.com/File/SECP-AML-CFT-
Regulations-2020.pdf 
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under the United Nations (Security Council) Act 1948 in Regulation 25, mechanisms for record keeping, 
compliance programs, correspondent relationships, and penalties. It further mandates record-
keeping and the creation of extensive compliance programs by regulated entities to record and enforce 
these regulations.  
 
Finally, Regulation 31 provides for penalties for failing to adhere to these regulations, as laid out in the 
enabling legislation (S.6A of the AMLA). 
 
SRO 795: Prohibited Dealing in Virtual Currencies/Tokens169  
 
The notifications state that the SECP, in the exercise of Powers under Section 40B of the SECP Act, 1997, 
directs all Companies and Limited Liability Partnerships (LLPs) to ensure dealing in virtual 
currencies/tokens remain prohibited as per the directives of the State Bank of Pakistan. Moreover, the 
Regulated Persons are also directed to immediately report to Financial Monitoring Unit (FMU) any 
transaction in this regard as a suspicious transaction in compliance with Regulation (14) of the 
Securities and Exchange Commission of Pakistan (Anti Money Laundering and Countering Financing 
of Terrorism) Regulations, 2018. The notification concludes by stating that any violation or 
contravention of this directive, inter alia, shall be construed as a contravention of Section 40A of the 
SECP Act, 1997 and penalty shall be imposed accordingly. 
 
SRO 924(I)/2020 FBR Regulations for DNFBPs, 2020170  
 
The notification applies to Designated Non-Financial Businesses and Professions (DNFBPs), 
recognised by the NRA 2019 with significant inherent ML/TF vulnerabilities. This SRO lays down a 
comprehensive set of regulations governing DNFBPs such as real estate agents, jewellers, and 
accountants. Section 3 of the notification expands upon registration and market entry control of 
DNFBPs. The notification further emphasizes upon risk assessment and mitigation by DNFBPs. Section 
4 states that the DNFBPs shall take appropriate steps in accordance with section 7F of the AML Act to 
identify, assess, and understand their risks for customers, countries or geographic areas, and products, 
services, transactions, or delivery channels. Section 6 of the notification stresses upon record keeping 
mechanisms to be maintained by DNFBPs. The notification sets out internal policies, procedures, and 
control to be maintained by regulated persons in order to comply with compliance programs set out in 
Section 7G of the AML Act. Section 8 expands upon customer due diligence and mechanisms of 
beneficial ownership to be undertaken by DNFBPs. The notification expands upon enhanced due 
diligence and simplified due diligence. It also sets out compliance mechanisms for DNFBPs to fulfil 
requirements of Section 7H of the AML Act. The DNFBP shall file STR and CTR to FMU, as per 
requirements prescribed by FMU as required under section 7 of AML Act. The record to be maintained 
and furnished by the Accountants, Real Estate Agents and Jewellers under these rules and as required 
by AML Act shall be subject to inspection by FBR, as laid down in section 6A(2)(f) of AML Act, who may 
be assisted by other law enforcement agencies. 
 
SRO 1319: DNFBPs (Regulatory Powers and Functions) Regulations, 2020171  
 
In accordance with the powers conferred by section 6A of the Anti-Money Laundering Act, 2010, the 
Federal Board of Revenue issued the DNFPBs (Regulatory Powers and Functions) Regulations, 2020. 
This SRO lays down the designations of officers overseeing DNFBPs while furthermore Section 3 
highlights the jurisdiction and powers of all officers of the Directorate General DNFBPs. The powers 

 
169 SRO 795 (I)/ 2020, Security and Exchange Commission Pakistan 2020 - The Gazette of Pakistan 
https://www.secp.gov.pk/document/sro-795-i-2020-directive-for-prohibited-dealing-in-virtual-currencies-
tokens/?wpdmdl=40098&refresh=5ffaba94c7a961610267284 
170 SRO  924 (I)/ 2020, Regulations for DNFBPs, Federal Board of Revenue 2020- The Gazette of Pakistan 
https://download1.fbr.gov.pk/SROs/202092917976805SRO9242020.pdf 
171 SRO 1319 (I)/ 2020, DNFBPs (Regulatory Powers and Functions) Regulations, 2020 Federal Board of Revenue 2020- The Gazette 
of Pakistan https://download1.fbr.gov.pk/SROs/202012151512244106FinalSRO1319of2020.pdf 
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herein all flow from SRO 924, SRO 950 and SRO 951 (all summarised in this document), read in tandem 
with the provisions of the AML Act. 
 
Pakistan Post and Central Directorate of National Savings (CDNS), departments that were outside the 
framework of specific AML/CFT regulations and oversight have now also been brought under the ambit 
of regulation. SRO 955 (National Savings AML and CFT Supervisory Board, 2020172) and SRO 956 
(National Savings AML/CFT Regulations, 2020173) effectively regulate CDNS for AML/CFT risks while 
the Pakistan Post (Targeted Financial Sanctions) Guidelines, 2020174 and SRO 949 (Pakistan Post 
AML/CFT Regulations, 2020175) provide AML/CFT supervision for Pakistan Post.  
 

3.7. Proscribed Organizations in Pakistan 
 
Proscribed organisations in Pakistan follow from the provisions of the UNSCRs 1267 and 1373, and are 
further governed by FATF Recommendations  6 and 7, that deal with severe sanctioning of 
organisations that engage in terrorist financing and money laundering for the purpose of terrorist 
financing respectively.176 
 
Under Sections 11B and 11EE of the ATA 1997, the Interior Ministry is authorised to add proscribed 
organisations and individuals believed or suspected of being associated with terrorist activities, to a 
watch-list, and closely monitor their activities.  
 
Under Section 2(q) of the ATA, a proscribed organisation is, “any organisation which is listed in the 
first Schedule under section 11B.” Under section 11B177 of the ATA, the Federal Government may 
proscribe any organisation where it has reasonable grounds to believe that the organisation is involved 
in an act of terrorism,178 is owned directly or indirectly by an individual proscribed under the 4th 

Schedule of the same Act, or is acting on behalf of any proscribed individual or proscribed organisation.  
 
Section 11E refers to a list of proscribed persons contained in the First Schedule of the ATA. However, 
no consolidated list of individuals currently exists under the Fourth Schedule. It is crucial for LEAs to 
oversee the activities of different organisations involving the procurement and transfer of funds that 
must be monitored, and frozen if necessary. The ATA provides for such action to be taken against these 
groups under various subsections of Section 11 as described in Chapters 4 and 5. 
 
As of October 2022, the National Counterterrorism Authority (NACTA) has listed 80 organisations 
under Schedule I of the ATA. Pakistan has also proscribed approximately 7,600 individuals under the 
ATA in compliance with obligations under UNSCR 1373. However, several organisations proscribed by 
the Government of Pakistan are not currently included in the list of terrorist groups or entities 
designated by the UNSC.  

 
172 SRO 955 (I)/ 2020, Central Directorate of National Savings 2020- The Gazette of Pakistan 
http://www.finance.gov.pk/budget/Supervisory_Board_Notification.pdf 
173 SRO 956 (I)/ 2020, National Savings (AML and CFT) Regulations, 2020 Central Directorate of National Savings 2020- The 
Gazette of Pakistan   
http://www.finance.gov.pk/budget/NS_AML_CFT_Regulations_2020.pdf. 
174 Pakistan Post (Targeted Financial Sanctions) Guidelines, 2020- The Gazette of Pakistan https://www.fmu.gov.pk/docs/SB-
Notification-PPOD-TFS-Guidelines-2020.pdf 
175 SRO  949 (I)/ 2020, Pakistan Post AML/CFT Regulations 2020- The Gazette of Pakistan https://www.fmu.gov.pk/docs/Gazette-
Notification-PPOD-AML-CFT-Regulations-2020.pdf 
176 International Standards on Combating Money Laundering and the Financing of Terrorism and Proliferation – FATF 
Recommendations (June 2019)  
http://www.fatfgafi.org/media/fatf/documents/Recommendations/pdfs/FATF%20Recommendations%202012.pdf. 
177 Anti Terrorism Act, 1997 – 11 B Proscription of organisations.—(1) The Federal Government may, by order published in the 
official Gazette, list an organisation as a proscribed organisation in the first Schedule on an ex Parte basis, if there are reasonable 
grounds to believe that it is—  
Concerned in terrorism; or  
owned or controlled, directly or indirectly, by any individual or organisation proscribed under this Act; or  
acting on behalf of, or at the direction of, any individual or organisation proscribed under this Act. 
178 Ali, K. (2016). Nacta moves to streamline list of Fourth Schedulers. [online] DAWN.COM. Available at: 
https://www.dawn.com/news/1287247 [Accessed 25 Sep. 2018]. 

http://www.finance.gov.pk/budget/Supervisory_Board_Notification.pdf
http://www.finance.gov.pk/budget/NS_AML_CFT_Regulations_2020.pdf
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Moreover, according to the MER 2019, Pakistan faces a significant TF threat from a wide range of 
terrorist organisations.
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Introduction 
 
This chapter provides an overview of the United Nations Security Council (UNSC) Sanctions Regime 
and Pakistan’s obligations under it. It discusses the measures undertaken by Pakistan to comply with 
UNSC Resolutions 1267 and 1373. These measures include the promulgation of implementing 
legislation; the listing and de-listing of criminal organisations and individuals; and the procedure that 
is followed for implementation of the sanctions against those designated entities—i.e., freezing and 
seizure of the assets, travel ban and arms embargo and penalties for sanctions violations.  
 

Learning Outcomes 
 
By the end of this chapter, you should be able to: 
 

• Understand the importance of implementation of UNSC Sanctions Regime for Pakistan 
• Understand the responsibilities/obligations under the sanction’s regime  
• Understand the domestic legislative framework implementing the sanctions regime  
• Understand the procedural framework for inter-agency coordination and effective 

implementation of the sanction’s regime 
• Learn about the MOFA Guidelines issued in 2020 
• Analyze the impact of Section 11-OOO (ATA)  
• Learn about the new AML/CFT guidelines by the SECP and SBP 
• Understand how the FIA regime works and interacts to conduct ML investigations 

 

Essential Reading 
 
• Guidelines issued by the Ministry of Foreign Affairs for the Implementation of the UN Security 

Council Resolutions Concerning Targeted Financial Sanctions, Travel Ban, and Arms Embargo  
• NACTA Guidelines on Action to be taken by Competent Authorities for Implementation of United 

Nations Security Council Resolution 1373  
• Anti-Terrorism Act (1997) 
• Anti-Money Laundering Act (2010) 
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4.1. Domestic Compliance/Response to the 
Sanctions Implementation under the UNSC 
Resolution 1267 Regime 

 
The implementation of UNSC Resolutions adopted under Chapter VII of the United Nations Charter is 
an international legal obligation for all Member States of the United Nations. The UNSC established the 
AML/CFT sanctions regime under Resolution 1267 (1999).  
 
Pakistan is a dualist nation and, therefore, requires the implementation of domestic legislation in order 
to enforce UNSC Resolutions. To this end, the United Nations (Security Council) Act, 1948 was passed, 
authorising the Ministry of Foreign Affairs (MoFA) to issues SROs for the implementation of these 
Resolutions.179 To support the implementation framework further, the Federal Government issued the 
United Nations Security Council (Freezing and Seizing) Order, 2019 under Section 2 of the United 
Nations (Security Council) Act, 1948. The Order delineates the procedure for freezing of assets under 
the UNSC regime.180  
 
A National Committee for overseeing the implementation of sanctions against designated individuals 
and entities was also established. Guidelines were issued by the MoFA to assist stakeholders in various 
ministries, departments, and agencies at the federal and provincial levels in understanding the UNSC 
1267 Sanctions regime, the domestic legislation implementing it, and the obligations of stakeholders 
under it.  
 

Listing Process of Proscribed Organisations 
 
The information concerning the 1267 Committee List is received by the National Focal Point 
established at MoFA, headed by the Additional Foreign Secretary in charge of UN Affairs. Consequently, 
under MoFA’s directions, the advice for necessary action is issued immediately to the MoI and the 
Ministry of Finance. They then issue instructions to the subordinate authorities working under them. 
Upon receipt of the information of the criminal organisations from MoFA, the MoI proscribes 
organisations and persons and enlists the entities under the First Schedule of the ATA. 
 
Upon revision/updates in the UN consolidated list, the MoFA issues an SRO on the same day to give 
legal effect to the update in Pakistan under Section 2 of the United Nations (Security Council) Act 
(1948). The SRO is then shared with all concerned focal persons at the federal and provincial levels.181 
MoFA also maintains the updated consolidated list of designated individuals and entities on its official 
website.182  
 

Listing of Proscribed Individuals 
 
An individual may be proscribed under the Fourth Schedule of the ATA on an ex parte basis if there are 
reasonable grounds to believe that such person is “involved with terrorism or is an activist or office 
bearer of an organisation kept under observation under Section 11D or proscribed under Section 11B”.183 
The ‘reasonable grounds’ may be formed on the basis of information received from a credible domestic 

 
179 Guidelines on the Implementation of the United Nations Security Council Resolutions Concerning Targeted Financial Sanctions, 
Travel and Arms Embargo, Ministry of Foreign Affairs. 
180 Ibid. 
181 Guidelines on the Implementation of the United Nations Security Council Resolutions Concerning Targeted Financial Sanctions, 
Travel and Arms Embargo, Ministry of Foreign Affairs. 
182 http://www.MoFA.gov.pk/contentsro.php  
183 Anti-Terrorism Act 1997, Section 11 EE. 

http://www.mofa.gov.pk/contentsro.php)
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or foreign intelligence source and thus include information received by the MoFA about the 1267 
Committee List. As indicated above, the competent authority to list organisations and individuals is the 
MoI. However, in SRO no. (1)/2014, the MoI184 delegated the powers and functions as specified under 
section 11EE read with the Fourth Schedule of the ATA (placement of individuals on the proscribed list) 
to the respective Provincial Home Secretaries and the Chief Commissioner Islamabad Capital 
Territory.185 
 
Process of the designation of individuals/entities under the 1267 Regime 
 

 
Step 1 

 
Listing by Sanctions Committee, Information Shared with MoFA 
 

 
Step 2 

 

 
Issuance of SRO by MoFA 
 

 
Step 3 

 

 
Circulation of SROs to all implementing federal and provincial stakeholders 
 

 
Step 4 

 

 
Implementation of SROs by concerned provincial and federal stakeholders 
 

 
Ministry of Foreign Affairs: Guidance Note – Implementation of Targeted Financial 
Sanctions (2020) 
 
The objective of these Guidelines is to help officials in various ministries, departments and agencies at 
the federal and provincial levels to understand and implement the provisions of the UNSC 1267 
sanctions regime. These include UNSC Resolutions 1989/2253/2368 (Al-Qaeda/Daesh Sanctions 
Committee) and Resolutions 1988/2254 (Taliban Sanctions Committee). Entities regulated by the SBP 
and the SECP will continue to follow the regulations under which they operate.186 

 
The Guidelines explain the various sanctions that Pakistan must impose to curb ML/TF threats in 
accordance with UNSC Resolution 1267.187 These include ‘asset freeze’, ‘travel ban’ and ‘arms 
embargo’. All these terms are discussed later in the paragraphs in detail.  
 
With regards to asset freezing, these obligations apply to all natural and legal persons that are in 
effective control of any property of designated entities or designated individuals.188 These would 
include government departments, financial institutions, designated non-financial businesses and 
professions (DNFBPs e.g., accountants, lawyers, jewellers and gemstone dealers, and real estate 
agents). Key obligations include: 
 

 
Article 4: Properties to be frozen or seized: 

 
(1)  The properties liable to be frozen or seized pursuant to the Act include: 
 

 
184 Supra note 34. 
185 The lists of proscribed persons are updated by the respective Home Departments and can be accessed on NACTA’s website at 
https://nacta.gov.pk. 
186 Guidelines for implementation of the United Nations Security Council Resolution 1267 
187 UNSC Res 1267 (1999) UN Doc S/RES/1267 
188  United Nations Security Council Order 2019, Article 2 (h) 
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a) the properties owned or controlled, wholly or partly, directly or indirectly, by a 
designated entity or designated individual; 

b) the properties owned or effectively controlled by any person acting on behalf of or 
at the direction of any designated entity or designated individual; and 

c) the income, rents, profits, returns and any other increase or addition to such 
properties. 

 
(2)  The seizing agency shall act as the caretaker of the properties frozen or seized by it until 
 further directions are issued by the Authorised Agency. 

 
 

 
Article 5: Prohibition: 

 
As and when property is frozen or seized, no further use, transfer, conversion, disposal, 
removal or dealing of such property shall take place except with prior written approval of the 
Authorised Agency. 

 
 

 
Article 14: Moveable Property: 

 
The seizing agency shall not deliver possession of a movable property to the designated entity 
or designated individual, and shall be responsible for the due custody thereof until further 
directions are issued by the Authorised Agency. When the property seized is perishable or 
subject to speedy and natural decay, the seizing person may sell or auction it at once with the 
permission of the Authorised Agency and submit a report about details of the sale to the 
Authorised Agency. 

 
 

 
Article 14: Immoveable Property: 

 
Any immovable property shall be frozen by way of avoiding or restraining the transfer of, or 
creation of an encumbrance over, such property. 

 
 
It is strongly advised that all recipients should take their obligations to implement the SROs seriously. 
Failure to comply or violations would attract a penalty of up to Rs. 10 million. In addition, criminal 
penalties for violations can be imposed under Sections 11H, 11I, 11J, and 11K of ATA 1997, as applicable.189 
 
Guidelines on UNSC Targeted Financial Sanctions/Proliferation Financing (TFS/PF) by 
the CRMC (September 2020)190 
 
The Guidelines on UNSC Targeted Financial Sanctions/Proliferation Financing were issued as a 
response to UNSC’s resolution 1718, under which sanctions were imposed on the Democratic Peoples’ 
Republic of Korea (DPRK). The guidelines focus on the administrative arrangements and channels that 
ensure the implementation of UNSC’s resolutions in Pakistan. Under the Resolution 1718, sanctions 
have been imposed on Arms related material Embargo and direct or indirect supply of nuclear related 

 
189 Ibid [8] 
190 Guidelines on UNSC Targeted Financial Sanctions/Proliferation Financing (TFS/PF) by the CRMC, Ministry of Foreign Affairs- 
The Gazette of Pakistan http://secdiv.gov.pk/uploads/CRMC_Guidelines_on_TFS_for_PF-38da.pdf 
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items, ballistic missiles, and weapons of mass destruction. It further expands upon the legal framework 
in Pakistan for the implementation of UNSC Resolutions, including the relevant provisions of the UNSC 
Act 1948, and the framework of SROs and other regulations activated to implement the same.  
 
The guidelines also explain the relevance of the FATF Technical Recommendation for Proliferation 
Financing, and further explains the provisions of travel ban, asset freeze and arms embargo as per 
UNSC Resolutions 1267 and 1373. Section V lays out penalties for sanctions violations, including 
violations under the UNSC Act 1948 as well as non-compliance of other relevant SROs and legal 
provisions. The Annex provides further guidance on potential red flags and elements that indicate 
proliferation financing, understanding of obligations and potential follow-up actions to mitigate 
proliferation-financing and related risks. 
 
Importance of Implementing Sanctions through Section 11-OOO (ATA) 
 
Section 11-OOO was added to enforce the decisions of the United Nations Security Council’s 
Resolutions. According to Section 11-OOO, any refusal or non-compliance with the orders of the federal 
government under section 2 of the United Nations (Security Council) Act, 1948 is a punishable offence 
and the person shall be liable to imprisonment of ten years, or a fine of rupees twenty-five million, or 
both. This not only strengthens sanctions and penalties against violations but also entrenches 
compliance to UNSC Resolutions within the ATA framework. 
 
The text of Section 11-OOO, Anti-Terrorism Act, 1997 is as follows: 
 

 
11OOO. Violation of UN Security Council Resolution.— 
 
Any immovable property shall be frozen by way of avoiding or restraining the transfer of, or 
creation of an encumbrance over, such property. 
 
(3)  A person is guilty of an offence if he, in any way whatsoever, refuses or fails to comply 
 with the orders of the Federal Government under section 2 of the United Nations (Security 
 Council) Act, 1948 (XIV of 1948). 
 
(4)  A person guilty of an offence under sub-section (1), shall be liable on conviction to 
 imprisonment for a term not exceeding ten years or with fine not exceeding twenty five 
 million rupees or with both. 
 
(5)  If a legal person or body corporate, commits an offence under sub-section (1), such 
 person or body corporate shall be liable on conviction to fine not exceeding fifty million 
 rupees and every director, officer or employee of such legal person or body corporate 
 found guilty of the violation shall be liable on conviction to imprisonment for a term not 
 exceeding ten years or with fine not exceeding twenty five million rupees or with both. 
 
(6)  Notwithstanding anything contained in sub-section (2), of section 11OOO, if any public 
 servant is found negligent in complying with the provisions of sub-section (1), such 
 public servant shall be proceeded again under respective service rules for administrative 
 action.”. 
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The components of Section 11-OOO, Anti-Terrorism Act, 1997 are as follows: 
 

 
Section 

 

 
Actus Reus 

 
Mens Rea 

 
Refusing or failing 
to comply with the 
orders of the 
Federal 
Government under 
section 2 of the 
United Nations 
(Security Council) 
Act, 1948 (XIV of 
l948). 

 

 
A person either refusing or 
failing to comply with the orders 
of the Federal Government under 
Section 2 of the UN (Security 
Council) Act 1948. 

 
These primarily relate to the 
United Nations Security 
Council's Resolutions (1267 and 
1373) on counter terrorism 
measures to be taken by the 
member states in order to check 
terrorism financing by making 
and enforcing such provisions in 
the domestic laws. 

 

 
An accused person, legal 
person, or body corporate 
can be held guilty of Section 
11-OOO without having any 
mens rea for the offence. To 
the extent of private persons 
(legal or otherwise), Section 
11-OOO is a strict liability 
offence, meaning that the 
prosecution is not required to 
establish mens rea on part of 
the accused. To secure a 
conviction, it will be enough 
for the prosecution to show 
that the accused failed to 
comply with the orders of the 
Federal Government under 
section 2 of the United 
Nations (Security Council) 
Act, 1948, regardless of 
whether such failure was 
intentional or unintentional. 

 

 
A legal person or body corporate 
either refusing or failing to 
comply with the orders of the 
Federal Government under 
Section 2 of the UN (Security 
Council) Act 1948. 

 
 

A public servant being negligent 
in complying with the orders of 
the Federal Government under 
Section 2 of the UN (Security 
Council) Act, 1948. 

 

 
The prosecution can 
establish negligence by 
showing that the accused 
public servant failed to 
observe the standards 
expected of a public servant 
in complying with the orders 
of the Federal Government 
under section 2 of the United 
Nations (Security Council) 
Act, 1948, or similar order. 

 
 
The impact of Section 11-OOO is wide-ranging as it entrenches compliance with UNSC Resolutions and 
by extension, the global sanctions regime within the text of the Anti-Terrorism Act, 1997. This section 
will be read in tandem with the provisions of the United Nations (Security Council) Act, 1948 as 
mentioned earlier, allowing for the implementation of orders passed by the UN Security Council within 
domestic legal contexts. All relevant quarters of the government, bureaucracy and law enforcement 
agencies fall under the ambit of this provision, and thus this provision ensures compliance with UNSC 
Resolutions, including those that pertain to sanctions. 
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4.2. Sanctions Measures that may be imposed 
against Proscribed Organisations and 
Proscribed Individuals under the 1267 
regime191 

 
Under the 1267 sanctions regime, all States are required to implement the following three sanctions 
measures against designated individuals and entities:  
 

Asset Freeze  
 
Member States are required to freeze (without delay) the funds and other financial assets or resources 
of designated individuals, groups, entities, etc. These include funds derived from property owned, or 
controlled directly or indirectly, by either those mentioned above or by persons acting on their behalf 
or guidance. It must also be ensured that neither these funds nor any other funds are made available 
(directly or indirectly) for the designated person/entity’s benefit. Additionally, no person can make 
donations to individuals and entities designated by the Committee or those acting on behalf of or at the 
direction of designated persons or entities. 
 

 
Article 2(i) of the UNSC (Freezing and Seizing) Order (2019), states that: 
 
Property of any description, whether corporeal or incorporeal, movable or immovable, tangible 
or intangible, and includes deeds and instruments, evidencing title to, or interest in, such 
property, including cash and monetary instruments, wherever located. 

 
 

Travel Ban  
 
Member States are required to prevent the entry into or transit through their territories of designated 
individuals. This provision does not place an obligation on the State to deny entry or require the 
departure from the territories of its nationals. Additionally, this restriction shall not apply to bar the 
fulfilment of a judicial process, nor in cases determined explicitly by the National Committee.192 
 

Arms Embargo  
 
Member States are required to stop the direct or indirect supply, sale, or transfer of arms to designated 
individuals, groups, undertakings and entities from or outside their territories, or those vessels or 
aircraft using an entity’s flag. The definition of ‘arms’ in this context includes tangible weapons and 
ammunition, military vehicles, equipment and spare parts, as well as technical advice, assistance or 
training related to military activities. 
 

  

 
191 Guidelines on the Implementation of the United Nations Security Council Resolutions Concerning Targeted Financial Sanctions, 
Travel and Arms Embargo, Ministry of Foreign Affairs 
192 Guidelines on the Implementation of the United Nations Security Council Resolutions Concerning Targeted Financial Sanctions, 
Travel and Arms Embargo, Ministry of Foreign Affairs 6.   
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Implementation of Assets Freeze  
 
Funds, financial assets or economic resources, or related services held in the form of bank 
accounts, stocks or insurance policies etc.  
 
Regulator Entities involved:  
 

• State Bank of Pakistan; 
• Securities and Exchange Commission of Pakistan; 
• Federal Board of Revenue; 
• Ministry of Law and Justice; 
• Financial Monitoring Unit; 
• Central Directorate of National Savings (CDNS); and  
• Pakistan Post. 

 
 

Step 1 
 
SRO received by Regulator entitles 
 

 
Step 2 

 

 
Freezing of funds, financial assets and economic resources of designated entitles 
without delay (within 24 hours) [chapter 2 & 4 of Freezing and Seizure Order 2019] 
 

 
Step 3 

 

 
Maintenance of updated lists by regulator entitles on an ongoing basis to verify 
whether designated entitles are holding any funds, financial assets or economic 
resources 
 

 
Step 4 

 

 
If there is a target match, i.e. all the particulars of the designated entitles or 
individuals mentioned in the SRO, match with particulars of an individual or entity 
in the database, the regulated entitles will immediately freeze such assets and would 
stop providing services to them 
 

 
Step 5 

 
In case of a potential match, the concerned regulated entity conveys this 
information to the regulators, which then informs the Ministry of Interior for 
verification of identity. 
 

 
Financial assets or economic resources of the nature of the immovable and movable 
property 
 
Immoveable Assets 
 
Entities involved: 
 

• CTD, 
• Ministry of Defence (MOD), 
• Home Department,  
• NACTA, 
• Islamabad Capital Territory (ICT), and  
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• Land Registration Authorities. 
 
The CT division of MoFA electronically forwards SROs to focal points in MOD (for Cantonment Boards 
and Defence Housing Authorities (DHAs)), MoI, Home Departments and ICT. They will identify 
immovable assets registered in the name of designated individuals and entities from the relevant Land 
Registration Authorities under their jurisdiction and freeze the titles and seize the assets per Chapters 
II and IV of the United Nations Security Council (Freezing and Seizure) Order (2019). The MoI will be 
involved for verification of identity in case of a potential match.  
 
Moveable Assets 
 
Entities involved: 
 

• Home Departments,  
• MoI, and  
• Excise Department.  

 
The Home Departments will forward SROs to the Excise Department. If there is a target match, the 
Excise Departments will immediately free the titles of any vehicles in the relevant database. The rest of 
the procedure is similar to the one outlined above.  
 
Ongoing Monitoring 
 
Entities involved: 
 

• Home Departments,  
• District Intelligence Committees (DICs), and  
• Counter-Terrorism Departments 

 
The Home Departments forward SROs to the Deputy Commissioners with the direction to use DICs to 
identify other assets owned directly or indirectly by designated individuals and entities and report to 
the Home Departments. In the case of designated individuals, the Home Departments will ascertain 
how they are meeting daily expenses and whether they have applied for exemptions from assets 
freezes, as stipulated under Section III of MoFA guidelines and Article 16 of the United Nations Security 
Council (Freezing and Seizure) Order (2019). Where there is no exemption, action will be initiated 
against them under Sections 11F, 11H, 11I and 11J of the ATA, as applicable. 
 

 
Self-Assessment Questions 

 
• What are the federal entities involved when implementing freezing of assets? 
• What are the provincial entities involved when implementing freezing of assets? 
• Can you give two examples of movable assets and two examples of immovable assets? 

 
 
  



Chapter 4: Overview of Sanctions Measures under the UNSCR 1267 and 1373 Regime 

 85 

Prohibition on fundraising activities by individuals and entities 
 
Entities Involved:  
 

• Home Departments (with help from SBP and/or SECP),  
• local administrations,  
• MoI,  
• NACTA,  
• CFT Task Force,  
• FMU,  
• Pakistan Telecommunication Authority (PTA), and  
• FIA. 

 
Home Departments (with the assistance from law enforcement agencies, security agencies, the SBP 
and SECP) continue to monitor the activities of designated individuals/entities to ensure that they do 
not engage in any fundraising activities. They also authorise financial assets or economic resources, 
directly or indirectly, for such individuals’ benefit.  
 
Collections of animal hides and chanda/donation boxes are also strictly monitored. Designated 
individuals/entities will not be allowed to raise funds through the collection of sacrificial hides. 
Charitable organisations, which have the requisite ‘no-objection certificate’ (NOC) from the local 
district administration would be able to collect hides. Focal points from provincial authorities are 
supposed to share a consolidated list of designated individuals and entities with district 
administrations to ensure that NOCs are not granted to those designated. Violations of these rules will 
be prosecuted under Sections 11F, 11H, 11I and 11J of the ATA, as applicable. 
 
MoI and Home Departments post advertisements in the media to create awareness in the public to not 
donate to designated entities or individuals. Details of assets that are frozen are shared with focal 
points in MoFA, MoI, NACTA CFT Task Forces, FMU, and FIA to enhance inter-agency coordination. 
 
Prohibition of raising funds online  
 
Designated entities and individuals are not allowed to raise funds using the Internet or social media. 
Focal points from MoFA are supposed to share the consolidated list of SROs with the PTA. The 
organisations monitoring the Internet to prevent such fundraising include the Cyber Crime Wing of the 
FIA and the PTA. 
 

4.3. Exemptions from Sanctions Measures 
 
The assets freeze provisions do not apply to necessary basic expenses: 
 

• Payments for food 
• Rent or mortgage  
• Medicine and medical care 
• Health insurance 
• Taxes 
• Professional fees for maintenance of frozen funds etc.  
• Extraordinary expenses approved by the 1267 Committee or the 1988 Committee  

 
The designated entity or individual must apply for the exemption under Article 16 of the United Nations 
Security Council (Freezing and Seizure) Order (2019). The details that are required in the application 
[Form C – Security Council (Freezing and Seizure) Order (2019)] are stipulated in MoFA Guidelines for 
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UNSC Resolution 1267. The application will be processed as per the procedure stipulated in Article 16 of 
the United Nations Security Council (Freezing and Seizure) Order (2019).  
 

 
Step 1 

 
MoFA receives the application (Form C) either directly or indirectly through a 
reporting agency. 
 

 
Step 2 

 

 
The application is assessed to determine if the exemption is reasonable, given the 
circumstances. 
 

 
Step 3 

 

 
In case of basic expenses, MoFA will notify the UNSC Sanctions Committee of the 
intention to grant exemption from the asset freeze. 
 

 
Step 4 

 

 
The Sanctions Committee, via the secretariat, will acknowledge receipt of the 
notification-Member state will be notified in 3 days of the committee. 
 

 
Step 5 

 
Upon the receipt of the decision from the Sanctions Committee, MoFA will inform 
the applicant/agency for de-freezing of assets for provision of basic expenses. 
 

 
Step 6 

 

 
FMU will continue to monitor transactions granted under the exemption to ensure 
compliance with the Sanction Committee's decision 
 

 

4.4. De-listing Procedure193  
 
The procedure for the de-listing of a designated entity/individual is stipulated on pp. 35–36 of the 
MoFA Guidelines. Upon de-listing, MoFA immediately issues an SRO upon notification from the 
relevant Sanctions Committee and instructs all national stakeholders that the previously designated 
entity or individual is no longer subject to sanction measures. 
 
Individuals and entities who have been designated by the Security Council’s 1267/2253/2368 sanctions 
regime can apply for de-listing by following the procedure mentioned below: 
 

Procedure for de-listing under 1989 Al-Qaida/Da’esh Sanctions 
Committee 
 
A petitioner seeking to submit a request for delisting can do so directly, or through a representative, by 
contacting the Office of the Ombudsperson. The website of the Ombudsperson sets out the procedures 
and requirements for making such a request.194 Delisting requests should contain the following 
information:  
 

 
193 Guidelines on the Implementation of the United Nations Security Council Resolutions Concerning Targeted Financial Sanctions, 
Travel and Arms Embargo, Ministry of Foreign Affairs 
194 Guidelines on the Implementation of the United Nations Security Council Resolutions Concerning Targeted Financial Sanctions, 
Travel and Arms Embargo, Ministry of Foreign Affairs  
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• explanation as to why the designation does not or no longer meets the listing criteria (through 
countering the reasons for listing as stated in the list entry for that particular individual or 
entity);  

• the designee’s current occupation and/or activities, and any other relevant information, such 
as information on assets; 

• any documentation supporting the request can be referred to and/or attached together with 
the explanation of its relevance, where appropriate.  

 
For a deceased individual, the following information should be included:  
 

• death certificate or similar official documentation confirming the death whenever possible; 
• whether or not any legal beneficiary of the deceased’s estate or any joint owner of his/her 

assets is on the Sanctions Lists.  
 
In cases where the Ombudsperson recommends retaining a name on the ISIL (Da'esh) & Al-Qaida 
Sanctions List, the measures will remain in place. In cases where the Ombudsperson recommends de-
listing, the name will be removed from the ISIL (Da'esh) & Al-Qaida Sanctions List after a fixed time 
period unless (a) all fifteen members of the Committee are in favour of maintaining the listing; or (b) 
the matter is referred to the Security Council for a decision. 
 

Procedure for de-listing under 1988 Taliban Sanctions 
Committee 
 
A petitioner designated under the 1988 Taliban Sanctions Committee seeking to submit a request for 
delisting to the Focal Point for Delisting established pursuant to Resolution 1730 (2006). Delisting 
requests should contain the following information: 
 

• An explanation as to why the designation does not or no longer meets the Listing Criteria (in 
particular through countering the reasons for listing as stated in the publicly releasable 
statement of case for that particular individual or entity);  

• The petitioner’s current occupation and/or activities, and any other relevant information;  
• Any documentation supporting the request can be referred to and/or attached together with 

the explanation of its relevance, where appropriate.  
 
For a deceased individual, the petition shall be submitted either directly to the Committee by a State, 
or through the Focal Point for Delisting by his/her legal beneficiary, together with an official 
documentation certifying that status. The statement of case supporting the delisting request shall 
include the following information:  
 

• Death certificate or similar official documentation confirming the death; and 
• Whether or not any legal beneficiary of the deceased’s estate or any joint owner of his /her 

assets is on the Sanctions Lists.  
 
In cases where the Focal Point recommends retaining a name on the Taliban Sanctions List, the 
measures will remain in place. If the Taliban Sanctions Committee approves the delisting request, the 
Secretariat will, after removal of the name from the List, notify the Permanent Mission of the 
concerned country or countries where the individual or entity is believed to be located and, in the case 
of individuals, the country of which the person is a national or resident (to the extent this information 
is known). 
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Consequences of Delisting 
 
Once an individual or entity is removed/de-designated from the sanctions list, MoFA, upon notification 
from the relevant Sanctions Committee, will immediately issue an SRO instructing all national 
stakeholders that the de-listed individual or entity is no longer subject to sanction measures. 
 

4.5. Penalties for Sanctions Violations195  
 
Section 2 of the United Nations (Security Council) Act (1948) stipulates that a person may be punished 
for violating the SROs. The United Nations Security Council (Enforcement) Order (2012) prescribes the 
penalty for violation of SROs:  
 
If a person, including a company, fails or refuses to comply with any SRO issued under UNSC Act (1948), 
the Federal Government may, if satisfied after giving the opportunity of being heard that the non-
compliance or violation was wilful, impose a fine of up to 10 million rupees.  
 
The penalty can be authorised by the MoFA Secretary or any officer authorised by him on his behalf but 
cannot be authorised by anyone below the rank of Additional Secretary. MoFA also has the power to 
seek assistance from any division, department, agency of the federal or provincial Government, 
regulatory bodies, and LEAs (including the police and FIA) for the imposition of the penalty.  
 

Penalties for criminal violations of the sanctions  
 
Individuals (and legal persons/companies) who violate the asset freeze provisions of the UNSC 1267 
sanctions shall be prosecuted under Sections 11H, 11I and 11J, as applicable. Persons involved in 
violations of the arms embargo provisions of the UNSC 1267 sanctions regime shall be prosecuted 
under the relevant provincial Arms Ordinances.   
 

4.6. Sanction Measures under United Nations 
Security Council Resolution 1373196  

 
UNSC Resolution 1373 requires Member States to establish mechanisms enabling the immediate 
application of sanctions. The ATA includes several provisions for the enforcement of the sanction. 
These include the proscription of organisations; freezing and seizure of assets; criminalising different 
forms of terrorist financing; and other required measures.  
 

 
Anti-Terrorism Act 1997 

 
• Sections 6 (7), 11H, 11I, 11J, 11K and 11N criminalise the offence of terrorist financing and other 

predicate offences listed in the First Schedule of the Anti-Money Laundering Act 2010. 
• Sections 11B, 11E, 11EE, 11EEEE, 11O, 11OO and 11P concern procedures for implementation of UNSC 

1373 by empowering Pakistan’s implementing agencies to freeze and confiscate terrorist assets and 
introduce provisional measures required to be implemented under UNSC Resolution 1373.  

 
 

 
195 Guidelines on the Implementation of the United Nations Security Council Resolutions Concerning Targeted Financial Sanctions, 
Travel and Arms Embargo, Ministry of Foreign Affairs 
196 Guidelines on Actions to be taken by Competent Authorities for Implementation of United Nations Security Council Resolution 
No. 1373, National Counter Terrorism Authority  
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The procedures to comply with UNSC Resolution 1373, from the stage of proscription to freezing and 
seizure of assets are as follows:197 
 

Step 1: Listing of the Organisation/ Entity 
 
The competent authority, the Ministry of Interior (MoI), may include an organisation in the First 
Schedule of ATA 1997 considering Section 11B of the ATA. For proscription of persons, MoI has 
delegated the power and functions as specified in Section 11 E of the ATA to the respective Provincial 
Home Departments. 
 

Step 2: Freezing of Bank and Financial Accounts  
 
In the case of criminal organisations, MoI issues notifications to the SBP and SECP to freeze their 
respective bank accounts or other financial accounts of the entity. In the case of individuals proscribed 
by the Home Departments or Chief Commissioner (ICT), these authorities notifiy the SBP and SECP to 
freeze their accounts.  
 
According to the SBP ‘Guidelines on Compliance of Government of Pakistan’s Notifications issued 
under UNSC Resolutions’, the SBP circulates the notifications of proscribed individuals/entities to its 
regulated entities for taking necessary action. These SROs/notifications, in addition to other 
requirements, require banks/DFIs/MFBs to freeze the bank accounts, funds and other financial assets 
or economic resources (including funds derived from property owned or controlled, directly or 
indirectly by a listed/proscribed individual/entity). SBP also advises its regulated entities to report 
details of such frozen assets taken in compliance with the relevant SRO/notification to SBP within the 
stipulated time. SBP also has detailed guidance on Targeted Financial Sanctions (TFS) measures within 
its updated AML/CFT Regulations to mitigate these risks further. 
 

Step 3: Freezing of Immovable Properties 
 
UNSC Resolution 1373 requires countries to freeze, without delay, the funds or assets of proscribed 
entities and individuals. Section 11O of the ATA states that money or other property owned or controlled 
wholly or partly, directly or indirectly, shall be frozen or seized. No person shall use, transfer, convert, 
dispose of or remove such money or other property without the permission of the Court and the 
relevant law enforcement authorities. Within 48 hours of any freezing or seizure of assets, the 
concerned officer shall submit a report containing details of the property and the person affected by 
this to the Federal Government. 
 

Step 4: Freezing of Other Facilities and Activities:  
 
Proscribed organisations or persons are at times engaged in social, religious or charitable activities. 
Furthermore, these proscribed entities or individuals may be holding various assets, including 
immovable and movable assets for conducting such activities. 
 

Unfreezing of Assets 
 
The ATA 1997 established a legal procedure for unfreezing of assets which have previously been subject 
to a freezing order. Under Section 11U, the Federal Government may, by notification in the Official 
Gazette, remove any organisation or person from the First or Fourth Schedule at any time on the basis 
that no reasonable grounds for proscription exist. Upon cancellation of proscription, any money or 
property that has been frozen or seized shall be released promptly. The competent authority (MoI and 
Home Departments) shall remove the organisation or person from the First or Fourth Schedule, 
respectively. 
 

 
197 The role, jurisdiction and coordination of each entity has been discussed in further detail in Chapter 6 of the Guide. 
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4.7. Measures for Combating Money 
Laundering under Anti Money Laundering 
Act, 2010 (AMLA) 

 
The AMLA was enacted to comply with global AML standards. Section 6(2) of the AMLA states that,“the 
Federal Government shall, by notification in the Official Gazette, establish a Financial Monitoring Unit 
which shall be housed in SBP or at any other place in Pakistan.” As a result of this legislation, the FMU 
was established to enhance the efficacy of the AML regime.   
 
Section 7 of the AMLA 2010 specifies that all reporting entities198 shall file with the FMU Suspicious 
Transaction Reports (STRs) and Currency Transaction Reports (CTRs) no later than seven working 
days199, to the extent and in the manner prescribed by the FMU.200 Regulated entities are required to pay 
special attention to the activities of its customers;, unusually large transactions; and all unusual 
patterns of transactions that have no apparent economic or visible lawful purpose. The background and 
purpose of such transactions shall be examined as far as possible, with the findings established in 
writing and made available to assist the relevant authorities in inspection and investigation.201 The 
transactions that are out of character or inconsistent with the history, pattern, or regular operation of 
the account, including through massive deposits, withdrawals and transfers, shall be investigated 
appropriately and then referred to a Compliance Officer for possible reporting to FMU under the 
AMLA.202  
 
Once the FMU receives the STR or CTR, it is responsible for analysing the report. It may call for 
additional records or information from any agency or person in Pakistan related to the transaction. 
Subsequently, the FMU, after a thorough analysis of the report and other records, may disseminate, on 
a confidential basis, the necessary information or any other material to the concerned investigation 
agency for further enquiry under the AMLA. The three investigation agencies that have been designated 
under the AMLA are the FIA, the ANF and the NAB. However, under Section 25 of the AMLA (2nd 
Amendment) Act, 2020, any relevant personnel can be incorporated into a JIT for an ML case, as 
required.  The FMU forwards the case for investigation to the agency with relevant jurisdiction based 
on the nature of the offence. Alternatively, investigative agencies can now also approach the FMU for 
information-sharing or other guidance in on-going investigations. 
 

4.8. Updated role of FMU 
 
In response to the FATF’s grey listing, Pakistan has provided a range of new powers to competent 
authorities under the AMLA and ATA. In particular, the FMU was provided with various powers203 such 
as the power to receive, analyse and disseminate STRs and CTRs, as well as the power to coordinate 
with financial intelligence units in other countries. Additionally, Section 6A was added to AMLA which 
stipulates powers of the AML/CFT regulatory authorities, including (but not limited to) issuing 
regulations, directions and guidelines with respect to financing of proliferation obligation; and 
providing feedback to reporting entities for the purpose of compliance with the requirements.  
 

 
198 Reporting entities can include financial institutions and non-financial institutions. A financial institution can include any 
institution carrying on any one or more of the following activities, namely: - (i) acceptance of deposits and other repayable funds 
from the public; (ii) lending in whatsoever form; (iii) financial leasing; (iv) money or value transfer; (v) issuing and managing means 
of payments including but not limited to credit and debit cards, cheques, traveler’s cheques, and money orders. 
A non-financial institution includes real estate agents, jewelers, dealers in precious metals and precious stones, lawyers, notaries 
and other legal professionals, accountants, trust and company service providers and such other non-financial businesses and 
professions as may be notified by the Federal Government. 
199 Section 7 of the AMLA 2010. 
200 A CTR means a report on currency transactions exceeding an amount of 2 million PKR (This amount has been specified by the 
National Executive Committee.). 
201 Anti-Money Laundering and Combating the Financing of Terrorism (AML/CFT) Regulations for Banks & Development Finance 
Institutes (DFIs). 
202 Ibid, Regulation 4. 
203 Section 6 of the AMLA 2010 (as amended in 2020) 
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The creation of the Financial Monitoring Unit (FMU) – Pakistan's designated FIU – is a key 
development that will allow for financial intelligence to be shared effectively with LEAs and other 
competent authorities as required. Under the Anti-Money Laundering (Second Amendment) Act, 2020, 
the FMU was formally set up with the powers of collecting, analyzing and disseminating financial 
intelligence and other relevant information to LEAs and other competent authorities. These 
developments strengthen the legislative/administrative frameworks in place to conduct financing 
investigations and target the proceeds of criminality. However, efforts are required to further build 
capacity, as well as delineate operational mechanisms for these initiatives to become effective and bear 
results. 
 
The amendments made in 2020 also include powers of international cooperation to other regulators204 
in order to make agreements with foreign counterparts for the exchange of information under AMLA. 
The power and obligation of conducting Customer Due Diligence (CDD) has also been provided under 
Section 7A of the AMLA. Furthermore, investigating officers have the power to apply special 
investigation techniques,205 including undercover operations, and intercepting communications, when 
investigating offences pertaining to the financing of terrorism.206 Since offences under the Act have 
been stipulated as non-cognizable, investigation authorities can arrest a person accused of an offence 
without a warrant. Moreover, the authorities also have the power to freeze or seize the assets of any 
person acting in the interests of proscribed persons or organisations.207 
 

4.9. The FIA regime       
 
In Pakistan, provincial Counter Terrorism Departments (CTDs) and the Counter Terrorism Wing (CTW) 
of the FIA are legally mandated under the AMLA and the ATA to investigate TF offences. In practice, 
and after the designation of CTDs under AMLA-2010, a majority of the TF investigations are conducted 
by provincial CTDs. However, matters of an inter-provincial, transnational or high-profile nature are 
investigated by the FIA’s CTW at the federal level. In certain cases, joint task forces of CTDs and CTWs 
also investigate TF cases of a complex nature. 
 
If any LEA/regulator/supervisor, while conducting its mandated operations, comes across the 
suspicion of the commission of a TF offence, it can refer the case to the relevant CTD or FIA’s CTW for 
the initiation of a TF investigation. If such a request is received from a foreign jurisdiction - through 
either a formal or informal channel - and the concerned authorities have reasonable cause to believe 
that it pertains in some way to TF, such authority can refer the matter to the relevant CTD or the FIA’s 
CTW to initiate a TF investigation. The FIA may facilitate in the analysis of: 
 

• financial intelligence reported against the suspects,  
• bank statements, complex transactions, linking multiple accounts/transactions with suspects 

and, 
• detecting possible linkage of transactions across different financial channels.  

 
The FIA's CTW and provincial CTDs can form a joint investigative team (JIT) to investigate TF cases 
together. The investigating officer has the power to obtain and access records held by FIs, DNFBPs and 
other commercial entities under Section 5 of the FIA Act 1974. 
 
 
 
 
 

 
204 Section 6B of the AMLA 2010 (as ammended in 2020) 
205 Section 9A of the AMLA 2010 (as ammended in 2020) 
206 Section 19C Anti-terrorism Act, 1997 
207 Section 110(1)(e) Anti-terrorism Act, 1997 
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Introduction 
 
The purpose of this chapter is to provide a comprehensive understanding of how the offences of 
terrorism financing and money laundering are criminalised under the Anti-Terrorism Act 1997 and the 
Anti-Money Laundering Act 2010. The chapter is divided into two parts. Part A provides an overview of 
the elements of terrorism financing offences and measures to freeze and confiscate property 
accordingly under the ATA. Part B of the chapter will provide an overview of money laundering and 
identify the elements necessary to prove offences under the AMLA to assist with adjudicating trials. 
This section will also provide an overview of relevant asset recovery provisions, including freeze 
orders, attachment, and forfeiture. 
 

Learning Outcomes 
 
By the end of this chapter and the relevant readings, you should be able to: 
 

• Define ‘terrorism’ under the ATA; 
• Define ‘terrorist property’ under the ATA Second Amendment Act 2020; 
• Cite relevant provisions of the ATA and AMLA that criminalise terrorist financing and money 

laundering, and set forth the elements necessary to prove; 
• Detail the procedure of asset recovery (attaching, preventing disposal, freezing, seizure and 

confiscation) under the ATA and AMLA; 
• Identify the elements that constitute money laundering as distinct from terrorism;  
• Frame charges appropriately and categorize different types of evidence; 
• Elaborate on the expanded roles of FMU and JITs and how they interact with the AMLA regime.  

 

Essential Reading 
 

• Anti-Terrorism Act, 1997; 
• Anti-Money Laundering Act, 2010; 
• FATF Recommendations; 
• UNSC Resolution 1373. 
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Part A: Anti-Terrorism Act, 1997 
 
The objective of the ATA is to make provisions for the prevention of terrorist activities. The ATA 
establishes the elements of the crime, along with its punishment and other ancillary matters (such as 
freezing terrorist funds). The ATA makes clear that, unless explicitly stated, the provisions of the ATA 
will override any other law.208 
 

5.1. Definition of Terrorism 
 
Terrorism can be broadly defined to include any of the following:209 
 

• Any action that causes death;  
• Any action that is likely to cause death or endangers a person’s life;  
• Causing grievous violence against a person or grievous bodily injury or harm to a person; 
• Causing grievous damage to property, including government premises, official installations, 

schools, hospitals, offices or any other public or private property including damaging property 
by ransacking, looting or arson or by any other means;  

• Kidnapping for ransom, hostage-taking or hijacking;  
• The use of explosive by any device including bomb blast [or having an explosive substance 

without any lawful justification or having been unlawfully concerned with such explosive;  
• Inciting hatred and contempt on a religious, sectarian or ethnic basis to cause violence or an 

internal disturbance;  
• Taking the law in one’s hand, i.e., an award of any punishment by an organisation, individual 

or group whatsoever, not recognised by the law, to coerce, intimidate or terrorize public, 
individuals, groups, communities, government officials and institutions, including law 
enforcement agencies beyond the purview of the law of the land; 

• Firing on religious congregations, mosques, imam bargahs, churches, temples and all other 
places of worship, or random firing to spread panic or involves any forcible takeover of 
mosques or other places of worship;  

• Creating a severe risk to the safety of the public or a section of the public, or frightening the 
general public and thereby preventing them from coming out and carrying on their lawful trade 
and daily business, and disrupting civic life;  

• Burning vehicles or any other severe form of arson;  
• Extortion of money (“bhatta”) or property; 
• Seriously interfering with, or seriously disrupting, a communication system or public utility 

service;  
• Severe coercion or intimidation of a public servant in order to force him to discharge or to 

refrain from discharging his lawful duties;   
• Committing serious violence against a member of the police force, armed forces, civil armed 

forces, or a public servant;  
• Committing acts as part of armed resistance by groups or individuals against law enforcement 

agencies; or  
• Being involved in the dissemination, preaching ideas, teachings and beliefs as per one’s 

interpretation on FM stations or through any other means of communication without the 
explicit approval of the Government or its concerned departments.  

 
The ATA defines terrorism in two ways. First, it provides a general definition of terrorism in which actus 
reus elements and mens rea elements combine to form an offence. Secondly, it criminalises specific 

 
208 Section 32 Anti-Terrorism Act 1997 
209 Section 6 Anti-Terrorism Act 1997 
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offences, which facilitate or promote terrorism, including (but not limited to) involvement in terrorist 
organisations, terrorism financing, and money laundering.  
 

Anti-Terrorism Act, 1997 
 

• Sections 6(7), 11F(5), 11H, 11K, 11J, 11I, and 11W criminalize the offence of the terrorist 
financing. 

• Sections 11B, 11C, 11CC, 11E, 11EE, 11O, 11OO, 11P, 11Q, and 11W(2) outline the procedures for 
implementation of UNSC Resolution 1373 (2001). 

 
Provisions Criminalizing the Financing of Terrorism under the ATA 
 

 
Sr. No. 

 

 
Section 

 
Offence 

 
Provision 

 
1 
 

 
6(6) 

 
Terrorism 

 
Under this Act, a ‘terrorist’ is an individual who has 
committed an offence of terrorism under this Act and is 
or has been concerned in the commission, preparation, 
facilitation, funding or instigation of acts of terrorism. 
 

 
2 
 

 
11F(1) 

 
Membership, 
support and 
meetings relating 
to a proscribed 
organization 

 
Belonging or professing to belong to a proscribed 
organisation. 
 

 
3 
 

 
11F(5) 

 
Support to 
proscribed 
organizations 
 

 
Soliciting, collecting or raising (money or other 
property) for a proscribed organisation. 
 

 
4 
 

 
11H 

 
Fundraising 

 
1. A person commits the offence of terrorism if he:  

(a) invites another person or organisation to 
provide money or other property, and  

(b) intends that it should be used or has 
reasonable cause to suspect that it may be 
used, for terrorism. 

 
2. A person commits an offence if  

(a) he receives money or other property, and 
(b) intends that it should be used or has 

reasonable cause to suspect that it may be 
used, for terrorism.  

 
3. A person commits an offence if he provides 

money or other property; knows or has 
reasonable cause to suspect that it will or may be 
used for terrorism.   
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5 
 

 
11I 

 
Use and 
Possession 

 
A person commits an offence if  

1. He uses money or other property for terrorism; 
or 

2.  
(a) possesses money or other property; and 
(b) intends that it should be used or has 

reasonable cause to suspect that it may be 
used, for terrorism. 

 
 

6 
 

 
11J 

 
Funding 
Arrangements 
 

 
1. A person commits an offence if he 

(a) Enters or becomes concerned in an 
arrangement as a result of which money or 
other property is made available or is to 
make available to another; 

(b) Moreover, has reasonable cause to suspect 
that it will or may be used for terrorism. 

 
2. Any person in Pakistan or a Pakistani national 

outside Pakistan shall commit an offence under 
this Act if he knowingly or wilfully makes money 
or other property or services available, directly 
or indirectly, wholly or jointly, for the benefit of 
a proscribed organization or proscribed person. 

 
 

7 
 

 
11K 

 
Money 
Laundering 

 
A person commits an offence if he enters into, or 
becomes concerned in, any arrangement which 
facilitates the retention or control, by or on behalf of 
another person, of terrorist property by concealment, by 
removal from the jurisdiction, by transfer to nominees, 
or in any other way. 
 

 
8 
 

 
11N 

 
Punishment 
under Sections 
11H to 11K 
 

 
Any person who commits an offence under sections 11H 
to 11K, shall be punishable on conviction with 
imprisonment for a term not less than five years and not 
exceeding ten years and with fine. 
 

 
9 
 

 
11L 

 
Disclosure of 
Information 

 
A person commits an offence if he suspects that another 
person has committed an offence of terrorism or 
financing of terrorism under the ATA and fails to 
disclose it to the police officer as soon as it is reasonably 
possible. 
 

 
10 

 

11M  
Cooperation with 
the Police 

 
A person does not commit an offence under sections 11H 
to 11K if he is acting with the express consent of a police 
officer, not below the rank of a Deputy Superintendent 
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11 
 

 
11W 

 
Printing, 
publishing, or 
disseminating 
any material to 
incite hatred or 
giving projection 
to any person 
convicted for a 
terrorist act or 
any proscribed 
organisation or 
an organisation 
placed under 
observation or 
anyone concerned 
in terrorism. 
 

 
1. A person commits an offence if he prints, 

publishes or disseminates any material, whether 
by audio or video-cassettes [or any form of data, 
storage devise, FM radio station or by any visible 
sign] or by written photographic, electronic, 
digital, wall chalking or any other method [or 
means of communication] which [glorifies 
terrorists or terrorist activities or] incites 
religious, sectarian or ethnic hatred or gives 
projection to any person convicted for a terrorist 
act, or any person or organisation concerned in 
terrorism or proscribed organisation or an 
organisation placed under observation: 
Provided that a factual news report, made in 
good faith, shall not be construed to mean 
“projection” for the purposes of this section. 

 
2. Any person guilty of an offence under sub-

section (1) shall be punishable on conviction 
with imprisonment which may extend to five 
years and with fine. 

 
 

5.2. Foreign Terrorist Fighters (FTFs) 
 
Where nationals of Country X travel to another Country Y in furtherance of terrorism, they are 
internationally referred to as ‘foreign terrorist fighters’ (FTF). Although the ATA does not explicitly 
outlaw recruitment and travel in the furtherance of terrorism, the broad language of the Act provides 
several mechanisms by which Pakistan can implement UNSC Resolution 2178 (2014) on addressing 
FTFs. 
 
For example, FTFs who upload material or appear in videos in support of terrorist groups 
(disseminated either at home or when abroad), can be charged with more serious offences, including 
incitement to murder along with supporting terrorism and membership of a proscribed terrorist entity. 
The proven swearing of an oath of allegiance and other declarations of assistance to a terrorist group 
can support charges of membership or support of a proscribed organisation. At the same time, 
returning FTFs who have been involved in fighting or executions can additionally be prosecuted for war 
crimes, such as the killing of civilians. 
 
Where there is insufficient evidence of terrorist intent, there may be other offences within domestic 
criminal law that can be considered against returning or aspiring FTFs. For example, there may be 
evidence of immigration offences or fraud concerning travel documents. Equally, there may be 
evidence of crimes such as murder or conspiracy to murder. However, relying on common offences 
runs the risk that the courts will be unable to address the full severity of the case. 
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Self-Assessment Questions 

 
• How does the ATA criminalise the offence of terrorism financing? 
• What measures can the police take under the ATA against a proscribed organisation or an 

individual? 
• If a person or an organisation commits an offence stipulated under Section 11H-K, what 

penalty can be imposed upon the offender? 
 
 

 

5.3. Measures undertaken against Terrorist 
Property 

 
‘Terrorist property’210 is defined as: 
 

 
(i)(a)  Money or other property which is used or is likely to be used for terrorism (including any 
resources of an organisation concerned in terrorism or a terrorist); 
 
(b)  Proceeds of the commission of acts of terrorism;  
 
(c)  Proceeds of acts carried out for terrorism; and   
 
(ii)  In sub-section (i) above; 
 
(a)  A reference to proceeds of an act includes reference to any property which wholly or 
partly, directly or indirectly, represents the proceeds of the act (including payments of other 
rewards in connection with the commission); [and]  
 
(b)  The reference to an ‘organisation’s resources’ includes a reference to any money or other 
property which is applied or made available, or is to be applied or made available, for use by the 
organisation [and includes assets of any kind, whether tangible or intangible, movable or 
immovable, and legal documents or instruments in any form, whether written, electronic or 
digital, and shares, securities, bonds, drafts and letters of credit. 
 
(bb)  ‘Weapons’ means any items which can be used to injure or cause: bodily harm, and 
includes any type of firearm, explosive, sword, dagger, knuckle-duster, stengun [sic], bomb, 
grenade, rocket launcher, mortar or any chemical, biological weapon or any other thing which 
can be used for causing injury, hurt, harm or destruction of person or property, and includes 
‘illicit arms’ as defined in the Surrender of Illicit Arms Act, 1991 (XXI of 1991); and 
 
(cc)  all other terms and expressions used but not defined in this Act, shall have the meanings 
as are assigned to them in the Pakistan Penal Code, 1860, or the Code of Criminal Procedure, 
1898. 

 
 

  

 
210 Section (aa) Anti-Terrorism Act 1997 
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Preventing Disposal 
 
A police officer, ranked Superintendent or higher,211 can prevent disposal of property on written notice 
to the person in possession when he has enough evidence to believe that any property, which is the 
subject matter of the inquiry or investigation, is likely to be removed, transferred, or otherwise 
disposed of before an order of the appropriate authority for its seizure is obtained.212  
 
Any contravention of a written order is punishable with rigorous imprisonment for a term that may 
extend to two years and/or a fine.213 
 

Freezing Terrorist Property 
 
A proscribed organisation or person can have money or other property under their control or 
ownership, or money or property generated from this property, frozen or seized by the Federal 
Government.214 
 
Once the money or property is frozen or seized, no person can use, transfer, convert, dispose or remove 
it.215 Any person breaching a freeze can be charged a fine not exceeding ten million rupees, and every 
Director, officer, or employee of such a person found guilty can be punished in the same terms.216 It is 
possible that if the property has been inadvertently frozen or seized, the affected person can apply to 
the Federal Government to make inquiries. If the Federal Government is satisfied with the application, 
it will release the frozen property immediately.217 The Federal Government can allow money seized (or 
frozen) to be used for necessary medical, educational, and subsistence allowances, upon application by 
a proscribed organisation or person.218 
 

Attaching Terrorist Property 
 
If an investigating officer wants to attach (i.e. prohibit transfer, conversion, disposition or movement) 
‘terrorist property’ they must apply to a court (the ATA does not specify this is the Anti-Terrorism 
Court).219 
 
The attachment will be for a period specified in the Order by the Court or pending completion of the 
investigation. The notice must be given to a person affected by the attachment or from whom the 
property was attached. Cash attached must be held in a profit or loss account and any profit or loss 
earned shall be added if released.220 There is no procedure or standard of proof stipulated under the ATA 
for an attachment. It is suggested that a police officer requesting a freeze should submit a written 
application to the Court outlining: 
 

• As much detail as possible about the property, person or entity involved; 
• Reasons for suspecting the property or cash is terrorist property; and  
• The possibility of dissipation of the property soon after the commission of an offence.  

 

 
211 Or a joint investigation team where there is preventative detention pursuant to section 11EEEE following the calling in of armed 
forces and civil armed forces in aid of civil power pursuant to section 4 Anti-Terrorism Act 1997 
212 Section 11EEEEE(1) Anti-Terrorism Act 1997 
213 Section 11EEEEE(2) Anti-Terrorism Act 1997 
214 Section 11O(1)(a) Anti-Terrorism Act 1997 
215 Section 11O(1)(c) Anti-Terrorism Act 1997 
216 Section 11O(2) Anti-Terrorism Act 1997 
217 Section 11O(4) Anti-Terrorism Act 1997 
218 Section 11OO(1) Anti-Terrorism Act 1997 
219 Section 11P Anti-Terrorism Act 1997 
220 Section 11P Anti-Terrorism Act 1997 
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In some cases, terrorist property can be intermingled with legitimate sources of funds. In these 
situations, the officer applying for an attachment should estimate to what extent the property value 
comprises terrorist property, and what value is legitimate funds. If such a determination cannot be 
made, then it should be clearly mentioned by the officer. In this scenario, the full value of the mingled 
property shall be liable to attachment. 
 

Forfeiture of Terrorist Property 
 
If an accused is convicted of the terrorist financing offences of fundraising, use and possession, 
funding arrangements or money laundering, the ATC may order the forfeiture of any money or other 
property.221 Where a person is convicted of a funding offence under section 11H(1) or (2) or use and 
possession under section 11I, the Court may order the forfeiture of any money or other property which, 
at the time of the offence:222 
 

• He had in his possession or under his control; and  
• He intended that said property should be used, or had reasonable cause to suspect might be 

used, for terrorism.  
 
Where a person has been convicted of fundraising under 11H(3), the Court may order the forfeiture of 
any money or other property which, at the time of the offence:223 
 

• He had in his possession or under his control; and  
• He knew or had reasonable cause to suspect that the money or property would or might be used 

for terrorism.  
 
Where a person is convicted of funding arrangements under section 11J, the Court may order the 
forfeiture of the money or other property:224  

• In relation to the arrangement in question; and  
• Which, at the time of the offence, he knew or had reasonable cause to suspect would or might 

be used for terrorism.  
 
Where a person is convicted of money laundering under section 11K, the Court may order the forfeiture 
of the money or other property concerned.225 Where a person is convicted of any fundraising, use and 
possession, funding arrangement or money laundering offence under sections 11H to 11K, the Court 
may order the forfeiture of any money or other property that wholly or partly, directly or indirectly, is 
received by any person as a payment or other reward in connection with the commission of the 
offence.226  
 
A third-party claiming ownership or interest in any property may, within fifteen days of the forfeiture 
of his/her money or property, or within a period of time extended by the Court, file his/her claim before 
the Court. The Court shall then decide the claim after giving notice to the prosecution and hearing all 
parties concerned.227 
 
  

 
221 Section 11Q Anti-Terrorism Act 1997 
222 Section 11Q(2) Anti-Terrorism Act 1997 
223 Section 11Q(3) Anti-Terrorism Act 1997 
224 Section 11Q(4) Anti-Terrorism Act 1997 
225 Section 11Q(5) Anti-Terrorism Act 1997 
226 Section 11Q(6) Anti-Terrorism Act 1997 
227 Section 11Q(7) Anti-Terrorism Act 1997 
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The evidential standard for forfeiture is set out in section 11R of the Anti-Terrorism Act 1997: 
 

 
(1)  The Court may pass an order for forfeiture under section 11Q upon conviction and only if 

satisfied on reasonable grounds that the money or other property is a terrorist property and 
before so doing must allow being heard to any person — 

 
(a) Who is not a party to the proceedings; and 
(b) Who claims to be the owner of or otherwise interested in any of the money or 

other property, which can be forfeited under this section. 
 
(2)  An order may be made under section 11Q, whether proceedings are brought against all the 

persons for an offence with which the money or other property is connected.  
 

 
Any party to the forfeiture proceedings may appeal to the High Court within 30 days of the making of 
the Order.228 
 
Any property forfeited will be deposited into a fund as described in section 11T of the Anti-Terrorism 
Act 1997: 
 

  
(1) Any money or other property to which a forfeiture order under sections 11R and 11S 

applies, along with [any addition, return,] profit and loss accrued, shall be deposited into 
a special fund to be notified by the Federal Government — 

 
(a) After the expiry of the limitation period within which an  appeal against the 

forfeiture order may be brought under section 115 (2); or  
(b) Where an appeal brought under section 11 S has been determined and disposed 

of.  
 
(2)  Any fund constituted by the Federal Government under sub-section (1) may also be used 

to compensate victims of acts of terrorism or in the case of deceased victims, their 
dependents. 

 
(3)  The Federal Government may, by rules made under this Act, prescribe the manner of 

administration of the fund and management or disposal of the money or property 
forfeited under this Act.  

 
 
  

 
228 Section 11S Anti-Terrorism Act 1997 
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Part B: Anti-Money Laundering Act, 2010 
 
Money laundering is considered a serious offence as it: 
 

• Incentivises crime by rendering it profitable, 
• Provides domestic and transnational organised crime with a cash flow to perpetrate further 

crimes,  
• Threatens the financial system and its institutions, both domestic and international. 

 
Asset recovery and money laundering offences are interlinked. Where money launderers have 
benefitted from their criminality, asset recovery should be used to repatriate stolen money and assets 
confiscated.  
 

5.4. Anti-Money Laundering Act of 2010 
 
The Anti-Money Laundering Act 2010 (AMLA) criminalises money laundering in the following ways: 
 

• Acquiring, converting, possessing, using or transferring property knowing, or having reason 
to believe that it is the proceeds of crime.229 Possession means having custody of criminal 
property. 

 
 

Act 
 

 
Intent 

 
Particulars 

 
Acquires 
 

 
Knowing 

 
The concerned property 

 
Is the proceed of crime 

 
Converts 
 
 
Possesses 
 
 
Uses or 
 
 
Transfers 
 

 
• Conceals or disguises the true nature, origin, location, disposition, movement or ownership of 

property knowing or having reason to believe that it is the proceeds of crime:230 This requires 
evidence of concealing or disguising the nature, source, location, disposition, movement or 
ownership or any rights concerning the relevant property. Mere suspicion is not enough to 
support a conviction: the prosecution must prove that the accused knew or ought to have 
known the property is the proceeds of crime. 

 
  

 
229 Section 3(a) Anti-Money Laundering Act 2010 
230 Section 3(b) Anti-Money Laundering Act 2010 
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Act 

 

 
Particulars 

 
Intent 

 
Particulars 

 
Conceals 

 
The true nature 
 

 
Knowing 

 
The concerned 
property 

 
Is the proceed of 
crime 

 
Origin 
 
 
Location 
 
 
Disposition 
 
 
Movement 
 
 
Or ownership 
 

 
Or Disguises 

  
Or having 
reason to 
believe 
 

  

 
• Holds or possesses on behalf of any other person, knowing or having reason to believe that 

such property is the proceeds of crime:231 This would require an overt act where the accused 
knowingly, or where he ought to have known, that the property is the proceeds of a particular 
predicate crime, takes positive action to prevent others knowing that the proceeds are 
illegitimate. This overt act should be identifiable in order to prove the element of converting or 
transferring. This could include, for example, incriminating the staff at financial or credit 
institutions, accountants, etc., who, during their work, facilitate money laundering by or on 
behalf of other persons. 

 
 

Act 
 

 
Particulars 

 
Intent 

 
Particulars 

 
Holds 
 

 
On behalf of 
another 
person 
 

 
Knowing 

 
The concerned 
property 

 
Is the proceed 
of crime 

 
Or possesses 

 
Or having reason to believe 
 

 
• This element refers to participation, association, conspiracy, commission (and attempts at 

commission), along with aiding, abetting, facilitating, or counselling.232 If an accused enters 
into an arrangement to launder the proceeds of crime through retaining control or making 
funds available to acquire a property – knowing that another has obtained proceeds from 
unlawful activity - he would be committing an offence of aiding and abetting an offence of 

 
231 Section 3(c) Anti-Money Laundering Act 2010 
232 Section 3(d) Anti-Money Laundering Act 2010 



Chapter 5: Criminalizing Terrorism Financing and Money Laundering 

 105 

money laundering. This provision can incriminate those who work in financial or credit 
institutions, accountants, or lawyers who, during their work, facilitate money laundering by 
or on behalf of other persons.  

 
 

Act 
 

 
Particulars 

 
Participates in 
 

 
The Commission of acts 

 
In sections 3(a), 3(b), and 3(c) AMLA 2010 

 
Associates 
 
 
Conspires to commit 
 
  
Aids 
 
 
Abets 
 
 
Facilitates 
 
 
Or Counsels 
 

 

5.5. Proceeds of Crime 
 
The term ‘proceeds of crime’ refers to any property obtained or derived directly or indirectly from the 
commission of a predicate offence, or a  foreign serious offence.233  
 
‘Property’ includes tangible, intangible, movable and immovable property as well as cash and any legal 
deeds or instruments showing title to, or interest in the property.234 
 
This definition of ‘property’ may not include cryptocurrencies. Under the domestic legal framework, 
the possession of cryptocurrency is not illegal by itself; it must be linked to a predicate offence for it to 
be unlawful. In April 2018, the State Bank of Pakistan issued a circular implementing a blanket ban on 
domestic banks facilitating transactions relating to cryptocurrencies.235 
 
In this context, ‘property’ also includes that property which is obtained indirectly through a predicate 
offence. For example, if a predicate offence of trading narcotics is established, the direct property in 
this example would be the money paid for the narcotics. If the profits of the crime are used to buy other 
assets, such as a house or a car, these assets would be defined as ‘property’ as stated.  
 
Retaining or controlling does not necessarily mean that the accused owns the property in question. It 
would be enough if the accused leased the property or owned part of a company through which money 

 
233 Section 2(q) Anti-Money Laundering Act 2010 
234 Section 2(r) Anti-Money Laundering Act 2010 
235 State Bank of Pakistan Circular No. 3 of 2018, SBP. http://www.sbp.org.pk/bprd/2018/C3.htm 

http://www.sbp.org.pk/bprd/2018/C3.htm
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from a predicate offence was transferred. The essential element for control is that the accused was able 
to manage or handle the property in a way that meant he or she could determine what happened to that 
property. 
 
The AMLA contains a Schedule of all predicate offences that the prosecution must prove money or 
property was derived from.236 
 
A ‘foreign serious offence’ is an offence against the law of a foreign state, which would have been a 
predicate offence in Pakistan if it had been committed against the Pakistani state.237 The foreign serious 
offence must be confirmed in a certificate issued by the concerned state government. 
 

5.6. Knowledge 
 
Though it is not necessary to prove a predicate offence,238 and as will be seen below, it is good practice 
to charge the predicate offence alongside any charge for laundering the proceeds of crime. When 
prosecuting money laundering offences, the prosecution must prove that the accused knew the 
property in question was the proceeds of a crime. 
 
According to Explanation II of Section 3 of the AMLA, proving that property is the proceeds of crime is 
not dependent on a person being convicted of a predicate offence. Although a predicate offence would 
not have to be proven, there would have to be evidence that the proceeds of crime are linked to a 
predicate offence. This link could be established by way of circumstantial evidence linking the money 
laundering offence to a predicate offence in the Schedule of the AMLA. 
 

 
Case Study 

 
The accused, X, had been arrested at the International Airport about to board a flight for New 
Delhi. He had checked-in suitcases containing over $1,000,000, wrapped in newspapers, failing 
to declare the same in a customs notice he completed. When questioned by a customs officer 
who found the cash, X said that he was given the money by another man, who he knew was 
involved in the theft of cars. He said he had taken cash to India for this man, in the same way, 
several times before and knew what he was doing was wrong. Airline records show that this 
was, in fact, the thirtieth flight the accused had made to India in the past 12 months. On each 
occasion, he checked in a substantial weight of suitcases. The man named by X as the source of 
the money could not be located, but was wanted by the police for theft of cars contrary to section 
381A of the Pakistan Penal Code, 1860.  
 
In this situation, an offence has been committed contrary to section 3(a) of the Anti-Money 
Laundering Act 2010, namely, possessing money knowing or having reason to believe it is the 
proceeds of crime. This is an appropriate charge based on the facts, as the accused knows about 
the theft of cars it is a reasonable inference that the money he had and removing from the 
jurisdiction was linked to this criminality. Furthermore, the accused is smuggling the cash out 
of Pakistan contrary to section 2(s) Customs Act, 1969 and had made a false declaration in the 
customs notice contrary to section 32(1)(a) of the Customs Act, 1969 – both being predicate 
offences. 

 
 

 
236 Anwar Khan vs. State [2018 YLR Peshawar High Court]; Azmat Ullah vs. State [2016 YLR 361]; Muhammad Usman vs. State [2016 
PCr.LJ 54 Peshawar High Court] 
237 Section 2(i) Anti-Money Laundering Act 2010 
238 Section 3 Anti-Money Laundering Act 2010 Explanation II 
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5.7. Evidence 
 
Typically, evidence of proceeds of crime may be proved in money laundering proceedings by: 
 

• Direct evidence through eyewitness testimony, or that from an accomplice; 
• Forensic evidence (e.g. contamination of cash with drugs) from which inferences can be drawn 

that the money came from drug trafficking;  
• Evidence of tricky audit trails, from which an accountancy expert may be able to conclude that 

the complexity of the transactions indicate that the property was the proceeds of crime; 
• Cash flows that appear too large, or profit margins that seem too high may be capable of giving 

rise to expert evidence that the business will usually produce a particular level of profit, 
demonstrating that the profits are excessive. This testimony, along with other available 
evidence, can be sufficient to prove the underlying criminality; 

• Circumstantial evidence, i.e., where the prosecution proves guilt from the evidence of the 
circumstances in which the property was handled. This gives rise to the inference that proceeds 
can only be derived from a predicate offence. 

 
 

Case Study 
 
A Director of a Company had obtained money by fraud in USD from outside Pakistan. $10,000 
had been seized wrapped in a plastic bag hidden under the floorboards in a bedroom used only 
by the Director. The Director had made no response when questioned about the source of the 
money. Whilst there is no direct evidence to show that the money seized was from the transfer 
obtained by fraud, it can be inferred from the facts that the money was linked to the predicate 
crime of fraud, without an alternative explanation from the Director, is the same currency as 
that being hidden in a room under the control of the Director, along with any fraudulent 
transfers. 

 
 

5.8. Framing Charges 
 
The underlying predicate offence should typically be prosecuted, as it represents the conduct giving 
rise to the criminal proceedings regarding money laundering. As stated before, money laundering and 
the underlying criminality are separate offences. Thus, money laundering activities should not be seen 
merely as ‘part and parcel’ of the underlying criminal activity. 
 
A money laundering charge should be considered where the proceeds are greater than de minimis (i.e., 
too small to be meaningful or taken into consideration) in any circumstances where the accused, who 
is charged with the underlying offence, has done more than simply consume his proceeds of crime. 
  
However, where there is any significant attempt to transfer or conceal ill-gotten gains, money 
laundering should generally be considered as an additional charge, in part because the purpose of the 
concealment will be to defeat or avoid prosecution and forfeiture. 
 
A careful judgment will need to be made if it is in the public interest to proceed with the money 
laundering charge in the event of a plea to the underlying criminality by an accused who is also indicted 
for laundering the criminal proceeds. Among other factors, the judge should consider whether the 
laundering activity involves a significant attempt to conceal ill-gotten gains such that the Court might 
consider it appropriate to impose a consecutive sentence. 
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In a ‘mixed’ case, where the laundering is by X on behalf of Y (the perpetrator of the predicate offence), 
it may be appropriate to proceed against Y for the underlying crime and X concerning the laundering 
offence in the same trial. 
 

 
Case Study 

 
If the wife of a narcotics trafficker has laundered the proceeds of his criminality and the 
investigation has followed the money trail, and there is enough nexus between the underlying 
predicate offence of narcotics trafficking and the money laundering, the prosecution may 
benefit from both charges being tried together in one trial. 

 
 
Money laundering can be committed in several ways, and the various methods used for criminal 
proceeds of one predicate offence can be included in a single money laundering charge. However, this 
should not be taken as a license to allege different methods of commission without discretion. The 
prosecution should identify the methods of commission which can be proved and should specify those 
methods when charges are being framed.  
 

 
Case Study 

 
The prosecution case against the accused was involved in the course of conduct by laundering 
the proceeds of their corrupt receipts of bribes by a police officer over several years by spending 
(converting) it into thousands of different transactions, large and small, albeit intermingled 
with similar transactions representing some legitimate activity. Some of these proceeds were 
also used to purchase land and property. Since it is difficult to untangle these activities and 
charge them separately, a single charge for the conversion of criminal property is appropriate 
as per section 3(a) of the Anti-Money Laundering Act 2010. 

 
 
Where a conspiracy to commit any of the principal money laundering offences are charged in violation 
of section 3(d) of the AMLA, there must be an intention that the property laundered would be the 
proceeds of crime where the property had not been identified at the time of the agreement. 
Furthermore, where the property had been so identified, the knowledge that the property was the 
proceeds of crime is required. 
 

5.9. Investigatory Powers 
 
The AMLA allows an investigating officer to serve notice for disclosure of the sources of income, 
earnings or assets after an attachment order is issued239 and a ‘power of survey.’240 
 
The ‘power of survey’ of a place where a money laundering offence has been suspected to have taken 
place, or where relevant records are located, is wide-ranging and allows an investigating officer to 
enter any place to: 
 

• Inspect records, 
• Verify any information or transaction related to the proceeds of crime; and, 
• Furnish information useful or relevant to any proceedings under AMLA. 

 
 

239 Section 9 Anti-Money Laundering Act 2010 
240 Section 13 Anti-Money Laundering Act 2010 
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The investigating officer can only invoke the power of survey based on the material in his possession; 
having a reason to believe an offence of money laundering has been committed; and with the 
permission of the Court. 
 
An alternative to the power of the survey is ‘search and seizure’ ordered by the Court where the 
investigating officer, based on the material in his possession, has reason to believe any person has 
committed an offence of money laundering, and owns any record which may be useful or relevant to 
proceedings under AMLA.241 
 
The court order should authorise the investigating officer or any subordinate officer to: 
 

• Enter and search any building, place, vessel, vehicle or aircraft where he has reason to suspect 
that such record or properties are kept;  

• Break open the lock of any door, box locker, safe, almirah or other receptacles where the keys 
are not available; 

• Seize any such record or property found as a result of such search;  
• Place marks of identification on such record or make, or cause to be made, extracts or copies;  
• Make a note of any inventory of such record or property; or  
• Examine any person, who is found to be in possession or control of any such record or property, 

in respect of all matters relevant for any investigation under the AMLA.  
 
If the search is urgent, section 14(2) allows a senior officer to authorise the investigating officer to 
begin the search. 
 
Section 15 of the AMLA also provides for a search of a person where the investigating officer has reason 
to believe that the relevant person has on their person, or has under their possession, ownership or 
control, any record or property that is useful for, or relevant to, proceedings under the AMLA. If such 
record or property is found, the investigating officer is authorised to seize said record or property.  
 
The investigating officer can retain any property seized or the person for 90 days.242 A court can grant 
an extension if required – for example for production at a trial fixed for a later date or as prima facie 
property involved in money laundering needed to further the investigation.243 
 

Asset Recovery 
 
Forfeiture of assets following conviction should be a critical goal of the prosecution. Without the assets 
accrued through crime, the suspect is likely to be stripped of his ability to commit further serious 
crimes. The first stage is attachment (i.e., prohibit the transfer, conversion, disposition or movement) 
to prevent dissipation of criminally acquired assets or instrumentalities used in the commission of the 
offence.244 
 

Attachment  
 
There are two procedures for attachment orders to the Court: 
 

• An investigating order application under section 8 of the AMLA 
• An application following an investigation under section 9 of the AMLA 

 

 
241 Section 14 Anti-Money Laundering Act 2010 
242 Section 17 Anti-Money Laundering Act 2010 
243 Section 17(3) and (4) Anti-Money Laundering Act 2010 
244 See definition at section 2(a) Anti-Money Laundering Act 2010 
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Section 8 AMLA 
 
Section 8 of the AMLA states that an investigating officer may apply for a 90-day attachment order to 
the Court when he reasonably believes the property is involved in money laundering. 
 
This belief must be based on a report in his possession from an investigating or prosecuting agency. 
The officer applying for the attachment order must then update the Court every month on the progress 
of the investigation.245 
 
Section 9 AMLA 
 
Section 9 of AMLA requires an investigating officer, to serve a notice on any person concerned with the 
property to ‘indicate the sources of his income, earnings or assets, out of which or utilising which he 
has acquired the property’ no later than seven days after the issuance of the attachment order. 
 
A ‘person concerned’ refers to anyone with an interest in the illegally obtained property, which could 
broadly be interpreted to include any of the following: 
 

• Persons owning property 
• Persons possessing property 
• Persons in control of the property 
• Persons holding property on behalf of another; and 
• Joint owners of a property 

 
The ‘concerned person’ served with a notice under section 9 of the AMLA should be offered an 
opportunity to be heard by the investigating officer, who should then consider all information 
provided.246 The investigating officer should then decide whether the property is involved in money 
laundering.247This finding can then be used to show cause as to why all or any of such properties should 
not be declared to be properties involved in money laundering, and then forfeited to the Federal 
Government.’248 
 
If the investigating officer determines the property is involved in money laundering, he shall apply to 
the Court for an attachment order or an order for the retention of the property seized under sections 14 
and 15 of AMLA (see the section above on Investigatory Powers above).  
 
Section 8(4) of AMLA confirms that nothing shall prevent any person claiming an interest in the 
property to enjoy rights attached to ‘immovable property’. For example, if there is an attachment order 
against a house, the owners can still reside in it, subject to the state having an attachment for 90 days 
whilst a money-laundering investigation is extant. 
 
Forfeiture 
 
Section 9(3A) sets out that after hearing a concerned person, the attachment order shall: 
 

• Continue during the court proceedings; and 
• Will become final if it is proved that the property is involved in money laundering. 

 

 
245 Section 8(5) Anti-Money Laundering Act 2010 
246 Section 9(2) Anti-Money Laundering Act 2010 
247 Ibid 
248 Ibid. 
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This means that, following conviction, the property will vest absolutely in the Federal Government void 
of any encumbrances.249  
 
Sale before forfeiture 
 
Where attached property is perishable in nature; subject to speedy or natural decay; or where the 
expense of keeping it in custody is likely to exceed its value, the investigating officer may apply to the 
Court for sale.250 This provision could be used for cars or vessels that are seized.  Prohibitive storage 
costs or depreciation means an investigating officer should apply for sale rather than to continue to 
store forfeited property. 
 
Acquittal 
 
Where an accused is acquitted, the attachment of property ends and it must be returned to the person 
from whom it was seized.251 Equally, where a Court determines the property is not involved in money 
laundering, it will also be returned to the persons from whom it was seized.252 
 
Issuing an Order 
 
There is no procedure established for a Court to determine if an attachment order is issued, other than 
allowing concerned persons to make representations before issuing an order.253 
 
It is suggested that the following matters are considered: 
 

• Full description of the property for which an order of attachment is sought;  
• Grounds and primary evidence in support of the property for being attachable due to its 

involvement in money laundering or any other offence; and 
• The apprehension that the property may be transferred or taken beyond possession (i.e. 

dissipation) before the disposal of the complaint if the Court does not pass an order according 
to the application.  

 
The Court may accept a risk of dissipation in cases where there has been a significant benefit to the 
accused; the accused has been charged with a dishonesty offence, or the assets are easily liquidated—
such as funds in bank accounts. In cases where there has been a delay in obtaining the freeze order (for 
whatever reason) and no assets have been dissipated at the time of application for a freeze is made, it 
will be more difficult for the prosecution to establish the risk of dissipation. 
 
The consideration of ‘involvement in money laundering or any other offence’ is a wide requirement 
and could include: 
 

• Property laundered - for example, the cash smuggled over the border more than the amounts 
required to be declared under the law; 

• Instrumentality - for example, a car used to smuggle cash across the border; 
• Proceeds from the instrumentality - for example, the proceeds from the sale of a car used to 

smuggle cash illegally across the border; 
• The converted property at the integration stage of a money laundering offence - for example, 

a house purchased with illegal proceeds; 
• A bribe paid to a bank employee to illegally transfer money out of the jurisdiction; 

 
249 Section 10 Anti-Money Laundering Act 2010 
250 Section 9(4) Anti-Money Laundering Act 2010 
251 Section 9(5) Anti-Money Laundering Act 2010 
252 Section 9(7) Anti-Money Laundering Act 2010 
253 Section 3A Anti-Money Laundering Act 2010 
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• Any other proceeds from the predicate offence - for example, in a dishonesty offence, the 
property stolen or acquired. 

 
Equally, the AMLA does not establish any specific legal standard to determine if the evidence in support 
of the property is involved in money laundering. Article 117 of the Qanun-e-Shahadat Order of 1984 
provides that the burden of proof of the existence of facts will be on the person who asserts the fact.254 
Thus, the police officer applying for the attachment must establish that the property in question is 
involved in money laundering. 
 
If the question is whether any person in possession of the property is the owner, article 126 of the 
Qanun-e-Shahadat Order of 1984 places the burden of proof on the person affirming he is not the 
owner. 
 
Since an investigating officer applying for an attachment must have reasonable grounds to believe the 
property is involved in money laundering, it must be assumed that a Court must also be satisfied to this 
standard. 
 
The Corporate Veil 
 
As a general rule, companies enjoy a legal personality of their own. However, if it can be shown that the 
company itself is a ‘sham’ company—i.e., it is designed only to facilitate the accused individual’s 
money laundering—then the Court may ‘pierce the corporate veil’ and forfeit the property involved in 
the money laundering. This is supported by extensive case law, as well as provisions in the Companies 
Ordinance 1984 (now Companies Act 2017).255 According to Section 453 of the Companies Act 2017, all 
officers of a company are instructed to prevent the commission of money laundering, including 
predicate offences laid out in the AMLA. Failure to do so can result in an imprisonment term of up to 
three years and a fine of over one hundred million rupees.256 
 
It is not uncommon for money launderers to operate businesses, as businesses will have a partially 
legitimate and partially criminal element to it. In such cases, the burden falls on the accused to 
demonstrate which proportion of the business was legitimate and which was illegitimate. 
 
Innocent Purchase  
 
If the Court passes a forfeiture order, and any person or entity purchases any property subject to 
forfeiture before an order for forfeiture of the property is passed, it is good practice for a Judge to order 
the purchase monies be deposited with the State if: 
 

• The person or entity purchased in good faith; 
• The purchase was for a proper value;  
• The person or entity was not aware the property was involved in money laundering.  

 
Loans 
 
The AMLA states that a person will not be discharged from any liability in respect of encumbrances on 
the seized property. This could be interpreted to mean that if the property in question is subject to a 

 
254 Section 117, Qanoon e Shahadat Order, 1984. 
https://punjabpolice.gov.pk/system/files/qanun-e-shahadat-order-1984.pdf 
255 Effects of Incorporation in Pakistan: A Study of Corporate Veil Pricing https://sahsol.lums.edu.pk/law-journal/effects-
incorporation-pakistan-study-corporate-veil-piercing 
256 Companies Act 2017, National Assembly Pakistan. 
http://www.na.gov.pk/uploads/documents/1487136261_767.pdf 

https://punjabpolice.gov.pk/system/files/qanun-e-shahadat-order-1984.pdf
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loan or security, and the bank or financial institution is an innocent third party, the loan or security 
can still be enforced. 
 
Mingled property 
 
If the property involved in money laundering has been mingled with property acquired from legitimate 
sources, the Court should order the forfeiture of property up to the value of the mingled proceeds. 
Where the value of the property involved with money laundering cannot be determined, the Court 
should pass a forfeiture order on the full value of the mingled money or property in favour of the State. 
The burden falls on the convicted person to separate legitimate funds from illegitimate funds. 
 

Anti-Money Laundering (Amendment) Act, 2020 
 
In September 2019, the Anti-Money Laundering (Amendment) Bill 2019 was laid in the National 
Assembly. The purpose of the amendment was to strengthen the current Anti Money Laundering 
regime in the country with more stringent provisions. Its title was formally changed to Anti-Money 
Laundering (Amendment) Act, 2020 as deliberations continued into the following year. 
 
According to Section 4, violators of the law would now be subject to greater financial penalties i.e. fines 
would be increased from one million rupees to five million rupees, and sentences would be increased 
from two years to ten years’ imprisonment. The amended AMLA also equips the investigating officer 
with the authority to hold a person in remand for up to 180 days, up from 90 days previously (Section 
8, subsection 1). 
 

5.10. The role of the FMU and interactions with 
the AMLA 

 
The Financial Monitoring Unit (FMU) receives assistance from the Federal and Provincial 
Governments, local authorities, and reporting entities for the purposes of ML, predicate offences and 
TF proceedings and investigations. 
 
The FMU issues quarterly newsletters on the steps it has taken to improve compliance with AML/CFT 
requirements, legislative and regulatory amendments/issuances, reporting trends, strategic analysis, 
typologies, and case studies. The FMU also issues statistical reports, typologies reports, strategic and 
sectoral analyses. The FMU’s website contains a series of in-depth and informative YouTube videos for 
various sectors. Judges can benefit from these resources since FMU’s quarterly reports provide an 
overview of legislative amendments in ML/TF law along with relevant case studies which can help in 
the adjudication process. 
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Part C: Elements of the Offence 
 

5.11. Anti-Terrorism Act, 1997 
 

Section 11F(5) of the ATA, 1997 
 

 
11F. Membership, support and meetings relating to a Proscribed organization.- 
 
 … 
 
(5) A person commits an offence if he solicits, collects or raises money or other property for 

a proscribed organization. 
 

 
 

Elements of the Crime 
 

 
Evidence Needed to Prove Each Element 

 
Actus reus 

 
solicits, collects or raises 
money or other property 
 

 
• Prosecution Witness and Confessional 

Statements 
• Financial Records including banking 

statements, income tax returns, national 
savings, records of immovable properties, 
records of bank locker, records of DNFBs, 
records of NPO Registration Authority, etc.  

• Digital/Cyber evidence and forensics  
• Forensics (Fingerprints and Handwriting) 
• Travel record from FIA IBMS 
• Passport record from Directorate General of 

Immigration and Passports 
• Record from NADRA 
• Receipt books 
• Writing instruments and pamphlets 
• Loudspeakers 
• Skin Hides, etc. (Collection of Donations) 

 
 
Mens rea 

 
does not need to be 
established. 
 

 
• To secure a conviction, it will be enough for the 

prosecution to show that the accused 
committed the actus reus of the offence, 
regardless of whether he did so intentionally or 
unintentionally. 
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Section 11H of the ATA, 1997 
 
The ATA incorporates a set of unique offences relating to terrorism financing and money laundering. 
Section 11-H(1) relates to the act of inviting another to provide money or other property, whereas 
section 11-H(2) criminalises the offence of receiving money or other property, and section 11-H(3) 
criminalises the offence of providing money or other property. However, all the acts mentioned above 
will only be criminalised if the mens rea element of the crime is met, i.e., the acts of invitation, receipt 
and provision are carried out with the intention that the money or other property is to be used for the 
purpose of terrorism, or that the offender had a ‘reasonable cause to suspect that it may be used’ for 
terrorism. 
 
The TF activities mentioned above apply in two distinct circumstances: 
 

• When the act of wilfully inviting, providing or collecting funds or assets is complete, and 
• Even if the act was attempted, but the funds or other assets were not ultimately provided (for 

example the TF activity can be disrupted).257 
 
Moreover, as per section 2 of the ATA and FATF Recommendation No. 5, the acts of ‘inviting, receiving 
or providing’ applies to funds or other assets that can include economic resources, including oil and 
other natural resources, dividends, funds which may potentially be used to obtain funds, goods or 
services. This implies that the TF offence may apply to trade or other commercial or financial relations 
with terrorist organisations or individuals. 
 
‘Knowledge or intent’ may be inferred from objective factual circumstances. This is the minimum 
requirement that needs to be met to establish the intent to commit terrorism financing. While acting 
with the requisite intent is easy to understand, the term ‘reasonable cause to suspect that it may be 
used’ for terrorism is a specialised form of mens rea. Since similar wording has been used in the UK’s 
Terrorism Act, this issue has arisen recently in the UK as well. In R. v. Lane and Letts (2018), the Supreme 
Court explained that the term ‘reasonable’ adds objectivity and, therefore, the investigation and 
prosecution would only have to prove that a reasonable person in the position of the accused would 
suspect that the funds may be used for terrorism. 
 
Some countries also use the concept of ‘recklessness’ to criminalise terrorism financing where they 
may be an absence of a link to a specific terrorist act. This would require the prosecutor to show that 
the offender was aware of the substantial risk that the funds would be used for terrorist purposes, and 
failed to act with due diligence regarding those risks. 
It is also important to note that FATF Recommendation No. 5 and its interpretative note (INR.5) allow 
us to understand the meaning of ‘for terrorism.’  It explains what specific knowledge is required for the 
offence (the mens rea) and what unlawful intention/purpose must be proven as part of the offence.  The 
INR.5 clarifies that: 
 

• The terrorist financier must be acting with the knowledge that the funds or other assets are to 
be provided or collected for a terrorist organisation or individual terrorist;  

• It is only the terrorist financier’s unlawful intention/purpose which is relevant. That unlawful 
intention/purpose must be to provide or collect funds or other assets for a terrorist 
organisation or individual terrorist.  

 
This means that, according to FATF Recommendation No. 5 and INR.5, the following are not relevant 
to the scope of the TF offence:  
 

 
257 FATF “Criminalizing Terrorist Financing (Recommendation 5),” Oct. 2016, pp. 2–3, https://www.fatf-
gafi.org/media/fatf/documents/reports/Guidance-Criminalising-Terrorist-Financing.pdf 

https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Criminalising-Terrorist-Financing.pdf
https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Criminalising-Terrorist-Financing.pdf
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• The purpose for which the terrorist financier intended those funds or other assets to be used 
by the terrorist organisation/individual terrorist;  

• Any knowledge that the terrorist financier may have had about how the terrorist 
organisation/individual terrorist was using or intending to use the funds or other assets;  

• The use to which the terrorist organisation/individual terrorist put (or intended to put, or tried 
to put) the funds or other assets; and  

• Whether or not the funds or other assets were used to plan, prepare for or carry out a specific 
terrorist act.258 

 
However, it is relevant to determine whether the organisation or individual to whom the funds or other 
assets are provided is a terrorist organisation or an individual terrorist. One way to determine this is 
via domestic proscription under the ATA. Another way of determining this is if the individual or 
organisation has been proscribed under UNSC Resolution 1267 (1988). The terms terrorist organisation 
or terrorist are also defined as ‘an organisation or individual that commits, attempts or is otherwise 
complicit in a terrorist act’.259 
 
In some cases, whether an organisation to which funds were provided is, in fact, a terrorist 
organisation determines whether a TF offence has been committed. Cases may also arise in which a 
terrorist financier has an unlawful intention to finance a terrorist organisation (or a terrorist act), but 
is unsuccessful in doing so (e.g. because an undercover police officer intercepts the funds or other 
assets). Such cases could be considered a TF offence (or an attempted TF offence) if the intended 
recipient of the funds or other assets is an individual terrorist or a terrorist organisation, regardless of 
the actual recipient of the funds or other assets.260 
 

In summary, the prosecutor should only have to prove that the terrorist financier knew (or believed) 
that the funds or other assets were being collected for, or provided to, a terrorist organisation or 
individual terrorist, or unlawfully intended to do so. The element of intention is decisive in establishing 
criminal liability.  
 
Section 11H(1) of the ATA, 1997 
 

 
11H.  Fund Raising.- (1) A person commits on [sic] offence if he:- 
 
 (a)  invites another to provide money or other property; and 
 
 (b)  intends that it should be used, or has reasonable cause to suspect that it may be 

 used, for the purpose of terrorism or by a terrorist or organization concerned in 
 terrorism. 

 
 

 
Elements of the Crime 

 

 
Evidence Needed to Prove Each Element 

 
Actus reus 
 
 

 
He invites someone else 
 

 
• Witness testimonies 
• Confessions 
• SMS messages inviting another 
• WhatsApp messages 

 
258 FATF “Criminalizing Terrorist Financing (Recommendation 5),” Oct. 2016, pp. 2–3, https://www.fatf-
gafi.org/media/fatf/documents/reports/Guidance-Criminalising-Terrorist-Financing.pdf 
259  Terrorist Financing Convention 1999, Article 2 
260 supra note 1. 

https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Criminalising-Terrorist-Financing.pdf
https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Criminalising-Terrorist-Financing.pdf
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• Pamphlets 
• Donation (Chanda) receipts 
• The identity of who was invited  

 
 
To provide money or 
other property 
 

 
• Witnesses/confessions  
• Messages would have to show that money, or 

some other property was requested in the 
invitation to the other (or was the result of the 
invitation).  

• Bank Records 
• Records from SBP if any foreign exchange is 

involved. Further details can be acquired from 
the exchange company 

• Records from FBR of NTN No. Income Tax 
Returns and Wealth Statements 

• Letters to concerned revenue or excise 
departments for identification of any property 
associated with the individual or organisation. 

 
 
Mens rea 

 
Intends that it should be 
used, or*Level 1 Mens rea - Intent 
 

 
• Specific intent needs to be proven that the 

money or other property will be used for 
terrorism or by a terrorist or terrorist 
organisation. 

• Establishing links with a terrorist organisation 
through 

• Intelligence 
• Witness testimonies 
• Literature or other written material at his 

house, place of work, or frequently visited 
places 

• Online browsing history, messages on the 
phone, email, known associates, etc. 

 
 
Has reasonable cause to 
suspect that it may be 
used,*Level 2 Mens rea – reasonable 

cause to suspect 
 

 
• Objective assessment according to the 

reasonable person standard: whether a 
reasonable person with the same knowledge 
would suspect that the money or other property 
might be used for terrorism. 

• Prosecutors can prove that the offender was 
aware of a substantial risk that the funds would 
be used for terrorist purposes (recklessness); 
this requires that the suspect ‘consciously 
accepts the substantial chance’ that funds will 
serve to offer financial support  
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Section 11H(2) of the ATA, 1997 
 

 
11H.  Fund Raising.- 
 
 … 
 
(2) A person commits an offence if:- 
 
 (a)  he receives money or other property; and 
 
 (b) intends that it should be used, or has reasonable cause to suspect that it may be 
  used, for the purposes of terrorism or by a terrorist organization concerned in 
  terrorism. 
 

 
 

Elements of the Crime 
 

 
Evidence Needed to Prove Each Element 

 
Actus reus 
 
 

 
He receives money or 
other property 
 

 
• Witness testimonies 
• Confessions 
• SMS messages recovered from the phone of 

the receiver or the sender 
• WhatsApp messages 
• Bank statements or records that are reflecting 

receipt of money 
• Property details that can include shareholder 

agreements, bond receipts, or property deeds.   
• Letters to the concerned revenue or excise 

department for identification of any property 
associated with the individual or organisation 
must be sent 

• Cheques and cheque books. 
• Cash 
• Records from FBR of NTN No. Income Tax 

Returns and Wealth Statements 
• Contracts testifying the receipt of other 

economic resources such as dividends or oil 
and other natural resources 

• Receipts, contracts of profits/ interest/ benefit 
accrued from the property  

 

 
Mens rea 

 
Intends that it should be 
used, or*Level 1 Mens rea - Intent 
 

 
• Specific intent needs to be proven that the 

money or other property will be used for 
terrorism or by a terrorist or terrorist 
organisation. 

• Establishing links with a terrorist 
organisation through 

• Intelligence 
• Witness testimonies 
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• Literature or other written material at his 
house, place of work, or frequently visited 
places 

• Online browsing history, messages on the 
phone, email, known associates, etc. 

 
 
Has reasonable cause to 
suspect that it may be 
used for terrorism*Level 2 

Mens rea – reasonable cause to suspect 
 

 
• Objective assessment according to the 

reasonable person standard: whether a 
reasonable person with the same knowledge 
would suspect that the money or other 
property might be used for terrorism. 

• Prosecutors can prove that the offender was 
aware of a substantial risk that the funds 
would be used for terrorist purposes 
(recklessness); this requires that the suspect 
‘consciously accepts the substantial chance’ 
that funds will serve to offer financial support  

 
 
Section 11H(3) of the ATA, 1997 
 

 
11H.  Fund Raising.- 
 
 … 
 
(3) A person commits an offence if he:- 
 
 (a)  provides money or other property; and 
 
 (b) knows or has reasonable cause to suspect that it will or may be used for purposes of 
  terrorism or by a terrorist or organization concerned in terrorism. 
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Elements of the Crime 

 

 
Evidence Needed to Prove Each Element 

 
Actus reus 
 
 

 
Provides money or other 
property 
 

 
• Witness testimonies 
• Confessions 
• Messages reflecting the tacit approval of the 

offender in providing money or some other 
property. 

• Bank records or financial statements that are 
reflecting the transfer of money 

• Records from the SBP if any foreign exchange is 
involved. Further details can be acquired from the 
exchange company. 

• Records from the FBR of NTN No. Income Tax 
Returns and Wealth Statements 

• Letters to concerned revenue or excise 
department for identification of any property 
associated with the individual or organisation if a 
property is involved. In this case, the title 
documents of the property would have to be 
traced. 

• Cheques and cheque books.  
• Contracts that are testifying the provision of other 

economic resources such as oil, dividends or other 
natural resources 
 

 
Mens rea 

 
Intends that it should be 
used, [for terrorism] 
or*Level 1 Mens rea - Intent 
 

 
• Specific intent needs to be proven that the money 

or other property will be used for terrorism or by a 
terrorist or terrorist organisation. 

• Establishing links with a terrorist organisation 
through 

• Intelligence 
• Witness testimonies 
• Literature or other written material at his house, 

place of work, or frequently visited places 
• Online browsing history, messages on the phone, 

email, known associates, etc. 
 

 
Has reasonable cause to 
suspect that it may be 
used [for terrorism]*Level 2 

Mens rea – reasonable cause to suspect 
 

 
• Objective assessment according to the reasonable 

person standard: whether a reasonable person 
with the same knowledge would suspect that the 
money or other property might be used for 
terrorism. 

• Prosecutors can prove that the offender was aware 
of a substantial risk that the funds would be used 
for terrorist purposes (recklessness); this requires 
that the suspect ‘consciously accepts the 
substantial chance’ that funds will serve to offer 
financial support  
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Section 11I of the ATA, 1997 
 

 
11I.  Use and possession. A person commits an offence if- 
 
(1) he uses money or other property for the purposes of terrorism; or 
 
(2) he:- 
 
 (a)  possesses money or other property; and 
 
 (b) intends that it should be used, or has reasonable cause to suspect that it may be used, 
  for the purposes of terrorism. 
 

 
The ATA criminalises the ‘use and possession’ of money or property that can be used for terrorism. 
Section 11-I of the ATA targets both the act of using money or other property (actus reus) for terrorism 
(mens rea). Similar to Section 11-H, the criminalisation of the mens rea element is twofold: firstly, there 
needs to be a clear intention or knowledge of the funds being used for terrorism. Secondly, there needs 
to be ‘reasonable cause to suspect’,261 which means (as mentioned above in Section 11-H) that the state 
need only establish that any rational person or actor (“reasonable”) can draw assumptions of funds 
being used for the cause of terrorism.  
 
Considering the definition of ‘purposes of terrorism,’ the commentary to Section(s) 15-17 of the UK 
terrorism Act 2000 offer guidance on the term. It says that under Section 1(5) of the PTA (Prevention 
of Terrorism Acts), the words for “the purposes of terrorism” can be taken to include for the benefit of 
a proscribed organisation. Thus, as mentioned above in the notes for Section 11-H, the identity of the 
individual or organisation who is benefiting from the arrangement is of crucial significance. The 
offender shall be held accountable if the purpose of the arrangement is to facilitate a terrorist 
organisation or individual. 262 
 

 
Elements of the Crime 

 

 
Evidence Needed to Prove Each Element 

 
Actus reus 
 
 

 
Uses money or other 
property 
 

 
• Witness testimonies 
• Confessions 
• SMS messages recovered from phones 
• WhatsApp messages 
• Bank statements or other financial statements 
• Transfer receipts 
• Contracts 
• Purchase receipts 

 
 
Possesses money or other 
property 
 

 
• Witness testimonies  
• Confessions  

 
261 Anti-Terrorism Act, section 11-I(2)(b) 
262 Office, Home. “Explanatory Notes to Terrorism Act 2000.” Explanatory Notes, Section 15-17, Queen's Printer of Acts of 
Parliament, www.legislation.gov.uk/ukpga/2000/11/notes/division/4/3/2. 

http://www.legislation.gov.uk/ukpga/2000/11/notes/division/4/3/2
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• Messages recovered would have to show that 
money or some other property was used.  

• Bank records 
• Records from the SBP if any foreign exchange 

is involved. Further details can be acquired 
from the exchange company 

• Records from the FBR of NTN No. Income Tax 
Returns and Wealth Statements 

• Letters to concerned revenue or excise 
department for identification of any property 
associated with the individual or organisation 

• Cheques and cheque books 
• Transfer of title documents 
• Social media accounts 

 
 
Mens rea 

 
Intends that it should be 
used, or*Level 1 Mens rea - Intent 
 

 
• Specific intent needs to be proven that the 

money or other property will be used for 
terrorism or by a terrorist or terrorist 
organisation. 

• Establishing links with a terrorist 
organisation through 

• Intelligence 
• Witness testimonies 
• Literature or other written material at his 

house, place of work, or frequently visited 
places 

• Online browsing history, messages on the 
phone, email, known associates, etc. 

 
 
Has reasonable cause to 
suspect that it may be 
used,*Level 2 Mens rea – reasonable 

cause to suspect 
 

 
• Objective assessment according to the 

reasonable person standard: whether a 
reasonable person with the same knowledge 
would suspect that the money or other 
property might be used for terrorism. 

• Prosecutors can prove that the offender was 
aware of a substantial risk that the funds 
would be used for terrorist purposes 
(recklessness); this requires that the suspect 
‘consciously accepts the substantial chance’ 
that funds will serve to offer financial support  
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Section 11J of the ATA, 1997 
 
Section 11J(1) of the ATA, 1997 
 

 
11J.  Funding Arrangements (1) A person commits an offence if he - 
 
 (a) enters into or becomes concerned in an arrangements [sic] as a result of which  
  money or other property is made available or is to be made available to another; and 
 
 (b) has reasonable cause to suspect that it will be used for the purposes of terrorism. 
 

 
Section 11J(1) criminalises the act of entering into any arrangement including (but not limited to) 
initiating or entering into in an arrangement designed to provide funds if the offender suspects that it 
will be used for terrorism. Hence, the offender’s participation and the knowledge, or reasonable cause 
to suspect, that the funding arrangement shall be used for terrorism constitutes an offence. An 
arrangement may include all legal and non-legal arrangements to make funds available for terrorism 
such as the availability of funds via trusts and NGOs; beneficial ownership; donations (chandas); 
dealing in real estate or precious stones or metals; providing a registered office or a property; acting as 
or arranging for another person to act as a nominee shareholder for another person; or working as an 
agent to make funds available.263 

 
 

Elements of the Crime 
 

 
Evidence Needed to Prove Each Element 

 
Actus reus 
 
 

 
Enters or becomes 
concerned in an 
arrangement 
 

 
• Witness testimonies 
• Confessions 
• information received through intelligence 
• Trust deeds 
• Documents showing a transfer of title to an 

NGO 
• Title of property or contract testifying to 

transfer of interest/ profit accruing from a 
property 

• Donation cheques 
• Beneficial ownership certifications of legal 

entities 
• Details through the NADRA Verisys system 
• Call data records 
• Messages recovered from phones. 

 
 
To make money or other 
property available 
 

 
• Witness testimonies 
• Confessions 
• Bank records reflecting benefit accrued. 
• Records from FBR of NTN No. Income Tax 

Returns and Wealth Statements 
 

 
263 International Standards on Combating Money Laundering and the Financing of Terrorism & Proliferation. FATF, 2012, 
www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF Recommendations 2012.pdf. 
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Mens rea 

 
Has reasonable cause to 
suspect that it may be 
used,*Level 2 Mens rea – reasonable 

cause to suspect 
 

 
• Objective assessment according to the 

reasonable person standard: whether a 
reasonable person with the same knowledge 
would suspect that the money or other 
property might be used for terrorism. 

• Prosecutors can prove that the offender was 
aware of a substantial risk that the funds 
would be used for terrorist purposes 
(recklessness); this requires that the suspect 
‘consciously accepts the substantial chance’ 
that funds will serve to offer financial support  

 
 
Section 11J(2) of the ATA, 1997 
 

 
11J.  Funding Arrangements  
 
 … 
 
(2) Any person in Pakistan or a Pakistani national outside Pakistan shall commit an offence 
 under this Act, if he knowingly or willfully makes money or other property or services 
 available, directly or indirectly, wholly or jointly, for the benefit of a proscribed organization 
 or proscribed person. 
 

 
Section 11 J (2) expands the jurisdiction of the offence of providing or collecting funds or other services 
to Pakistani citizens out of the country if they are supporting a proscribed organisation or individual 
listed under the ATA. While sections 11-H and 11-I criminalise the offence of funding to terrorist 
organisations and individual terrorists, this section focuses its ambit to proscribed entities and 
individuals. Hence, an amendment to this section could be introduced to widen the scope to include 
‘benefits accrued to terrorist organisations or individuals’ to include FTFs within its parameters.  
 
To meet the mens rea requirement, the conduct ought to have been deliberately committed with 
unlawful intent. However, the TF offence under this section is not limited to providing the funds 
directly for the proscribed organisation or individual for a terrorist attack but making it available for 
any purpose that may lead to terrorism. The TF offence should apply when the person providing or 
collecting funds or other assets (the terrorist financier) is doing so directly (i.e., themselves), or when 
doing so indirectly (e.g., through an intermediary/middleman or a secondary trader). Indirectly 
providing or collecting funds or other assets would apply to those who take part in a chain of 
transactions knowing that these will benefit a terrorist or a terrorist organisation (e.g. as an 
intermediary trader).  
 
Moreover, the TF offence should not be limited to situations where the full amount of the funds or other 
assets collected or provided were used or intended for a terrorist act. Neither should the offence be 
limited to where the funds or assets were collected for or provided to a terrorist organisation or 
individual. Instead, it should also apply in cases where part of the funds or other assets concerned were 
used or intended for a terrorist act, or provided to a terrorist organisation or individual, while the rest 
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were not. This includes situations in which value and other benefits in kind are transferred through a 
transaction which also includes a legitimate economic component.264 
 
For example, as set out in the 2008 FATF Terrorist Financing Report, most of the financing used by 
terrorist organisations is not used to meet the direct costs of mounting attacks. However, it is needed 
for broad organisational support, including services such as recruitment and radicalisation, training, 
subsistence, travel, and maintaining a veil of legitimate activities. The 2015 FATF report on Emerging 
Terrorist Financing Risks further highlights the use of funds by large terrorist organisations for 
propaganda and recruitment, training, salaries and member compensation, and social services. Funds 
provided for and spent on these non-attack activities nevertheless contribute to terrorist attacks by 
sustaining the terrorist organisation’s capability to mount such attacks.265 
 

 
Elements of the Crime 

 

 
Evidence Needed to Prove Each Element 

 
Actus reus 
 
 

 
A citizen or national 
outside Pakistan 
 

 
• CNIC, Information from the NADRA Verisys 

system 
• Travel tickets and history 
• Passport 
• information received from Immigration and 

Passports Department (MoI) 
• Intelligence received from the investigation 

department outside Pakistan 
 
 

 
To make money or 
property or services 
available (directly or 
indirectly) (wholly or 
jointly) 
 

 
• Witness testimonies  of the middleman/ trader  
• Confessions 
• Messages reflecting the tacit approval of the 

offender in providing money or some other 
property or the middleman’s communication 
with the leading financier of the funds. 

• Bank records or financial statements reflecting 
the transfer of money. 

• Records from the SBP if any foreign exchange is 
involved. Further details can be acquired from 
the exchange company 

• Records from the FBR of NTN No. Income Tax 
Returns and Wealth Statements 

• Letters to concerned revenue or excise 
department for identification of any property 
associated with the individual or organisation if 
a property is involved. 

• In this case, the title documents of the property 
would have to be traced. (running of hospitals 
or other social services as undercover terrorist 
operations) 

 
264 “Criminalising Terrorist Financing (Recommendation 5).” Oct. 2016, pp. 11–12., FATF (2016), Guidance on the criminalisation 
of terrorist financing (Recommendation 5), FATF, Paris www.fatf-
gafi.org/publications/fatfrecommendations/documents/criminalising-terrorist-financing.html. 
265 “Criminalising Terrorist Financing (Recommendation 5).” Oct. 2016, para 19., FATF (2016), Guidance on the criminalisation of 
terrorist financing (Recommendation 5), FATF, Paris www.fatf-
gafi.org/publications/fatfrecommendations/documents/criminalising-terrorist-financing.html. 
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• Donations cheques/ gift deeds (wholly) 
• Contracts testifying the provision of other 

economic resources such as oil, dividends or 
other natural resources (provision of a service/ 
wholly or jointly controlled)  

• Online media activity:  
• Facebook pages being run for the propagation 

of ideology or recruitment, or business pages 
being used as a vehicle to secure and send funds 
to finance food, medical supplies or 
ammunition 

• Literature available (online or hard copies) 
• Financial documents indicating profit received 

from businesses (wholly or jointly controlled) 
• Partnership deeds 
• Other electronic evidence 

 
 
Mens rea 

 
Knowingly, wilfully 
 

 
• Objective assessment according to the 

reasonable person standard: whether a 
reasonable person with the same knowledge 
would suspect that the money or other property 
might be used for terrorism. 

• Prosecutors can prove that the offender was 
aware of a substantial risk that the funds would 
be used for terrorist purposes (recklessness); 
this requires that the suspect ‘consciously 
accepts the substantial chance’ that funds will 
serve to offer financial support  

 
 

Section 11K of the ATA, 1997 
 

 
11K. Money laundering.- (1) A person commits an offence if he enters into or becomes concerned 
in any arrangement which facilitates the retention or control, by or on behalf of another person, of 
terrorist property:- 
 

(a) by concealment; 
 

(b) by removal from the jurisdiction; 
 

(c) by transfer to nominees; or 
 

(d) in any other way. 
 
(2) It is a defense for a person charged with an offence under sub-section (1) to prove that he did 
not know and had no reasonable cause to suspect that the arrangement related to terrorist 
property. 
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Section 11 K criminalises the offence of money laundering of terrorist property in the four listed forms.  
Section 2(aa) of the ATA defines ‘terrorist property’ as any money, property, resources or funds that 
are utilised for terrorism, or for the benefit of a terrorist organisation or individual. These funds include 
proceeds of the commission of an act of terrorism or the proceeds of the predicate crime (carried out 
for terrorism) such as kidnapping for ransom, drug trafficking or human smuggling. The ‘resources’ 
of a terrorist organisation under the ATA may include movable and immovable assets including (but 
not limited) to legal documents, written, electronic or digital and shares, securities, bonds, drafts and 
letters of credits.  
 
Under FATF Recommendation No. 3 and its Interpretive Note, predicate offences should include all 
offences within the category of severe offences under the national law, or may include all offences that 
are punishable by a minimum punishment of six months’ imprisonment to a maximum penalty of one 
year’s imprisonment. Section 3 of the AMLA, discussed below, covers the offence of money laundering 
in further detail. 
 

 
Elements of the Crime 

 

 
Evidence Needed to Prove Each Element 

 
Actus reus 
 
 
 

 
Enters an arrangement 
 

 
• Witness testimonies  
• Confessions 
• Contractual agreements 
• Property/Business address and registration 

details 
• Details from SBP of records if MVTS is involved 
• Social media pages  
• Purchase receipts of high-value goods 
• Predicate crime witnesses’ testimonies 
• Express trusts deeds 
• Foundations and NGOs that have been 

established 
• Other electronic evidence 

 
 
Concealment 
 

  
• Witness testimonies 
• Confessions 
• Benami or other bank account details  
• NTN and tax records 
• Transfer of title of property documents 
• Transfer of shares 
• Gift deeds 
• Bank transfer records or other financial 

statements, 
• Sale purchase agreement 
• Investment agreements 
• Trade invoices 
• Shell companies’ documents, employment 

records, total value of assets, etc. 
• Falsifying activities using fraudulent loans, 

false invoices, and misleading naming 
conventions. 

• CCTV footage and other electronic evidence 
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Removal from 
jurisdiction 
 

 
• Witness testimonies of brokers or hawala/hundi 

operators  
• Shipment invoices and receipts of resale of 

goods 
• Distribution agreements 
• Bank transfer details and statements 
• Remittance statements 
• International NGO registration certificates  
• MLA request letter for further investigation. 
• Travel history 

 
 
Transfer to nominees 

 
• Witness testimonies of those acting as 

intermediaries 
• Partnership deeds that disguise beneficial 

ownership especially of LLCs 
• asset division contracts, trust deeds appointing 

nominees, power of attorney documents, etc.  
• Nominee shareholder agreements 
• Other electronic evidence 

 
 
Mens rea 

 
Reasonable cause to 
suspect 

 
• Burden of proof is on the accused. 
• Objective assessment according to the 

reasonable person standard: whether a 
reasonable person with the same knowledge 
would suspect that the money or other property 
might be used for terrorism. 

• Prosecutors can prove that the offender was 
aware of a substantial risk that the funds would 
be used for terrorist purposes (recklessness); 
this requires that the suspect ‘consciously 
accepts the substantial chance’ that funds will 
serve to offer financial support  

 
 
The mens rea element depends on whether the offender had any reasonable cause to suspect that the 
arrangement was being used for terrorism. However, this section places a reversed burden of proof 
upon the accused who must prove his case on the principle of balance of probabilities. For interpretive 
guidance, one can turn to UK case law. In Her Majesty’s Treasurer v. Mohammad Jabbar Ahmad and others, 
the mens rea is interpreted as, “intention, knowledge or reasonable suspicion that money or other 
property will be used for terrorist purposes.” 
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5.12. Anti-Money Laundering Act, 2010 
 

Section 3 of the AMLA, 2010 
 

 
3.  Offence of money laundering.- A person shall be guilty of offence of money laundering, 
 if the person:- 

 
(a) acquires, converts, possesses, uses or transfers property, knowing or having 

reason to believe that such property is proceeds of crime; 
 

(b) conceals or disguises the true nature, origin, location, disposition, movement 
or ownership of property, knowing or having reason to believe that such 
property is proceeds of crime; 

 
(c) holds or possesses on behalf of any other person any property knowing or 

having reason to believe that such property is proceeds of crime; or 
 

(d) participates in, associates, conspires to commit, attempts to commit, aids, 
abets, facilitates, or counsels the commission of the acts specified in clauses (a), 
(b) and (c). 

 
 
According to FATF Recommendation 3 on Money Laundering, states must criminalise money 
laundering based on the UN Convention Against Illicit Traffic in Narcotic Drugs and Psychotropic 
Substances 1988 (Vienna Convention) and the UN Convention Against Transnational Organised Crime 
2001 (Palermo Convention). The Recommendation also states that, “Countries should apply the crime 
of money laundering to all serious offences, to include the widest range of predicate offences.” The 
UN’s Legislative Guide for the Implementation of the Vienna Convention and the Legislative Guide to 
the Palermo Convention also shed light upon the elements of a money laundering offence, explored 
below: 
 

• Conversion of transfer of proceeds of crime 
 
This includes, “instances in which financial assets are converted from one form or type to 
another, for example, by using illicitly generated cash to purchase precious metals or real 
estate or the sale of illicitly acquired real estate, as well as instances in which the same assets 
are moved from one place or jurisdiction to another or from one bank account to another.”266 
Regarding the mens rea element, the conversion or transfer must be intentional; the accused 
must know at the time of conversion or transfer that the assets are criminal proceeds; and the 
act must be done for either one of the two purposes stated. They may be concealing or 
disguising criminal origin or helping any person (whether oneself or another) to evade 
criminal liability for the crime that generated the proceeds. 267 

 
  

 
266 UNODC, ‘Model Provisions on Money Laundering, Terrorist Financing, Preventive Measures and Proceeds of Crime (for 
common law legal systems)’ (April 2009) http://www.imolin.org/pdf/imolin/Model_Provisions_Final.pdf 
267 UNODC, ‘Model Provisions on Money Laundering, Terrorist Financing, Preventive Measures and Proceeds of Crime (for 
common law legal systems)’ (April 2009) http://www.imolin.org/pdf/imolin/Model_Provisions_Final.pdf 
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• Concealment or disguise of proceeds of crime 
 
According to this provision, the concealment or disguise of the laundered money must be 
intentional, and the accused must know that the property constitutes proceeds of crime at the 
time of the act. 
 
This provision deals with the intentional deception of others, including the intentional 
deception of law enforcement authorities. The origin of the money may refer to the physical 
origin or its origin in criminality. For this second offence, there does not need to be a 
requirement of proof that the purpose of the concealment or disguise is to frustrate the tracing 
of the asset or to conceal its true origin. Although this may be the purpose of the concealment 
or disguise of the funds, the applicable UN Conventions require that there be criminalisation 
that is not dependent upon a showing of such purpose. 268 

 

• Acquisition, possession or use of proceeds 
 
This section imposes liability on recipients who acquire, possess or use property, and contrasts 
with the two provisions above that deal with liability for those who provide illicit proceeds. 
There must be an intent to acquire, possess or use proceeds, and the accused must have 
knowledge at the time of acquisition or receipt that the property was from those proceeds.269 
 

• Participation in, association with or conspiracy to commit, attempts to commit and to aid, to 
abet, facilitating and counselling 
 
There are varying degrees of complicity or participation apart from physical commission of the 
offence: assistance (aiding and abetting, facilitating) and encouragement (counselling). 
Furthermore, attempts to commit and aid any money laundering offences are to be 
criminalised. Finally, this section includes conspiracy, a common-law concept, or as an 
alternative, an association of persons working together to commit an offence. 270 
 
The above acts of acquiring, concealing and then holding or possessing, identify the various 
stages of money laundering if the accused knows or has reason to believe that the money or 
other property is the proceeds of a crime. In light of participating in or abetting, if the accused 
enters into an arrangement to launder the proceeds of crime through retaining control or 
making funds available to acquire a property – knowing that another has obtained proceeds 
from unlawful activity, he would also be committing the offence of money laundering. This 
provision can catch people who work in financial or credit institutions, accountants, or 
lawyers, who, during their work, facilitate money laundering by or on behalf of other persons.  

  

 
268 Model Provisions on Money Laundering, Terrorist Financing, Preventive Measures and Proceeds of Crime (for common law 
legal systems) 
http://www.imolin.org/pdf/imolin/Model_Provisions_Final.pdf 
269 ibid 
270 ibid 
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Elements of the Crime 

 

 
Evidence Needed to Prove Each Element 

 
Actus reus 
 
 
 

 
Acquires, converts, 
possesses, uses or 
transfers property 
 

 
• Witness testimonies 
• Confessions 
• Contractual agreements  
• Property/Business address and registration 

details 
• Details from the SBP of records, if MVTS is 

involved 
• Transfer deeds 
• Social media pages  
• Purchase receipts of high-value goods 
• Predicate crime witnesses’ testimonies 
• Express trusts deeds 
• Foundations and NGOs that have been 

established 
• Other electronic evidence 

 
 
Conceals, disguises the 
true origin, location, 
movement 
 

  
• Witness testimonies 
• Confessions 
• Benami or other bank account details  
• NTN and tax records 
• Transfer of title of property documents 
• Transfer of shares 
• Offshore companies 
• Gift deeds 
• Bank transfer records or other financial 

statements 
• Sale purchase agreements 
• Investment agreements 
• Trade invoices 
• Shell companies’ documents, employment 

records, total value of assets, etc. 
• Falsifying activities using fraudulent loans, 

false invoices, and misleading naming 
conventions. 

• CCTV footage and other electronic evidence 
 

 
Holds or possesses on 
behalf of any other 
person 
 

 
• Witness testimonies of those acting as 

intermediaries. 
• Partnership deeds that disguise beneficial 

ownership especially of LLCs 
• Asset division contracts, trust deeds appointing 

nominees, power of attorneys,  
• Nominee shareholder agreement 
• Other electronic evidence 
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Participates in, 
associates, conspires to 
commit, attempts to 
commit, aids, abets, 
facilitates, or counsels 

 
• Witnesses who are acting as intermediaries. 
• Asset division contracts, trust deeds appointing 

nominees, power of attorney’s documents 
• Nominee shareholder agreements 
• Agreements with agents, distribution 

agreements  
• NTN and tax records 
• Other electronic evidence, e.g., CCTV footage 

and WhatsApp or text messages.  
 

 
Mens rea 

 
Knowing or having 
reason to believe 

 
• Burden of proof is on the accused. 
• Knowledge or intent will be determined from 

the factual circumstances. Mere suspicion will 
not be enough. 
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Introduction 
 
This chapter seeks to clarify the roles of LEAs, particularly when countering the financing of terrorism, 
including how these agencies work within the purview of UNSC Resolutions 1267 and 1373 as well as 
Pakistan’s ATA and AMLA regimes. To effectively counter the scourge of terrorism financing and 
money laundering, many government and law enforcement actors are involved in varying degrees and 
at different levels. In such situations, there are chances of overlap, confusion and ignorance about the 
roles and jurisdictions among different actors.  
 

Learning Outcomes 
 
After this chapter, the reader should be able to: 
 

• Name all law enforcement agencies (LEAs) involved in AML/CFT; 
• Identify the roles and functions of entities working under UNSC Resolution 1267; 
• Understand the role and jurisdiction of agencies under Pakistan’s ATA regime; 
• Understand the role and jurisdiction of agencies under Pakistan’s AMLA regime; 
• Understand what DNFBPs are; 
• Identify relevant obligations and laws pertaining to different DNFBPs; and 
• Identify regulators of DNFBPs and their role. 

 

Essential Reading 
 

• Ministry of Foreign Affairs (MoFA) - Guidelines for the Implementation of UNSC Resolution 
1267 (2019) 

• NACTA Guidelines on the Implementation of UNSC Resolution 1373 (2019) 
• UNODC Training Manual for Law Enforcement Agencies 
• Anti-Terrorism Act 1997 (ATA) 
• Anti-Money Laundering Act 2010 (AMLA) 
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6.1. Role of Authorities in Countering the 
Financing of Terrorism 

 
The National Counter Terrorism Authority (NACTA) was established as a federal authority via the 
NACTA Act 2013 as a national institution working to combat extremism and terrorism in Pakistan. 
NACTA is tasked with ensuring coordination between investigative and intelligence agencies in 
formulating and implementing policies and action mechanisms. Moreover, after the Army Public 
School Attack on 16 December 2014, a National Action Plan271 was established by the Government of 
Pakistan in January 2015 to counterterrorism and facilitate the ongoing anti-terrorist operations in 
North-Western Pakistan. Two of the significant features of the 20-point agenda of the National Action 
Plan included (i) to revive and make NACTA effective and (ii) curb financing of terrorism by cutting 
down financial sources of terrorists and terrorist organisations. Thus, in coordination with the MoI, 
Ministry of Foreign Affairs (MoFA) and the Financial Monitoring Unit (FMU), NACTA has taken the lead 
role in regulating and monitoring the countering of financing of terrorism (CFT). 
 
Furthermore, on the directions of the MoI, NACTA has set up the National Task Force for Countering 
Terrorism Financing and TF Sub Committees. This task force has set up CFT Units (CFTUs) that work 
with various stakeholders, including but not limited to the: 
 

• FIA,  
• FBR,272 
• ANF,  
• FMU,  
• SECP,  
• Inter-Services Intelligence (ISI),  
• Intelligence Bureau (IB) and its Customs Department,  
• Finance,  
• Provincial Home Departments, and 
• Counter-Terrorism Department (CTD) Police.  

 
Under this National Task Force, the investigation agencies are expected to carry out parallel financial 
investigations to unearth the financial trail behind the terrorist incidents.273  
 
Moreover, AML/CFT policy is coordinated by the National Executive Committee (NEC),274 chaired by 
the Minister for Finance and consisting the following: 
 

• Minister on Foreign Affairs,  
• Minister for Law and Justice,  
• Minister for Interior,  
• Governor SBP,  
• Chairman SECP, and  
• Director General FMU (who also acts as secretary).   

 
271 NACTA. Https://Nacta.gov.pk/Nap-2014/. 
272 Under the Statutory Notification (SRO) dated July 12, 2016, the FBR was assigned by the Federal Government of Pakistan as an 
investigating agency under the Anti Money Laundering Act, 2010. 
273 NACTA Holds Meetings with National Task Force on CFT – October 2018, NACTA 
https://nacta.gov.pk/nacta-holds-meeting-of-its-national-task-force-on-ctf. 
274 Section 4 (g) of the AMLA. Section 5 of the AMLA 2010 also gives power to the National Executive Committee to combat money 
laundering (section 5) which shall among other things be responsible for: Developing, reviewing and overseeing the implementation 
of national strategy to fight money laundering and financing of terrorism (section 5(3) (a)). Making recommendations to the Federal 
Government for effective implementation of this Act and framing of national policy to combat money laundering and financing of 
terrorism (Section 5 (3) (d)). 
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The mandate of the NEC is to develop, review and oversee the implementation of a national strategy to 
fight ML and TF. 
 
AML operational activities are coordinated by the General Committee (GC).275 The GC consists of: 
 

• the secretaries of the Ministries of Finance, Interior, Foreign Affairs, and Law & Justice, 
• Chairman of the NAB,  
• Chairman of the FBR,  
• Director-General of the FIA, Director-General of the ANF,  
• Deputy Governor of the SBP,  
• Commissioner of the SECP, and  
• Director-General of the FMU.  

 
The main objectives of the GC are to take measures for the development and review of the performance 
of investigating agencies, the FMU, financial institutions and designated non-financial businesses and 
professions (DNFBPs) relating to AML.  The Director of the FMU acts as a Secretary to the NEC and GC. 
In order to further facilitate inter-agency coordination between the various law enforcement agencies 
(LEAs), NACTA has enabled the signing of an MOU276 between 14 LEAs, including (but not limited to) 
the CTDs, FIA, NAB, ANF, FBR, FMU, and Intelligence Agencies. This was later expanded to 25 agencies 
in an addendum to the Multilateral MOU in 2020.  
 

 
Self-Assessment Question 

 
What role does NACTA play in the CFT regime in Pakistan? 

 
 

6.2. Framework defining Roles and Functions 
of Entities under UNSC Resolution 1267 

 
Under Resolutions 1267 (1999), 1989 (2011), 2253 (2015) and 2368 (2017), Pakistan is obligated to 
implement sanctions in its domestic regime as part of its AML/CFT obligations. Preventive measures, 
such as the freezing and seizure of assets; arms embargoes, and travel embargoes have been enforced 
via the United Nations Security Council (Freezing and Seizure) Order (2019),277 issued under Section 2 
of the United Nations Security Council Act (1948). 
 
Under this Act, the MoFA issues Statutory Regulatory Orders (SROs) to introduce measures not 
involving the use of armed force to streamline the procedure for the implementation of Security 
Council sanctions against designated individuals and entities.278 Moreover, the MoFA also issues 
Guidelines279 that supplement the UNSC Order (2019) and have the core objective of facilitating an 
understanding of the sanctions regime and the role of each agency/stakeholder in the CFT regime.  

 
275 This has been constituted under Section 5 of the AMLA 2010. 
276 NACTA Letter No. 1 (01)/DD/CTF/NACTA/2016 dated 11.04.2019 on the 14th Meeting of NACTA on Counter Finance of Terrorism 
and signing summary of Memorandum of Understanding. Referenced at: https://nacta.gov.pk/nacta-organizes-multilateral-mou-
amongst-leas-intelligence-agencies-and-fmu/. 
277 United Nations Security Council (Freezing and Seizure) Order, 2019. S.R.O. 261 (I)/2019 dated 4 March 2019 accessed at: 
http://www.MoFA.gov.pk/documents/sro/SRO-261.pdf. 
278 Government Move Against UN-Listed Terror Outfits, Dawn, 2019 
http://www.dawn.com/news/1467656/govt-move-against-un-listed-terror-outfits. 
279 Ministry of Foreign Affairs Guidelines on Implementing UNSC Resolution 1267 (2019) -
http://www.MoFA.gov.pk/documents/1267-Guidelines.pdf/2019/08/09/2019- 

https://nacta.gov.pk/nacta-organizes-multilateral-mou-amongst-leas-intelligence-agencies-and-fmu/
https://nacta.gov.pk/nacta-organizes-multilateral-mou-amongst-leas-intelligence-agencies-and-fmu/
https://nacta.gov.pk/nacta-organizes-multilateral-mou-amongst-leas-intelligence-agencies-and-fmu/
https://nacta.gov.pk/nacta-organizes-multilateral-mou-amongst-leas-intelligence-agencies-and-fmu/
http://www.mofa.gov.pk/documents/sro/SRO-261.pdf
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A National Committee has also been set up to oversee the implementation of the sanction’s regime, 
which aims to provide guidance to the ministries, departments and agencies functioning at the federal 
and provincial levels. 
 
Authorities for Compliance with the Guidelines issued by MoFA are as follows: 
 

• MoFA - Counterterrorism (CT) Department 
• MoI 
• Home Departments 
• NACTA 
• SBP 
• SECP 
• Pakistan Post 
• Central Directorate of National Savings 
• All DNFBPs regulatory authorities  
• Ministry of Law and Justice 
• FBR 
• All banks / development financial institutions / microfinance banks/ NPOs/ other financial 

institutions, etc. 
• Land Registration Authorities 
• Excise Department 
• All Provincial Departments 
• District Intelligence Committees 
• Customs (FBR) 
• FIA and PTA 
• FMU 
• Directorate General of Immigration & Passports (IMPASS), National Database and Registration 

Authority (NADRA) 
• District Administration 
• Provincial and District Revenue Authorities 
• Provincial CTDs 

 

Asset Freeze 
 

 
Authority 

 

 
Action to be Taken 

 
Ministry of 
Foreign Affairs 
(MoFA) (CT Dept) 
 

 
• Issue SROs to respective focal persons at the federal and provincial levels 

if there is an update in the consolidated list maintained by the UNSC 
Sanctions Committee. (This includes the regulators, MoD, MoI, Home 
Departments and the ICT, the PTA, FIA, IMPASS National Database and 
Registration Authority (NADRA) and the intelligence agencies.) 

• Maintain an updated consolidated list of designated individuals and 
entities on its official website. 

• Receive monthly compliance reports from the Regulators, MoD, MoI, 
Home Depts and the ICT and the Customs. 

 
 

 
Guidelines on implementation of the UN Security Council Resolutions concerning targeted financial sanctions, travel bans and arms 
embargo. 
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Assets Freeze 
 
• Receive and maintain an updated list of all the assets frozen/ seized. 

 
Travel Ban 
 
• In case there is a target match of a foreign or Pakistani national who is 

attempting to enter into or transit through Pakistan, the MoFA will receive 
information from the focal point at MoI.  

• Share updated lists and the SRO with the Pakistani Embassies and the 
Consulates. 

 
Arms Embargo 
 
• Instruct the LEAs to seize all the licensed arms/weapons from the 

designated individuals/entities. 
 

 
Ministry of 
Interior (MoI) 
 

 
• Keep an updated list of the proscribed individuals/entities. 
• Share monthly compliance reports with focal points in MoFA. 

 
Assets Freeze 
 
• Receive and maintain an updated list of all the assets frozen by the 

concerned entities.  
• Identify immovable assets registered in the names of designated 

individuals/entities from the relevant land registration authorities under 
their jurisdiction.  

• Freeze the titles and seize assets under the UNSC Order (2019). 
 

Verification Process 
 
• Receive information about potential matches from the regulators, the 

relevant Land Registration Authority and the Home Department. 
• Verify whether a potential match is a target match within five working 

days with the help of relevant law enforcement agencies and the security 
agencies. 

• Send the verified report to the requesting authorities. 
 

Fund Raising 
 
• Publish advertisements in the media to advise the public about the 

prohibition against making any funds or financial resources available to a 
proscribed individual/entity. 

 
Travel Ban 
 
• In case there is a target match of a foreign or Pakistani national who is 

attempting to enter/transit in Pakistan, the MoI will receive this 
information from the focal point at the FIA and then relay this 
information to the DG (CT) and MoFA. 
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Arms Embargo 
 
• Instruct the LEAs to seize all the licensed arms/weapons from the 

designated individuals/entities. 
 

 
Home 
Departments/ICT 
 

 
Immovable Assets 
 
• Identify immovable assets registered in the names of designated 

individuals/entities from the relevant Land Registration Authorities 
under their jurisdiction. 

 
Rent from Immovable Assets 
 
• The Home Departments would direct the Land Registration Authorities 

and the Excise Departments to determine if designated 
individuals/entities are deriving any rent from their properties.  

• If yes, the Home Department will have the rent deposited in an account 
under Article 9 of the UNSC Order 2019. 

 
Ongoing Monitoring 
 
• Forward the SRO to the Deputy Commissioner to direct them to use the 

mechanism of the DICs to identify additional assets owned directly or 
indirectly by the designated individuals/entities and report back to them.  

• In case there is a violation, action will be taken against the violators under 
Section 11-F, H-J of the ATA. 

 
Moveable Assets 
 
• Forward the SROs to the Excise Department to verify the names of the 

individuals/entities from its vehicle registration records.  
 

Freezing of Assets (Moveable and Immoveable) 
 
• Freeze assets under Article 15 of the UNSC Order (2019). 

 
Seizure of Assets 
 
• Seize assets under Article 14 of the UNSC Order (2019).  
• Receive and forward details of the potential match to the MoI for 

verification of identity. 
 

Prohibition on Fundraising 
 
• Publish advertisements in the media to advise the public about the 

prohibition on making any funds or financial resources available to a 
proscribed organisation/entity. 
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Sharing Details of Assets Frozen/Seized 

 
• Share details of the assets frozen and seized with focal points in the MoFA, 

MoI, NACTA, FMU and FIA. 
• Share monthly compliance reports to focal points in MoFA. 

 
 
NACTA 
 

 
• Enable inter-agency coordination of all entities across Pakistan in CFT 

efforts. 
• CFTUs, established under NACTA, work with other stakeholders 

(mentioned below) to curb terrorism. 
• Keep updated data of frozen/seized assets received from the regulators, 

MoI and the Home Departments. 
 

 
All Regulators 
 

 
Freezing of accounts/financial assets or economic resources 
 
• Immediately communicate the proscription order to all regulated entities 

under its supervision.  
• Issue directions to freeze, without delay, the accounts, funds and other 

financial assets or economic resources of the proscribed person or 
organisation. 

• Any corporate entity, including non-banking financial companies 
(NBFCs), stock exchanges, clearinghouses, or depository companies shall 
freeze and not transfer any share, debenture, bond, unit, or any other 
instrument of investment of a proscribed organisation and person. 

• The banks/DFIs/MFBs will not provide loan facilities or financial support. 
• Maintain an updated list of proscribed individuals and organisations and 

verify if those entities are holding any funds, financial assets or economic 
resources. 

• Receive information about a potential match from the regulated entities 
and relay it to the MoI for verification of identity.  

• SECP/CDNS and Pakistan Post ought to share details of the assets frozen 
with focal points in MoFA, MoI, NACTA (CFT Task Force), FMU and FIA. 

• SBP will share details of the assets frozen with FMU (in the form of an STR. 
• Share Monthly Compliance Reports to MoFA. 
 

 
Regulated 
Entities 
 

 
Freezing of Accounts/financial assets or economic resources 
 
• Freeze, without delay, the bank accounts, funds and other financial assets 

or economic resources of the proscribed person or organisation in the 
event of a target match. (This includes all money or articles of value 
deposited with banks or financial institutions or placed in their safe 
lockers belonging to the proscribed person or organisation.) 

• No loan facility or financial support should be provided to a proscribed 
person or organisations. 

• Convey information about a potential match to the regulators. 
• Temporarily freeze assets of the proscribed entity or organisation if there 

is a potential match. 
• Immediately freeze assets if the potential match is a target match. 
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Ministry of 
Defence 
 

 
Immoveable assets 
 
• Identify immovable assets registered in the names of designated 

individuals/entities from the relevant land registration authorities under 
their jurisdiction. 

• Upon a potential match, receive details from the relevant land registration 
authority. 

• Share details of frozen assets with MoFA, MoI, NACTA, FMU and FIA. 
 

 
Provincial 
Authorities 
 

 
• Share the consolidated list of designated individuals and entities with the 

district administrations required to ensure that the NoCs are not granted 
to the proscribed individuals/entities. 

 
 
Land 
Registration 
Authorities 
 

 
Rent from Immovable Assets 
 
• Verify if designated individuals/entities are deriving rent from their 

properties from their database. 
 

Assets/ Titles Freeze of immovable Assets 
 
• Facilitate the MoD, MoI and the Home Departments in identifying 

immovable assets in the name of designated individuals/entities. 
• Immediately freeze the title of the assets of the proscribed 

individuals/entities if there is a target match. 
• Convey the requisite information to the requesting authority (MOD, MoI 

or Home Department) if there is a potential match and temporarily freeze 
the assets of the entity/individual. 

• Maintain an updated list on an ongoing basis and run a check if designated 
individuals/entities are holding any immovable assets. 

 
 
Excise 
Departments 
 

 
Rent from Immoveable Assets 
 
• Verify if designated individuals/entities are deriving rent from their 

properties from their database. 
 

Assets Freeze of Moveable Assets 
 
• Verify the names of designated individuals/entities from their respective 

motor vehicle registration records. 
• In the event of a target match, immediately freeze the title of the vehicle 

in the relevant database to prevent its sale or transfer. 
• Convey details of frozen titles to the Home Departments.  
• Monitor if the individuals/entities designated are holding any moveable 

assets. 
 

  



Research Society of International Law 

 142 

 
FIA 
 

 
Assets Freeze 
 
• Receive lists of the assets frozen from the Home Departments and ICT, 

SECP, CDNS, Pakistan Post, FMU, MoI and the MOD. 
• Maintain a comprehensive updated list in electronic form. 

 
Fundraising Activities 
 
• The Cyber Crime Wing (CCW) will monitor the Internet to prevent any 

online fundraising activity by the designated individual/entity.  
• The CCW will act against the blocked links/websites being used by 

designated individuals/entities under the Prevention of Electronic Crimes 
Act (2016). 

 
Travel Ban 
 
• Receive SROs from the MoFA and place designated individuals on the 

blocked list maintained for the travel ban. 
• If the designated individual (target match) is a foreign national 

attempting to enter Pakistan, the focal person will receive his/her details 
from the IMPASS. This focal point at the FIA will then forward the matter 
to the focal point at the MoI. The same applies if the designated individual 
(target match) is a Pakistani national attempting to enter Pakistan. 

• Initiate a legal inquiry or legal action under the AMLA 2010 after receiving 
the necessary information from the FMU. 

 
 
PTA 
 

 
Fund-Raising Activities 
 
• Receive SROs from the MoFA. 
• Monitor the Internet to prevent any online fundraising activity by the 

designated individual/entity. 
• If any designated/entity is reportedly using an Internet social media 

platform for fundraising activities, the PTA would immediately block the 
webpage/URL on the order of the focal point at the MoFA. 

• In case the webpage is hosted on a secured server hosted outside Pakistan, 
PTA would approach the company hosting the server to block the link. If 
there is no cooperation from the company, then the MoFA would take the 
matter up with the concerned host government via diplomatic channels.  

• Maintain a database of blocked lists/websites being used by concerned 
individuals/entities.  These details will be shared with the FIA’s CCW for 
further investigation. 

 
 
LEA/Intelligence 
Agencies/CTDs 
 

 
Fundraising 
 
• Monitor the activities of the proscribed persons/entities.  
• In case there is a violation on the part of a designated entity/individual 

(i.e., he/she/it is involved in any sort of fund-raising activity), legal action 
would be taken against it by the LEAs under Section 11F,11H-J under the 
ATA. 
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Arms Embargo 
 
• Monitor designated individuals/entities to ensure they do not procure 

arms and other related materials from any source. 
 

Ongoing Monitoring 
 
• The Deputy Commissioner will use the mechanism of the DICs (including 

CTDs) to identify other assets owned directly or indirectly by the 
designated individuals/entities or their immediate family members’ 
parents, wife, and children through the police or any other government 
agencies and report back to them. In case there is a violation under Section 
11-F, H-J of the ATA, action will be taken against them. 

• CTDs implement all the requirements under section 11EE of ATA 1997, 
which relates to Police and Local Enforcement Agencies. 

• CTDs may check and probe the assets of entities on the Fourth Schedule.  
• Comply with any other obligation specified under ATA 1997 

 
 
Customs 
 

 
Travel Ban 
 
• The focal point from the Customs Department shall run the names of the 

import or export entities and related persons against the names in the 
sanctions list.  

• If there is a target match, it will initiate inquiries to confirm the nature of 
the goods to be imported or exported. 

• The Customs Intelligence Directorate will also have access to the 
sanctions lists for checking the names of designated individuals/entities. 

• Conduct an inquiry if the imported or exported good is from an 
individual/entity on the proscribed list. 

• Share fortnightly Compliance Reports with the MoFA. 
 

 
Immigration & 
Passports 
(IMPASS) 
 

 
Travel Ban 
 
• Receive the SRO from the MoFA and place the designated individuals on 

the blocked list for a travel ban.  
• If there is a positive match for an individual who is a foreign national, the 

person will be refused entry into Pakistan, and the matter will be reported 
to the focal point at the FIA Headquarters. 

 
 
District 
Intelligence 
Committees 
 

 
• Hold regular meetings of the District Intelligence Committee, consisting 

of representatives from Police, intelligence agencies, CTDs and Special 
Branch to identify the individuals/entities to be placed on the Fourth 
schedule under the provisions of section 11EE of the ATA.  

• To make recommendations to the Home Departments for placement of 
such persons on the Fourth Schedule. 
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Financial 
Monitoring Unit 
 

 
• Receive and analyse the Suspicious Transaction Reports (STRs) and 

Currency Transaction Reports (CTRs)  
• Communicate the necessary information to the relevant investigating 

agencies.  
• Provide information to LEAs as required during the course of an 

investigation. 
 

 
 

Self-Assessment Questions 
 
• What are the four kinds of sanctions outlined in the 1267 Sanctions regime read in line 

with the MoFA Order? 
• What two agencies are responsible for primarily monitoring online fundraising 

activities? 
• What are three ways by which assets are frozen under the sanctions regime? 

 
 

6.3. Role/Jurisdiction of each Agency in 
Compliance with UNSC Resolution 1373 
under the Anti-Terrorism Act 1997 

 

Framework defining Roles and Functions of Entities under 
UNSC Resolution 1373 
 
NACTA has issued comprehensive directions in the form of ‘guidelines’ to entities involved in the CFT 
legal framework for effective implementation of the UNSC Resolution 1373.280 During implementation, 
these agencies are required to identify additional capacity building requirements and report gaps in 
legislation and implementation mechanisms to the FMU, MoI and Provincial Home Departments. 
Furthermore, these gaps may be used by the agencies to identify opportunities for intra-agency 
coordination and mutual assistance. 
 
The MoI issues Notifications of proscribed individuals (Section 11-EE) and organisations (Section 11-
B) under the Anti-Terrorism Act (1997) for further implementation of the sanctions measures 
introduced under the Security Council Resolution 1373.281 However, through SRO no. (1)/2014 dated 29th 
October 2014, MoI has delegated the power and functions as specified in section 11EE of the ATA to 
respective Provincial Home Secretaries and the Chief Commissioner of the Islamabad Capital 
Territory.282  
 
  

 
280 NACTA Guidelines on the Implementation of UNSC Resolution 1373 (2019) – NACTA website: 
https://nacta.gov.pk/wp-content/uploads/2019/09/08/09/2019-guidelines-on-actions-to-be-taken-by-competent-
authorities-for-implementation-of-united-nations-security-council-resolution-no.-1373-without-covering-letter-1.pdf. 
281 Further details of how an organisation or individual is enlisted in compliance to UNSC Resolution 1267 have been discussed in 
Chapter 4. 
282 Supra note 3. 
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Authorities for Compliance with the Guidelines issued by NACTA:283 
 

• MoI 
• Home Departments 
• NACTA 
• SBP 
• SECP 
• All banks/DFIs/MFBs/NPOs/other financial institutions, etc. 
• All Provincial Departments 
• DICs 
• District Administration 
• Provincial and District Revenue Authorities 
• Provincial CTDs 

 
The table below highlights the role that each entity must take in order to comply with the directions 
issued by NACTA and the MoI against the designated individuals/entities.284 

 
 

Authority 
 

 
Action to be Taken 

 
 
Ministry of 
Interior 
 

 
• Immediately communicate the proscription order of a proscribed 

organisation to all concerned federal and provincial 
departments/organisations. 

• Enforce and monitor the actions taken under UNSC Resolution 1373 by 
respective organisations. 

• Freeze and seize property (movable and immovable) under section 11-O 
of the ATA. 

• Keep updated data of all frozen/seized assets. 
 

 
Home 
Departments/Chief 
Commissioner of 
ICT 

 
• Immediately communicate the proscription order for a proscribed 

organisation to SBP, SECP, Passport and Immigration Authority, FIA, 
Provincial Departments and Home Secretaries of the other provinces.  

• Issue notifications of proscribed persons to all concerned federal and 
provincial organisations. 

• Monitor actions taken under UNSC Resolution 1373 by respective 
organisations. 

• Comply with directions/proscription notifications from the MoI to 
immediately freeze and seize property of criminal individuals/entities 
under section 11-O of the ATA for compliance of UNSC Resolution 1373.     

• Keep updated data of frozen/seized assets and share progress with the 
MoI and NACTA monthly. 

 

  

 
283 Supra note 3. 
284 The proscribed organisations and persons have been delineated under the First and the Fourth Schedule of the ATA respectively. 
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NACTA 
 

 
• Enable inter-agency coordination across all entities across Pakistan in 

order to facilitate countering of financing of terrorism.  
• CFTUs work with other stakeholders (mentioned below) to curb 

terrorism. 
• Keep updated data of frozen/seized assets received from the MoI and the 

Home Departments. 
 

 
SECP 
 

 
• Immediately communicate the proscription order to all financial entities 

under its supervision.  
• Issue directions to immediately freeze (without delay) the accounts, 

funds and other financial assets or economic resources of the proscribed 
person or organisation 

• Any corporate entity, including non-banking financial companies, stock 
exchanges, clearinghouses, or depository companies shall freeze and 
shall not transfer any share, debenture, bond, unit, or any other 
instrument of investment of a proscribed organisation and person. 
 

 
SBP 
 

 
• Immediately communicate the proscription order to all 

banks/DFIs/MFBs. 
• Issue direction to all banks to freeze accounts of criminal organisations 

and individuals without delay. 
• No loan facility or financial support will be provided. 

 
 
All Banks, 
Development 
Finance Institutes 
(DFIs), 
Microfinance 
Banks (MFB), 
Non-Profit 
Organisations 
(NPOs), other 
financial 
institutions, etc. 
regulated by the 
SBP. 
 
All corporate 
entities, including 
non-banking 
financial 
companies, stock 
exchanges, 
clearinghouses, or 
depository 
companies. 
 

 
• Freeze without delay the bank accounts, funds and other financial assets 

or economic resources of the proscribed person or organisation. This 
includes all money or articles of value deposited with banks or financial 
institutions or placed in their safe lockers belonging to the proscribed 
person or organisation. 

• No loan facility or financial support will be provided to proscribed 
persons or organisations. 
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District 
Intelligence 
Committees (DICs) 
 

 
• Hold regular meetings of the District Intelligence Committee, 

comprising representatives from Police, Intelligence agencies, CTDs and 
Special Branch, to identify the persons or organisations to be placed on 
the Fourth Schedule under the provisions of section 11EE of the ATA. 

• Make recommendations to the Home Departments for placement of such 
persons on the Fourth Schedule. 

 
 
All Provincial 
Departments 
 

 
• Comply with directions issued under proscription notifications from the 

MoI or Home Departments to freeze and seize, without delay, the 
property of proscribed organisations or individuals under section 110 of 
the ATA and for compliance of UNSC Resolution 1373. 

• Freeze, without delay, funds and other financial assets or economic 
resources of proscribed persons; entities owned or controlled directly or 
indirectly by such persons; and of persons and entities acting on behalf 
of, or at the direction of, such persons and entities.  

• Freeze funds derived or generated from property owned or controlled 
directly or indirectly by such persons and associated persons and 
entities. 

 
 
District 
Administration 
 

 
• Comply with directions issued under proscription notifications from the 

MoI, through respective Provincial Home Departments, to freeze and 
seize, without delay, the property of proscribed individuals/entities 
under section 110 of the ATA and in compliance with UNSC Resolution 
1373. 

• Freeze, without delay, funds and other financial assets or economic 
resources of proscribed persons; entities owned or controlled directly or 
indirectly by such persons; and persons and entities acting on behalf of, 
or at the direction of, such persons and entities.  

• Freeze funds derived or generated from property owned or controlled 
directly or indirectly by such persons and associated persons and 
entities. 

 
 
Provincial and 
District Revenue 
Authorities, 
including land 
registration 
departments and 
excise 
departments 
 

 
• Comply with directions issued under proscription notifications from the 

Ministry of Interior, through respective Provincial Home Departments, 
to freeze and seize, without delay, the property of proscribed 
individuals/entities under section 110 of the ATA and for compliance of 
UNSC Resolution 1373. 

• Freeze and seize, without delay, the immovable assets of proscribed 
persons and organisations on the direction of the MoI. An immovable 
asset may also be frozen by way of avoiding or restraining the transfer, 
or creation of an encumbrance over such property. 
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Provincial CTDs 
 

 
• Implement all requirements under section 11EE of the ATA relating to the 

police and local enforcement agencies. 
• Check and probe the assets of proscribed individuals/entities on the 

Fourth Schedule, or their immediate family members’ parents, wife, and 
children through the police or any other government agencies.  

• Monitor and maintain surveillance over activities of such persons 
through the police, other government agencies or any other person, and 
check if there has been a violation under Section 11 F, H-J of the ATA. 

• In case there has been a violation, carry out the necessary measures 
under section 11O of the ATA, including any other obligation specified 
under the ATA. 

 
 
Financial 
Monitoring Unit 
 

 
• Receives and analyzes the STRs and CTRs on an ongoing basis under the 

AMLA and UNSC Resolution 1373 regimes.   
• After analyzing the STR/CTR, communicate the necessary information 

to the relevant investigating agencies. 
 

 

6.4. Regulation of DNFBPs under the AMLA 
Regime 

 

Regulating DNFBPs 
 
According to Section 2(xii) of the Anti-Money Laundering Act 2010, DNFBPs are defined as: 
 

• Real estate agents, including builders and real estate developers, when performing the 
prescribed activities in the prescribed circumstances and manner;  
 

• Dealers in precious metals and precious stones, including jewellers and gem dealers, when 
performing the prescribed activities in the prescribed circumstances and manner [when 
engaging in cash transaction over 20 Lac PKR];  

 
• Lawyers, notaries, accountants and other legal professionals who carry out monetary 

transactions for their clients concerning the following activities: 
 

• Managing, operating, buying and selling of real estate, legal person and legal 
arrangements and preparing documents thereof; 

• Managing of client money, securities or other assets; 
• Managing bank, savings or securities accounts; or 
• Organising contributions for the creation, operation or management of companies. 

 
• Trust and company service providers, when they carry out monetary transactions or services 

for a client concerning the following activities: 
 

• Acting as a formation agent of legal persons; 
• Acting as or arranging for another person to act as a director or secretary of a company, a 

partner of a partnership, or a similar position in relation to other legal persons; 
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• Providing a registered office, business address or accommodation, correspondence or 
administrative address for a company, a partnership or any other legal person or 
arrangement; 

• Acting as or arranging for another person to act as a trustee of a trust or performing the 
equivalent function for another form of legal arrangement; and 

• Acting as or arranging for another person to act as a nominee shareholder for another 
person. 

 

Relevant laws and legal obligations pertaining to DNFBPs 
 
The Anti-Money Laundering Act (AMLA), 2010 establishes the following obligations which apply to 
DNFBPs: 
 
Section 6(A) covers several obligations pertaining to the regulation of DNFBPs, including: 
 

• Licensing/registration of DNFBPs; 
• Power to impose any conditions on activities of DNFBPs to prevent ML/TF; 
• Issuing regulations/directions/guidelines concerning CDD and related matters; 
• Monitoring and supervision: including conducting inspections to determine compliance: 
• Compelling production of information relevant to monitoring compliance; 
• Imposing sanctions; 
• Maintaining statistics of actions performed by regulators for reporting to the National 

Executive Committee and General Committee as required. 
• Section 7(A) requires DNFBPs to conduct Consumer Due Diligence (CDD) when: 

 
1) Entering into a new business relationship; 
2) Conducting an occasional transaction above a prescribed threshold; 
3) Where there is a suspicion of money laundering or terrorism financing; and  
4) Where there are doubts about the adequacy of previously obtained data. 

 
CDD requires DNFBPs to identify the customer, identify any beneficial owner and 
understand the nature and purpose of the transaction to ensure that it does not involve 
ML/TF risks. 

 
• Section 7(C) requires DNFBPs to maintain a record of all transactions for a period of five years 

after the completion of the transaction and associated business data. These must be 
maintained up to five years after the termination of the relationship.   

• Section 7(D) requires that where a CDD cannot be completed, a DFNBP must not commence 
business relationships with such a customer, and must file an STR with the FMU. Where there 
is a risk that conducting CDD will tip-off a customer, the CDD must be suspended and an STR 
must be filed.  

• Section 7(E) prohibits entry into business relationships or conduct transactions with 
anonymous customers. 

• Section 7(F) requires DNFBPs to conduct risk assessments to identify, assess and understand 
the risks to which their business is subject to.  

• Section 7(G) requires all DNFBPs to establish compliance programs and to appoint a 
compliance officer to ensure that AML/CFT obligations are implemented effectively.  

• Section 7(H) requires DNFBPs to introduce policies and procedures to implement targeted 
financial sanctions-related obligations.  

• Section 7(I) states that non-compliant DNFBPs may be subjected to sanctions such as 
monetary and administrative penalties. 
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• Section 7(J) states that any appeals by individuals aggrieved by failures of reporting entities to 
complete a CDD must be determined within 90 days. 

 
The Federal Board of Revenue Anti Money Laundering and Countering Financing of Terrorism 
Regulations for DNFBPs, 2020 establishes the following obligations for non-ICAP/ICMAP accountants, 
real estate agents and dealers in precious metal and jewellery: 
 

• Regulation 3 requires all DNFBPs to be registered.  
• Regulation 4(1) reiterates the obligation to conduct risk assessments as laid down by Section 

7F AMLA to identify, assess, and understand ML/TF risks.  
• Regulation 4(2) requires DNFBPs to establish policies, controls and procedures enabling them 

to manage and mitigate risks. 
• Regulation 5 requires DNFBPs to identify and assess the ML/TF risks that may arise in the 

development of new products, businesses and practices to ensure continued regulation and 
implementation of AML/CFT obligations.  

• Regulation 6 requires all DNFBPs to maintain records, as per Section 7C of the AMLA, for up to 
five years after the business relationship is terminated to ensure the reconstruction of 
transactions. These records are to be given to the FBR, LEAs, and/or the FMU if required.  

• Regulation 7 requires the establishment of a compliance program, in line with Section 7G of 
the AMLA, which must include the appointment of a compliance officer; screening procedures 
when hiring employees; ongoing trainings; and independent audits to test the measures 
employed.       

• Regulation 8 requires DNFBPs to carry out CDD and identify beneficial ownership in the 
following cases: 
 
• Real estate agents should implement when buying and selling real estate for clients.  
• Jewellers and Dealers in precious metals and stones should implement when engaging in 

cash transactions with customers equal to or above Rs. 2 Million.  
• Accountants should implement when preparing for, carrying out, transactions for their 

clients concerning activities described in section 2(xii)(c) and (d) of AMLA. 
 

• Regulation 9 requires the application of Enhanced Due Diligence (EDD) where the risks in a 
business relationship are higher; where the business relationship is being conducted with a 
customer belonging to a high-risk country as designated by FATF; or when a business 
relationship is being established with a ‘politically-exposed person’ (PEP) or their close 
associates or family.  

• Regulation 10 states that Simplified Due Diligence (SDD) may be applied where a lower risk 
exists within a particular business relationship.  

• Regulation 12 allows DNFBPS to rely on third parties to conduct CDD on their behalf. 
• Regulation 13(A) requires DNFBPs to develop mechanisms to screen customers against lists of 

proscribed individuals or entities issued by MoFA, NACTA, and Ministry of Interior to 
implement targeted financial sanctions related obligations. 

• Regulation 14 requires DNFBPs to file STRs and CTRs with the FMU when required. 
 
Other laws, rules and regulations that set out the obligations of DNFBPs in the AML/CFT regime 
include: 
 

• ATA,  
• United Nations Security Council (Freezing and Seizure) Order 2019,  
• UN SROs (Security Council) Act 1948, and  
• Ministry of Interior/NACTA List of Proscribed Organisations.  
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These cover Targeted Financial Sanctions (TFS) for terrorist funding and proliferation financing, 
encapsulating the possible exemptions, and ensuring the proper implementation of UNSC sanctions. 
Similar obligations have been implemented on registered accountants under the SRB AML/CFT 
Regulations for Reporting Firms and Anti-Money Laundering and Combating Financing of Terrorism 
Regulations for Chartered Accountants Reporting Firms 2020. 
 
Similar obligations apply to lawyers under the Anti-Money Laundering and Combating Financing of 
Terrorism AML-CFT Regulations for Lawyers and other Independent Legal Professions, 2021. 
 

Regulation of DNFBPs under AML/CFT Sanction Rules 2020 
 

• Rule 3 imposes sanctions under these rules according to Section 6A(2)(h) of AMLA. 
 

• Rule 4 empowers AML/CFT regulatory authorities to impose the following sanctions: 
 

• Monetary penalties, and any other conditions on business or product offerings. 
• Revocation of licences or deregistration. 
• Prohibition on any individual who holds a management position within a DNFBP, which 

may include issuance of a written warning, temporary suspension, or removal from 
service. 

• Issue statements of censure, warning, or reprimand. 
• Issue directions to persons to conduct specific actions, including to comply with 

requirements within a specified time period, and to conduct internal inquiries. 
 

• Rule 8 states that these bodies must designate a person or persons who may act as the appellate 
body for disputes arising out of the Rules.  

 
 

SECP 
 

Ministry of Law and Justice 
 

Federal Board of Revenue 
 

 
ICAP/ICMAP 

 

 
Pakistan Bar Council 

 
Jewellers, Realtors, 
Accountants (other) 

 
Accountants 

 

 
Lawyers 

 

6.5. Role/Jurisdiction of each Agency in the 
Implementation of the Sanctions Regime 
under the Anti-Money Laundering Act 2010 

 

Role of the Federal Board of Revenue (FBR) 
 
Under the AMLA, the FBR is responsible for ensuring that certain DNFBPs, namely real estate agents, 
dealers in precious metals and stones, and FBR-supervised accountants comply with AML/CFT 



Research Society of International Law 

 152 

obligations. Financial institutions, lawyers, law firms, notaries and non-FBR-supervised accountants 
are supervised by other competent authorities and self-regulatory bodies.285 
 
The FBR AML/CFT Regulations for DNFBPs, 2020286 require all DNFBPs to be registered with the FBR 
and to provide any information or documentation that may be required by the FBR for the purposes of 
registration or keeping the DNFBP registration up to date. This includes (but is not limited to) criminal 
records of the senior management and beneficial owners. In case it ceases operations as a DNFBP 
within thirty business days after ceasing operations, in the form and manner that may be required by 
the FBR, the FBR shall deregister the DNFBP if the appropriate information is provided. DNFBPs shall 
have policies, controls and procedures - approved by senior management - to enable them to manage 
and mitigate risks that have been identified in their own risk assessment and any other risk assessment 
publicly available or provided by FBR. The DNFBP shall promptly satisfy any enquiry or order from the 
FBR, designated LEAs and the FMU for the supply of Customer Due Diligence (CDD) information and 
transaction records as per the relevant provisions of the AMLA. The DNFBPs may apply Simplified Due 
Diligence (SDD), when identifying and verifying the identity of a customer or beneficial owner, only 
where lower risks have been identified through its own risk assessment and any other risk assessments 
publicly available or provided by FBR. Alternatively, Enhanced Due Diligence (EDD) can be undertaken 
in cases where the clients have been identified as relatively higher risk. Every DNFBP shall notify the 
FBR when there is a change in:  
 

• any ownership or controlling interest in the DNFBP;  
• any beneficial owner(s) of the DNFBP; and  
• any senior management or board position in the DNFBP. 

 

Role of the Securities and Exchange Commission Pakistan 
(SECP) 
 
The SECP issued its AML/CFT Regulations, 2020 and issued supplementary guidelines to help regulated 
entities establish systems to detect ML/TF and prevent abuse of their financial products and services. 
The Regulations were issued by the SECP to maintain the integrity of its regulated financial sector, 
which includes brokers, insurers, takaful operators, NBFCs and modarabas, in respect of preventing and 
combating ML/TF. 
 
Under section 6(A) (1) and Schedule IV of the AMLA, the SECP has been designated as the AML/CFT 
regulatory authority for reporting entities regulated by SECP under the administered laws.287 Section 3 
of the AML/CFT Sanction Rules provides the powers for SECP to sanction SECP regulated persons (RPs) 
for non-compliance with Sections 7 and 7A-7H of the AMLA, and with the AML/CFT regulations and 
FMU regulations. Sections 4 and 6 outline the types of sanctions and penalty amounts. The SECP 
AML/CFT Regulations require reporting entities to establish policies, systems and internal controls to 
detect and combat ML/TF threats in order to prevent the abuse of their financial products and 
services.288 
 

Role of the ICAP 
 
The AML/CFT Guidelines for Accountants provide guidance to accountants providing specified services 
of the AML/CFT legislative framework in Pakistan. Accountants are only subject to AML/CFT measures 
if they provide the specified activities or services as defined under AMLA sections 2 (xii) (c) and (d). 

 
285 Anti-Money Laundering and Counter Financing of Terrorism (AML/CFT) for DNFBPs - Federal Board of Revenue Government Of 
Pakistan (fbr.gov.pk) 
286 SRO 924 2020 (fbr.gov.pk) 
287 Guidelines on Anti-Money Laundering, Countering Financing of Terrorism and Proliferation Financing, SECP (2021) 
288 Ibid. 

https://www.fbr.gov.pk/introduction-aml-cft/152366/152367#:~:text=Under%20the%20Anti%2DMoney%20Laundering,laundering%20and%20counter%20financing%20of
https://www.fbr.gov.pk/introduction-aml-cft/152366/152367#:~:text=Under%20the%20Anti%2DMoney%20Laundering,laundering%20and%20counter%20financing%20of
https://download1.fbr.gov.pk/SROs/202092917976805SRO9242020.pdf
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Therefore, all accountants should review section 4 in the Guidelines to determine whether they provide 
the specified services, and if so, what the AML/CFT requirements are and how they are to be 
implemented. These are further explained in Sections 5 to 12 of the Guidelines.289 
 
As self-regulatory bodies (SRBs), both the ICAP and the IMCAP, have been designated by the Federal 
Government as AML/CFT regulatory authorities under section 6A of the AMLA. These SRBs have issued 
their own AML/CFT regulations for their respective regulated bodies, which are identical to each other 
(except in name). The FBR AML/CFT Regulations for DNFBPs are very similar to the SRB AML/CFT 
Regulations for Reporting Firms. However, there are sector specific requirements covering other 
DNFBPs that are not applicable to accountants (accountants licensed by ICAP and ICMAP). For these 
reasons, they are referred separately in the Guidelines. 
 
AML/CFT Laws and Enforceable Means on Accountants 
 

 
Laws and Enforceable Means 

 
Accountants 

[ICAP/ICMAP] 

 
Accountants 

[FBR] 
 

 
AMLA (as amended September 2020) covers the following: 

 
• Risk assessment and mitigation  
• Compliance program 
• Record keeping  
• CDD 
• Reliance on third parties 
• Targeted financial sanctions 
• Reporting of STR and CTR 
• Monitoring 
• Sanctions 

 

 
Yes 

 
Yes 

 
SRB AML/CFT Regulations for Reporting Firms cover the 
following: 

 
• Risk assessment and mitigation 
• CDD and beneficial ownership 
• Targeted financial sanctions obligations 
• Reporting STR and CTR 
• Internal Controls 
• Record Keeping 
• Sanctions 

 

 
Yes 

 
Yes 

 
FBR AML/CFT Regulations for DNFBPs cover the following: 

 
• Risk assessment and mitigation 
• Record Keeping 
• CDD and beneficial ownership 
• Reliance on third parties  
• Targeted financial sanctions obligations 

 
No 

 
Yes 

 
289 Guidelines for Accountants on Anti-Money Laundering and Counter Financing of Terrorism, ICAP 
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• Reporting STR and CTR 
• Monitoring and compliance 
• Sanctions 

 
 

ATA United Nations Security Council (Freezing and Seizure) 
Order, 2019 UN SROs (Security Council) Act 1948 cover targeted 
financial sanctions (TFS) for TF and PF 

 

 
Yes 

 
Yes 

 
AML/CFT Sanctions Rules 

 

 
Yes 

 
Yes 

 
Counter Measures for High-Risk Jurisdiction Rules 

 

 
Yes 

 
Yes 

 

Role of the Financial Monitoring Unit (FMU) 
 
The FMU receives reports on financial information from financial institutions290 and DNFBPs 291 
referred to in the AMLA as reporting entities,292 in the form of a suspicious transaction report (STR) 
and a currency transaction report (CTR).293The FMU receives and analyzes STRs and CTRs and 
disseminates information to relevant investigating authorities. Additionally, the FMU consolidates 
databases by compiling information collected from banks and other financial institutions. Information 
from these databases can then be shared with the police and LEAs accordingly to aid in 
investigations.294 
 
It is vital that all types of money service businesses, including regulated hawala and hundi service 
providers, report promptly to the FMU if they suspect or have reasonable grounds to suspect295 that 
certain funds are the proceeds of criminal activity, or are related to terrorist financing or related to an 
unlicensed money remittance business. The information collected by the FMU through STRs can be 
used by LEAs (or by supervisors) to conduct further investigations, which can help identify illegal 
hawala and other similar service providers. 
 
After analysis, the FMU forwards STRs, CTRs or case referrals to investigating agencies for confidential 
review.296 The FMU may also request information from financial intelligence units (FIUs) in other 
countries or request to search their databases for information on suspects or transactions. In any 
investigation of a financial crime, such a database search should be requested where there is 
information that relates to another country.297 
 

Role of the Federal Investigation Agency (FIA) 
 
The FIA is recognised as an investigating or prosecuting agency under the AMLA. It is also a part of the 
General Committee to assist the National Executive Committee constituted under section 5 of the 
AMLA 2010. The FIA has offices in each of Pakistan’s four provinces as well as its headquarters in 

 
290 Section 2(f) Anti-Money Laundering Act (2010).  
291 Section 2(m) Anti-Money Laundering Act (2010). 
292 Section 2(u) Anti-Money Laundering Act (2010). 
293 Section 6(4)(a) and (b) and (c) Anti-Money Laundering Act (2010). 
294 UNODC Training Manual for LEAs Counter Terrorism Financing. 
295 Ibid. 
296 Section 6(4)(c) Anti-Money Laundering Act (2010). 
297 Section 6(4)(g) Anti-Money Laundering Act (2010). 
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Islamabad. The FIA liaises with FMU, SBP’s commercial banks and financial institutions. It has a 
Counter-Terrorism Wing (CTW) that detects and investigates ML/TF cases.  
 
The Terrorist Financing Investigation Unit (TFIU) at FIA facilitates investigation and prosecution of 
cases in courts of law. The TFIU provides training to financial investigators and has developed a series 
of SOPs for TF investigations. The TFIU’s functions also include analysis and monitoring of the 
implementation of rules and regulations about terrorist financing. It also represents the Counter-
Terrorism Wing (CTW)/FIA on various national and international forums for supporting efforts to 
combat money laundering & terrorist financing.  
 
After dissemination of an STR by FMU, the FIA evaluates the financial intelligence report of FMU and 
commences investigation under its jurisdiction. The FIA investigates TF cases that have a cross-
provincial impact. As an LEA, the FIA can exercise the powers of search, seizure, attachment and arrest 
granted under sections 8-10 of the AMLA 2010 read with the AML Rules 2008. The FIA also has powers 
related to search, the arrest of persons and seizure of property under the Cr.P.C. and Section 5(1) of the 
FIA Act 1974. 
 

 
Terrorism Specific Investigative 

Bodies under the FIA 
 

 
Functions 

 
Counter-Terrorism Wing (CTW) 
 

 
• Identify and arrest most wanted terrorists. 
• Detect and investigate ML/TF cases. 
• Crime scene and forensic analysis of explosive material at 

major terrorist incident sites 
• Detect, seize and prosecute hate material. 
• Prepare terrorist incident analysis reports. 
• Prepare threat assessment reports. 
• Help create and maintain a national database of terrorist 

entities. 
 

 
Financial Investigation Unit (FIU 
or TFIU) 
 

 
• Conduct inquiries into TF/ML on request of other 

agencies such as Interpol, FMU, etc. (both foreign and 
domestic) 

• Facilitate the investigation and prosecution of TF/ML 
cases. 

• Provide training and develop SOPs for TF cases. 
• Coordinate with FMU, SBP, commercial banks and 

financial institutions for TF investigations. 
• Analyse and monitor the implementation of rules and 

regulations about CFT. 
 

 
Cyber-Investigation Unit (CIU) 
and Computer Forensics Lab 
 

 
• Run inquiries and investigates cases of cyber terrorism. 
• Conduct forensic analysis of computers, cell phones and 

other electronic devices. 
• Develop software designed to aid in combatting terrorist 

activities such as: 
• Terrorist Information System (TIS) 
• Terrorist Incident Analysis (TIA) 
• Case Monitoring System (CMS) 
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• Personnel Record Database (PERREC) 
• Human Trafficker Information System 

 
 
The following are of concern to the FIA in the ML/TF contexts: 
 

• Reports of STRs and CTRs; 
• Private complaints (whistleblowers); 
• LEA referrals from other CT Units; 
• Foreign requests through FMU or INTERPOL and National Central Bureau of Interpol Pakistan 

(NCB);298 and 
• Requests from the MoI. 

 
The FIA verifies and converts data from anonymous sources into inquiries. The investigation is carried 
out under the Rules of Inquiry and Investigation (2002) and the FIA Standing Order No 01/2018. The 
FIA has the power to summon witnesses and requisition bank records and relevant documentation.299 
The Enquiry Officer then submits a Confidential Final Report for consideration of the FIA Scrutiny 
Committee. If a case is supported by proof, it will form the basis of a First Information Report (FIR). If 
not, the case will be closed or referred to another unit if they are competent to explore offences other 
than terrorism.300  
 
The FIA also has powers to investigate offences under the Prevention of Electronic Crimes Act (2016), 
Pakistan Penal Code (1860), Code of Criminal Procedure (1898) and FIA Act (1974).301 A report under 
Section 173302 of the Code of Criminal Procedure will be presented to the tribunal concerned upon 
completion of the inquiry.303 
 
The FIA uses a variety of intelligence sources, including the PTA for SIM cards and call data records, 
and the FBR for income tax and other financial information. The FIA also maintains an extensive liaison 
with police units and intelligence from the military and inter-services. They can start investigations 
into NPOs, NGOs, madrassas and trusts,304 and seek evaluations of such organisations by third parties. 
If they go overseas through MoI and MoFA and follow up on overseas inquiries, they can also test the 
roots and destinations of funds.305 
 

  

 
298 FIA – NCB Pakistan http://www.fia.gov.pk/en/ip.php;  
NACTA Guidelines  https://nacta.gov.pk/wp-content/uploads/2019/04/Pakistan-1267-guidelines.pdf. 
299 FIA Act 1974, Section 5 (1). 
300 FIA Standing Order No.01/2018: Directions and Guidelines regarding Verification, Enquiry Proceedings, Investigation of Cases, 
Change/Transfer of Enquiry/Investigation and Matters Connected Therewith. Accessed at: 
http://www.fia.gov.pk/en/law/SON012018.pdf. 
301 'Federal Investigation Agency' (Fia.gov.pk, 2019) http://www.fia.gov.pk/en/about.php. 
302 Given that Section 5 FIA Act (1974) vests the powers of police in members of the FIA, the FIA is required to duly file a police report 
under Section 173 of the Cr.P.C.  
303 FIA Standing Order No.01/2018: Directions and Guidelines regarding Verification, Enquiry Proceedings, Investigation of Cases, 
Change/Transfer of Enquiry/Investigation and Matters Connected Therewith. Accessed at: 
http://www.fia.gov.pk/en/law/SON012018.pdf. 
304 FIA Act (1974), Section 5. See also, Schedule of Offences, FIA Act (1974); AMLA 2010 and; ATA 1997. 
FIU contends with offences punishable under the Anti-Terrorism Act, 1997(XXVII of 1997) to the extent 
of dealing with cases which: - 
        (a)    have Inter-provincial scope, or 
        (b)    are entrusted to the Agency by the Federal Government 
http://www.fia.gov.pk/en/about.php. NACTA Guidelines https://nacta.gov.pk/wp-content/uploads/2019/04/Pakistan-1267-
guidelines.pdf. 
305 Ibid. 

http://www.fia.gov.pk/en/ip.php
http://www.fia.gov.pk/en/about.php
http://www.fia.gov.pk/en/law/SON012018.pdf
http://www.fia.gov.pk/en/about.php
https://nacta.gov.pk/wp-content/uploads/2019/04/Pakistan-1267-guidelines.pdf
https://nacta.gov.pk/wp-content/uploads/2019/04/Pakistan-1267-guidelines.pdf
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Role of the National Accountability Bureau (NAB) 
 
The NAB’s role primarily pertains to corruption cases. It operates as the investigating or prosecuting 
agency as provided under section 2(j) of the AMLA. It is also a part of the General Committee to assist 
the National Executive Committee constituted under section 5 of the AMLA 2010. After dissemination 
of an STR by the FMU, the investigation agency evaluates the financial intelligence report of FMU and 
commences its investigation of money laundering with its predicate crime jurisdiction.  
 
Being an LEA, the NAB can exercise the powers of search, seizure, attachment and arrest, among 
others. It is designated to investigate ML offences. To this end, the NAB is empowered to identify, trace, 
seize and freeze assets under sections 11, 12, 13, 18, 19, 20, 21, and 24 of the National Accountability 
Ordinance (now Act). 
 

Role of the Anti-Narcotics Force (ANF) 
 
The ANF’s role primarily pertains to drugs-related cases. It operates as the investigating or 
prosecuting agency for drug-related cases of ML/TF as provided under section 2(j) of the AMLA. It also 
forms a part of the General Committee to assist the NEC constituted under section 5 of the AMLA. After 
dissemination of an STR by the FMU, the investigation agency evaluates the financial intelligence 
report of FMU. It commences with the investigation of the ML under its predicate crime jurisdiction 
(use of Narcotics and drugs). Being an LEA, the ANF can exercise the powers of search, seizure, 
attachment and arrest, among others, as given to them under Sections 8-15 under the AMLA read with 
AML Rules 2008. The ANF also has powers under the Control of Narcotic Substances Act (sections 12, 
13, 19, 31, 37 and 39) and the ANF Act (section 6) for search and arrest of persons, and seizures of 
property. 
 

6.6. Coordination amongst the LEAs under the 
AMLA and ATA Regime 

 
Previously, both the FMU and CTDs were required to seek prior court approval to request or receive 
information (including STRs and other financial intelligence) for TF investigations, either 
spontaneously or by request. In order to do so, the CTDs had to seek prior court approval for each 
request for information submitted to the FMU and vice versa. The FMU had to have prior court approval 
to disseminate STRs to the CTDs spontaneously. This was a structural deficiency in Pakistan’s CFT 
regime that hampered the CTDs’ ability to run effective TF investigations highlighted in the FATF’s 
2019 Mutual Evaluation Report.  
 
This has been rectified now through the establishment of JITs via SOPs issued by NACTA under Section 
19(1) of the ATA and facilitated by the Memorandum of Understanding (MoU)306 signed between the 
various LEAs, the FIA and CTDs. Under this MOU, LEAs (including CTDs) can now directly access FMU 
financial intelligence products. Initially, 14 agencies were signatories to this MOU – it has now been 
expanded to 25 agencies in 2020. 
 
The objective of this MoU was to enhance inter-agency coordination and to facilitate the timely and 
effective detention, analysis and probe of cases, transactions and activities that pertain to the AML/CFT 
regime. The MoU also ensured that any such data shared amongst organisations would only be used in 

 
306 NACTA Letter No. 1 (01)/DD/CTF/NACTA/2016 dated 11.04.2019 on the 14th Meeting of NACTA on Counter Finance of Terrorism 
and signing summary of Memorandum of Understanding. Referenced at: https://nacta.gov.pk/nacta-organizes-multilateral-mou-
amongst-leas-intelligence-agencies-and-fmu/, Standard Operating Procedures for Joint Investigation Team (JIT) for Terrorist 
Financing Investigations (Annex I). 

https://nacta.gov.pk/nacta-organizes-multilateral-mou-amongst-leas-intelligence-agencies-and-fmu/
https://nacta.gov.pk/nacta-organizes-multilateral-mou-amongst-leas-intelligence-agencies-and-fmu/
https://nacta.gov.pk/nacta-organizes-multilateral-mou-amongst-leas-intelligence-agencies-and-fmu/
https://nacta.gov.pk/nacta-organizes-multilateral-mou-amongst-leas-intelligence-agencies-and-fmu/
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an authorised fashion with the strictest confidentiality. Any request for information must be furnished 
with a statement of relevant facts, details of new trends, personal information (such as the CNICs) of 
suspected persons, along with details of assets under investigation. In the MoU, it was agreed that LEAs 
should investigate all predicate crimes from a CFT perspective and develop their own SOPs to facilitate 
such investigations. As a reference, it was recommended that LEAs should consider the SOPs issued by 
NACTA. Hence, the FIA’s CTW and provincial CTDs can form a joint investigative team (JIT)307 to 
investigate TF cases together.  
 
LEAs can now obtain information related to ML or a suspicious transaction from the FMU in an 
investigation, including the NAB (section 27 of the NAO), the ANF (sections 31, 67 and 69 of CNSA) and 
the FBR- IR (section 176 of ITO). However, the FBR-Customs has faced challenges in obtaining 
information held by the FIA. 
 

NACTA Amendment 2020308 
 
The National Counter Terrorism Authority (NACTA) Act was amended by way of a Presidential 
Ordinance, coming into immediate effect on 8th November 2019 for 120 days. The Ordinance was 
amended to incorporate changes in the hierarchy of governmental actors, streamlining the process of 
coordination with various law enforcement actors. According to section 5(1) of the Act, the Board of 
Governors convening NACTA are now led by the Minister In-charge of the Interior Division, instead of 
the Prime Minister. Alternatively, section 5(1) also expands membership to the Board of Governors, 
which now includes Home Secretaries and Inspector-Generals of Police from all provinces, Islamabad 
Capital Territory, Gilgit-Baltistan and State of Azad Jammu and Kashmir.  
 
Changes were made in the membership of the Executive Committee (EC) in section 8 to now admit 
Additional Secretaries of relevant ministries to attend the meetings of the EC. When first introduced, 
the Act’s statement of objectives stated that amendments are to counter the increased violence and 
terrorist activities in the provinces of Khyber Pakhtunkhwa and Balochistan. These amendments will 
therefore allow NACTA as an authority to react more effectively and efficiently to emerging threats. 309 

 
Relevance to FATF Recommendations  
 
This amendment contributes to Immediate Outcome 1 (Risk, Policy and Coordination) in terms of 
Effective Compliance, and Recommendation 2 (National Cooperation and Coordination) under 
Technical Compliance. These amendments ensure that all relevant authorities, including law 
enforcement agencies and policymakers, have effective mechanisms in place which enable them to 
cooperate, and where appropriate, coordinate and exchange information domestically with each other 
concerning the development and implementation of policies and activities to combat ML/TF 
effectively.310 

 

 
307 An SOP issued on 19 September 2018 by the NACTA provides a framework for these teams. Standard Operating Procedures for Joint 
Investigation Team (JIT) for Terrorist Financing Investigations (Annex I). 
308 National Counter Terrorism Authority (NACTA) (Amendment) Act, 2020  
309 Research Society of International Law, ‘Mapping Pakistan’s Compliance with FATF Recommendations’ (18 September 2020) 
310 Ibid. 
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Introduction 
 
Having understood the global legal framework that underpins the fight against terrorism financing, it 
is now critical to look at the applicable domestic law and analyse the scope of powers awarded to 
relevant authorities through legislation and procedure. This chapter analyses the powers of 
investigators in terrorism financing cases as afforded by the Anti-Terrorism Act (1997). It also seeks 
to detail the procedures for investigation, after arrest, collection of evidence and the creation and 
maintenance of necessary files for further legal proceedings.  
 

Learning Outcomes 
 
After reading this chapter, the reader is expected to: 
 

• Understand the investigative powers of the police’s Counter Terrorism Department (CTD). 
• Understand the powers of investigators as per ATA 1997 – including search, seizure, 

attachment, arrest, remand, etc. 
• Understand the legal requirements for the proper collection, protection and analysis of 

evidence. 
• Be able to maintain a police file and a judicial file. 
• Understand how to furnish a copy of such files to the prosecution. 

 

Essential Reading 
 

• Code of Criminal Procedure (1898) - (“CrPC”) 
• Qanoon-e-Shahadat Order (1984) - (“QSO”) 
• Anti-Terrorism Act (1997) - (“ATA”) 
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7.1. Overview 
 
There are primarily four mechanisms which trigger the investigative powers of the police (CTD) for 
cases related to terrorism financing.  
 
Firstly, as highlighted in Chapter 4, under UNSC Resolutions 1267 and 1373, once SROs are issued either 
by the MoFA or the MoI, the respective Home Departments forward the notification of the proscribed 
individuals/entities to the concerned provincial authorities, including the CTDs. 
 
Under the 1267 framework, the CTDs work with the Deputy Commissioner under the DIC mechanism 
to constantly monitor any fundraising activities of proscribed individuals/entities. If they are found to 
be in violation of Sections 11F, H-J of the ATA, the CTDs may carry out the necessary measures under 
the law. 
 
Under the 1373 framework, read in conjunction with Section 11 of the ATA, the CTD is empowered to 
implement all measures/requirements under Section 11EE of the ATA falling under its jurisdiction. This 
includes carrying out the necessary measures under Section 11O and 11P; and checking and probing the 
assets of the proscribed individual/entity, their members and immediate family with the assistance of 
the government and other agencies. Similar to the 1267 regime, they are also responsible for carrying 
out monitoring and surveillance of the activities of such persons and take the necessary action if 
needed. 
 

Pursuant to the ATA 
 
The CTD may also proceed with the investigation (once an F.I.R is lodged) if they receive information 
from any source, or if they themselves find an individual or entity engaged in the acts mentioned under 
Sections 11 F, H-J or M of the ATA. The CTD may then execute all the powers authorised to it under the 
ATA. 
 
The second mechanism is the transfer of a case registered or an investigation already underway 
pursuant to any law. It is also relevant to note that there are cases where the accused may have been 
released from police custody or is being held in judicial custody, in which case the police may request 
that he or she be handed over to them for further investigation in their custody. This mechanism would 
permit further investigation into the accused's actions. 
 
The third mechanism is the formation of a JIT pursuant to Section 19 of the ATA under the command 
of the Federal Government, e.g., the MoU facilitated by NACTA.  
 

 
Self-Assessment Question 

 
• How are the powers of the CTD officers triggered for an offence related to Terrorism 

Financing? 
 

 

7.2. Lodging an F.I.R 
 
The Code of Criminal Procedure, 1898 (Cr.P.C) outlines the procedural law for the criminal justice 
system. It provides a mechanism for, inter alia, how to carry out an arrest, an investigation, and a trial. 
Prior to the prosecution of an ML/TF crime, the first step carried out by the police is the investigation 
which normally begins after the recording of a first investigation report (F.I.R.) in the police station.  
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An F.I.R is a document on the basis of which the police start a criminal investigation. The purpose of an 
F.I.R. is to set criminal law in motion and to obtain first-hand information of an occurrence, in order 
to exclude the possibility of fabrication, consultation, or deliberation on part of the complainant. The 
spontaneity of an F.I.R. guarantees truth,311 and provides a sound basis for carrying out an investigation 
in the right direction.312  
 
The procedure for recording an F.I.R is provided under Section 154 of Cr.P.C.,313 which states that the 
officer in charge of the police station will produce any information of a cognizable offence in writing 
and read it out to the complainant and have him/her sign it.  
 

Powers under Section 11 EE (Restricting Movement) and 11 
EEEEE (Preventing Transfer or Disposal of Terrorist Property) 
 
If it appears to the investigating officer (IO) that there is insufficient evidence, or that there are no 
reasonable grounds for suspicion against the accused who is proscribed on the Fourth Schedule List of 
the ATA, the officer may release him on his executing a bond as a preventive measure if such person is 
in custody. The bond requires that the said individual does not engage in any act of terrorism or act in 
any manner that advances the objectives of the organisation proscribed. However, if the individual fails 
to execute the bond, the District Police Officer may detain said individual and produce him within 24 
hours before a magistrate. The magistrate shall then order his detention in prison until he executes the 
bond. 314 
 
The police officer may also require the proscribed individual to seek prior permission from the police 
station of the concerned area before moving from his permanent place of residence for any period of 
time. He will also be expected to update the police officer about his daily activities.  
 
The police under Section 11 EE are also empowered to check, probe and monitor the assets, personal 
belongings or other economic sources of the proscribed person and his family to ascertain whether 
they are being utilised for any terrorism fund raising activity.  
 
During the course of the investigation, if the police officer or the JIT believes that the property under 
inquiry is likely to be sold off or transferred before its seizure, the police officer or the JIT may direct 
the owner or individual to not remove, transfer, or dispose of the property in any way except on receipt 
of an order of the Court.315 
 

Power of Seizure under 11O (Seizure)  
 
Under the 1267 and 1373 regime, read in line with the ATA, the police are authorised to conduct ongoing 
monitoring of the activities of proscribed individuals/entities to see if they are engaged in fundraising 
activities. If they see the proscribed individuals/entities engaged in any fundraising activity, they may 
seize those items.  The seized property may, in turn, be used as evidence against the proscribed 
individuals/entities.  
 
Recent amendments have harshened penalties under Section 11-O. Under the ATA (Amendment) Act, 
2020, penalties under sub-section (2) have been increased to Rs.25 million and conviction of up to 10 
years or both. In sub-section (3), the fine has been increased from Rs.10 million to Rs.25 million and/or 

 
311 Mushtaq Hussain v. State, 2011 SCMR 45, 15.  
312 Umar Hayat Sajjad v. SHO Police Station Mochi Gate, Lahore,2005 YLR 1313 
313 Code of Criminal Procedure, 1898, Section 154 
314 Code of Criminal Procedure, 1898, Section 169 read along with Section 11 EE (2) of the ATA. 
315 The IO may also apply to the court for an order of attachment (11-P) of the terrorist property 
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a punishment of maximum 10 years on conviction or both if directors, officers or employees are found 
guilty of the violation. Further, if any public servant is found negligent in complying with these 
provisions, the respective authority will take administrative action against them under the respective 
service rules. 
 
Changes have also been made to Section 11-O clause (d) under the ATA (Second Amendment) Act, 2020 
pertaining to strengthening freezing and seizure of assets. Authorities have to ensure within 48 hours 
that the seized property or assets will not be made available in any way to the proscribed person or 
organisation, or other affiliates – and that documentation will be kept to that effect. Money or other 
property acting on behalf of or at the discretion of proscribed persons or organisations will be frozen 
or seized “without delay” (S.11-O(e)). The State is also empowered to freeze the accounts and travel 
documents of those found to be involved in terrorist activities. 
 

 
Self-Assessment Question 

 
• Can you identify at least 3 powers discussed above that the CTD has under Section 11 of 

the ATA? 
 

 

Conducting Arrest, Remand and Detention of the Accused  
 
Section 60 of the Cr.P.C. provides that a person arrested without a warrant should be produced before 
a magistrate having requisite jurisdiction without unnecessary delay. Section 61 of the Cr.P.C. curtails 
the powers of a police officer to detain persons arrested for more than 24 hours in the absence of a 
special order from a magistrate under Section 167316 of the Cr. P.C.317  
 
Safeguards in relation to an arrest are laid down in Article 10 of the Constitution of Pakistan. In that 
sense, a formal arrest also affords significant protections. An investigating officer also has the power 
to postpone the arrest of the accused and investigate the commission of the offence.318 If a person is 

 
316 Code of Criminal Procedure, 1898, Section 167, Procedure when investigation cannot be completed in twenty-four hours: (1) 
Whenever any person is arrested and detained in custody, and it appears that the investigation cannot be completed within the period 
of twenty four hours specified by Section 61, and there are grounds for believing that the accusation or information is well founded, 
the officer in-charge of the police-station or the police-officer making the investigation if he is not below the rank of the sub-
inspector, shall forthwith transmit to the nearest Magistrate a copy of the entries in the diary hereinafter prescribed relating to the 
case, and shall at the game time forward the accused to such Magistrate. (2) The Magistrate to whom an accused person is forwarded 
under, this section may, whether he has or has not jurisdiction to try the case, from time to time, authorise the detention of the 
accused in such custody as such Magistrate thinks t, for a term not exceeding fifteen days in the whole. If he has no jurisdiction to 
try the case or [send] it for trial, and considers further detention unnecessary, he may order the accused to be forwarded to a 
Magistrate having such jurisdiction; Provided that no Magistrate of the Third Class, and no Magistrate of the Second Class not 
specially empowered in this behalf by the Provincial Government shall authorise detention in the custody of the police. (3) A 
Magistrate authorising under this section detention in the custody of the police shall record his reasons for so doing. [(4) The 
Magistrate, giving such order shall forward copy of his order, with his reasons for making it, to the Sessions Judge]. [(5) 
Notwithstanding anything contained in Sections 60 and 61 or hereinbefore to the contrary, where the accused forwarded under sub-
section (2) is a female, the Magistrate shall not except—in the cases involving Qatl or dacoity supported by reasons to be recorded 
in writing, authorise the detention of the accused in police custody, and the police officer making an investigation shall interrogate 
the accused referred to in subsection (1) in the prison in the presence of an officer of jail and a female police officer. (6) The officer 
in-charge of the prison shall make appropriate arrangements the admission of the investigating police officer into the prison for 
the purpose of interrogating the accused. (7) If for the purpose of investigation, it is necessary that the accused referred to in 
subsection (1) be taken out of the prison, the officer in-charge of the police station or the police officer making investigation, not 
below the rank of sub-inspector, shall apply to the Magistrate in that behalf and the Magistrate may, for the reasons to be recorded 
in writing, permit taking of accused out of the prison in the company of a female police officer appointed by the Magistrate : Provided 
that the accused shall not be kept out of the prison while in the custody of the police between sunset and sunrise].  
317 Ghulam Shabbir v. State, 2000 P.Cr.L.J. 1411. 
318 Interview with prosecutor, (Islamabad, 25 May 2017). 
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unlawfully arrested, remedies such as the habeas corpus writ petition319 are available to safeguard the 
petitioner's freedom. 
 
Under Article 10(2) of the Constitution, an individual who is arrested and detained in custody shall be 
produced before a magistrate within a period of 24 hours of such arrest. The Constitution forbids the 
continued detention of an individual beyond 24 hours without the authority of a magistrate. 
 
Neither the ATA nor the Cr.P.C. define what an arrest is, but a formal arrest authorises the detention of 
an individual for a period of 24 hours during which the investigation is conducted. As per Section 46 of 
the Cr.P.C., the person making the arrest is to confine the body of the person arrested through the use 
of force if necessary, unless there is a submission to custody by word or action. 
 
Under the ATA, the police, armed forces and civil armed forces are empowered to arrest an individual 
without issuing a warrant of arrest.320 This power of arrest is similar to the provision contained in 
Section 54 of the Cr.P.C., whereby a police officer may arrest a person without a warrant on nine listed 
grounds.  
 
It is important to note that, under Section 54 of the Cr.P.C., the wide powers of arrest have been limited 
by requiring the police to make an arrest on the basis of either ‘credible information’ or ‘reasonable 
suspicion.’321 Similarly, under Section 5 (2) (ii) of the ATA, a reasonable suspicion that a person has 
committed, or is likely to commit, an act or offence of terrorism must exist as the basis for an arrest.  
 
In the Cr.P.C., ‘reasonable suspicion’ does not mean a vague surmise or inference but rather a bona fide 
belief on part of the police that an offence has been committed or was about to be committed.322 Such 
belief must be founded on some definitive averments/allegations that may create the basis for 
suspicion of the involvement in the offence of the person to be arrested.323 
 

 
Guidelines to Follow 

 

 
Relevant Regulation/Rule Applicable 

 
The police, armed forces and civil armed forces 
deployed under the ATA have the authority to 
arrest any person without warrant who has 
committed, or for whom there is reasonable 
suspicion to believe that he has committed, an 
act of terrorism.  
 
Reasonable suspicion that an offence has been 
committed or is about to be committed must be 
a bona fide belief on part of the police. Such 
belief has to be founded on some definite 
averments indicating suspicion on the person 
arrested. This requires the availability of some 
tangible evidence with prosecution. 

 
Section 5(2)(ii) of ATA 

 
319 Article 199(1)(b)(i), Constitution of Pakistan 
320 Anti-Terrorism Act, 1997, Section 5, Use of armed forces and civil armed forces to prevent terrorism (2) An officer of the police, 
armed forces and civil armed forces may-- (ii) arrest, without warrant, any person who has committed an action of terrorism or a 
scheduled offence, or against whom reasonable suspicion exists that he has committed, or is about to commit, any such act or 
offence. (iii) enter and search, without warrant any premises to make any arrest or to take possession of any property, re-arm, 
weapon or article used, or likely to be used, in the commission of any terrorist act or scheduled offence.  
321 Mohsin Ali Shah v. S.H.O. Police Station Gargh Maharaja, 1995 MLD 771.  
322 Manthar Ali v. S.H.O., 2013 PCrLJ 553.  
323 Ibid. 
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Arrest memos should be recorded in the zimni 
and roznamcha. 
 
It is mandatory to record the time and date of 
arrest in the zimni. 
 

 

 
Section 21E operates in consonance with 
Section 167 of the Cr.P.C., which operates in a 
situation where investigation cannot be 
completed within 24 hours.  
 
The police may be required to detain the 
accused in police custody for the purposes of 
interrogation. The time period may extend to 
90 days. 
 

 
Section 21E of the ATA  
 
Section 167 of Cr.P.C.  
 
Raja Waheen Mehfooz v. Special Judge, Anti-
Terrorism Court-II, Rawalpindi, 2016 PCrLJ 
1773: “the learned Special Court under 
Anti-Terrorism Act, while dealing with the 
matters of remand of the accused persons, 
is equally responsible to observe the 
provisions of section 167(3), Cr.P.C. …” 
 

 

Production before Magistrate (if accused is found) 
 

 
Guidelines to Follow 

 

 
Relevant Regulation/Rule Applicable 

 
A person arrested without a warrant should be 
produced before a Magistrate having 
jurisdiction without unnecessary delay. 
 

 
Section 60 of Cr.P.C. 
 
The State v. Muhammad Yusuf, PLD 1965 
(W.P.) Lah. 324, [3] 
 
“Moreover, even if a person be rightly 
arrested, it does not rest with the discretion 
of the Police Officer to keep the prisoner in 
custody where and as long as he pleases. 
Under no circumstances can he be detained 
without the special order of a Magistrate 
more than 24 hours. At the expiration of 24 
hours, unless the special order has been 
obtained, the prisoner must either be 
discharged or sent on to the Magistrate, 
and any longer detention is absolutely 
unlawful…” 
 

 
An IO also has the power to postpone the arrest 
of the accused and investigate the commission 
of the offence if necessary. 
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Preventive detention is often used under the ATA. There are two kinds of preventive detention: 
 

• Detention of a person already proscribed under Section 11EE of the ATA and to the placement 
on the Fourth Schedule of the ATA, subject to the limitations set by Article 10 of the 
Constitution.  

• Detention for the purposes of inquiry to which Article 10 of the Constitution also applies.  
 

 
Implementing 

Law 
 

 
Operative 

Clause 

 
Period of 
Detention 

 
Detaining 
Authority 

 
Mechanism 

for Initiating 
Detention 

 

 
Aim of 

Detention 

 
Anti-
Terrorism Act 
(1997) 
 

 
S. 11EEE: 
arrest and 
detention of 
suspected 
persons 
 

 
Initial period 
of three 
months  
 
Total period 
of detention 
cannot exceed 
twelve 
months 

 
Federal 
Government. 
Armed Forces, 
Civil Armed 
Forces 
 
 

 
An order is 
issued by the 
Government 
directing 
detention and 
specifying 
custody and 
the period of 
detention 

 
To prevent 
persons 
proscribed 
under S. 11EE 
ATA from 
committing  
offences 
relating to 
terrorism, 
national 
security and 
sectarian 
violence 
 

 
S. 11EEEE: 
preventive 
detention for 
inquiry 

 
Initial period 
of thirty days 
 
Cannot 
exceed ninety 
days 

 
An order is 
issued by the 
Government 
after 
recording 
reasons for 
detention 

 
To prevent 
offences 
relating to 
national 
security, 
sectarianism, 
etc. 
 

 
The inquiry under Section 11EEEE may be conducted by a police officer not below the rank of an SP – or 
through a JIT (read with Section 19 of the ATA) to be notified by the Federal Government that may 
include representatives from the police, and civil armed forces and other investigation agencies such 
as the FIA.324 Where the provisions of Section 4 and 5 have been provoked, the investigation shall be 
conducted by a JIT comprising of members of armed or civil armed forces, intelligence agencies and 
other law enforcement agencies, including an investigating officer of police not below the rank of 
Inspector who shall sign the report under Section 173 of the Cr.P.C. and forward it to the Court. 
 
During this inquiry, the concerned police officer of the Court or any other LEA member of the JIT shall 
have all the powers of search, arrest, and seizure of property and other belongings of the proscribed 
individual/entity as mentioned under the Cr.P.C. or any other special law.  
 
Under Section 19(1B) of the ATA, if the person has been arrested by the armed forces, he shall be handed 
over to the Officer-in-charge of the police station designated by the provincial government.  

 
324 The FIA has powers to investigate under Section 5 of the FIA Act, 1974. 
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Under Section 19(5) of the ATA, a person who has been released from police custody under Section 169 
of the Cr.P.C. or has been remanded to judicial custody, may be subjected to further investigation. After 
recording reasons in writing and upon good grounds shown by a public prosecutor, the Anti-Terrorism 
Court (ATC) may order for a person to be placed in police custody or in the custody of the JIT in order 
to conduct further investigation in a case. As per Section 19(6), the ATC is considered to be a Magistrate 
for this purpose. 
 

Searches under the Anti-Terrorism Act (1997)  
 

 
Guidelines to Follow 

 
Relevant 

Regulation/Rule 
Applicable 

 

 
Relevant Jurisprudence 

 

 
An Officer In-charge of a 
police station or the 
police officer making an 
investigation must 
ensure that the place 
being searched is in the 
correct jurisdiction. 
 
The Officer must record 
the grounds for his belief 
in writing. 
 
The Officer must specify 
the place of his search in 
writing. 
 
The Officer must justify 
the undue delay in the 
search. 

 

 
Section 165 & 
Section 166 of 
Cr.P.C.; 
Sections 21B, 
19A of ATA 

 
Muhammad Bilal v. Superintendent of 
Police, Dera Ghazi Khan, PLD 1999 Lah 
297, [8] 
 
“This section [section 165] empowers the 
police officer specified to make a search 
without warrant subject to certain 
safeguards. The prerequisites for a search as 
per this section are that: 
 
• Search must be necessary for 

investigation. 
• The offence must be such as the 

police officer is authorised to 
investigate, i.e. a cognizable offence. 

• Reasonable grounds must exist for 
believing that the thing required will 
be found in a place. 

• There would be undue delay in 
getting the things in any other way. 

• Grounds of belief as to the necessity 
of search must be previously recorded 
by the police officer. 

 
These conditions must be fulfilled and there 
should not be a misuse of the power nor 
should there be any harassment. The perusal 
of the section leaves no doubt that it does not 
apply when search is for arrest of the 
accused. The search envisaged by this section 
is to be made for a specified thing. A person 
is not a thing. … where police [do] not record 
in writing in roznamcha (daily diary) 
grounds for making search of the house of 
the accused, it was held that it was without 
jurisdiction and bad in law.” 
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Ashiq Din v. The State, PLD 1968 Lah. 
1425, [21] 
 
“The Head Constable did not record in 
writing the grounds for making a search of 
the house of Ashiq din and his brothers. As 
such the act of the Head Constable suffered 
from a complete absence of jurisdiction.” 
 

 
After receiving a 
requisition to search 
under Section 166 of the 
Cr.P.C., an Officer 
Incharge of a police 
station should comply 
without unnecessary 
delay and should take all 
necessary precautions to 
ensure a successful 
search. 

 

 
Police Rules 
(1934), S. 
25.23 

 

 
 

Measures to Avoid 
 

 
Relevant Regulation/Rule 

Applicable 
 

 
Relevant Jurisprudence 

 

 
If the object in question 
can be obtained otherwise, 
the officer is not required 
to make the search. 

 

 
Section 165 of the Cr.P.C. 

 
Murtaza Hussain v. The 
State, 1996 PCr.LJ 510 
 
“It is mandatory for 
Officer Incharge of a police 
station who desires to 
make a search in any place 
outside his territorial 
jurisdiction to make a 
request to the officer in 
charge of the police 
stations having territorial 
jurisdiction to make such 
search. However, it further 
provides that in case the 
First Police Officer is of the 
view that there may be a 
delay caused in following 
the said procedure which 
may result in evidence 
being concealed or 
destroyed then he may 
cause the said search to be 
made by himself but he has 
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to issue forthwith a notice 
for search to the Officer 
Incharge of the police 
station having territorial 
jurisdiction … It is 
essential that a Police 
Officer conducting a search 
under section 165 or 166 of 
the Code of Criminal 
Procedure should send 
forthwith, to the nearest 
Magistrate, copies of the 
record that he has 
prepared before 
undertaking the search 
and non-compliance in 
such cases would amount 
to disregard of a 
mandatory provision and 
no conviction can be based 
on such defective 
investigation.” 
 

 
The officer should ensure 
that the precautionary 
measures are abided by. 

 

 
Rule 25.23, Police Rules 
1934 

 

 
 

Searches 
 

 
Sections 19-A and 103 of the ATA 

 

 
No requirement of having witnesses 
during searches under ATA. 

 
 
Although the provisions of the Cr. P.C. are to apply to searches and arrests made under the ATA, Section 
19-A of the ATA makes one particular exception: the inapplicability of Section 103 of the Cr.P.C. In a 
nutshell, this provision requires that two or more respectable witnesses of the locality be accompanied 
by the police and anything that is taken from the search be signed off by those witnesses.  However, 
under Section 19-A of the ATA, the police are under no obligation to take witnesses along for searches. 
 

7.3. Collection of Evidence 
 
Without evidence, even a heinous crime may go unpunished. The role of the investigator is to collect 
relevant testimonies and other evidence to connect the crime to the criminal. Thus, it is integral for the 
investigation agency (i.e., the police) to not only understand the various types of evidence but also to 
collect and preserve each type effectively (in the case of documentary and trace evidence). The evidence 
collected is then forwarded to the relevant forensic agencies for analysis and can be used by the 
prosecutor during trial if considered substantial and admissible. 
 
An investigation should be evidence based; any other basis for investigation such as inferences, 
unreliable information, hearsay evidence and deductions are likely to fail. It then becomes important 
to define what constitutes ‘evidence’ and, equally, what does not. From a layman’s perspective, every 
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piece of information may be evidence, but from the perspective of a police officer, the only pieces of 
information or articles that will be treated as evidence are those which satisfy the legal requirements 
of credibility, admissibility, chain of custody and adverse examination. The types of evidence that can 
be utilised in a terrorism financing case have been elaborated in detail below. 
 

Recording of Statements of Witnesses and their Evidentiary 
Value  
 
Section 161 of the Cr.P.C. empowers the investigating officer to orally examine witnesses and record 
their statements. The investigating officer is required to make a separate record of such statements and 
is expected to include them in the case diary maintained under Section 172 of the Cr.P.C. In addition, 
Sessions Judges are also empowered to ensure that material witnesses are not left out. This means that 
the judge will be able to summon witnesses who are material but not included in the calendar.325 Under 
the ATA, an ATC is deemed to have all the powers of a Court of Sessions for purposes of a trial under 
Section 19(14) and, therefore, can exercise the same powers with respect to police diaries.  However, 
these are not mandatory provisions, as such statements are not substantive pieces of evidence,326 it is 
up to the IO if he/she requires witness statements to be recorded.327 According to Moazzam alias 
Moazzan v. The State, “the statements under Section 161, Cr.P.C. prima facie, has no evidentiary value 
at bail stage.”328 While not admissible as evidence of a defendant’s guilt, witness statements under 
Section 161 may be used in evidence to contradict a witness or to test his statement’s veracity under 
Article 140 of the Qanun-e-Shahadat Order (QSO).329 
 
Witness statements must be taken down promptly and verbatim. If these are missing, then it creates 
doubts about the veracity of these statements, thereby harming the prosecution's case. Police usually 
elaborate upon witness statements that do not corroborate with circumstantial or documentary 
evidence, thereby weakening the prosecution case.330 In Naveed Hussain v. State331, the Court said that: 
 

Regarding the confessional statement of the convict/appellant recorded under section 21-H of ATA there 
is no doubt a shaky piece of evidence and much reliance has not been placed on such confessional 
statements by this Court and in this regard many cases have been disposed of in the light of the same. After 
the amendment in section 21-H of ATA whereby a proviso has been added which is reproduced as under 
where a legislature has made it mandatory that section 21-H of ATA shall be admissible in evidence which 
has to be read with amended section 6 of the ATA”. (Judgment) 
 
Amendment of section 21-H, Act XXVII of 1997. ---In the said Act, in section 21-H, in the existing proviso, 
after the word "provided" the word "further" shall be inserted and before the proviso amended as 
aforesaid the following new proviso shall be inserted, namely: 
 
Provided that the confessional statement made before the District Police Officer or equivalent officer of 
security forces operating in aid of civil power in the military/security operational areas notified by the 
Government under section 4 of this Act, involving attack on the members of Armed Forces, Civil Armed 
Forces, Law Enforcement Agencies, Government installations, hotels or public property shall be admissible 
in evidence. 

 

 
325 Rules and orders of the Lahore High Court Volume III Chapter 24 Part B(9). 
326 Wazir Khan v. the State, 2004 MLD 1982. 
327 Dilshad v. The State, 1995 PCrLJ 248. 
328 Moazzam alias Moazzan v. The State, 2012 MLD Kar. 1986.  
329 Supra (n 16). 
330 Interview with ATC Judge, (Karachi, 25 July 2017). 
331 Naveed Hussain v. State, 2011 PCrLJ 389. 
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Furthermore, a confessional statement can be considered a corroborative piece of evidence if it 
supports other pieces of evidence vital to the case. In the case of Muhammad Latif v. The State,332 the 
Court held that statements of the prosecution witnesses made during extrajudicial confession were 
found consistent, and the accused had not been able to shake their credibility. The Court said that since 
there was no hindrance in the chain of custody of circumstantial evidence and since the extrajudicial 
confession was credible and corroborated the circumstantial evidence, the plea by the accused was 
dismissed. Consequently, the Supreme Court upheld the death penalty awarded in this case. The table 
below highlights the guidelines to follow when recording witness statements. 
 

 
Guidelines to Follow 

 

 
Relevant 

Regulation/Rules 
Applicable 

 

 
Relevant Jurisprudence 

 
Compulsory to record 
statements of the witnesses or 
accused or any other suspect. 
 
Reduce the statements of such 
people into writing except for 
those who give their 
statements by reason of their 
duty, e.g., medical officer, FSL 
& DNA expert, serologist, etc.  
 
Statements under this Section 
must be recorded and written 
by the IO. 

 

 
Section 161 of 
the Cr.P.C. 

 
The applicability of Section 161 was 
discussed in the case titled Nasir 
Ahmad v. the State: The court 
ruled: 
 
“...from the statement of the 
accused/respondent recorded under 
section 161, CrPC., wherein he had 
narrated the whole facts of this 
unfortunate incident and also 
admitted that he was part of this 
unlawful assembly with specific role, 
who had tortured and done to death a 
young lady of 16/17 years under the 
garb of 'Ghairat'/'Izzat', so, when the 
occurrence is unseen one, even 
statement of an accused recorded 
under section 161, CrPC. could be 
taken into consideration.” 
 

 
Such statements may become 
relevant as to their 
admissibility when any witness 
is called for the prosecution in 
such inquiry or trial whose 
statement has been reduced 
into writing. 

 

 
Section 162 of 
the Cr.P.C. 

 

 
IO is required to make a 
separate record of such 
statements and is expected to 
include them in the case diary 
maintained under Section 172. 
 

 
Section 172 of 
the Cr.P.C. 

 

 
332 Muhammad Latif v. State, 2008 PLD SC. 503. 
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The number of statements 
attached to a particular case 
diary, and the number of pages 
in each statement shall be 
noted in the case diary. 
 

 
Rule 25.18, 
Police Rules 
(1934) 

 

 
Witness statements must be 
taken down promptly and 
verbatim. 
 

  

 
 

Measures to Avoid 
 

 
Relevant Regulation/Rules 

Applicable 
 

 
Such statements, if reduced into writing, are not expected to 
be signed by the respective person. 
 
Any such statement, record, or any part of the same cannot 
be used for any purpose at any inquiry or trial in respect to 
any offence under investigation at the time when such 
statement was made. 

 

 
Section 162 – Cr.P.C. 

 
If a person knows or has reasonable cause to suspect that a 
terrorist investigation is being conducted, and if he 
discloses any information or material piece of evidence that 
is likely to prejudice an investigation, or if he interferes with 
that which is likely to be relevant to an investigation, that is 
a scheduled offence under the law which could lead to 
imprisonment for six months to two years and/or fine.   

 

 
Section 21 A(6) - ATA 
 
Section 21 A(7) - ATA 

 
Statements recorded by an IO under Section 161 shall not 
form part of the case diary prescribed by Section 172 but 
shall be recorded separately and attached to the case diary. 

 

 
Police Rules (1934), s. 25.18 

 
Police should not elaborate upon witness statements 
because it may hinder the Prosecution’s case for 
corroboration with circumstantial or documentary evidence. 

 

 

 
 

Self-Assessment Question 
 
• What is the evidentiary value of witness statements and a confession under the ATA? 
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Financial Information as Documentary Evidence 
 
Documentary evidence includes all documents produced for the inspection of the Court.333 It can consist 
of any matter expressed or described upon any substance by means of letters, figures or marks, 
intended to be used for the purpose of recording that matter.334 Documentary evidence can be primary 
or secondary and is usually considered as direct evidence if it proves a fact in issue. Examples of 
documentary evidence can include photographs or, in a terrorism financing case, the publications, 
literature or any other material being used by the proscribed individual/entity to commit acts 
mentioned under Sections 11F and 11H to 11-J of the ATA.  
 
Governmental agencies are responsible for the registration, licensing and regulation of all businesses, 
institutions and other entities. In performance of their responsibilities, government agencies keep 
extensive records and other forms of documents that can be useful in financial investigations 
pertaining to ML/TF cases. These can include, amongst others, licensing forms, certificates of 
incorporation, tax returns (company and individual), wealth statements, bank documents, wire 
transfers, etc. Incorporating such forms of evidence can aid in tracing the money trail or identifying 
beneficial ownership arrangements in a financial investigation, delineating TF or ML linkages. 
 
It is important for law enforcement and criminal justice actors to have a holistic understanding of the 
various avenues available for collecting financial evidence that go beyond mere bank statements. 
Investigators can liaise with a range of public sector organisations and entities to gain documentary 
and digital evidence for conducting effective financial investigations. It is critical to note that 
investigation agencies can access a wide range of financial evidence, subject to law and following 
proper procedure. 
 
This section highlights important agencies and authorities at both federal and provincial level that can 
be engaged to further gather financial evidence. 
 
Financial Information as Evidence  
 
Financial investigations may provide material of use in all types of investigations, including those with 
no obvious link to money or assets. This is possible because most people have some kind of property, 
money or assets, and use credit or debit cards. Many individuals use online means of payment and 
banking instead of cash. This development has created sources of information that can reveal details 
about a person’s life, activities, interests, associates, plans and desires, all of which can be used to 
detect and combat crime. 
 
Types of financial information 
 
Financial information includes all information that is connected to money, assets, expenditure and 
finance of any kind. This information is present in almost every aspect of a person’s life (home, work 
and plans, both present and future). Non-cash-based methods of dealing with money and assets, such 
as credit and store loyalty cards, generate financial information. Investigators can analyse this 
information to obtain material to assist their investigation. It can help establish a person’s 
whereabouts, their possible intentions, evidence of a crime, motive and whether they are living beyond 
their means. 
 
A substantial amount of financial information is available to all police officers, although there are 
restrictions. Financial Investigators may access that information more easily because of their training 

 
333 Qanoon-e-Shahdat Order 1984, article 2(1)(c)(ii). 
334 Qanoon-e-Shahdat Order 1984, article 2(b). 
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and the control that some data owners place on access to financial information. For these reasons, more 
complex enquiries are usually conducted by financial investigators. 
 
Opportunities to gather financial information can arise when:  
 

• Conducting a legal search in relation to an offence of money laundering where there are 
reasonable grounds to believe that financial information will lead to evidence that will benefit 
the investigation; 

• Conducting a legal search into an offence where the situation evolves so that the officer 
becomes aware of reasonable grounds to suspect that another offence has been committed – 
and the financial information is evidence of that offence; 

• Conducting a legal search into an offence and the officer makes notes of financial information 
for intelligence purposes (without specifically searching for it). 

 
Where premises are being searched in relation to a crime, it is possible that financial information of 
relevance to the investigation may be found. In illegal narcotics investigations, officers will be looking 
for controlled drugs, drugs paraphernalia, cash and financial records. If the investigation is not 
narcotics-related but concerns an acquisitive crime such as fraud, financial information may be 
relevant to that offence or any future asset recovery proceedings. 
 
Financial information also has a wider investigative use in providing details of a person’s lifestyle and 
motives; for example, it is worth noting during a house search if the resident is obviously living beyond 
their means and/or the house has apparent and excessive signs of unexplained wealth. 
 
Useful financial information from a search of the person, vehicle or premises will be: 
 

• Bank account numbers listed on bank cards and credit cards; 
• Information from bank account statements (both the suspect’s and their families’, noting that 

production orders may not reveal accounts owned by the suspect in other names); 
• Information from financial documents regarding pensions, investments, mortgages;  
• Information from business documents suggesting a working relationship between the suspect 

and a business or company; 
• Expenditure information from bills, including utility bills, receipts, car and house contents, 

insurance papers;  
• Personal photographs reflecting expenditure, such as holiday snaps;  
• Jewellry, watches, designer clothes;  
• The car, bike or motorbike the person was driving; 
• Downloads from/to mobile phones to show any online transactions; 
• Evidence from computers or other digital devices to show purchases; 

 
Information held by financial institutions can also show the lifestyle of a person and whether they are 
living beyond their means. This includes information from: 
 

• Bank accounts;  
• Bank statements;  
• Direct debits; 
• Standing orders; 
• Credit and debit slips; 
• Supplemental information such as managers’ written notes; 
• Identity documents used to open accounts (banks must be satisfied with the identity of a 

person opening an account);  
• Account opening forms;  
• Safe deposit boxes; 
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• Copies of ledgers of business; 
• Credit and charge card accounts; 
• Credit and charge card statements; 
• Pensions;  
• Insurance schemes;  
• Mortgages; and  
• Any other previously unidentified accounts.  

 
The above can inform a FI of payments to and from other persons, the lifestyle of the individual (their 
wealth, the turnover in their account), their spending patterns (for example, where they went on 
holiday, their travel, meals, hobbies and other interests), and any financial problems. In addition, 
ATMs and online transactions can provide information on: 
 

• Sums withdrawn;  
• Geographical location at a certain time; and 
• Routines. 

 
Various government agencies and departments also hold financial information of potential use to an 
investigation to establish the legitimacy of earnings or otherwise. For example:  
 

• Tax status; and 
• Employment information. 

 
Customs is another law enforcement agency that can be utilised in your money laundering 
investigation. Customs agencies monitor imports and exports of goods and services across 
international borders. In many countries, they also have jurisdiction over movements of cash and 
‘bearer negotiable instruments’—financial instruments payable to the individual holding the 
instrument. Examples of bearer instruments are checks, money orders, or other negotiable 
instruments payable to ‘the bearer’ rather than a named individual or company. Among the types of 
information available through customs agencies are:335 
 

• Declarations filed by persons entering the country; 
• Listings of customs brokers;  
• Records of official importers and exporters; 
• Records of persons transporting currency or other monetary instruments;  
• Records of shippers’ export documents; and  
• Import/export records  

 
Any person who wilfully fails or refuses to cooperate with an investigation could be disciplined for 
misconduct.336 
 

Sources of Financial Evidence 
 
The following governmental agencies collect and keep records which can be used as documentary and 
financial evidence in ML/TF cases: 
 
Securities and Exchange Commission Pakistan (SECP) 
 
The Securities and Exchange Commission of Pakistan (SECP) is a regulator established with the 
objective of developing a modern and efficient corporate sector, insurance, NBFCs and capital markets 

 
335 Combating Money Laundering and the Financing of Terrorism A Comprehensive Training Guide, The World Bank 
336 Anti-Money Laundering Act 2010, Section 25(2)  
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in Pakistan. It has investigative and enforcement powers under the Securities and Exchange 
Commission of Pakistan Act, 1997. 
 
Investigation agencies can access legal and constitutional documents and forms of entities regulated 
by the SECP. These can include, inter alia, the particulars of the shareholders, their shareholding, 
directors, their business addresses, auditors, bankers, authorised representatives (frontmen etc.), its 
sources of funding, permission from the Ministry of Interior to use funds, offshore linkages and money 
trails, etc. 
 
The SECP can also provide details of substantial shareholding in foreign companies and Joint Ventures 
(JVs) with foreign nationals or entities etc.  
 
The SECP can also provide all the required information and documents from the date of its issuance of 
license, registration/incorporation till the date of inquiry. 
 
Federal Board of Revenue  
 
The Federal Board of Revenue (FBR), formerly known as Central Board of Revenue, is an autonomous, 
federal law enforcement agency of Pakistan that is primarily responsible for the collection of taxes and 
revenues generated by trading and other business activities. The FBR is also mandated with powers to 
investigate tax crimes, suspicious accumulation of wealth and money-laundering within its mandate, 
as laid out under the Federal Board of Revenue Act, 2007.  
 
For the purposes of this Guide the following departments are of significant importance: 
 
FBR: Income Tax & Sales Tax 
 
Investigation agencies can access, subject to the law, the income tax and sales tax record of entities and 
individuals under investigation. This can include, inter alia, income tax returns, sales tax returns and 
record, wealth statements, statement of offshore assets/companies/bank accounts, volume of tax 
payments, if any, authorised representatives (frontmen etc.), sources and utilisation of funds, offshore 
linkages and money trails. 
 
FBR: Customs Intelligence 
 
Investigating officers can access the Web-Based One Customs system (WeBOC). The WeBOC system is 
a database that provides automated customs clearance of import and export goods. This platform can 
allow investigators to access all details and particulars of the Company/Business (including other than 
companies), its shareholders/members, directors, their business partners, their business addresses, 
bankers, bank statements, utility bills submitted at time of WeBOC registration, authorised 
representatives (frontmen etc.), import/export activities, and offshore linkages. 
 
Federal Board of Revenue (Excise Departments) 
 
The authorities concerned (Investigating Officers) can access the person's details which include all 
details and particulars of the person, its revenue, excise duty payment, shareholders, directors, their 
business addresses, bankers, authorised representatives (frontmen etc.), import/export activities, 
offshore linkages. 
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Financial Institutions 
 
Financial Institutions include Banks, Forex Companies, Western Union, MoneyGram, Ria, Branchless 
Banking, etc., that can provide evidence for the investigation of terrorism financing or money 
laundering offences. 
 
Investigation agencies can, subject to the law, access details of account holders, depositors, operators, 
CNIC numbers, volume of transactions involved, timings of transaction activities, use of funds, 
offshore linkages and money trails. Bankers can also provide lockers' details, their operations, and 
operators' details and particulars. 
 
Under the revised SBP’s AML/CFT Regulations 2020, SBP Regulated Entities are required to retain 
records for customers for a period of 10 years after the business relationship has ended.  “Regulated 
Entities (REs)” are financial institutions licensed/ authorised and regulated by the SBP under any law 
administered by SBP, and include: 
 

• Banks; 
• Development Finance Institutions (DFIs); 
• Microfinance Banks (MFBs); 
• Exchange Companies (ECs)/ Exchange Companies of ‘B’ Category (ECs-B); 
• Payment Systems Operators (PSOs); 
• Payment Service Providers (PSPs); 
• Electronic Money Institutions (EMIs); and 
• Third Party Payment Service Providers (TPSPs). 

 
Bankers can directly also provide 3-year bank statements and related documents on the spot, whereas 
for next 5-year period, they can provide the same after obtaining it from their head offices.  
 
State Bank of Pakistan 
 
The State Bank of Pakistan (SBP) is incorporated under the State Bank of Pakistan Act, 1956, which 
gives the Bank the authority to function as the central bank of the country. The SBP Act mandates the 
State Bank to regulate the monetary and credit system of Pakistan and to foster its growth in the best 
national interest with a view to securing monetary stability and fuller utilisation of the country's 
productive resources. 
 
The SBP requires entities under its regulatory supervision to maintain extensive records of account 
holders, depositors, operations, CNICs etc. It also has data on foreign remittances, e-Cib reports, etc. 
It therefore serves as a key information node when conducting financial investigations which can be 
accessed by the relevant authorities subject to the law. 
 
The concerned authorities (Investigating Officers) can access details of account holders, depositors, 
operators, CNIC numbers, volume of transactions involved, date of transaction activities, use of funds, 
offshore linkages and money trails. SBP can also provide loan details, foreign remittances (inward & 
outward) details, default details, e-Cib reports and NADRA Verisys details etc. 
 
It is pertinent to mention that SBP can provide all details and documents since the date of transactions 
or date of opening bank account or from date of establishing relations with bank to date of inquiry. 
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Non-Profit Organisation Registration Authorities 
 
Non-Profit Organisations (NPOs) are a critical area for Pakistan, posing significant risks and 
challenges on the ML/TF front. In cognizance of this, the FATF grey-listing has prompted a massive 
increase in reporting requirements of NPOs – which can be valuable to investigators during 
investigations. NPOs are now required to be registered with relevant authorities and are now under the 
ambit of regulation with the issuance of charity laws by every province. The authorities responsible for 
the regulation of NPOs include Registrar of Companies, Registrar of Societies and Registrar of Firms. 
 
The authorities concerned (Investigating Officers) can access the complete registration/constitutional 
documents, details of members, witnesses, bankers, authorised representatives (frontmen etc.), its 
sources of legitimate funding and the permission from the Ministry of Interior to use funds, if any, etc.  
 
Land Record Regulatory Departments 
 
All provinces and provincial governments have legislation and regulations mandating the record-
keeping of land and property. Specific departments have thus been formed at the provincial level, to 
oversee the performance of these functions. These departments include Lahore Development 
Authority, Capital Development Authority, etc. 
 
The concerned authorities (Investigating Officers) can access complete details of asset holders 
(allottees, transferors, transferee), authorised representatives (front men etc.), sources of funding etc. 
 
Accounting/Auditing Firms 
 
All Quality Control Review (QCR) rating firms operating in Pakistan under the umbrella of Institute of 
Chartered Accountants of Pakistan (ICAP) have a complete record, including audit reports, directors’ 
reports, audit files, tax files, stocks details, corporate files which includes data related to its 
shareholders, shareholding and its management. The concerned authorities’ (Investigating Officers) 
can access all kinds of financial information, including but not limited to sales/revenues, payments, 
stocks, particulars of shareholders and their shareholding, bankers and bank accounts, detailed 
financial legitimate activities, the business’s sources of funding, permission to use funds, any offshore 
linkages etc. The Investigating Officer can also request for a Management Letter and its responses and 
all kind of tax returns and SECP forms and details. A record can be obtained from auditors for those 
years for which they audited the financial statements of the organisation concerned.  In case of first 
year audits, audit firms usually retain information for one year prior to the period of audit, which can 
also be requested for the purpose of investigation.  
 

Relevance of financial evidence 
 
The use of evidence of an extravagant lifestyle can be very persuasive. However, it must be relevant and 
will usually be supportive of a case where the prosecution asserts that the accused has accumulated 
assets through criminal activity rather than through a legitimate activity. The evidence of such wealth, 
therefore, will have to be of probative significance to the issue in the case.  
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7.4. Evidence Obtained from Modern Devices 
 
Although evidence obtained through modern means is admissible under the law,337 investigative tools 
in Pakistan are not up to date with scientific developments.338 Generally, Article 164 of the (QSO) 
governs the admissibility of evidence collected from modern devices.  
 

 
Article 164 of QSO states: 

 
A person accused of an offence under the Pakistani Law may be convicted on the basis of 
electronic or forensic evidence or such other evidence that may have become available because 
of Modern devices or techniques referred to in Article 164 of the QSO. 

 
 
In cases tried by the ATC under provisions of ATA, the “court may convict the accused on the basis of 
electronic or forensic evidence or such other evidence that may have become available because of 
modern devices or techniques.”339 
 
Article 164 of the QSO states that information may be extracted from modern devices if the Court deems 
it appropriate. Along with audio-visual evidence, this provision extends to evidence from cellular 
devices, computers and various other modern techniques or devices that could be used for digital 
storage. Evidence samples of this sort are collectively referred to as digital evidence. Due to the 
importance of digital evidence in ATA cases, maintaining the chain of custody for evidence is crucial 
for an investigation and admissibility greatly depends on it. In this context, a consideration for the 
Court is whether or not there is evidence to support the fact that the digital evidence collected has been 
maintained and stored in safe custody.  
 

Closed Circuit Television (CCTV)  
 
With regard to (CCTV) footage, it has been held that, pursuant to the insertion of Article 164, the 
evidence collected through modern devices is admissible.340 However, the mere production of CCTV 
footage as a piece of evidence in Court is not sufficient for the Court to rely upon that evidence unless 
it is proved to be authentic. In order to prove the authenticity of such footage, it is incumbent upon the 
prosecution to examine the person who recorded or downloaded the footage.341  
 

Call Data Record (CDR) 
 
According to Article 164 of the QSO, production of evidence through modern devices or techniques can 
be used as circumstantial evidence if the court deems it to be appropriate. In the case of Abdul Razzaq 
vs. The State342, the Court held in this case that “petitioner/accused had every right to prove himself 
innocent by making use of the very same call data record”. In the case of Arsalan v. the State,343 the 
pivotal pieces of evidence obtained were SIMs and Call Data Records344 of the accused, which 
corroborated the accused’s statements.  
 

 
337 The Anti-Terrorism Act 1997, Section 27-B. 
338 Riaz v. SHO, PLD 1998 Lahore 35. 
339 Sikandar Ali Lashari v. The State, 2016 YLR 62, [7]. Read with Section 27-B of the ATA.  
340 Babar Ahmad vs. The State, 2017 YLR 153 [Gilgit Baltistan Chief Court].   
341 Asfandyar vs. Kamran, 2016 SCMR 2084. 
342 Abdul Razzaq vs. The State, 2016 PCr.LJ. 
343 Arsalan v. The State, 2018 MLD 894 Karachi. 
344 In case of CDR, the manner and procedure through which the CDR is obtained is pivotal to determining its evidentiary value. 
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Evidentiary Value of Calls/Text Messages from the Accused’s 
Phone 
 
Jurisprudence of the superior judiciary highlights the issues relating to using CDR as evidence against 
the accused. Some cases also elaborate upon how the accused can utilise CDR to their benefit to discredit 
the case of the prosecution. 
 
In Salman Alias Lamba and Another vs. The State,345 the evidence collected by the IO included CDRs of the 
mobile phones of the accused and SIMs and National Identity Cards. However, the evidence of police 
officials was deemed not trustworthy because no recovery memos were presented to satisfy that the 
recovered cell phone SIMS were kept in safe custody. Records also showed that there was no verification 
from the mobile companies as to the identities of those to whom such SIMs were issued. Furthermore, 
since the evidence did not have any corroborative value, it weakened the case of the prosecutor.  
 

Forensic Evidence  
 
Forensic evidence is a crucial form of evidence and constitutes a link in the chain of evidence that is 
used to prove the guilt of an accused beyond a shadow of doubt.346 Forensic evidence is evidence arrived 
at by scientific or technical means, such as ballistic or medical evidence. Forensic science deals 
predominantly with the recovery and analysis of latent evidence such as fingerprints, DNA analysis, 
autopsies, pathologies and more. 
 
Under domestic law, the only definition available for forensics is found in the Punjab Forensic Science 
Agency Act 2007, where forensic material is defined as a “document, material, equipment, impression 
or any other object connected with the commission of an offence, a civil cause or any other 
proceedings.”347  
 
One field of forensic science, forensic accounting, refers to the analysis of financial information, 
including all transactions, past records and tracing sources of transfers, etc., of the accused individual 
or entities. Forensic accounting seeks to reveal important information that can aid in legal proceedings 
especially in cases of financial crimes. This is particularly useful for tracing TF activities and tracing 
back money trails to the original sources of income, such as donations made to terrorist organisations, 
or money made from trafficking of drugs. 
 

Electronic Records as Evidence 
 
With the use of information technology, the police department has started storing information 
pertaining to investigation in computers. The computer stores criminal records conveniently and 
efficiently. One consequence is making it easier for police to collect and process information, 
eliminating the duplication of paper and electronic records and the multiple entries of the same data.  
For example, the Punjab Information Technology Board (PITB) has done massive revamping of the 
outdated criminal record management system (CRMS) of the Punjab Police. “Previously it was a 
lengthy and tedious process to retrieve records of the individual criminals based on name, father’s 
name, caste and address. It was almost impossible to identify criminals of each district because there 
was no comprehensive and integrated criminal record system.”348  

 
345 2018 YLR 1092 KHC  
346 Muzaffar Muhammad alias Veera vs. The State, PLD 2004 SC 749; Jawad vs. The State, 2003 SCMR 1530; Ali Murad vs. Ayub, 1995 
SCMR 1105. 
347 Punjab Forensic Science Agency Act 2007, Section 2(g). 
348 Digital Punjab, Enhancing Public Services Through Technology, Punjab Information Technology Board 
http://booklet.pitb.gov.pk/mobile/Flipbook.aspx, p32. 
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The PITB has developed the CRMS based on each citizen’s Computerised National Identity Card 
Number (CNIC). It is a digitised system that contains personal details such as CNIC, appearance, phone 
numbers, etc. of criminals. The idea is to maintain a comprehensive database containing complete 
criminal profiles, including personal information, physical appearance, modus operandi, gang, 
criminal history, fingerprints and photographs that can be easily retrieved via the biometric data. 
Moreover, the manual fingerprint record is successfully digitised and available in the CRMS database 
with a complete profile of individual criminals. A system like the CRMS can be utilised in various ways 
to investigate a case. For example, “if a victim of a mobile phone snatching incident reports in a police 
station and he remembers some details of the snatcher, an officer can apply all the known filters and 
search the criminal in his own district and the Punjab server.”349  
 
Additionally, the Criminal Record Identifier (CRI), an application in the CRMS, also utilises fingerprints 
to identify criminals by matching the fingerprints stored in the “Megamatcher Fingerprints Matching 
Library that has a matching speed of 20 million fingerprints per second.”350 Moreover, on average, 50 
to 60 criminals are being identified per day from different stations across Punjab due to this 
application.  
 
Electronic records maintained by banks, DFIs and other financial institutions can also be used to trace 
evidence related to terrorism financing. In fact, the FMU is obliged under the law to maintain electronic 
records of the STRs received by the financial institutions. After receiving an STR, if the FMU suspects 
that the act is related to terrorism, it may forward the case for further investigation to the CTW of the 
FIA. These investigations may, however, run parallel to the investigation run by the CTD of the Police 
if the police discover a financial trail to the terrorism act. 
 

Collection of Electronic Evidence 
 
Digital Equipment (Computer and Mobile Data) 
 
CDs and USBs: In Sikandar Ali Lahsari vs. The State,351 the Court noted that by virtue of the application of 
Section 27-B of the ATA and Article 164 of the QSO, the accused was to be supplied the copies of CD and 
USBs in compliance with Section 265-C of the Code of Criminal Procedure, 1898. 
 
Email 
 
In the recent judgment of Taimoor Mirza vs. Maliha Hussain,352 the Court made the following 
observations on the collection of digital evidence: 
 

9. […]If it is established that any information communicated by a person from his account through email, 
Facebook, WhatsApp, twitter etc., the same may conveniently be referred during cross-examination. It is 
my considered view that even the courts can use electronic mail and WhatsApp for communication to a 
party in respect of service etc., as these are the medium from which the delivery of message and its perusal 
by the party can easily be established. Thus, any email written by a witness or addressed to him and 
received in his inbox is his document and the same can be used to confront him by just referring it or 
producing it if attention of witness is required to draw toward certain portion of the document. Even any 
other sorts of digital documents in the shape of messages, photographs or movie clips can be referred and 
used during cross-examination of a witness, provided it is established that the same had been shared by 
him on social media from his personal account.353 

 
349 Ibid. 
350 Ibid. 
351 Sikandar Ali Lahsari vs. The State, 2016 YLR 62. 
352 Taimoor Mirza v. Maliha Hussain, 2020 CLC 1029. 
353 Ibid.  
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-  
10. […] In fact, email is a form of documentary evidence and the same can be admitted as evidence in court 
in the same way as other forms of documentary evidence. An email can be produced as a document in 
shape of hardcopy i.e., printout, but one may not consider an email or other form of electronic text message 
as a 'smoking gun' in favour of his case. This can be a particular issue and measures should be taken to 
protect the integrity and authenticity of email by digital signature (if available) and encryption etc… The 
major evidentiary issue for a trial judge arises in respect of a private digital communication to reach at a 
conclusion that the texts of electronic document were genuinely written by the other party or not. Besides 
getting some technical and expert assistance, a judge can overcome this problem of authentication of an 
e-mail or text message through different ways, which are: 
 
• the adverse party admits that the texts were written by him.  
• a witness may come in witness box and say that he saw the message created.  
• characteristic of the message itself speaks that it was created by the author for whom it is claimed as 

author of the same.  
• circumstances of the case proof (sic) that it was created as claimed.  
• a 'reply authentication' specially for e-mail, i.e. an electronic reply showing both parties e-mail 

addresses and text messages clearly indicating that the same was sent in response to the text message 
that was initially sent. 

 
11. Nevertheless, reliability of email or other electronically generated documents may be subject to attack 
but a party cannot be restrained to present it in the Court as  documentary evidence. The ultimate outcome 
of the above discussion is that the petitioner may confront the respondent with her previous statement 
either oral or in shape of document including digital document like email or any other form of 
electronically generated or created document communicated through the medium of internet. 
 

CDR and SIM Registration Data 
 
In terms of the power to call information, Section 21EE allows the Superintendent of Police, on the 
request of JIT, can require information or obtain record of telephone and mobile phone data, e-mail, 
MMS and CNIC and encrypted messages or any other information suspected to be linked in any manner 
with commission of an offence under this Act, from any service provider company or department. 
 
In addition, Section 25 of the AMLA allows for the collection of information, “including but not limited 
to production of records, documents and information reasonably required by the investigating or 
prosecuting agency…”. Together, the phrases ‘including but not limited to’ and ‘information 
reasonably required by investigating or prosecuting agency’ may be construed to mean that such 
information may be acquired by the authorities for assistance in their investigations. Unlike the 
previous two provisions, Section 25 of AMLA does not require a court order. 
 
Finally, in cases where the aforementioned powers may not be applicable, Section 94 of the CrPC 
permits the LEAs to summon records or other material relevant to the investigation. 
 
General Guidelines 
 
Process to be followed by the IO 
 
Firstly, the IO must issue a letter to the concerned officer/authority for the issuing of CDR/Sim 
Registration Data/IMEI. Secondly, the IO must prepare a recovery memo and insert the same into the 
case diary as per Section 172 of the CrPC. 
 
At the time of receiving the relevant information, the IO would be required to have one witness 
accompanying them and have another witness from the concerned office attest to the production of 
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said evidence as per Section 161 of the CrPC, the same shall also be added to the zimni. The following 
cases shed light on the importance of adhering to this particular point: Witnesses in whose presence 
the information is conveyed or received are always needed to prove a fact through its verification.354 

 
In Salman Alias Lamba and Another vs. The State,355 the IO had collected the CDR of the mobile phones 
recovered from the possession of the accused and completed the process of verification of the SIMs and 
CNICs issued by NADRA. However, the evidence of police officials was not trustworthy. No evidence had 
been produced to satisfy the Court that recovered cell phone SIMs were kept in safe custody. 
Furthermore, records showed that there was no verification from the mobile companies as to in whose 
names such SIMs were issued nor were the persons in whose names such SIMs were issued were 
interrogated by the IO. 
 

• Besides above, another strong piece of evidence against the appellants was the record of mobile 
Sims collected from the Mobilink Company during investigation. Per prosecution case, the 
Investigating Officer provided IMEI number of robbed mobile phone to Mobilink Company, 
who informed the Investigating Officer that three SIMs vis. 0300- 8934530, 0300-2387450 
and 0308-2578199 were used in the said mobile after the incident, two SIMs were issued in the 
name of Muhammad Naseer Khan. On such information of Mobilink Company, the 
Investigating Officer remained in search of Muhammad Naseer Khan and on receiving credible 
information regarding the presence of Muhammad Naseer Khan along with his companions at 
Abdullah Shah Ghazi Chowrangi, arrested both the appellants and recovered some robbed 
articles. The prosecution also examined Atiq-ur- Rehman, Co-Coordinator of Mobilink 
Company, who has supported the prosecution and produced the record of SIMs used in mobile 
phone robbed from the house of Imtiaz Khan. The record of mobile company and evidence of 
its representative is admissible in terms of Article 164 of Qanun-e-Shahadat Order which 
provides that the court may allow the production of any evidence that may have become 
available because of modern devices and techniques.356 

 
Record from Social Media Companies 
 
General Guidelines 
 
At the time of receiving information from concerned authorities, an expert on cyber security or 
forensics will decipher the evidence in a presentable form for presentation before the court. Thereafter, 
the IO shall seize the record and record the statement of the expert officer and witnesses under Section 
161 of the CrPC. 
 
Alternatively, when the IO requires assistance from an entity outside the jurisdiction of Pakistan, he 
may rely upon the Mutual Legal Assistance (MLA) framework.357 This framework designates the 
Ministry of Interior (MoI) as the designated authority for transmitting such requests. After such 
assistance has been received, admissibility and evidentiary value will be determined as per the QSO. 
 
Audio/Video Recordings 
 
The Supreme Court of Pakistan has laid down comprehensive guidelines358 with respect to audio/video 
recordings. A condensed version of the guidelines is as follows: 
 

 
354 Munas Parveen v. Additional Sessions Judge/Ex-Officio Justice of Peace, Shorkot, PLD 2015 Lah 231. 
355 Salman Alias Lamba and Another vs. The State, 2018 YLR 1092 KHC 
356 Kashif Anwar v. Aga Khan University, YLR 2013 KHC 2294 
357 Mutual Legal Assistance (Criminal Matters) Act, 2020 
358 Ishtiaq Ahmed Mirza v. Federation of Paksitan, PLD 2019 SC 675 
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• No audio tape or video can be relied upon by a court until the same is proved to be genuine and 
not tampered with or doctored. A forensic report prepared by an analyst of the Punjab Forensic 
Science Agency in respect of an audio tape or video is per se admissible in evidence in view of 
the provisions of Section 9(3) of the Punjab Forensic Science Agency Act, 2007 

• An audio tape or video must be produced in evidence and must be the actual record of the 
conversation as and when it was made or of the event as and when it took place. 

• The person recording the conversation or event must be produced and must produce the audio 
tape or video. The audio tape or video must be played in court, and the material should be 
clearly audible or viewable. 

• Any other person present at the time of making the conversation or of the event taking place 
may also testify in support of the conversation heard in the audio tape or the event shown in 
the video. 

• The voices recorded or the persons shown must be properly identified. 
• The evidence must be produced through an audio tape or video must be relevant to the 

controversy and otherwise admissible. 
• Safe custody of the audio tape or video after its preparation till production before the court 

must be proved. 
• The transcript of the audio tape or video must have been prepared under independent 

supervision and control. 
• The person recording an audio tape or video may be a person whose part of routine duties is 

recording of an audio tape or video, and he should not be a person who has recorded the audio 
tape or video for the purpose of laying a trap to procure evidence. 

 
Tahir Ahmed Naseem v. The State:359  
 
This bail petition showed the use of specialised agencies to confirm the alleged complaint or F.I.R that 
had been lodged against the accused and to subsequently utilise it within the trial. The Accused was 
charged under Sections 153A, 295A-C and 298 of the Pakistan Penal Code, 1860. The Accused and the 
Complainant met on Facebook and, subsequently, met in person. During investigation, the local Police 
took into custody audio recordings and oral statements in the form of a USB and his personal computer. 
The said content was also made viral on the Internet through the account of the accused. The pieces of 
evidence were dispatched to the Forensic Science Laboratory where they were analysed through 
forensic tools and a spectrographic test. The report of the Examiner, Digital Forensic/Audio Video 
Section, in Peshawar also affirmed these conclusions. 
 
Additional Guidelines on Digital Forensics and Evidence 
 
Recovering Data 
 

• Deleted files and other data that has not been overwritten 
• Temporary auto-save files 
• Print-spool files 
• Websites visited, even where the browser history and cache have been deleted 
• Communications sent via chat or instant messaging 
• Internet-based financial transactions 
• Documents, letters, and images created, modified, or accessed on the computer 
• The time and date information about files 

 
  

 
359 Tahir Ahmed Naseem v. The State, 2019 YLR 721 



Chapter 7: Powers of the Investigators (Counter-Terrorism Departments) 
 

 185 

Volatility of Digital Evidence 
 

• Digital evidence is more volatile than paper information, therefore, it can be easily altered or 
destroyed. 

• Integrity must be preserved. 
• If files are destroyed, it can give rise to a claim of spoliation of evidence. 
• If authenticity is not supported or proven, evidence will be inadmissible. 
• Rules regarding admissibility of digital evidence in court are the same. 

 
Places to Search for Digital Evidence 
 

• Printers; 
• Internal hard drives; 
• Copiers, scanners and multifunction devices; 
• Internal storage; 
• Fax machines; 
• Backup storage devices; 
• Removable storage; 
• Smartphones; 
• Cloud environments. 

 
Privacy Issues 
 
Search policy should include personal electronic devices: 
 

• Smartphones; 
• USB flash drives; 
• MP3 players; 
• Laptops. 

 
Computer Forensics Investigation Phases 
 
Digital forensics typically involve these phases: 
 

• Planning 
• Seizing 
• Imaging 
• Analysing 
• Reporting and testifying 

 
Planning 
 

• Determine whether there are any privacy issues in the item(s) to be searched 
• Make appropriate preparations if the investigation involves the use of a legal order 
• Ensure that all equipment used in a forensic capacity is legitimate and reliable. 
• Ensure that the fraud examiner is properly trained to employ relevant digital forensic tools and 

that equipment is employed in the manner for which it was designed. 
 
Seizing 
 

• Involves ensuring that all relevant evidence is seized and secured in a forensically sound 
manner so that the evidence is not tainted or destroyed. 

• Document the scene with photographs or a diagram. 
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• Look around for notes that might appear to be passwords, since many people write down or 
record their passwords near their computers. 

• If the computer is off, leave it off. 
• Collect volatile data ‘live’ if required. 
• Some data may be lost if the machine is shut down. 
• Data can be collected while the machine is still on. 
• If the computer is on, do not turn the system off using normal shutdown routines. 
• Do not peek through the files. 

 
Imaging 
 

• Image acquisition involves using a standalone hard drive duplicator or similar device to 
duplicate a computer's entire drive without altering it. 

• This process is known as imaging because it takes a hard drive and images it to another hard 
disk drive or other media. 

• Steps 
 
• Acquire the original storage media. 
• Create forensic image of the original media. 
• Verify the image of the original storage media. 

 
Processing 
 

• Involves processing and filtering digital information to reduce the amount of data that has 
been collected by identifying relevant information and by setting aside duplicates and other 
information that is not relevant due to its type, origin or date. 

• Methods for filtering large amounts of data: 
 

• Keyword searches; 
• Deduplication filtering; 
• Date range filtering; 
• File type filtering. 

 
Analysing 
 

• Involves the use of specialised software designed to identify, extract, collect, examine and 
store digital artifacts. 

• Best to use a combination of various forensic tools during the analysis phase. 
• Fraud examiners should look for inculpatory evidence (i.e. evidence that serves to incriminate 

the subject of the investigation) and exculpatory evidence (i.e. evidence that serves to disprove 
the subject's involvement in the misconduct). 

• The primary concern is to maintain the integrity of the data at all times. 
 

 
Self-Assessment Question 

 
• How can electronic records be utilised as pieces of evidence? 
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Case Study - Terrorist Financing and ATA 

 
Mr. X is caught speeding in his car. Upon being stopped by the police, a lack of a valid driver’s 
license prompts the police to search his car, where they find a large amount of cash, along with 
ropes, duct tape, two knives, one pistol and a bottle of chloroform. There are also masks and 
balaclavas stuffed inside the glove box of the car.  
 
Mr. X’s WhatsApp records show suspicious conversations via a cell phone with members of the 
Majlis-e-Jehaad, a proscribed terrorist organisation mentioned under the First Schedule of the 
ATA, and with a certain politically exposed person (PEP) whose son was recently abducted. 
Given the high amount of cash recovered from Mr. X, the police suspect that he is involved in 
the kidnapping of the PEP’s son. 
 
Additionally, there are also pamphlets of Majlis-e-Jehaad found in his car, along with bank 
receipts of transferring money into an account held by ‘Flood Relief Islam’, which is considered 
a front organisation for Majlis-e-Jehaad. 
 
Mr. X is taken into custody and an investigation is started. 
 
Discuss: 

 
• What pieces of financial and electronic evidence can be utilised in this case? 
• What information can forensic accountants and data technicians recover from Mr. X’s 

documents and bank transactions? 
• What is the evidentiary value of this evidence? 
• What sections of the ATA are applicable here? 

 
 

Crime Mapping 
 
Conventional crime mapping techniques include drawing of maps manually and calculations of scale, 
latitude and longitude. However, such techniques are not only time consuming but may also be of less 
utility in the future, as the ink could fade, or the paper could tear off. Hence, modern techniques such 
as digital crime mapping and availability of satellite imagery through Google Maps can result in great 
efficiency. At this point, it would be pertinent to quote the example of the effective geo-mapping 
system employed by the Punjab Police. Just like the CRMS, PITB has deployed a web-developed, 
android-based application system to capture the location of a crime scene with an F.I.R number, 
pictures and other details to determine the frequency of crime in an area while identifying similar crime 
clusters. For instance, when an IO visits a crime scene, he enters the location in the mobile app and 
thereby geo-tags the crime scene. The data is then displayed on a dashboard for analysis.360 
 
Similarly, the Khyber Pakhtunkhwa Police has developed and launched a Centralised Crime Tracking 
and Analysis System. The new system is based on geo-tagging technology, the tracked data includes 
pictures of the militants/crime scenes, latitude and longitude coordinates, and incident details.361 The 
data, when captured and submitted to the main server, is automatically plotted on Google Maps and 
can be utilised to analyse crime trends in the province.  
 
Moreover, the system has a number of tools for analysing the data, including heat maps, crime 
comparison maps and tables, and search, using advanced filters. 

 
360 Supra note 1, pg 38. 
361 Developed by KP Police IT Wing-http://kppolice.gov.pk/hotspot/. 
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Collection of evidence from social media and electronic devices362  
 
Evidence collected from social media pages can provide very powerful evidence. Terrorist entities 
actively engage in online recruitment and glorify terrorist acts by posting videos and messages, 
encouraging others to follow them and engage in violence. Whenever possible, efforts should be made 
to download online content in real time, before it is potentially erased, so that it can be used as 
evidence.363  
 
When this is not possible, applications need to be submitted to preserve content364 in advance of either 
a court order365 or a Mutual Legal Assistance Request to the relevant overseas jurisdiction (see chapter 
10 for more information). For instance, the only message content recoverable from WhatsApp is the 
undelivered messages (retained for 30 days).366  

 
Retrieving and analysing evidence from recovered electronic communication devices is a highly skilled 
task. The vast number of different apps, ever-increasing sizes of hard drives, encryption and other 
technological advancements also mean that once data is retrieved, its analysis and assessment can be 
extremely time-consuming. Efforts need to be initially focused on available operational information. 
Ideally, a more in-depth examination will then follow, as data can easily be hidden. However, time can 
be saved by building a library of propaganda and instructional media files found during the course of 
investigations. These can be indexed and their hash values367 can then be checked against future 
seizures, eradicating the need to repeatedly view and assess the same files.  
 
Although some suspects will be very careful in hiding their online and computer history, others will be 
less technically aware or more brazen. Recovered phones and computers can reveal evidence of chat 
and other communications, financial activity, photographs and videos, and locations visited, together 
with browsing activity. Altogether, these can be used to show the proscribed individual’s access to 
propaganda, as well as the proscribed entity’s operational planning. 
 
In preparing a case for court, analytical charts can illustrate the links between the accused and their 
actions online or elsewhere. Expert testimony can be presented to the court to explain the technical 
elements underlying the recovery of data, while other subject matter experts can provide context on 
terrorist groups and the role played by social media in the funding of terrorism. 
When attending a crime scene, there may be electronic evidence, and the following five main principles 
should be followed in a search: 
 

• Do not change electronic evidence either when it is seized or during the course of examination; 
• If electronic evidence is found during a search, any police officer authorised and qualified to 

examine it must be competent to do so and understand the consequences of doing so; 
• The police officer authorised and qualified to examine must have an audit trail of all actions; 
• A senior officer should ensure these actions are adhered to; and  
• If a computer or electronic device is turned off, ensure it is seized for examination by an expert 

for electronic evidence. 
 

  

 
362 Investigation, Prosecution and Adjudication of Foreign Terrorist Fighter Cases for South and South-East Asia E-Book, UNODC, 
2018. 
363 The evidentiary standard used here will be the same as under Article 164 of the QSO. 
364 Section 28 Prevention of Electronic Crimes Act (2016). 
365 Section 31 Prevention of Electronic Crimes Act (2016). 
366 Requesting Electronic Evidence Across Borders, UNODC, 2019. 
367 A hash value is a numeric value of a fixed length that uniquely identifies data. Hash values represent large amounts of data as 
much smaller numeric values. 
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7.5. Obtaining Additional Records 
 
Under Section 21EE of the ATA, the Superintendent of the Police is authorised to call for additional 
records to facilitate the inquiry process during an investigation. The police may either call for 
information from any person or require that person to produce or deliver any document or thing useful 
or relevant to the ongoing inquiry. Moreover, after acquiring permission from the court, the CTD is also 
authorised to obtain information, records and bank statements from banks and financial institutions. 
This Section is of particular use when investigating TF offences that have been committed via the 
formal banking channel. However, a major issue for all CTDs is that while they are the designated LEAs 
for the investigation of TF,368 they are not authorised to receive TF disseminations from the FMU, either 
spontaneously or by request. Since they must seek prior court approval for each request for information 
submitted to the FMU and vice versa, the FMU must have prior court approval to spontaneously 
disseminate STRs to the CTDs. This is a structural deficiency in Pakistan’s CFT regime that hampers 
CTDs’ ability to deal with TF matters and is a stumbling block to effective TF investigations. 
 
However, in order to expedite the process of obtaining bank records, STRs or CTRs from the FMU, an 
MoU (discussed in Chapter 5) has been signed by the LEAs to facilitate interagency coordination and 
investigation. It is through the establishment of JITs (pursuant to Section 19 of the ATA and the SOPs 
issued by NACTA369), that the FIA and CTDs can access FMU financial intelligence products. Moreover, 
with the formation of JITs and, under this provision, the CTD is also empowered to obtain information 
such as CDRs, encrypted messages, e-mails and other confidential information, and use it as evidence 
for prosecution. At this point, while highlighting the power of LEAs to obtain additional records under 
the umbrella of inter-agency coordination, it is relevant to discuss the powers of other agencies such 
as FIA, NAB, ANF and FBR. 
 
The AMLA gives IOs the power to obtain documents and information related to the customer of a bank 
or other financial institution through an order of a competent court.  This only relates to matters under 
enquiry or investigation; it does not provide a general power for an LEA to access this information in 
the absence of an investigation or enquiry.  
 
LEAs have powers under their special legislations. These powers are listed as follows: 
 

• FIA: The IO has the power to obtain and access records held by FIs, DNFBPs and other 
commercial entities under Section 5 of the FIA Act 1974. 

 
• ANF: Section 21 of the Control of Narcotic Substances Act 1997 (CNSA) allows the ANF to search 

persons and premises. Under Section 31 of the CNSA, the ANF can access information from any 
other relevant departments and institutions. Under Section 6 of the Anti-Narcotics Force Act 
1997, the ANF is empowered to call for said information. Section 6(3) of the ANFA also 
empowers ANF officers (not below the rank of Inspector) to arrest any person without a 
warrant who has committed, or against whom a reasonable suspicion exists that he has 
committed, any of the offences relating to narcotics. 

 
• NAB: Sections 19 and 27 of the NAO empower investigators to call for information and search 

people and premises. 
 

• FBR-Customs: Sections 26, 165, 166 and 168 of the Customs Act 1969 apply to FBR-Customs 
obligations to produce documents; provide information and give them power to examine 
persons; summon persons to give evidence and produce documents or other material; and 
seize things liable to confiscation. 

 
368 Regulation 30 of the FATF Recommendation. 
369 Standard Operating Procedures for Joint Investigation Team (JIT) for Terrorist Financing Investigations (Annex I). 
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• FBR-IR: Sections 175 and 176 of the Income Tax Ordinance 2001 (ITO) and Section 38 of the 

Sales Tax Act 1990 empower authorities of the Directorate General, Intelligence & 
Investigation, Inland Revenue to access computer systems of persons involved in ML and tax 
evasion. The relevant provisions under the ITO are Sections 176 & 177 and 37 & 38(A) and (B) of 
the Sales Tax Act 1990 that enable the FBR-IR to obtain records held by any person.   

 
 

Self-Assessment Question 
 
• Can the CTD obtain information from the FMU? If yes, how? 

 
 

Obtaining Information under the Investigation for Fair Trial Act 
(IFTA) 
 
The IFTA allows authorised officers of the Services Intelligence Agencies and the police370 to file for a 
warrant of surveillance if the applicant believes that a person is engaged in any suspicious conduct that 
may result in a scheduled offence being committed. 371  
 
Actions that may be taken under the warrant 
 
The judge may authorise the officers to take the following measures against the suspects under the 
warrants, including but not limited to: 
 

• interception and recording of telephonic conversations of the suspect with any person;  
• video recording of persons, premises and events; 
• interception of electronic transactions such as m-emails, SMS etc.;  
• collection of evidence through any modern device; and  
• the use of human intelligence, covert surveillance and property interference.  

 
Taking over of electronic equipment that can be used in communication shall be allowed only when the 
authorised officer discloses a substantial threat or possibility of an attempt to commit the scheduled 
offence.372 
 
Process to be followed once it is established that the scheduled offence was likely to be 
committed 
 
If the data collected via the warrant reveals any elements of any scheduled offence (under the PPC or 
ATA), the applicant may immediately proceed to register an F.I.R under Section 154 of Cr.P.C. and hand 
over all evidence obtained to the IO. If the data collected is insufficient to lodge an F.I.R, it will be kept 
in custody and shall not be used without the court’s permission.373  
 

  

 
370 Investigation for Fair Trial Act 2013, Section 3(a) 
371 Investigation for Fair Trial Act 2013, Section 5 
372 Investigation for Fair Trial Act 2013, Section 16 
373 Investigation for Fair Trial Act 2013, Section 22 
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7.6. Identification Parade Proceeding 
 
This is an investigation tool used by the police to help identify the culprit if there is a witness to the 
crime. It involves lining up the suspect of a crime with other individuals that match the description. A 
witness is then required to identify the suspect out of the individuals. The identification test is normally 
conducted when an accused is not previously known to the witnesses, and they have only had a 
momentary glimpse of him/her. Furthermore, it becomes imperative to hold such a test if the witnesses 
claim that they can identify the accused if brought before them.  
 
Admittedly, no instruction or the details regarding the holding of identification tests are incorporated 
in the Cr.P.C. or in the QSO. Article 22 of the QSO, which is normally referred for identification tests, 
only pertains to its relevance and does not provide any procedure. However, certain guidelines are 
given in Part-C, Chapter 11 of Volume 3 of the Rules and Orders of the Lahore High Court:374 The 
identification parade proceeding details are recorded in the case diaries, and the identification parade 
proceeding certificate is attached with the judicial file record. 
 

7.7. Maintaining a Police File and a Judicial File 
 
During the investigation of a criminal offence, every significant application, order, statement or 
document is recorded in writing in the form of a case file. This case file contains information in 
chronological order and contains several documents, including (among others): 
 

• the complaint,  
• the F.I.R,  
• the crime scene analysis,  
• evidence collection memos,  
• opinion of the IO,  
• expert opinions such as the medical legal report or report of forensic analysis, 
• evidence analysis submission applications,  
• remand and bail applications,  
• judicial orders and witness interrogation statements,  
• confessional statements if any,  
• CDR(s) if any, and  
• the case diaries of the IO. 

 
Concept of Judicial and Police File: All over the world, for the sake of prosecuting terrorists, the 
evidence and material against an accused is compiled and presented by investigation agencies to the 
court in a written form through a case file. The ideas, efforts, records, reports, evidence and 
intelligence are to be presented through a case file. 
 
Types of Case File: As required by the processes evolved under Pakistani legal framework, in each 
terrorism case, as many as two case files are prepared. One is the investigative agency’s file (or police 
file, in cases where police investigate the cases), and the other is a judicial file, which is maintained by 
a court and contains judicial orders and proceeding details.  
 
Contents of Case File: The contents of each case file differ. A police case file contains all the 
investigative information along with case diaries of the case. In case of judicial files, the case diaries 
are substituted by court proceeding papers/records.   

 
374 2018 MLD 43 
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Case File Management: Case file management means the manner in which a case file is to be 
maintained, updated and finally presented to the court of law. 
 
Start of a Case File: It starts from the moment information about a terrorist incident is received by the 
police. 
 
End of Case File: It continues throughout the stages of investigation, scrutiny by the prosecutor, trials 
by the judge and till the clemency proceedings come to an end.  
 
Responsibility for Case File: Under the law, the IO entrusted with investigation of a terrorism case is 
responsible for the case file management, including the case file’s safe custody. Effective case file 
management is crucial to the investigation process. Effective management requires that: 
 

• Records are updated when required;  
• New information is noted in a timely manner; 
• Files are easy to reference for future use; and 
• All the important annexures and documents relevant to the case are attached without any 

discrepancies. 
 
Components of a Case File: A case file typically contains a number of significant documents, which are 
elaborated upon below. However, before shedding light upon the components of a case file, it is 
important to understand the following: 
 

• Police Report/ Challan filed under Section 173 of the Cr.P.C. 
• Interim and Final Report  
• Supplementary Reports 
• Case Diaries  

 

Police Report 
 
As noted above, a case file includes the police report, often referred to as a ‘challan’, which is furnished 
by the Officer-in-charge of the police station as required under Section 173 of the Cr.P.C.  
 
At the completion of an investigation by the police, the police are required to submit a report to the 
court through prosecutors. These reports are called ‘police investigation reports’. The reports must be 
submitted within fifteen days from the date of the registration of a case and are statutorily required. 
The investigation reports submitted by the IOs to the courts through the prosecutors can be final or 
interim in nature. Depending upon the nature of the reports, the police have assigned these reports 
vernacular names:  
 

• ‘mukamal challan’ (final report to charge the accused); 
• ‘namukamal challan’ (incomplete final report to charge the accused); 
• ‘tatima challan’ (supplementary final report to charge the accused); 
• ‘adam patta’ (untraced case report); 
• ‘saqit’ (abated case report due to death of an accused etc.); and 
• ‘ikhraj’ (cancellation report). 

 
The police investigation report is a very important document as the whole trial is based on it. It provides 
relevant information about the case along with details of evidence. The prosecutor vets the police 
report and helps the IO remove legal defects, if any. The police report should include: 
 

• the names of the parties;  
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• the nature of the information;  
• the names of persons who appear to be acquainted with the circumstances of the case; and 
• a statement of whether the accused, if arrested, was handed over for judicial remand or was 

released on bond (with or without sureties).375 
 
Under Section 173 of the Cr.P.C., in a trial, the defence can also make an application for the report, a 
copy of which must be submitted to the defence by the police. This report must be accompanied by a 
list of witnesses considered important for the police and the prosecution’s case. For the purposes of 
this section, it is important to distinguish the police file from the police report: the police file is 
specifically intended for the reference and record of the police, and the police report is completed and 
sent to the courts for consideration in the trial. Thus, unlike the police file, the police report contains 
original versions of all documents.  
 
Investigations under the Cr.P.C. must be completed within 14 days of the filing of the F.I.R. Upon the 
expiration of this time period, a police report needs to be submitted to the Court through the public 
prosecutor. In terrorism cases, however, the investigators or the JIT must complete the investigation 
within 30 days and submit a report accordingly. The report needs to be submitted directly to the Court 
by the Officer-in-charge of the relevant police station. In cases where the JIT is conducting the 
investigation, under sections 4 and 5 of the ATA, the police investigator, who is a member of the JIT, 
must submit the report to the Court. 
 

Interim and Final Report  
 
It is possible that a report cannot be fully completed within the stipulated deadline of 30 days under 
Section 19 of the ATA after an investigation. If so, the officer is required to prepare and send to the 
Court, through the public prosecutor, an interim report within 3 days of the expiration of the 30-day 
period. The interim report must state the result of the investigation up to that point (i.e., the expiration 
of 30 days), upon which the court shall commence the trial, unless the court decides not to commence 
the trial (its reasoning must be recorded in writing).376 The investigation must continue during the trial. 

 
375 Code of Criminal Procedure 1898, Section 173. Report of police officer: (1) Every investigation under this Chapter shall be 
completed without unnecessary delay, and, as soon as it is completed, the officer in-charge of the police-station shall [through the 
Public Prosecutor]-   
(a) forward to a Magistrate empowered to take cognizance of the offence on a police-report, a report in the form prescribed by the 
Provincial Government, setting forth the names of the parties, the nature of the information and the names of the persons who 
appear to be acquainted with the circumstances of the case, and stating whether the accused (if arrested) has been forwarded in 
custody or has been released on his bond, and, if so, whether with or without sureties, and   
(b) communicate, in such manner as may be prescribed by the Provincial Government, the action taken by him to the person, if any, 
by whom the information relating to the commission of the offence was first given:  
[provided that, where investigation is not completed within a period of fourteen days from the date of recording of the first 
information report under Section 154, the officer in-charge of the police station shall, within three days of the expiration of such 
period, forward to the Magistrate through the Public Prosecutor, an interim report in the form prescribed by the Provincial 
Government stating therein the result of the investigation made until then and the Court shall commence the trial on the basis of 
such interim report, unless, for reasons to be recorded, the Court decides that the trial should not so commence],   
(2) Where a superior officer of police has been appointed under Section 158, the report shall, in any cases in which the Provincial 
Government by general or special order so directs, be submitted through that officer, and he may, pending the orders of the 
Magistrate, direct the officer in-charge of the police-station to make further investigation. 
(3) Whenever it appears from a report forwarded under this section that the accused has been released on his bond, the Magistrate 
shall make such order for the discharge of such bond or otherwise as he thinks fit.   
(4) A copy of any report forwarded under this section shall, on application, be furnished to the accused before the commencement 
of the inquiry or trial: 
Provided that the same shall be paid for unless the Magistrate for some special reason thinks fit to furnish it free of cost. 
(5) Where the officer in-charge of a police station forwards a report under sub-section (1), he shall along with the report produce 
the witnesses in the case, except the public servants, and the Magistrate shall bind such witnesses for appearance before him or 
some other Court on the date fixed for trial.     
376 According to Section 19 of the ATA, the IO to the JIT, as case may be, shall complete the investigation in respect of cases triable by 
the court within thirty working days. The report under section 173 of the Code shall be signed and forwarded by the IO of police 
directly to the court:     
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Once complete, its findings must be written in a final report to be sent to the court before the end of the 
trial. If the investigators have done everything within their power, but the investigation has not led to 
conclusive results, the investigation may be suspended and a final report will be drafted.377 
 

Challan Form 
 
Final reports and incomplete reports recommending the initiation of trial are set out in Form 25.56(1) 
of the Police Rules (1934). This is called the challan form. The challan is the police report submitted 
under Section 173 of the Cr.P.C. The challan form has seven columns and can only be prepared by the 
Officer-in-charge of the police station. 
 

Completion of Challan Form 
 
When the investigation is completed in accordance with Sections 169 and 170 of the Cr.P.C., the Officer-
in-charge of the police station must prepare the report as per the sample provided by the provincial 
government under the Police Rules (1934) without any undue delay. 
 
The Officer-in-charge of the police station has the power to investigate the crime under Section 156 of 
the Cr.P.C., but he may also delegate this responsibility to his/her subordinate under Section 157(1) of 
the Cr.P.C.378 The IO who carries out the investigation will have to submit his/her investigation report 
to the Officer-in-charge of the police station under Section 168 of the Cr.P.C.379 
 
However, in either case, the Officer-in-charge of the police station would be required to prepare the 
report under Section 173. 

 
Provided that where the provisions of sections 4 and 5 have been invoked, the investigation shall be conducted by the JIT comprising 
members of armed or civil armed forces, as the case may be, intelligence agencies and other law enforcement agencies including an 
IO of police not below the rank of Inspector who shall sign the report under section 173 of the Code and forward it to the Court: 
Provided further that, where investigation is not completed within a period of thirty days from the date of recording of the first 
information report under section 154 of the code, the IO or the JIT shall, within three days after expiration of such period, forward 
to the Court through the Public Prosecutor, an interim report under section 173 of the Code, stating therein the result of investigation 
made until then and the Court shall commence the trial on the basis of such interim report, unless, for reasons to be recorded, the 
Court decides that the trial may not so commence. The interim report shall be signed by the IO of police.  
377 25.57. Close of investigation and final report. (1) If on any day, or days, a police officer in charge of the investigation of a case 
makes no investigation, he shall enter a statement to this effect in the case diary of the day on which he next does something towards 
the completion of the case. 
(2) [(i) When the police are unsuccessful, after taking all the measures in their power and it is considered advisable to suspend the 
investigation, a final report in Form 25.57(2) shall be submitted as required by Section 173, of the Code of Criminal Procedure, 1973. 
One carbon copy of final report shall be submitted to the District Crime Record Bureau of concerned District Headquarters for record 
by the concerned Station House Officer.] 
(ii) In cases in which a final report is submitted under sub-rule (2)(i) above and in which a copy of the first information report has 
been sent to a Panchayat as required by Police Rule 24.4(2), a final report shall also be sent to the Panchayat containing information 
on the following points:  
(a) Whether or not an offence has been proved. 
(b) Whether or not the offence proved is triable by the Panchayat and explaining that the case has not been sent for trial. 
(3) If the informant is present when the final report is prepared, he shall be informed verbally of the result of the investigation and, 
after noting this fact in the final report, his signature or thumb mark shall be taken on it. If the informant is not present, he shall be 
informed in writing by postcard or by the delivery of a notice by hand, and the fact that this has been done shall be noted in the final 
report. 
In final (untraced or cancelled) reports the facts of the case which the IO believes to be correct should be summarised, together with 
the grounds, for his belief. Information so recorded should be utilised for the completion of preventive records. Rule 25.58 
378 Section 157 (1) If, from information received or otherwise an officer in-charge of a police-station has reason to suspect the 
commission of an offence which he is empowered under section 156 to investigate, he shall forthwith send a report of the same to a 
Magistrate empowered to take cognizance of such offence upon a police-report, and shall proceed in person, or shall depute one of 
his subordinate officers not being below such rank as the Provincial Government may, by general or special order, prescribe in this 
behalf to proceed, to the sport, to investigate the facts and circumstances of the case, and, if necessary to take measures for the 
discovery and arrest of the offender: 
379 Code of Criminal Procedure 1898, section: 168. Report of investigation by subordinate police-officer. When any subordinate 
police-officer has made any investigation under this Chapter, he shall report the result of such investigation to the officer in-charge 
of police-station 
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A Supplementary Report 
 
Even after a final report has been filed, it is possible that new evidence or material may surface. It is 
under these circumstances that the Court can allow for a supplementary report to be filed during the 
trial; no new material can be brought forward after the conclusion of the trial.  
 
Under certain circumstances, a supplementary report may be required when a particular piece of 
evidence is not available at the time of submission of challan, such as a report from the forensic science 
laboratory. In such cases, a supplementary challan is preceded by an incomplete challan. A 
supplementary challan is also submitted if a proclaimed offender has been arrested or has voluntarily 
appeared before the police; in this case, it is preceded by a challan under Section 512 of the Cr.P.C.  
 
For a police report to be complete, it is important that any important documents, such as the F.I.R and 
evidence reports, are attached to it. The case is heavily dependent on how complete and correct the 
report is; thus, it must be filled out carefully and signed off by a senior police official (supervising 
officer). A thorough check of background information about the accused and witnesses must also be 
done when making the police report (e.g., to see whether the accused has any previous arrests or 
convictions, etc.).  
 
Hence, a supplementary report may be filed after a final report. The supplementary report is for the 
purpose of bringing any material or evidence on record, and there is no bar in law regarding the same. 
In Mian Iftikhar Ahmad v. DSP Range Crime Branch,380 the, “case was investigated twice and the order for 
second investigation [had] been made by the competent authority before the framing of 
Charge/Commencement of the trial and if any fresh material or evidence is brought on record, there is 
no bar to submit supplementary report under section 173.”381  
 
A reinvestigation and subsequent report are permissible if it would “definitely help [the] court for 
arriving at [a] just conclusion,”382 but it can only be done before the commencement of a trial pursuant 
to the final challan and not once the trial has concluded and the matter is up for appeal. A similar ruling 
was passed in Bahadur Khan v. Muhammad Azam:383  
 

“even after the decision of the criminal appeals by the High Court and after the lapse of a considerable 
period of time the second challan for trial of the offence under the sections of the PPC was submitted in the 
trial court having become functus officio (when the mandate of officer/agency expires) long before which 
directly took cognizance of the offence not permissible within the meaning of section 190 of the CrPC.”  

 
The High Court consequently set aside the conviction by the trial court and the criminal revision.384 
 

Case Diary and Daily Diary 
 
Under Section 172 Cr.P.C.,385 it is mandatory for an IO to enter day-to-day proceedings of the 
investigation in a case diary known as a ‘daily diary’. The daily diary register, which is usually register 

 
380 Mian Iftikhar Ahmad v. DSP Range Crime Branch, 2016 YLR 495. 
381 Ibid. 
382 Ibid. 
383 2006 SCMR 373 
384 Bahadur Khan v. Muhammad Azam, 2006 SCMR 373. 
385 Code of Criminal Procedure 1898, Section 172. Diary of proceedings in investigation. (1) Every police-officer making an 
investigation under this Chapter shall day by day enter his proceedings in the investigation in a diary, setting forth the time at which 
the information reached him, the time at which he began and closed his investigation, the place or places visited by him, and a 
statement of the circumstances ascertained through his investigation. 
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no. 2 being maintained at the police station, is made up of the daily diaries recorded by the officer, and 
includes details such as: 
 

• the time at which the information reached him;  
• the time at which he began and closed his investigation;  
• the place or places visited by him; the items recovered during the investigation and in custody 

of the police; and  
• a statement of the circumstances ascertained through his investigation.  

 
Case diaries are required to be as brief as possible and must record only those incidents that have a 
bearing on the case.386  
 
The diary may be used at the trial or inquiry to aid the Court in such inquiry or trial, but not as evidence 
in the case.387 The objective of recording case diaries under this Section is to enable courts to check the 
method of investigation (and possibly track the chain of evidence) by the Police.388 Therefore, it is very 
crucial that the case diary entries are accurate and made diligently, as these could have a bearing on the 
fundamental rights of the accused. If a police officer fails to keep a diary as required under Section 172, 
the statement of such a police officer may be open to adverse criticism and may consequently diminish 
its evidentiary value.389 The prosecution may also use this case diary to refresh the police witnesses' 
memory during recording of evidence, as provided under Article 155 of the QSO.390 Once the police 
witness has refreshed his memory using the diary, he may be subject to cross-examination by the 
defence.  
 
The defence or the Court are also allowed to view the particular portion of the diary that is concerned 
with the witness testimony.391 The court is also permitted to see the police diaries to enable the police 
officer who compiled it to refresh his memory or for the purpose of contradicting him. The Court is also 
permitted to view the police diaries to trace the investigation through its various stages; the intervals 
which may have elapsed in it; the steps by which a confession may have been elicited; or other 
important evidence may have been obtained. The Court may not use the diary as evidence of any date, 
fact or statement referred to in it, but can use the diary as containing indications of sources and lines 
of inquiry and as suggesting the names of persons whose evidence may be material for the trial.  
 
Should the Court consider that any date, fact or statement referred to in the police diary is, or may be, 
material, it cannot accept the diary as evidence. Before allowing any date, fact or statement referred to 
in the diary to influence the judges’ minds, such date, fact or statement must be established by 
evidence.  
 
The format of the case diary is provided in Form 25.54 (1) of the Police Rules. A case diary consists of 
numbered sheets, dated and stamped with the police station stamp. As soon as each diary is completed, 
its number and date are recorded at the police station and one copy is sent to higher police officials to 
ensure that no changes are made. The case diary contains: 
 

 
386 The Police Rules, 1934, Rule 25.53. 
387 19 Bom. BR 510. 
388 Peary Mohan Das v. D. Weston and Others, 16 CWN 145. 
389 Zahiruddin v. Emperor, PLD 1947 PC 13. 
390 Qanun-e-Shahadat Order, 1984, Article 155. Refreshing memory: (1) A witness may, while under examination, fresh his memory 
by referring to any writing made by himself at the time of the transaction concerning which he is questioned, or so soon afterwards 
that the Court considers it likely that the transaction was at that time fresh in his memory. (2) The witness may also refer to any 
such writing made by any other person, and read by the witness within the time aforesaid, if when he read if he knew it to be correct. 
(3) Whenever a witness may refresh his memory by reference to any document, he may with the permission of the Court, refer to a 
copy of such document: Provided the Court be satisfied that there is sufficient reason for the non-production of the original. (4) An 
expert may refresh his memory by reference to professional treaties. 
391 Kalimullah v. The State, 2018 PCrLJ 553 Peshawar High Court. 
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• details of the stolen or recovered property;392 
• documentary evidence;  
• details of the arrest;  
• a concise summary of statements of the suspect, victim, the eyewitnesses; and  
• all the proceedings carried out by the IO in respect of said case.393 

 
A case diary acts as a procedural safeguard as it provides a check against individuals being picked at 
random by the authorities or illegally arrested. The efficacy of the diary or case diary as a procedural 
safeguard is ensured by the compliance of the police and the oversight by the court. 
 

7.8. Duty to Furnish a Copy of the FIR to the 
Prosecution 

 
Although the public prosecutor is not involved in the submission of a final report under Section 19 of 
the ATA, it is still a mandatory component for compliance with Section 173 of the Cr.P.C and Section 
9(4) of the Punjab Criminal Prosecution Service Act (2006) for the police to furnish a copy of the report 
to the prosecution. Moreover, under Section 19-B of the ATA, it is obligatory for the public prosecutor 
to scrutinise the case file, “to ensure that all pre-trial formalities have been committed.” 
 
The powers, duties, expected conduct, and limitations to the powers of prosecutors in Pakistan are all 
promulgated in the following: 
 

• Khyber Pakhtunkhwa Prosecution Service (Constitution. Functions and Powers) Act (2005),  
• Punjab Criminal Prosecution Service (Constitution, Functions and Powers) Act (2006),  
• Sindh Criminal Prosecution Service (Constitution, Functions and Powers) Act (2009), 
• Balochistan Prosecution Service (Constitution, Functions and Powers) Act (2003).  

 
The role of prosecutors in coordination with the police begins immediately after the registration of the 
F.I.R under Section 154 of the Cr.P.C.  
 
Prosecutors also play a significant role in the inspection of an F.I.R. Using the Khyber Pakhtunkhwa 
province as an example, we find relevant provisions describing this inspection in Section 8(2) of the 
Khyber Pakhtunkhwa Prosecution Service Act (KPPS) as follows: 
 

“On registration of the F.I.R, the Station House Officer (SHO) of the police station concerned shall send a 
copy of the F.I.R to the District Public Prosecutor/Public Prosecutor of the District who, upon receipt, shall 
inspect the same and issue necessary directions to the Head of Investigation, and shall also inspect, 
scrutinise and supervise the whole investigation process of various cases so registered in the District.” 

 
Therefore, it is evident from the aforementioned provision that the police officer is required to send a 
copy of the F.I.R to the District Public Prosecutor, who then inspects it and issues necessary directions 
to the Head of Investigation accordingly. In Farman Ullah vs. The State through Additional Advocate-
General,394 the Peshawar High Court found that Section 7 of the Khyber Pakhtunkhwa Prosecution 
Service (Constitution, Functions and Powers) Act (2005), for example, had prescribed the powers of 
the prosecutor to scrutinise the case, and that any insertion or deletion of offences and sections of law 
in the F.I.R falls within the exclusive domain of the IO and the prosecutor. The public prosecutor also 
inspects, scrutinises and supervises the whole investigation process.395  

 
392 Pursuant to power granted under Section 5 (2) (iii), Anti-Terrorism Act, 1997. 
393 The Police Rules, 1934, Form No. 25.54(1). 
394 2016 PCrLJ 1096 Peshawar. 
395 Khyber Pakhtunkhwa Prosecution Service (Constitution, Functions and Powers) Act 2005, section 8(2). 
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Moreover, in Bahar Ali and Others vs the State, 396 the Peshawar High Court found the following: 
 

“S. 8(2) of the North-West Frontier Province Prosecution Service (Constitution, Functions and Powers) Act, 
2005 stipulates that a S.H.O. sends a copy of each F.I.R. of his police station to District Public Prosecutor 
and it bestows an extraordinary responsibility on District Public Prosecutor to inspect F.I.Rs and wherever 
necessary to Suo Motu issue necessary guidelines to investigating officer and that would be in the shape of 
"Direction", to the Head of Investigation. He can also inspect, scrutinise and supervise the whole 
Investigation process of the cases. While reporting to Government under section 8(6) of the Act, the District 
Public Prosecutor can highlight lapses of the investigating officer in acute cases of negligence for 
appropriate departmental level punitive action to promote a sense of responsibility and accountability in 
the investigating officers.” 

 
Therefore, prosecutors have been given the power of scrutinising the F.I.R as well as the entire 
investigation process under the relevant statute.  
 

 
Self-Assessment Question 

 
• What are the four primary components of a case file that signify that the judicial file is 

complete? 
 

 

7.9. ML/TF Investigation  
 

Planning a Money Laundering Investigation397 
 
In any financial investigation (including money laundering), it takes time to obtain bank and business 
records. Obtaining bank and business records from another country through Mutual Legal Assistance 
is even more time-consuming. Therefore, proper planning will alert the investigator to seek foreign 
records early in the investigation and to initiate contact with his/her counterpart in the country in 
question. Although bank and business records figure in most financial investigations, they rarely 
provide sufficient evidence on their own to justify a conviction.  
 
A money laundering case should be guided by a work plan that specifies:  
 

• Witnesses to be contacted;  
• Domestic and international financial records needed;  
• Procedures for managing documents; 
• Surveillance requirements; 
• Desired evidence of criminal activity and proceeds; 
• Analysis, summaries, and graphic representations of evidence; and 
• Any special investigative techniques required.  

 
The initial phases of the investigation should proceed as discreetly as possible. Surveillance of the 
subject and associates early in an investigation can provide valuable leads to evidence. However, early 
disclosure of an investigation can cause the subject and associates to take precautions that may 
neutralise the value of surveillance. It may also cause the suspect or key witnesses to alter or destroy 
records.  

 
396 2008 PLD 28 Peshawar. 
397 Combating Money Laundering and the Financing of Terrorism A Comprehensive Training Guide, The World Bank. 
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Bank records should be obtained early and discreetly. One set of records usually leads the investigator 
to seek another. Records from other countries are usually received several months after they are 
requested. Delays in obtaining records can hamper an investigation, which is why it is vital to begin 
collecting them early on in the investigation, plan the use of search warrants, and to time their 
execution to maximise chances of obtaining evidence. Surveillance will provide information that can 
be used to set the time of the search (after a delivery, after a meeting, during a meeting, and so on). At 
times, it is good practice to interview suspects or witnesses at the time of the search warrant execution.  
 
One must consider using special investigative techniques to assist in gathering evidence (see Chapter 
8). The use of undercover operations, interception of communications, or consensual telephone 
monitoring can produce valuable evidence and applications for warrants under the Investigation for 
Fair Trial Act (2013) – which should be applied for at the earliest opportunity to ensure the product is 
admissible. 
 
However, all these measures require significant planning and consideration of the admissibility of the 
final product. Consultation between the IO and public prosecutor at an early stage is equally crucial to 
advise on admissibility and presentation at trial. 
 

Financial Investigation 
 
The Financial Action Task Force (FATF) defines financial investigations as “an enquiry into the 
financial affairs related to criminal conduct.”398 A financial investigation involves the collection, 
collation and analysis of all available information with a view towards assisting in the prosecution of 
crime and in the deprivation of the proceeds and instrumentalities of crime. The major goal of a 
financial investigation is to identify and document the movement of money during the course of 
criminal activity. The link between the origins of the money, beneficiaries, when the money is received 
and where it is stored or deposited can provide information regarding proof of criminal activity. By 
identifying the extent of criminal networks, the scale of criminality, tracing proceeds of crime, terrorist 
funds and other proceeds subject to confiscation and by developing evidence which can be used in 
criminal proceedings, the overall effectiveness of a country's AML/CFT regime is enhanced. Pakistan's 
investigative and prosecutorial authorities have historically lacked the capacity to investigate and 
prosecute cases based on financial investigations. Parallel lines of inquiries were often not identified 
as necessary by investigators for the successful prosecution of the case. Furthermore, investigators 
also did not receive any guidance from prosecutors on this aspect. As a result, there is very little 
jurisprudence in this area. 
 
Key elements to ensure effectiveness of financial investigations include the attribution of sufficient 
powers to competent authorities (such as access to data, including banking data, and the ability to 
apply special investigative powers). Furthermore, the respective authorities should have appropriate 
powers in this regard to take into consideration the international aspect of these crimes, and allow for 
sharing of information, as well as for the undertaking of joint actions. 
 
In response to the FATF grey listing, Pakistan provided a range of new powers to competent authorities 
under the AMLA and ATA. The FMU was provided with various powers399 including receiving, analysing 
and disseminating STRs and CTRs, and coordinating with financial intelligence units in other 
countries. Additionally, Section 6A was added to AMLA which stipulates powers of the AML/CFT 
regulatory authorities, including (but not limited to) issuing regulations, directions and guidelines 
with respect to the financing of proliferation obligations and providing feedback to reporting entities 
for compliance. The 2020 amendments also include the provision of powers of international 

 
398 FATF Report, Operational Issues Financial Investigations Guidance, June 2012 
[http://www.fatfgafi.org/media/fatf/documents/reports/Operational%20Issues_Financial%20investigations%20Guidance.pdf] 
399 Section 6 substituted vide amendments in the AML Act-official Gazette Notification no. F.22(50)/2020-Legis dated 24-Sep-2020.  
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cooperation to regulators400 in order to make agreements with foreign counterparts for the exchange 
of information under the AMLA. The power and obligation of conducting Customer Due Diligence 
(CDD) has also been provided under Section 7A of the Act. Furthermore, investigation officers have the 
power to apply special investigation techniques,401 including undercover operations and intercepting 
communications, among others. Critically, offences under the Act have been stipulated as non-
cognizable; therefore, investigation authorities can arrest a person accused of an offence without a 
warrant. 
 
Through amendments to the ATA, IOs have been empowered to use special investigative techniques for 
the investigation of financing of terrorism with the permission of the Court.402 Moreover, the 
authorities also have the power to freeze or seize the assets of any person acting in the interests of 
proscribed persons or organisations.403 
 

Objectives and Benefits of a Financial Investigation404 
 
According to the FATF, countries should ensure that financial investigations become the cornerstone 
of all major ML/TF cases. This is important particularly in Pakistan's context, as it pertains directly to 
the investigative powers and capabilities of the country's justice sector actors. Essentially, global 
AML/CFT frameworks now require countries to integrate advanced financial investigations into their 
law enforcement and criminal justice sectors. Due to the evolving sophistication and nature of TF/ML 
cases, it is critical to incorporate financial investigations into ML/TF cases. 
 
The key objectives that a financial investigation can achieve include: 
 

• Identifying proceeds of crime; 
• Tracing assets and initiating asset confiscation measures; 
• Using temporary measures such as freezing/seizing when appropriate; 
• Initiating money laundering (ML) investigations when appropriate; 
• Uncovering financial and economic structures; 
• Disrupting transnational networks; and  
• Gathering knowledge on crime patterns. 

 

What is a money trail? 
 
Criminals usually like to maintain some degree of control over their assets, as a result of which there is 
usually a 'money trail’ (or ‘paper trail’) that leads back to the offender. This money trail can also be 
followed to identify additional offenders and potentially the location of evidence and instrumentalities 
used to commit the crimes. The ability of law enforcement agencies to conduct financial investigations 
and have access to financial and other information is essential to effectively combat ML, associated 
predicate offences and TF offences. Such investigations will often establish the existence of otherwise 
unknown crimes and assets that have been purchased with proceeds of criminal activity, thus allowing 
these assets to become subject to confiscation. A money trail establishes: 
 

• A link between the property and the predicate offence in ML investigations, and 
• A link between financial activity/property and proscribed individual/entity in TF 

investigations. 
 

 
400 Section 6B added vide amendments in the AML Act-official Gazette Notification no. F.22(50)/2020-Legis dated 24-Sep-2020 
401 Section 9 A inserted vide amendment in the AML Act- official Gazette Notification no. F.22(50)/2020-Legis dated 24-Sep-2020 
402 Anti-terrorism Act, 1997, Section 19C. 
403 Anti-terrorism Act, 1997, Section 110(1)(e). 
404 Ibid. 
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However, the simple identification of a money trail is not sufficient for the purpose of ensuring 
convictions. In order to secure convictions, evidence of the money trail has to be gathered for it to be 
admissible in a court of law. The evidence gathered with respect to the money trail must be sufficient, 
relevant and admissible in order to be useful in the trial. Historically, evidence has been gathered by 
investigators in a manner which disregards the threshold for admissibility of such evidence, thus 
adversely affecting the case of the prosecution. This is a significant issue which must be urgently 
addressed. 
 
How can it be used for ML and TF cases? 
 
A financial investigation can be used as an instrument to reveal undiscovered predicate offences and to 
identify other people or companies relevant to the offense in question. One of the main aspects of the 
AML/CFT regime has been the focus on targeting the proceeds of criminality with the view of rendering 
illicit activity less profitable and attractive for criminals. In addition, financial investigations seek to 
deprive criminals, and especially criminal groups, of the resources necessary to pursue further criminal 
activity. 
 
It is imperative to use financial intelligence upstream and downstream within the value chain. This 
means that the flow of financial intelligence between regulators, supervisors, financial intelligence 
units, law enforcement and other competent authorities (i.e. the value chain) should be free-flowing 
to and from all entities in accordance with existing domestic laws, policies and procedures. 
Additionally, financial investigations must be results-driven, i.e., the financial investigation must lead 
to the uncovering of admissible evidence that can be used effectively in courts to result in convictions. 
This is different from process-driven approaches, which fixate on fulfilment of processes (e.g. filling 
out forms, paperwork, etc.) but do not necessarily yield results that can be employed usefully in court. 
Establishing such a fluid system of sharing financial information and intelligence will allow for more 
effective use of financial data, thus improving the effectiveness of the AML/CFT in combating 
contemporary and future threats.  
 
In order to secure the confiscation of proceeds of crime, it is essential to ensure timely identification 
of such funds and application of provisional measures, so that the assets in question are not hidden by 
the criminal network. Competencies in financial investigations are often shared amongst different 
State authorities (e.g., law enforcement or the judiciary) at different stages of the procedure. Thus, the 
national framework should enable efficient cooperation amongst these different authorities to allow 
for an effective undertaking of the investigations. A significant role in the procedure is also taken by 
the FMU, which has, at its disposal, significant financial intelligence information. 
 
In Pakistan, there have been significant improvements in creating pathways for information-sharing 
as well as improving existing coordination mechanisms. In 2018, the National Counter-Terrorism 
Authority (NACTA) signed a Memorandum of Understanding (MoU) with 25 other law enforcement 
agencies, with a specific focus on information sharing and coordinating investigations. The primary 
aim was to enhance collaboration and inter-agency collaboration in investigations as well as prevent 
the duplication of investigative efforts. Pakistan’s removal from the FATF grey list is testament to the 
success of inter-agency collaboration in AML/CFT investigations after the 2020 amendments; it is now 
pertinent to ensure that such efforts continue in the future.  
 

General Guidelines for IOs when conducting Financial 
Investigations 
 
While the goal of a criminal investigation is to detect a criminal offence and offender, the goal of a 
financial investigation conducted alongside (or parallel to) the criminal investigation is to collect 
evidence for the confiscation of proceeds of crime. Therefore, it is important that a financial 
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investigation begins at an early stage of the criminal investigation, as the outcome of both can be 
important in achieving their respective goals. 
 
The elements necessary for a successful financial investigation are as follows:405 
 

• A standard procedure must be applied when investigating profit-generating crimes and other 
predicate crimes; 

• Investigators have to be specialised in financial investigation; 
• Financial investigators must closely cooperate with those responsible for criminal 

investigation;  
• Evidence must be collected on the perpetrator and the criminal offence; 
• The proceeds of crime must be determined (both type and amount); 
• Property that can be confiscated must also be determined; and 
• The conditions for temporary measures (seizure/securing) must be determined as well. 

 

7.10. Terrorist Financing Investigation under 
the AMLA Regime406 

 
Planning a terrorist financing investigation begins with the formation of the investigative team.  
 
Members 
 
In addition to investigators from the police and other investigative agencies, other specialists may be 
needed, such as intelligence officers and analysts, military officers, financial analysts (representing 
the FMU), accountants, and auditors.  
 
Management of the investigation 
 
Directing and managing the financial investigation could be led by the police, the military, an 
intelligence service, or another appropriately qualified and authorised government entity. What are the 
roles and duties of each member of the team? Who gathers evidence from the public (such as banks, 
charities, NGOs, witnesses)?  
 
The financial evidence gathered in a terrorist financing case is similar to that gathered in a money 
laundering case. Many different sources can provide information for use in initiating or pursuing 
ML/TF investigations, such as:407  

 
• Intelligence from the Financial Monitoring Unit (FMU);  
• Banks and financial institutions;  
• Criminal cases, open or closed;  
• Informants;  
• Cooperating accused in criminal cases;  
• Law enforcement agencies; and  
• Cross-border operations from any of the above.  

 

 
405 Golobinek, R. (2006), Financial Investigations and Confiscation of Proceeds of Crime: Training Manual for Law Enforcement and 
Judiciary, Council of Europe, Strasbourg, France [www.coe.int/t/dghl/cooperation/economiccrime/SpecialFiles/CARPO-
ManualFinInv_eng.pdf] 
406 Combating Money Laundering and the Financing of Terrorism a Comprehensive Training Guide, The World Bank. 
407 Ibid. 
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Sources of information for terrorist financing investigations are similar to those for money laundering 
investigations. An additional source for terrorist financing investigations may be intelligence gathered 
by police or other authorities on terrorist groups and their associates. It is often the case that much of 
the information on money laundering investigations also applies to terrorist financing investigations.  
 

Financial Monitoring Unit 
 
The FMU receives, analyses, and disseminates to competent authorities, financial information that the 
financial institutions and designated non-financial businesses and professions (DNFBPs), referred to 
as ‘reporting entities’ in the AMLA, are obligated to disclose in the form of suspicious transaction 
reports (STRs) and/or currency transaction reports (CTRs).408  

 

Reporting entities 
 
Reporting entities409 are defined as financial institutions, including any institution carrying on one or 
more of the following activities:410  

 
• Acceptance of deposits and other repayable funds from the public;  
• Lending in whatsoever form;  
• Financial leasing;  
• Money or value transfer;  
• Issuing and managing means of payments, including but not limited to credit and debit cards, 

cheques, traveller’s cheques, money orders, bank drafts and electronic money;  
• Financial guarantees and commitments;  
• Trading in money market instruments; foreign exchange; exchange, interest rate and index 

instruments; transferable securities; commodity futures trading; etc.; 
• Participation in shares issues and the provision of services related to such issues;  
• Individual and collective portfolio management;  
• Safekeeping and administration of cash or liquid securities on behalf of other persons;  
• Investing, administering or managing funds or money on behalf of other persons;  
• Insurance business transactions;  
• Money and currency changing; and  
• Carrying out business as an intermediary.  

 
Non-financial businesses and professions (DNFPBs) include the following:411 
 

• Real estate agents; 
• Jewellers; 
• Dealers in precious metals or precious stones;  
• Lawyers, notaries and other legal professionals;  
• Accountants; 
• Trust and company service providers; and  
• Such other non-financial businesses and professions as may be notified by the Federal 

Government, which could include hawala/hundi banking.  
 
The AMLA requires a reporting entity to file an STR with the FMU if it knows, suspects or has reason to 
suspect that a transaction or pattern of transactions: 
 

 
408 Section 6(4)(a) and (b) and (c) Anti-Money Laundering Act (2010). 
409 Section 2(u) Anti-Money Laundering Act (2010). 
410 Section 2(f) Anti-Money Laundering Act (2010). 
411 Section 2(m) Anti-Money Laundering Act (2010). 
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• Involves funds derived from illegal activities or is intended or conducted in order to hide or 
disguise proceeds of crime;  

• Is designed to evade any requirements of the reporting requirements; 
• Has no apparent lawful purpose after examining the available facts, including the background 

and possible purpose of the transaction; or  
• Involves financing of terrorism, including funds collected, provided, used or meant for, or 

otherwise linked or related to, terrorism, terrorist acts or organisations and individuals 
concerned with terrorism. 

 
After analysis, the FMU forwards ‘high risk’ STRs, CTRs or case referrals to the relevant investigating 
agencies or regulators (i.e., SBP, SECP, etc.) for confidential review.412  
 
The FMU may also request information from FIUs in other countries under the Mutual Legal Assistance 
framework to search their databases for information on a suspect and on a transaction or a series of 
transactions. In any investigation of a financial crime, such a database search should be requested 
where there is information that relates to another country, such as the international transfer of 
proceeds of crime.413  

 
Where a reporting entity wilfully fails to comply with the STR process or gives false information, they 
are liable to imprisonment for a term which may extend to three years or with a fine of Rs. 100,000 or 
both.414 Furthermore, disclosure of any STR or CTR to any person involved in the transaction by a 
reporting entity makes them liable to imprisonment for a term of three years or with a fine of 100,000 
rupees or both.415 
 

Review and consideration of FMU referrals  
 
After the FMU receives an STR of suspected money laundering, terrorist financing, or financial crimes 
from a financial institution or DNFBP, it should cross-check its own databases with governmental and 
commercial databases for information about the persons, businesses, or entities mentioned in the 
report.416 The FMU may also try to determine if any of the subjects has a criminal record by referring to 
judicial or police records.  
 
After compiling all the information from databases and other sources, the FMU prepares a report that 
includes an analysis of the transaction(s) reported. If the information is available, the FMU will analyse 
the movement of money between banks or bank accounts, companies, individuals, and countries.  
 
The Director of the FMU417 can also postpone or suspend a suspicious transaction for 15 days if there are 
reasonable grounds to believe that the property is involved in money laundering.418 
 
An investigator receiving an FMU report should then decide if a criminal investigation is to be 
commenced on the subject(s) of the report. Certain circumstances are especially likely to lead to the 
opening of an investigation:419 
  

• The subject of the report has a prior criminal record, and the amount of the reported financial 
transaction is large or very unusual; 

 
412 Section 6(4)(c) Anti-Money Laundering Act (2010). 
413 Section 6(4)(g) Anti-Money Laundering Act (2010). 
414 Section 33 Anti-Money Laundering Act (2010). 
415 Section 34 Anti-Money Laundering Act (2010). 
416 Section 6(4)(d) Anti-Money Laundering Act (2010). 
417 The Anti-Money Laundering Act 2010 at Section 6(6) confers this power subject to regulations sanctioned by the National 
Executive Committee. 
418 Section 6(6) Anti-Money Laundering Act (2010). 
419 Combating Money Laundering and the Financing of Terrorism A Comprehensive Training Guide, The World Bank. 
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• A suspected intermediary—lawyer, accountant, or financial institution—is involved in the 
transaction; 

• The transaction appears to have been made in the name of someone other than the ultimate 
beneficiary, indicating an attempt to avoid scrutiny by authorities;  

• The transaction is of a higher value than might be expected from the individuals concerned, 
considering their income or business;  

• The investigator already has intelligence about the subject of the STR (or other report);  
• The FMU referral details multiple reports of suspicious activities and/or transactions from one 

or more reporting entities.  
 
Many factors influence the decision to open a criminal investigation, but a report (or referral) from the 
FMU that reinforces or confirms information already available to a law enforcement officer can provide 
a good reason to open a money laundering investigation. Investigators should keep an open mind when 
reviewing an FMU referral, using their experience and intuition to look beyond the bare facts of the 
referral for indications of ML/TF offences. 
 

Analysis of Suspicious Transaction Reports 
 
The investigator or analyst reviewing the STR should initially look for items that raise the intelligence 
value or investigative potential of a given STR. These can include:420  

 
• References to known criminals, or to individuals or companies that appear in numerous STRs;  
• Reports of the movement of money to countries that are sources of or transit locations for 

narcotics, or that are international tax havens or money centres;  
• References to financial activities that are known to be used in money laundering or financial 

fraud; 
• Reports from different financial institutions in the same area or region that detail similar 

financial activity, but by different individuals;  
• Conflicting data on individuals or entities mentioned in the STR, or data that conflicts between 

STRs (Note that reporting entities are required by Section 7(4) of AMLA to retain STRs for 5 
years.); and 

• Reports of deposits of domestic or foreign currency to business or individual accounts that are 
not justified by the size or nature of the business. 

 

Hawala/Hundi 
 
There are many different strategies and techniques to identify illegal hawala/hundi and other similar 
service providers. Many of those are used in combination. Some of the most common methods used to 
detect such operations are:421  

 
• Specific targeted investigations and physical surveillance of suspicious entities;  
• Identifying advertisements placed by such businesses in community newspapers; 
• Conducting surveys of open-source material online; 
• Searching through social media; 
• Following up on leads from the general public or service providers;  
• Use of AML monitoring systems, such as useful indications originating from STRs filled by 

financial institutions; 
• Working in partnership with other agencies and gathering information from law enforcement 

and AML regulatory authority’s investigations and inspections; and 

 
420 Ibid. 
421 Role of Hawala and Other Similar Service Providers in Money Laundering and Terrorist Financing, FATF, October 2013. 
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• Targeted investigations and surveillance. 
  
It is important that all types of money service businesses, including regulated hawala/hundi service 
providers report promptly to the FMU if they suspect, or have reasonable grounds to suspect, that funds 
are the proceeds of a criminal activity or are related to terrorist financing or an unlicensed money 
remittance business. The information collected by the FMU through STRs can be used by LEAs (or by 
supervisors) to conduct further investigations, which can help identify illegal hawala/hundi and other 
similar service providers. STRs can be very useful to track the flow of money, especially when banks 
and other financial institutions are used as a medium of settlement.422 
 
Suspicious transaction patterns of illegal hawala /hundi services include423:  
 

• Extensive use of collective accounts.  
• These can be identified by the reporting institutions if lots of small sums are deposited 

into the bank account of an individual (often stating their name in the reference line), or 
if large cash sums are deposited at regular intervals before transfers, or by aggregating all 
the smaller amounts from the account which are made to foreign accounts.  

• Indicators of such collective accounts can be individuals possibly organised under the 
aegis of a cultural association collecting money through the banking system, or one or 
more individuals making an aggregated transfer of a large sum of money to a bank or 
money remitter abroad.  

• Money being transferred at regular intervals to international locations such as Dubai.  
• Dubai is considered a major international clearing house for remittances and other value 

transfers. Many trading companies/criminal groups route their money through Dubai to 
other destinations through hawala channels.  

• An account being used as a temporary repository with funds being transferred in and out of the 
account immediately on several occasions.  

• Usage of third-party accounts to disguise and avoid detection by authorities. Often such third-
party accounts have no business connection to the hawaladar or sender.  

• Frequent wire transfer activity from an account in the sending country to an international bank 
account.  

• Wire transfers that are frequently sent by traders to foreign countries that do not seem to have 
any business connection to the destination countries.  

• Money remitter or trader conducting transactions such that they fall beneath the 
identification, STR or CTR reporting threshold.  

• Business accounts used to receive or disburse large sums of money but show virtually no 
normal business-related activities such as payment of payrolls, invoices, etc.  

• Frequent deposits of third-party checks and money orders into business or personal accounts.  
• Frequent international wire transfers from bank accounts which appear inconsistent with 

stated business activities.  
• Frequent deposits by multiple individuals into a single bank account, followed by international 

wire transfers and/or international withdrawals through ATMs.  
• Sudden change in pattern of financial transactions from low value international fund transfers 

to large value transfers by a money remitter.  
  

 
422 Ibid. 
423 Ibid. 
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Currency Transaction Reports 
 
AMLA defines a CTR as a “report on currency transactions exceeding 2 million PKR or as may be 
specified by the National Executive Committee by notification in the official Gazette.”424 
Analysis of CTRs can identify individuals and businesses that are involved in financing of terrorism or 
money laundering activities. The investigator or analyst reviewing the CTR should look, in particular, 
for the following items, which raise the intelligence value or investigative potential of the CTR:425  
 

• References to known criminals, or to individuals or companies that appear in numerous CTRs; 
• Reports of the movement of money to countries that are sources of or transit locations for 

narcotics, or that are international tax havens or money centres; 
• CTRs that report financial activity involving known money laundering techniques or financial 

fraud activities, such as the exchange of small bills for large ones; 
• Reports from different financial institutions in the same area or region that detail similar 

financial activity, but by different individuals;  
• Conflicting data on individuals or entities mentioned in the CTR, or data conflicts between 

CTRs, indicating an attempt to avoid scrutiny;  
• Reports of transactions by businesses that are not large enough to justify the amounts 

deposited; and 
• Reports of individuals who attempted to dissuade the bank or financial institution from filing 

the CTR. 
 

Referrals from Financial Institutions 
 
Another source of a potential money laundering investigation are referrals from bank and financial 
services regulators. Regulators of banks and other financial institutions are responsible for ensuring 
that financial service providers comply with relevant laws and regulations. They examine financial 
institutions for safety and soundness, assessing compliance with regulations related to credit 
practices, liquidity, capital adequacy, and operational risks in a wide range of areas. Examinations shall 
also include checks of the AML/CFT programs and policies of these institutions.426 
 
In the course of their work, examiners are also likely to do ‘transaction testing’ in risk areas, such as 
account deposits, wire transfers, loan portfolios, transactions or business relationships with politically 
exposed persons, correspondent banking relationships, and private banking. Some examples of 
information that could be uncovered during transaction testing:  
 

• Suspicious wire transfer activity, such as a high volume of transfers, or simultaneous transfers; 
• Evidence of account ‘structuring’ not readily observed in daily banking activity;  
• Incomplete account information, such as omitted identifiers of nationality;  
• Questionable loans and loan practices;  
• Early payoffs of large loans; 
• Cash reserves at a level inconsistent with banking volume; and 
• Transactions with shell banks.

 
424 Section 2(xi), Anti-Money Laundering Act 2010 
425 Ibid. 
426 Ibid 
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Introduction 
 
In the context of criminal investigations, special investigation techniques (SITs) are investigative tools 
used to detect and probe serious and complex crimes. SITs allow for the gathering of information 
without alerting or raising suspicion in those being targeted. These techniques include, inter alia, 
undercover operations, intercepting communications, accessing computer systems, and controlled 
delivery. To ensure that any information thus obtained is admissible in Court, it is imperative that 
actions taken be consistent both with the relevant international framework and domestic legal 
obligations. The use of such techniques is also included in FATF Recommendation 31, which notes that 
utilising these techniques is critical to deterring money laundering and terrorist financing. 
 

Learning Objectives 
 
After reading this chapter, the reader will be able to: 
 

• Describe the investigative techniques and tools at the disposal of investigators. 
• Understand the role of undercover operations, intercepting communications, using electronic 

devices and controlled delivery. 
• Understand and apply the principles of FATF Recommendation 31. 
• Contextualise and apply above-mentioned techniques to money laundering and terrorist 

financing operations. 
 

Essential Reading 
 

• FATF-Pakistan Mutual Evaluation Report (MER), 2019. 
• FATF Recommendations for Pakistan. 
• Standard Operating Procedures for Investigation of Terrorism Financing Cases. 
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8.1. FATF Mutual Evaluation Report on 
Pakistan427 

 
FATF, in its Mutual Evaluation Report of Pakistan, notes that Pakistan is only partly compliant with the 
FATF recommendations relating to special investigation techniques. It notes that powers required by 
the criterion, as shown in Recommendation 31.2 of the FATF methodology, are not broadly granted to 
LEAs. It did note, however, that certain LEAs are empowered to use special investigation techniques:428 
 

• The Inland Revenue Wing of the FBR is empowered under Sections 175 and 176 of the Income 
Tax Ordinance 2001, which allows the Commissioner Inland Revenue to compel the production 
of any accounts, records, and computer stored information. Section 38 of the Sales Tax Act 
(1990) further states that the FBR shall have unrestricted access to the premises, and records 
contained within, of any business governed by this Act, and that furthermore, assistance 
should be granted by all government departments, local bodies, autonomous bodies, 
corporation, or other such institutions to the authorised officer in the course of 
inquiry/investigation under this section. 
 

• The NAB is empowered under Section 19(e) of the National Accountability Ordinance (1999) to 
conduct surveillance through undercover operations, conduct controlled deliveries, and access 
computer systems. Section 27 of the Ordinance also provides the power to seek assistance and 
call for any documents or information relevant to or connected with any matter, inquiry, or 
investigation pending before the National Accountability Bureau. 

 
• The ANF, under Section 24 of the Controlled Narcotic Substances Act (1997), may conduct 

controlled delivery operations. 
 
Section 19-C of the ATA, 1997, included through the ATA (Third Amendment) Act, 2020 empowers an 
investigating officer, subject to court approval, to use modern investigation techniques in the 
pursuance of an investigation into financing of terrorism. Modern investigation techniques, in this 
context, would include undercover operations, interception of communications, accessing of computer 
systems, and controlled deliveries. Sections regulating the procedure and execution of order, including 
safeguards are not included in Section 19-C itself, and instead are to be inserted via rules made by the 
Federal Government.429 Under Section 19-C of the ATA, the investigating officer can use techniques 
including undercover operation, intercepting communications, accessing computer systems and 
controlled delivery for investigation of financing of terrorism under the law in force, with the 
permission from the courts. This period of 60 days may be extended up to a further period of 60 days 
by the court on request made to it in writing. The Court may grant extension, if it is satisfied, on the 
basis of situation/reasons given in the written request. Though the Federal Government is empowered 
to make rules and other regulations implementing these, it has not done so as of the time of writing. 
 
Similarly, Section 9-A of the AMLA (Second Amendment) Act, 2020 promotes the usage of the same to 
investigate money laundering, predicate offences, and terrorism financing offences. 
 

 
427 2nd Draft Mutual Evaluation Report (Pakistan). 
428 FATF Methodology (R31 (31.2)). 
Competent authorities conducting investigations should be able to use a wide range of investigative techniques for the investigation 
of money laundering, associated predicate offences and terrorist financing, including: 

a. undercover operations; 
b. intercepting communications; 
c. accessing computer systems; and 
d. controlled delivery. 

429 Section 19C (2) of the Anti-terrorism Act, 1997 
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The evidence gathered during such investigations can be crucial in proving the elements of the crimes 
of TF/ML and other predicate offences, as relevant, resulting in higher chances of convictions. 
  

8.2. Types of Special Investigation Techniques 
in Use in Pakistan430 

 

Physical Surveillance 
 

• Surveillance is employed to obtain general background and intelligence on individuals and 
businesses. It aids in deciphering the complexities of the lifestyle, habits, and relationships of 
suspects. 

 
• In cases where there is a visible activity, such as the bulk transfer of physical currency, or 

consistent meetings with an individual, surveillance can be useful in identifying both the 
modes of terror financing and the individuals involved. This can potentially also include being 
led to places where financial (and other records) may be stored, thus leading to the discovery 
of assets. 

 
Surveillance can yield valuable leads and evidence in a money laundering or terrorist financing 
investigation. It is recommended that the suspect in the investigation, as well as the suspect’s 
employees or associates, be placed under surveillance.431  
 
The suspect’s residence and business location are equally important. If a bank or other financial 
institution, or remittance agent is suspected of being used for money laundering or terrorist financing 
activity, surveillance of the institution can yield evidence of individuals or organisations using the 
institution to launder money.432  
 
Surveillance operations should be conducted by trained operatives working in teams. Operatives should 
be skilled in surveillance techniques. Where possible, physical surveillance should be combined with 
electronic surveillance of the suspect, couriers, associates, and premises. Vehicles, luggage, and assets 
purchased with the proceeds of crime should be tracked electronically, if possible. Further, rubbish 
collections should be examined for disposal of any financial information.433 
 
It is imperative that applications to allow surveillance under the Investigation for Fair Trial Act (2013) 
are applied for at the earliest opportunity to ensure that surveillance that includes video recording of 
any person, premises or events is admissible and any property interference is permissible.434 
 

The Investigation of Fair Trial Act 2013 
 
Application of the Act 
 
The Act applies to all citizens of Pakistan within or outside Pakistan and to all transactions or 
communications originated or concluded within Pakistan or originated or concluded outside Pakistan 

 
430 Standard Operating Procedures for Investigation of Terrorism Financing Cases (Annex II). 
431 Combating Money Laundering and the Financing of Terrorism: A Comprehensive Training Guide, The World Bank. 
432 Ibid. 
433 Ibid. 
434 Combating Money Laundering and the Financing of Terrorism: A Comprehensive Training Guide, The World Bank. 
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by any citizen of Pakistan.435 This Act allows authorised officers of the Services Intelligence Agencies 
and the Police436 to file for a warrant of surveillance if the applicant believes that a person is engaged 
in any suspicious conduct that may result in a scheduled offence being committed.437 
 
Time Limitation of Warrant 
 
The warrant shall be issued for only sixty days.438 On expiry of such period, the court may re-issue the 
warrant for another sixty days if adequate reasons are shown by the authorised officer that justify the 
time-extension.439 The warrant of the court shall be served within seven days (if required)440 to the 
person or agency responsible for controlling the equipment or technology essential for the execution 
of the warrant. 
 
Process to be followed once it is established that the scheduled offence was likely to be 
committed 
 
If the data collected via the warrant reveals any elements of any scheduled offence (under the PPC or 
ATA), the applicant may immediately proceed to register an F.I.R under Section 154 of Cr.P.C. and hand 
over all the obtained evidence to the Investigation Officer; if the data collected is insufficient to lodge 
an F.I.R, it will be kept in custody and shall not be used without the Court’s permission.441 
 
Jurisdiction of Warrant  
 
It is important to note that warrants may be served and executed in states outside Pakistan, and if any 
warrant for surveillance is requested by another country, it may also be executed in Pakistan by the 
designated agency or body.442 
 

Informants/Confidential Sources 
 
Intelligence obtained from informants or other confidential sources can be of great value. It is, 
however, important to note that informants usually have ulterior motives of their own.  It is, therefore, 
imperative that any information obtained through them be corroborated by other sources. 
 
Informants can provide valuable information in a money laundering investigation. An informant is a 
person who possesses direct or indirect knowledge of criminal or other unlawful activity and who 
makes that information available to a representative of law enforcement. Some informants may wish 
to remain anonymous and may not want to testify in future criminal proceedings. Some informants 
provide information to law enforcement officers on an ongoing basis.443  

 
The potential role of informants in money laundering investigations should not be underestimated. 
Informants can reduce the time spent on an investigation. 
 
Informants can give investigators valuable insight into the inner workings of criminal organisations 
and provide leads that would not have been available through other investigative means. They can even 

 
435 The Investigation for the Fair Trial Act 2013, Section 2 available on: 
http://www.na.gov.pk/uploads/documents/1361943916_947.pdf.  
436 Section 3(a). 
437 Section 5. 
438 Section 14. 
439 Ibid.  
440 Section 17. 
441 Section 22. 
442 Sections 31 and 32. 
443 Ibid. 

http://www.na.gov.pk/uploads/documents/1361943916_947.pdf
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be used in undercover situations, where warranted. For example, an informant may be a member of the 
criminal group under investigation or a friend of the group’s members. In such cases, the informant 
can be used to introduce an undercover police officer to the group so that the officer can collect evidence 
of criminal activity.444  
 
Useful tips in this matter are:445  
 

• Thoroughly interview informants who have information on the movement of money from 
criminals and criminal organisations;  

• Be sure to establish the parameters of what the informant can or cannot do to ensure the 
integrity of the investigation; 

• Develop all information provided by the informant to the fullest extent possible; and 
• Cross-check it with other sources of intelligence.  

 
When cultivating informants, it is important to consider motives. An individual’s motives for becoming 
an informant may be an indicator of reliability or credibility. Generally, an informant’s motives will fall 
into one or more of the following categories:446  

 
• Monetary gain: The informant may be looking to be rewarded for participating in an 

investigation; 
• Revenge: The informant may be attempting to get even with someone by providing 

information in an investigation; 
• Altruism: The informant may be concerned about the well-being of others; 
• Self-aggrandisement: The informant may seek to present an exaggerated image of himself or 

herself; 
• Personal gain: The person is seeking some sort of personal gain in exchange for his or her 

cooperation, such as the elimination of his or her competition; and/or 
• Other motives: These might include a fascination with law enforcement or the pursuit of some 

kind of thrill.  
 
Be aware that an informant may be providing false or misleading information. At times, it may be 
necessary to verify an informant’s credibility by talking with other law enforcement officers or 
departments who know the individual.  
 
At times, informants may be asked to obtain specific information needed for an investigation. Be sure 
to know and respect local laws and practices when managing informants. Failure to do so may 
compromise your investigation. 
 
It is also important to note that informants may not make very good witnesses if they do decide to 
testify. Informants may not be trustworthy due to issues of criminal involvement, drug use, etc. It is 
important, therefore, to deliberate before putting an informant on the witness stand at trial. 
 
Where informants wish to remain anonymous or there are valid reasons from an operational 
perspective not to reveal their identity (e.g. it is more valuable to keep the informant in his position 
with the criminal group for a longer term investigation), then the investigating officer will need to find 
other ways of obtaining the information or evidence that the informant would otherwise be providing 
or testifying to. This process may involve finding alternative means to procure that evidence, e.g. if it 
is physical evidence, then a well timed raid on the location can ensure the physical evidence is collected 
and preserved. If the informant was to testify to the involvement of two individuals, then a well-timed 
arrest of both the individual’s caught red-handed could help fulfil this gap. 

 
444 Ibid.  
445 Ibid.  
446 Combating Money Laundering and the Financing of Terrorism: A Comprehensive Training Guide, The World Bank. 
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Controlled Deliveries 
 

Controlled deliveries refer to the transportation of a delivery (contraband, currency, etc.) to 
suspected violators, while under either the direction or surveillance of LEA officers. The primary 
objective of a controlled delivery is to identify suspects, arrest them and have them convicted in 
order to disrupt and dismantle the organisational structure of a militant organisation or, barring 
that, to expand the scope of an investigation through the identification of additional (and 
potentially higher level) offenders. 
 
This technique carries with it significant risk, in that evidence can be lost during the controlled 
delivery. It is therefore necessary that such risks be mitigated with clear policy and procedural 
guidelines for those implementing it, and with proper oversight from superiors. 

 

Intercepting Communications 
 
Electronic surveillance techniques like electronic intercepts of phones and oral communication can be 
very useful in financial investigations. It can help identify co-conspirators, provide insight into 
operational activities of the terrorist organisations, provide real time information/evidence that can 
be acted upon using other investigative techniques and can lead to the discovery of assets, financial 
records, etc. 
 

Accessing Computer Systems 
 
Access to computer systems can be useful for monitoring the activities and communications of the 
suspect. Gaining access to messaging systems being used by terrorists can prove imperative in 
furthering a financial investigation. 
 

Undercover Operations 
 
Law Enforcement Officers, under the direction of a law enforcement agency, may take covert action to 
obtain evidence. The usage of this technique may allow access to crucial evidence that cannot be 
obtained by other means. Due to the inherent risks in an undercover operation, it is recommended that 
such an action only be considered as a measure of last resort. 
 
An undercover operation is the infiltration or joining of a criminal enterprise by an informant or law 
enforcement officer to secure information or evidence relating to criminal activity.  
 
Undercover operations can aid a criminal investigation by: 
 

• Determining the illegal activity from which money is generated;  
• Identifying unknown violators (including money launderers or those who finance terrorist or 

terrorist organisations);  
• Identifying co-conspirators and key witnesses; and/or 
• Identifying and tracing the proceeds from crime or funds to be used in financing of 

terrorism.447  
 
  

 
447 Combating Money Laundering and the Financing of Terrorism: A Comprehensive Training Guide, The World Bank. 
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An undercover operation may take one of two forms in a money laundering investigation:  
 

• Law enforcement officers may launder money for a criminal or criminal organisation, or  
• A money laundering organisation may be recruited to launder government money.  

 
The goal of such undercover operations is to gather evidence against the persons handling the money 
(bankers, attorneys, accountants, or others) or to establish the movement of money (to and from 
banks, businesses, countries).448  
 
The procedure outlined in the Rules published under the ATA 1997 as well as AMLA 2010 regarding 
undercover operations will be critical to follow. As of the time of publishing this Guide, the rules had 
not been issued by the Federal Government.  
 

8.3. Joint Investigation Teams (JITs)449 
 

Constitution of a JIT 
 
A JIT may be constituted by the government in accordance with Section 19(1) of the ATA 1997. A JIT is a 
five-member grouping, headed by an investigating officer of the police who is not below the rank of 
Superintendent of Police, with the remaining membership of the JIT being filled by officers of 
equivalent rank from the intelligence agencies, armed forces, and civil armed forces. 
 

Decision-Making and Recording 
 
The JIT shall decide the outline and parameters of a financial investigation and shall thereon supervise 
the progress of the investigation as it proceeds. In order to carry out the assigned responsibilities, they 
shall endeavour to always advance the course of the investigation, manage any associated risks, and 
decide on the allocation and use of resources. All investigation progress and decisions (with reasoning) 
must be accurately recorded in the case file. 
 
In order to conduct parallel financial investigations in each terrorism case immediately after its 
registration, the JIT shall launch a prompt and parallel financial enquiry to operate in conjunction with 
the primary investigation. 
 

Parameters of the JIT 
 

• The discovery of sources of funding for terrorist activities, identification of the financiers of 
terrorism (donors, fundraisers, facilitators, operatives, and any other person with linkages to 
a terrorist financing activity), and the exploration of linkages between the origins of money, 
intermediaries, and ultimate beneficiaries; 

 
• Accounting for the terrorist financing risks during the course of an investigation, such as drug 

trafficking, kidnapping for ransom, extortion from businesses, vehicle snatching, robbery, 
dealing in foreign exchange, case couriers, hundi/hawala transactions, and the misuse of NPOs 
& NGOs; 

 

 
448 Combating Money Laundering and the Financing of Terrorism: A Comprehensive Training Guide, The World Bank. 
449 Standard Operating Procedures for Joint Investigation Team (JIT) for Terrorist Financing Investigations (Annex I). 
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• Accessing the widest possible range of financial, administrative, and law enforcement 
information, including open or public sources and information collected and/or maintained by 
other departments and organisations; 
 

• Identifying, during the course of investigation for possible action under Section 11O of the ATA 
1997, money or other property owned or controlled, wholly or partially, directly or indirectly, 
by a proscribed person or organisation;450 
 

• Seeking information about the newest and most innovative modes of funds generation, 
including the use of crypto-currencies and the internet as a means of terrorism financing; 
and/or; 

 
• The application of the relevant terrorism financing provisions so as to ensure effective 

prosecution of the case. 
 

Terrorist Financing Offences 
 
In addition to the offence of terrorism under the ATA 1997, the JIT should also specifically consider 
provisions criminalising the financing of terrorism: 

 
• Section 11H of the ATA 1997: Fund Raising 

 
• Section 11L of the ATA 1997: Use and Possession of Money or other Property 

 
• Section 11J of the ATA 1997: Funding Arrangements 

 
• Section 11K of the ATA 1997: Money Laundering 

 
• Section 11N of the ATA 1997: Punishment 

 
• Section 21EE of the ATA 1997: Power to demand financial documents from financial 

institutions. 
 

Responsibilities of the JIT 
 

 
General 
Responsibilities 
 

 
• To examine and preserve the crime scene(s) and ensure that an 

accurate site map is prepared. 
• To examine the situation report – first inspection notes. 
• To ensure that the offices, business premises, frequently visited 

places and residences of the accused are searched and all records, 
whether manual or digital. 

• To make use of human intelligence throughout the investigation 
process. 

• To identify any witnesses, including potentially through house-to-
house enquiries. 

• To identify and investigate the accused and to find out his or her 
previous record.  

• To identify any other suspects in the case. 

 
450 Seizure, freeze and detention: Money or other property owned by a proscribed organisation shall be frozen or seized. It may not 
be transferred, and violation of any provisions of this section may incur a fine. 
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• To ensure proper use of resources that have been allocated to the 
investigation. 

• To seek assistance from FIA, FMU, SECP, and SBP for the purposes of 
financial investigations. 

• To seek assistance and cooperation from other federal/provincial 
departments and state organisations, wherever required. 

 
 
Terrorism 
Financing 
Responsibilities 

 
• To verify that the case is of terror financing, as stated in Sections 11H 

to 11K & 11N of the ATA. 
• To ensure that members of the JIT are fully briefed by the former IO 

or complainant and witnesses. 
• To collect identification details (CNIC number) of the accused and his 

associates and check their account details. 
• To contact Money Service Businesses (MSBs) for any possible 

transactions of the suspect. 
• To examine call records, financial records, and personal interviews of 

the suspect to develop a course of action on who else to investigate 
and what future avenues the investigation may take. 

• To obtain the details of lockers/safe deposit boxes which might be 
maintained by the person, while writing to banks and financial 
institutions for the account statements. Such lockers/safe deposit 
boxes will be carefully searched after securing proper court order. 

• To maintain records of the statements of officers, wherever a 
financial record is obtained from a third party such as banker or 
Registrar of Companies under Section 161 of the Cr.P.C. 

• To seek assistance from high end financial experts and, where 
necessary, make use of available mechanisms (bilateral and 
multilateral) for exchange of information where the suspect has been 
found to have made use of front businesses for layering, inter alia, 
multiple bank accounts, structuring techniques, dubious charitable 
organisations, shell companies, or offshore businesses. 

• To seek international cooperation, formal and informal (Police-to-
Police, FMU to FIU), in consultation with MOI wherever required. 

• To discover the facilitator/sympathisers who make donations to 
proscribed organisations. 

• To affect recovery of the receipts of proscribed organisations from the 
suspect. 

• To prepare the recovery memo, incorporating the denomination of 
currency notes and numbers. 

• To obtain Call Data Records (CDRs) from telecommunication 
companies for checking money transactions through cell phones. 

• To trace the person(s) who printed receipts or made arrangements 
regarding receipt books. 

• To uncover the communication channels of transactions to 
proscribed organisations/terrorist networks. 

• To collect evidence in relation to the case and ensure preservation by 
using modern techniques and their dispatch for expert examinations. 

• To manage the arrest and interrogation of facilitators, donors and 
sympathisers of proscribed organisations. 

• To prepare high quality case files in regular consultation with 
prosecutors.  
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• To engage with, and utilise the resources of, the Intelligence Wing of 
sister agencies to support the investigative process. 

• To examine/scrutinise the records as early as possible for developing 
further lines of investigation and decide immediately which of the 
records or gadgets is to be dispatched for forensic/lab tests. 

• To keep focus on financial information and associated non-financial 
information in the financial documents, such as phone numbers, 
addresses, passport numbers, etc. 

• To decide, in consultation with the legal counsel or prosecutor, which 
of the terrorist financing sections of ATA and other laws are attracted, 
based upon the nature/mode of terrorist financing. 

• To requisition the video recordings of CCTV cameras inside or outside 
the bank and of ATM cameras, to identify the individuals making 
transactions from the accused or suspects’ accounts. 

• To investigate the informal modes of financial transactions made by 
the accused or suspect from origin to destination, including 
intermediaries, to identify the donors, facilitators, beneficiaries and 
end users in a terrorist activity (informal modes include 
Hundi/Hawala, cash couriers or any other mode in the informal 
sector). 

• To requisition details of moveable and immoveable assets of 
individuals and organisations involved in terrorist financing from 
different agencies, including land revenue, housing/development 
authorities, motor registration authorities (The purpose is to trace 
the parked assets of terrorists, which might be used to facilitate or 
generate funds for terrorism). 

 
 
Monitoring and 
Evaluation 
 

 
• The JIT must establish a matrix of actions, as per the priorities that 

arise from the investigation. The priority of the action must be 
specified: high, medium, or low. 

• The result of the action must be introduced into the information 
system, in order to contribute to the overall investigation picture.  

• The JIT will continue to direct the enquiries as an on-going process 
and will carefully consider and assess the results of actions and 
queries to set new investigation strategies and issue further actions in 
support of the investigative objectives. 

• The JIT must prepare case studies of the investigations to provide 
guidance for future investigations.  

• There must be parallel sharing of best practices and lessons learnt/ 
experiences during physical investigation of TF cases with LEAs/ 
intelligence agencies, including the latest modes of fund generation 
and trends observed. 

• The services of financial experts may be made available to the JIT (as 
and when required), including through hiring from the open market, 
within the ambit of law and relevant rules, on a case-by-case basis, 
to get information on complex methods used for flow of funds, such 
as businesses through layering, multiple bank accounts, structuring 
techniques, dubious charity organisations, shell companies and 
offshore business structures. 

• The JIT may also forward a case to the FMU for better financial 
analysis. 
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8.4. Checking of Assets without Notification to 
the Owner 

 

Prevention of Electronic Crimes Act (2016) 
 
The Prevention of Electronic Crimes Act (2016) allows Courts to issue warrants to a law enforcement 
officers to seize and search through any data that ‘may reasonably be required’ for a criminal 
investigation. It also allows a law enforcement officer to require a person to hand over data without the 
production of a warrant if the officer believes that such data is ‘reasonably required’ for a criminal 
investigation. This power is entirely discretionary, with the only caveat being that the officer must 
provide notice to the Court of such a seizure within 24 hours of acquisition. 
 
Additionally, Section 32 of the Act provides for far-ranging powers to authorised officers to conduct 
searches and seizure of data. In so doing, they must follow guidelines as provided under Section 35.451 
One such condition placed by the legislation is to take all precautions to maintain the integrity and 
secrecy of the information and data that has been seized or collected. 
 
Section 39 allows for real-time monitoring and collection of data if a Court is satisfied that such 
monitoring and collection is necessary for a criminal investigation. This can go on for a period of 7 
days. If the Court is satisfied as to the efficacy of the monitoring, and is of the belief that continued 
monitoring is necessary, it may extend the surveillance period.452 
 
Furthermore, Section 42 allows the government to share any data obtained from its investigation with 
any foreign government or international agency if such sharing would, in the opinion of the Federal 
Government, further the aims of the Act.453 
 

Pakistan Telecommunications (Re-Organisation) Act (1996) 
 
Sections 54(1) and 57(2) of the Act provide that, in the interest of national security or in the 
apprehension of any offence, the Federal Government may authorise the interception of 
communications and make rules for said interception without setting any standards.454 
 

The Investigation for Fair Trial Act (2013) 
 
The Investigation of Fair Trial Act (2013) aims to regulate the powers of law enforcement and 
intelligence agencies, in order to strike a balance between the protection of fundamental rights and the 
need to use advanced surveillance and investigative tactics.  
 
When issuing a warrant (of surveillance or interception), a Judge is required to ensure that the warrant 
shall not unduly interfere with the privacy of any person or property.455 Any warrants so issued last for 
a period of 60 days, which may be further extended if suitable progress has been made with the 
information collected.456 
 

 
451 Section 35(2) of the PECA, 2016 (Act No. XL of 2016). 
452 Bytes for all, 'State of Privacy Pakistan' (Privacy International 2018). 
453 Bytes for All, 'State of Privacy Pakistan' (Privacy International 2018). 
454 Umer Gilani and others, 'Electronic Data Protection in Pakistan: What Needs to be Done?' (Bytes for All, Pakistan 2017). 
455 ‘Section 10 of the Investigation of Fair Trial Act, 2013. 
456 ‘Section 14 of the Investigation of Fair Trial Act, 2013. 
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Section 16(1) of the Act provides for a list of techniques for which a warrant may be issued;457 however, 
this is not an exhaustive list and may be amended to account for other special investigation techniques 
as is stated in Section 16(2) of the Act.458 

 
457 Namely, recording of telephone communication of the suspect with any person, video recording of any person(s), premises, event 
situation, etc., the interception or recording or obtaining of ‘any’ electronic transaction including but not limited to emails, SMS, 
etc., and the interception and taking over of any equipment used in the communication, such as the individuals telephone, cell 
phone, mobile sims, electronic database, etc. 
458 Section 16(2) of the Investigation of Fair Trial Act, 2013. 
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Introduction 
 
This chapter lays out the best practices when it comes to adjudicating terrorism cases generally and 
terror financing cases in particular. Accordingly, emphasis has been placed on methods for effective 
case management, with an aim of reducing backlogs and maintaining court security. Efficient case 
management systems, such as calendar systems and case information management systems, are also 
covered. The chapter further deals with ideal methods of crafting judgments, ranging from what issues 
should be included, what style of writing is most effective at communicating with broad audiences, and 
how judgments may be effectively delivered. Finally, it gives an overview of the QSO framework and 
then assesses the probative value of evidence which is relevant to ML/TF.  
 

Learning Outcomes 
 
By the end of this Chapter and the relevant readings, you should be able to:  
 

• Understand what constitutes an effective case management system. 
• Understand what the Hague Memorandum asks for in relation to case management. 
• Understand why automated court management systems are to be encouraged. 
• Understand how to craft a judgment, both in relation to the content to be included, as well as 

the style in which it should be presented. 
• Understand how to effectively deliver a judgment. 

 

Essential Reading 
 

• Prosecutors’ Handbook - Guidelines for Prosecutors 
• Case Flow Management System and Court Automation by Zafar Ahmed Khan Sherwani 
• Case & Court Management – District Judiciary Punjab – Courting the Law 
• The Rabat Memorandum on Good Practices for Effective Counterterrorism Practice in the 

Criminal Justice Sector – Global Counterterrorism Forum  
• Good Practices for Courts: Helpful Elements for Good Court Performance and the World Banks 

Quality of Judicial Process Indicators – World Bank, 2016 
• Module 4 Planning Investigations: Investigation of Corruption and Money Laundering 

(Adopted from The Handbook for Practitioners on Asset Recovery under Star Initiative) 
• Judicial Writing Manual: A Pocket Guide for Judges, Federal Judicial Center 2013   
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9.1. Case Management 
 
The concept of case management may be defined as ‘the entire set of actions that a court takes to 
monitor and control the progress of cases, from initiation through trial or other initial disposition to 
the completion of all post- disposition court work, to make sure that justice is done properly.’459 
 
The aforementioned definition lays emphasis on the said action being taken by courts. In turn, 
judicially driven trial management is integral when it comes to preventing unnecessary delays or 
interruptions in the trial process. This becomes especially important under the ATA regime. Pursuant 
to Section 19(7) of ATA, an Anti-Terrorism Court is to decide the case in seven days on taking 
cognizance of the case. To make this possible, section 13(2) of the ATA stipulates that cases shall be 
assigned to the ATCs one after the other provided that, ‘in order to ensure that the time of the court is not 
wasted, if for some reason a given case cannot proceed, more than one case can be assigned to it at any time 
or from time to time.’ However, in January 2019, it was reported that the 53 ATCs in Sindh had 3,210 
cases pending trial.460 This shows the importance of case management for the justice sector as a whole 
but particularly the ATCs, which are legally bound to decide a case as expediently as seven days. 
  
Traditionally, the courts have tended to allow the parties to dictate the speed of the trial. In Pakistan, 
the courts have tended to take a lenient approach and have been generous in allowing parties to seek 
adjournments. Most stakeholders are of the view that the main reason for delay in disposition of cases 
is the indiscriminate allowance of adjournments and extensions at all stages of the trial in both civil 
and criminal courts. This has had the consequence of cases spanning over years, and in some cases, 
over decades. Over time, however, many jurisdictions have begun to deviate from this approach 
wherein the judiciary has started to play a more active role to better manage increasing workloads. 
 
The Constitution, through Article 37(d), stipulates that the State shall ensure inexpensive and 
expeditious justice, and so it is imperative that the court system operates as efficiently and 
inexpensively as possible. Key to accomplishing this aim is case flow management; namely, the 
management of the time and events necessary to move a case from litigation to disposition or 
adjudication. 
 
Case flow management is the coordination of all processes and resources of the court to ensure that 
cases progress in a timely fashion. Best practices for case flow management include setting a standard 
timeline for case disposition, inviting early court intervention, and asserting continuous control over 
case progress. This can be done through establishing meaningful pre-trial events and schedules, 
maximising dispositions before setting specific trial dates and monitoring case load information 
systems, amongst other things. 
 
Therefore, this chapter endeavours to illustrate best practices when it comes to case management so 
as to ensure expediency of trials, particularly those suspected of terror financing. To that end, there 
ought to be in place standards or rules that can then be consistently applied to the plethora of cases 
that come before the ATCs. 
  

 
459 David Steelman et al., Caseflow Management: The Heart of Court Management in the New Millennium (National Center for State 
Courts 2004), available at http://ncsc.contentdm.oclc.org/cdm/singleitem/collection/ctadmin/id/1498/rec/2. 
460 Naeem Sahoutara, 'Over 3,200 Cases Pending Trial In 53 Atcs In Sindh' (dawn.com, 2019) 
<https://www.dawn.com/news/1455908> accessed 16 August 2019. 

http://ncsc.contentdm.oclc.org/cdm/singleitem/collection/ctadmin/id/1498/rec/2
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9.2. Case Information Management System 
 
Such systems may be manual or electronic. These systems, coupled with the court staff, can relieve the 
judge to perform only their actual judicial functions. Here, preliminary hearings can be of utmost value 
where the ground rules may be set for the trial to commence further. These can include: 
 

• To ensure that the challan is filed within the prescribed time in accordance with Section 19 of 
the ATA; 

• The identification of special requirements or accommodations. These may include identifying 
and making necessary accommodations for qualified interpreters in accordance with Chapter 
XXV of the Cr.P.C.;  

• Specifying what technology is permissible in the courtroom, such as television screens, cell 
phones, video cameras, or real-time recordings; and 

• The identification of any witness issues or other specific legal, evidentiary or procedural 
complexities that may require court action or have the potential to delay proceedings, and 
including, in particular, the arrangement of protections afforded under section 21 of the ATA.461 

 
In addition, the trial judge, upon consultation with the parties, ought to also do the following: 
 

• Set a firm trial date, ensuring continuity and predictability; and 
• Be receptive to using technology, as may be available, in managing the trial and the 

presentation of evidence, relying upon Art. 164 of QSO and section 27-B of the ATA. 
 

Calendar System 
 
A calendar system can determine how responsibility for processing the case is handled. The three 
typical calendar systems are individual, master or hybrid. 
 

• Individual calendar system: A Judge is solely responsible for each case assigned to him or her 
from filing to disposition. 

 
• Master calendar system: The responsibility for processing each case is apportioned among 

several Judges, each of whom handles a portion of the processing task. 
 

• Hybrid calendar system: This Model relies on elements of both the individual and master 
calendar systems in various combinations applied during one or more steps of the proceedings. 

 

Automated Court Management Systems 
 
Although the process of automation is an arduous task, once it has been implemented, it can simplify 
the administration of cases. These systems may be implemented to serve a variety of functions or 
combination of functions. The relatively basic ones include automating administrative tasks such as 
case tracking, case management systems and automation. More advanced systems include judicial 
electronic data interchange between different agencies or between Courts and the parties (e-justice or 
e-filing) and implementing hearing room technologies (e.g., use of computerised stenotype, of audio 
and videorecording to take records, or use of videoconferencing for taking video-depositions). In some 
respects, the latter has been implemented by the Supreme Court of Pakistan to integrate the registries 

 
461 Protection to Judges, Counsel, Public Prosecutor, witnesses and persons concerned with court proceedings. 
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with the Supreme Court itself,462 however, such systems are yet to be implemented by trial courts, 
including the ATCs.   
 
That is not to say that there is no automation currently in the Pakistani court system. In the Lahore 
High Court, for example, listings are automatically populated through use of an electronic system. This 
system tracks time spent by the Court on each case, which parties were present in Court, and the 
recording of orders and judgments. The data entry is done by the readers of the Court, with little need 
for technical know-how, and once the system has been updated, case status and proceedings are easily 
viewable online.463 Such systems are also available in the other High Courts of Pakistan. Such systems 
are also in the process of being implemented in the district level courts of Pakistan. with Syed Mansoor 
Ali Shah, the then Chief Justice of the Lahore High Court stating, 
 
Our objective is to reduce the shelf life of every case that is filed before us in order to provide swift 
justice to a common man. In order to build a robust and an efficient justice and grievance redressal 
system we are continuously adjusting, reforming and changing ourselves. Case and Court Management 
Plan for the District Judiciary will redefine the working of the district judiciary and take the justice 
system to the next level. All our efforts are for the common man who has reposed trust in us.464 
 
Implementing an automated system entails conducting a thorough and careful feasibility and 
cost/benefit analysis and answering questions about who needs what type of information, when, and 
for what purpose. Furthermore, initial development efforts require significant funding and resource 
support for planning, design, testing and implementation, long-term success requires the ongoing 
commitment of resources for regular maintenance, updates and cyclical replacement of hardware and 
software. 
 

9.3. Hague Memorandum on Good Practices for 
the Judiciary in Adjudicating Terrorism 
Offences 

 

Development of Enhanced Courthouse and Judicial Security 
Protocols and Effective Courtroom Security 
 
The document is based on relevant international guidance and developed under the auspices of the 30-
nation Global Counter Terrorism Forum.  Good Practice 7 caters to ‘the Development of Enhanced 
Courthouse and Judicial Security Protocols and Effective Courtroom Security.’ It is reproduced 
hereunder: 
 

 
Good Practice 7: Contribute to the Development of Enhanced Courthouse and Judicial Security 

Protocols and Effective Courtroom Security 
 
Given the history of violence and acts of intimidation that have accompanied terrorism cases in 
many countries, providing the necessary security for judges, court personnel, victims, and 
witnesses, is essential to ensure a fair and effective criminal justice system that is free from 

 
462 Naeem Sahoutra, 'Delivering Swift Justice 1,450Km From Courtroom' (Dawn.com, 2019) 
<https://www.dawn.com/news/1484964> accessed 16 August 2019. 
463 'Case Management | Lahore High Court' (Lhc.gov.pk, 2019) <https://www.lhc.gov.pk/case_management> accessed 20 August 
2019. 
464 'Case & Court Management – District Judiciary Punjab' (Courtingthelaw.com, 2019) 
<http://courtingthelaw.com/2017/08/29/updates/case-court-management-district-judiciary-punjab/> accessed 20 August 2019. 
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intimidation, retaliation, and obstruction of justice. It also increases the likelihood that victims 
and witnesses will more consistently trust the criminal justice system to resolve disputes and 
protect those already traumatised by acts or threats of violence. Although the potential for 
disruptions, intimidation, and violence cannot be eliminated altogether, it has become clear that 
the most effective approach is to have all parts of the justice system coordinate their operations 
and function in a collaborative effort to address the issue of security. The judiciary has the 
opportunity to facilitate this interaction in many ways, contributing to the development of 
appropriate procedures and practices that balance the need for a secure environment with one 
that is transparent, accessible, and which supports the due process of law rights of those accused 
of criminal conduct.  
 
While security solutions for courthouses vary in complexity and are tied to available resources, 
judges can contribute to the development of basic rules that may promote a secure environment 
in their respective courthouses, for the just and orderly adjudication of criminal offenses. For 
example, they can assist in the development of rules for applying enhanced safety measures in 
the courthouse through coordination with responsible security/court officers and request 
sufficient funds to make the courthouse as safe as necessary from the appropriate authorities. 
Once developed, the security policy and accompanying procedures should be triggered when 
charges involving terrorism or other national security offenses are filed in the jurisdiction. 
Enhanced security, as appropriate, may include: (1) increased police or other security staff both 
in and outside the courtroom; (2) the strategic use of security checkpoints and screening 
procedures; (3) the use of metal detectors, x-ray scanning devices, and other screening 
technology at the public entrance(s) to the courthouse and courtroom; (4) prohibiting the 
possession of cell phones and other electronic devices in the courthouse and courtrooms; and (5) 
separate and secure parking and entrances for judges, prosecutors, and court personnel. 
 
In addition, strong judicial leadership is essential to successful implementation of rules of 
procedure and conduct in the individual courtrooms to ensure a secure and fair trial environment. 
This leadership is particularly important in terrorism cases because the heightened tensions and 
emotional atmosphere that accompany such cases have the potential to impact the conduct of 
the judicial proceedings. While judges alone cannot initiate change, their support and leadership 
are critical to reforming court practice. 
 
Like all effective leaders, judges must have a vision for what can and should be accomplished in 
their respective trial environments. This vision should be clearly communicated by the words and 
actions of the presiding judge to court personnel, the litigants, and the victims and witnesses 
who may participate in the trial process.  
 
For example, trial judges can:  

 
• Assist in the adoption of courtroom rules supporting a secure trial venue that can be 

consistently applied in all cases; these courtroom rules should clearly outline courtroom 
requirements for the litigants, for those actively participating in the trial process, and for 
observers in the courtroom. The rules should be reinforced by the judge/court security as 
appropriate throughout the duration of the case;  

•  
• Discuss court security with the litigants, including the accused, during pre-trial conferences 

and meetings and prior to the beginning of court proceedings. These conduct guidelines 
should be highlighted daily and consistently applied throughout the proceedings;  

•  
• And take steps to reduce the risk of threats, intimidation, and confrontation involving 

victims and witnesses and to increase their safety. These may include: (i) designating 
seating arrangements for victims, witnesses, and family members to help reduce 
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opportunities for intimidation within the courtroom; (ii) ordering staggered departures of 
the various groups and parties; and, where possible, (iii) providing secure waiting areas for 
victims and witnesses and separate entrances and exits to and from the courtroom for court 
personnel, the accused, and witnesses. Judges should be thoughtful in their approach, 
exercising discretion in fashioning appropriate security solutions for threats that are 
identified. 

 
 

Media Management 
 
The Hague Memorandum on Good Practices for the Judiciary in Adjudicating Terrorism Offenses 
contains Good Practice 8: Develop and Articulate Media Guidelines for the Court and Parties. 
 

 
Good Practice 8: Develop and Articulate Media Guidelines for the Court and Parties 

 
Trials involving the prosecution of terrorism offenses are generally high profile by their nature, 
inviting scrutiny from the general public and the media. As a general rule, timely access to 
accurate information of court proceedings increases transparency and public confidence in the 
fairness of the justice system. The judiciary should develop rules and procedures for media 
coverage of public judicial proceedings, with good practices including the following:  

 
• Providing the trial judge with latitude to control the conduct of the proceedings to: (i) 

maintain decorum and prevent distractions; (ii) guarantee the safety of any court official, 
party, witness, or juror (where applicable); and (iii) ensure the fair and impartial 
administration of justice in the pending case.  

 
• Where the media is seeking special or additional coverage of the case, the court should 

establish a consistent policy that requests by representatives of the media for such 
coverage are made in writing to the trial judge, prior to the scheduled trial date or specific 
trial event. Written requests for specific or enhanced coverage may be supported by 
affidavits as appropriate. Notification that the media has requested such coverage should 
be provided by the court to the attorneys of record in the case, with the parties provided an 
opportunity to object. 

•  
• Before denying, limiting, suspending, or terminating media coverage, the trial judge may 

hold a hearing, if such a hearing will not delay or disrupt the judicial proceeding or receive 
affidavits to consider the positions of the parties.  

•  
• Any finding that media coverage should be denied, limited, suspended, or terminated 

should be supported by a finding of the court that outlines the underlying justifications for 
its actions. 

•  
• The court may prohibit the use of any audio pickup, recording, broadcast, or video close-

up of conferences, which occur in a court facility, between attorneys and their clients, 
between co-counsel of a client, and between counsel and the presiding judge held at the 
trial.  

•  
• When more than one request for media coverage is made and the trial judge has granted 

permission, the court may request that the media select a representative to serve as a 
liaison and be responsible for arranging “pooling” among the media if such is required by 



Research Society of International Law 

 230 

limitations on equipment and personnel as a result of courtroom space limitations or as 
directed by the court. 

 
• Where non-print media is covering a trial, the judge may impose additional guidelines 

which limit the use of photographic and audio equipment to that which does not produce 
distracting sound or light and may limit or prohibit the use of moving lights or flash 
attachments. 

 
 

9.4. Judgement Writing 
 
A judgment can be defined as the determination that a judge (or anyone acting in a capacity to 
determine facts) has arrived at after an application of the law upon established facts. To be effective, 
the judgment must accurately communicate the conclusions the judge has reached and the reasoning 
behind such conclusions. 
 
The primary function of a judgment is resolution of a dispute between parties to a certain level of 
procedural satisfaction, in that no party should be left unhappy or unsatisfied simply due to an opaque 
or byzantine judicial system. Whatever conclusions are arrived at must be clearly and concisely 
communicated, with the reasoning behind those conclusions being both within the letter and spirit of 
the law. In the Pakistani legal system, judgments also serve to establish binding precedent, in that they 
bind lower courts to interpretations of the law. 
 
Whichever style of judgment-writing is used, it is important to remember the following basic criteria: 
 

• The relevant facts must be included in sufficient detail; 
• Relevant legal principles must be considered; 
• Relevant legal principles must be applied coherently to the relevant facts of the case.465 

 
When writing a judgment, a judge should be inclined towards a style of writing that makes a judgment 
readable. Excessive quotations, unnecessarily verbose wording, and fanciful rhetoric can all distract 
from the quality and readability of the judgment. While the use of precedent cases is necessary (along 
with explanations of why they apply), it is preferable that these be added as footnotes wherever 
possible so that the judgment can visibly be said to be the opinion of the judge and not those of other 
past judges. 
 

Outline 
 
Before beginning to write an opinion, judges should think through what they want to say and how they 
want to say it. They should consider the scope of the opinion, the prospective audience, and whether 
the opinion will be published. They should marshal the material facts, identify the issues and applicable 
rules of law, and determine the appropriate form of judicial relief. In short, they must break the case 
down into its components. A judge should have reached a decision— if only a tentative one—before 
beginning to write an opinion. Setting down the reasons in writing then constitutes the process of 
justifying the decision. 
 

• A judgment should have clearly identifiable parts that are arranged in a logical sequence. By 
breaking up the judgment in this manner, the judge will be able to easily draft each individual 
segment, and later stitch them together to form a cohesive document. 

 
465 Chapter 1, Part H(1) of the Rules and Orders of the Lahore High Court, Volume III. 
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• At the outset, the judgment should address any preliminary issues that must be resolved before 
the case can proceed on its merits. These would include checking whether such procedural 
aspects as notice being given to the defendant, fair trial rights, and other constitutional 
protections have been addressed or not. 

• Depending on the facts of the case, either a thematic or chronological approach may be 
adopted. 

• The outline should also incorporate a segment for discussion of applicable law. This shows that 
a judge is familiar with the necessary legal concepts and case law and can use that knowledge 
to arrive at a reasonable judgment. 

• Trial judges should support findings with sufficient reasons to show that they are not arbitrary 
or capricious. The thought process used by the judge to arrive at conclusions should be 
transparent in the judgment. 

• It may be possible to establish a drafting outline template in most cases, which the judge would 
later be able to use by simply plugging in details of the current case. 

 
Sample Judgement Outline 
 

 
Introduction 
 
 
Preliminary Issues 
 
 
Summary of Prosecution’s Case 
 
 
Summary of the Accused’s Case 
 
 
Issues to be Determined 
 

 
 
Evidence and Factual Findings 
 
 
Prosecution’s Case on Issue A 

• Prosecution evidence in support 
• Defence evidence 
• The Judge’s evaluation of the evidence 

 
 
Prosecution’s Case on Issue B 

• Prosecution evidence in support 
• Defence evidence 
• The Judge’s evaluation of the evidence 
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Prosecution’s Case on Issue C 

• Prosecution evidence in support 
• Defence evidence 
• The Judge’s evaluation of the evidence 

 
 

 
Applicable Law 
 
 
Statement of the Law on Issue A 

• Statutory Law 
• Case Law 

 
 
Statement of the Law on Issue B 

• Statutory Law 
• Case Law 

 
 
Statement of the Law on Issue C 

• Statutory Law 
• Case Law 

 
 

 
Deliberations 
 
 

• Applying the Law to the Facts 
• These facts [in issue A, B, or C]… 
• When viewed in the context of this section of the [Constitution / Law / Regulation / 

Precedent]… 
 
 

• Logically lead to this conclusion [Judgement] 
• Finding of Guilt or Acquittal 

 
 

Factual Allegations 
 
The judge must not simply record the statement of a witness into the judgment, instead the judge must 
analyse the evidence, determine what is important in the context of the case, establish and summarise 
what the important issues are, and present all of this in an easily digestible and understandable 
document.466 
 
When hearing the evidence, the judge should take notes, and when able, add annotations to the 
transcripts of the proceedings. The judge should prepare a summary of testimony immediately after its 

 
466 Chapter 1, Part E (2) of the Rules and Orders of the Lahore High Court, Volume III. 
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conclusion, which would prove to be a great aid, especially in complex and large cases, where there can 
be a great many witnesses. 
 
Once the presentation of evidence has concluded, the judge should draft the factual portions of the 
judgment, with separate sections for each factual allegation in the indictment/pleadings, or in criminal 
cases, for each crime in which the accused is directly implicated. If the trial involves multiple offences, 
each offence ought to be handled separately, in chronological order. As mentioned earlier, this 
sectioning of the judgment aids in the creation of a coherent and easily understandable document down 
the line. 
 
An ideal approach would be a methodical one, such as: 
 

• Picking out the relevant particulars of the charge; 
• Reviewing oral submissions made during closing arguments; 
• Examining all Prosecution Exhibits; 
• Analysing transcripts of testimony of Prosecution Witnesses, including cross-examination 

testimony, and any inconsistent statements they may have made; and 
• Repeating these steps for the accused. 

 

Crafting the Judgment 
 
A judicial opinion should identify the issues presented, set out the relevant facts, and apply the 
governing law to produce a clear, well-reasoned decision of the issues that must be resolved. A full 
opinion should contain the following five elements: 
 

• An introductory statement of the nature, procedural posture, and result of the case; 
• A statement of the issues to be decided; 
• A statement of the material facts; 
• A discussion of the governing legal principles and resolution of the issues; and 
• The necessary instructions. 

 
The organisational style of the opinions will, of course, vary from case to case, and judge to judge, but 
this is the general framework upon which a judgment should be built. Clear and logical organisation of 
the opinion will aid to the readers’ ability to understand the content, and the use of headings, 
subheadings, numbering systems, or other means of establishing an organisational structure is always 
helpful, especially so when the judgment is long, and the subject matter complex. Headings, 
subheadings, and subdivisions also aid in organising the thoughts of the writer, and aid in testing the 
logic of the judgment. 
 
Introduction 
 
The purpose of the introduction is to orient the reader to the case. It should state concisely what the 
case is about, the legal subject matter, and the result. It may, if necessary, cover the following: 
 

• The parties: they should be identified, if not right at the outset, then early on in the judgment, 
preferably by names, and whatever nomenclature is decided upon, should thereafter be 
followed consistently. 

• The procedural and jurisdictional status: The basis for jurisdiction, prior proceedings, and how 
the case arrived at this particular court should be explained. 

• The issues: The issues to be decided should be clearly identified, unless they are so complex as 
to warrant their own separate section. 
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Statement of Issues 
 
The statement of issues forms the cornerstone of a judgment. How the issues are formulated 
determines which of the facts are of material relevance, and which legal principles are at play. Judges 
should not find themselves constrained by the analysis of the parties, and should instead endeavor to 
state the issues as they perceive them, even if this differs from the stance of the attorneys’ analyses. 
The issues raised by the parties are not necessarily material to the case, and do not necessarily warrant 
inclusion in the judgment simply by virtue of them being raised, the judge should instead assess 
relevance based on his own thinking and legal analysis. Lastly, the statement of issues is not to be 
mistaken for simply a verbatim reproduction of the parties’ contentions. Lengthy statements of their 
contentions, which occasionally find their way into judgments, do not qualify as a substitute for legal 
analysis and reasoning, and should therefore be avoided unless completely necessary. 
 
Statement of Facts 
 
In a simple case, where only one issue is in contention, a statement of facts can be provided early in the 
judgment. However, where the case raises a series of issues, some facts may not be relevant to all issues. 
The judge is then entrusted with the task of sifting through the facts and including only those that are 
of relevance, and that would need to be included for later portions of the judgment to make sense.  
In such a case, the initial statement of facts may be limited only to the required historical background, 
with additional facts being included as and when they are required for the analysis of the various issues. 
Only facts necessary to explain the decision should ordinarily be included, with an aim to avoid miring 
the entire process in dates and other such minutiae that may, contrary to the aim of achieving clarity, 
may instead, result in a disjointed and mundane judgment.  
 
Discussion of Legal Principles 
 
The discussion of legal principles and policies stands at the heart of a judgment. It must clearly 
demonstrate that the conclusion arrived at is based on reason and logic. It should endeavor to convince 
the reader (and parties) of the correctness of the decision by the power of its reasoning, and not instead 
simply on the basis of argument or advocacy. Although the judgment need not address every contention 
made by the parties, the discussion of legal principles must be sufficiently broad as to demonstrate to 
the losing party that the court has not ignored their position and that instead, after much deliberation, 
has arrived at a contrary stance. 
 
Issues to Address 
 
Issues not necessary to the decision but seriously raised by the losing party should be discussed only to 
the extent necessary to show that they have been considered. The line between what is necessary to the 
decision and what is not, however, is not always clear. Occasionally, a full explanation of the rationale 
for a decision may be enhanced by discussion of matters not strictly a part of the holding. Moreover, a 
judge may find it efficient to address issues not necessary to the decision if the judge can thereby 
provide useful guidance for the lower court on remand. However, judges must be careful not to decide 
issues that are not before them and to avoid advisory opinions and unnecessary expressions of views 
that may tie the court’s hands in a future case. 
 
Case Citations 
 
Most points of law should be supported by citations of the latest decision on the particular legal issue, 
or a landmark case if there is one. If there is no particular authority, then persuasive opinions of other 
courts should be relied on, and if even that is unavailable, with the court judging on a completely novel 
issue, instead of the evolution of the law, should be meticulously analysed to support the judgment.  
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Law review articles, manifestoes and texts and non-legal sources should not be used as primary 
authorities. They should be cited sparingly, and even then, only when they serve to support a particular 
analysis in support of the judgment. Some authors may be so well-respected in their fields that, in the 
absence of case law, their words can be persuasive. 
 
Style 
 
The judgment should be written in plain language, and not unnecessary legalese. Only legitimate terms 
of art, namely words that cannot be easily translated due to the specific legal context within which 
those terms are couched, such as habeas corpus or audi alteram partem, should be used.  
 
Wordiness 
 
Wordiness means not just using two words when one will do, but trying to convey too much 
information and covering too many issues. Often wordiness reflects the writer’s failure (or inability) 
to separate the material from the immaterial. 
 
Lack of precision and clarity 
 
Precision and clarity are the main concerns of good writing. Some legal writers lack the ability to write 
simple, straightforward prose. Often this is the result of some lawyers’ tendency to over-generalise 
when they are not sure of a legal principle or of how to state it precisely; they finesse the difficulty with 
vague expression. To write with clarity and precision, the writer must know exactly what he or she 
wants to say and must say that and nothing else. 
 
Precision in judicial writing is important because judges write for posterity. Once an opinion is filed, 
lawyers and others will read it with an eye to how they can use it to serve their particular purpose, no 
matter how different that may be from what the judge had in mind. Thus, it is important for judicial 
writers to think about how their words might be used and to write in a manner that will forestall their 
misuse. 
 
Poor organisation 
 
Another problem in judicial writing is poor organisation. A sound opinion is the reflection of a logical 
process of reasoning from premises through principles to conclusions. The framework in which that 
process takes place should be visible to the reader from the organisation of the opinion. That 
organisation will be a road map that enables the reader to follow the reasoning from the beginning to 
the end without getting lost. 
 
Delivery 
 
The manner in which the judgment is delivered is also within the domain of the Judge. If the judgment 
in question is very lengthy, it may be unnecessary for the Judge to read out the entire judgment, and 
instead a summarisation of the substance may be adequate. However, it is important to make clear to 
the audience that this is not the full judgment, and merely a summary. 
 
On occasion, a judge will orally announce a ruling and state that an opinion will follow. This presents 
obvious hazards: with the case more or less decided, the pressure is off, and the judge may have trouble 
getting around to writing the opinion. Moreover, the judge may later find it difficult to write an opinion 
in a way consistent with the earlier oral ruling and might even arrive at a different result. 
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Introduction 
 
As terrorist organisations evolve into organised entities, the nature of terrorist activities often take an 
extra-territorial character. In order to counter this, there is an increased need to enable prosecuting 
and investigating agencies to collaborate with foreign counterparts to counter ML/TF. Accordingly, 
this requires that actors of the Criminal Justice System i.e. Police, Prosecutors and the Judiciary be 
aware of the existence of formal and informal international cooperation frameworks, which may be 
utilised so as to secure effective convictions, particularly in the complex field of ML/TF.  This chapter 
illustrates the legal frameworks that are available to Pakistani authorities to enable international 
cooperation. 
 

Learning Outcomes 
 
By the end of this Chapter and the relevant readings you should understand: 
 

• Concepts of Mutual Legal Assistance and Extradition; 
• Legal basis for Mutual Legal Assistance and Extradition; 
• How Mutual Legal Assistance and Extradition Requests can be made and received. 

 

Essential Reading 
 

• United Nations Convention against Transnational Organised Crime; 
• United Nations Convention Against Corruption; 
• United Nations Office on Drugs and Crime’s Manual on Mutual Legal Assistance and 

Extradition (2012); 
• Mutual Legal Assistance Extradition and Recovery of Proceeds of Corruption in Asia and the 

Pacific (Asian Development Bank and Organisation for Economic Co-operation and 
Development);  

• Practical Guide for Requesting Electronic Evidence Across Borders (UNODC). 
• Mutual Legal Assistance (Criminal Matters) Act, 2020 

 

Recommended Reading 
 

• Combating Money Laundering and the Financing of Terrorism – A Comprehensive Training 
Guide: Workbook 5 (World Bank).  
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10.1. International Cooperation: Mutual Legal 
Assistance and Extradition 

 
Terrorist Financing is an issue that not only threatens the very core of State security but also severely 
damages a state’s economy, the integrity of its financial systems, and its transparency. Exchange of 
information between States and cross-border cooperation can help curb this issue significantly. This 
cooperation requires States to speedily trace illicit financial flows, engage in intelligence sharing, 
secure evidence, etc. 
 
Requesting evidence from other States is integral to the process of securing TF convictions, particularly 
when the financing has a cross-border element attached to it. This chapter will analyse the legal 
mechanisms through which cross-border investigations may be enhanced. These are governed by a 
large number of international conventions that may be utilised not only in mutual legal assistance but 
also in extradition cases.  
 
Mutual Legal Assistance (MLA) may be defined as the provision of  information, usually in the 
gathering and transmission of evidence by a competent authority of one State to that of another, in 
response to a written request for assistance.467 Similarly, extradition is the formal process where a State 
surrenders an individual to another State so as to enable the Requested State to prosecute or punish 
crimes committed within its jurisdiction.468 FATF’s recommendation No. 36 and 37 place great 
emphasis on the importance of MLA in terms of limiting ML/TF activities. 
 

10.2. The Role of the Financial Action Task Force 
in International Cooperation 

 
Pakistan’s FATF grey listing laid a special emphasis on improvement of international cooperation 
frameworks to facilitate quality investigations and prosecutions of ML/TF offences. Therefore, it is 
important that the domestic actors understand what the FATF Recommendations entail with regards 
to international cooperation. At the same time, these Recommendations can also be seen as a means of 
encouraging and facilitating international cooperation, if implemented by all States in their good faith. 
 
In this spirit, the FATF regime contains a total of 40 Recommendations, within which 
Recommendations 36-40 relate to international cooperation. 
 

FATF Recommendation No. 36 (Ratification) 
 
A great emphasis has been placed under the FATF regime to ratify relevant international conventions 
and to adhere to relevant UN instruments. These include, inter alia, the UNTOC, the UNCAC, the 
International Convention on the Suppression and Financing of Terrorism469 and the relevant UNSC 
Resolutions relating to CFT including but not limited to UNSCR 1373.470  
 

 
467 'Manual On Mutual Legal Assistance And Extradition' (undoc.org, 2012) <https://www.unodc.org/documents/organised-
crime/Publications/Mutual_Legal_Assistance_Ebook_E.pdf> accessed 19 July 2019 at page 19 
468 Jonathan Maesters, 'What Is Extradition' (cfr.org, 2019) <https://www.cfr.org/backgrounder/what-extradition> accessed 19 
July 2019. 
469 'International Standards on Combating Money Laundering and The Financing Of Terrorism & Proliferation The FATF 
Recommendations' (FATF-gafi, 2019) <http://www.fatf-
gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf> accessed 26 July 2019 at page 
25 
470 'FATF IX Special Recommendations' (fat-gafi.org, 2019)<http://www.citethisforme.com/cite/sources/websitemanualcite> 
accessed 26 July 2019 at page 2 
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FATF Recommendations No. 37 and 38 (MLA) 
 
These Recommendations place a great emphasis on the use of MLA between States on ML/TF, 
particularly in the freezing and confiscation of assets.471 They iterate that States must have legal 
mechanisms in place through ‘treaties, arrangements or other mechanisms’ to enhance cooperation. 
This entails that the process of MLA must not be hampered through undue restrictions and must also 
possess a central authority, or any other related mechanism to effectively undertake and transmit 
MLARs.472  
 
To that end, States are urged to provide complete factual and legal information allowing for expediting 
the process of cooperation. A great emphasis is also placed on the existence of a central authority which 
must possess the requisite expertise in the field.473 Although, Pakistan does not have a central authority 
in respect to MLA, the Ministry of Interior is to provide as much information as possible to the Ministry 
of Foreign Affairs after their receipt of formal request through proper diplomatic channels.474 
 

FATF Recommendation No. 39 (Extradition) 
 
Collectively, the recommendations urge States to deny safe havens to individuals involved in the 
financing of terrorism, terrorist acts, or terrorist organisations and, wherever possible, should provide 
procedures to extradite such individuals.475 In addition, requests for extradition must not be hampered 
through onerous processes. 
 

10.3. International Legal Framework 
 
Reference to FATF Recommendations and to International Legal Frameworks binding upon the 
Requested State can be highly integral in an MLAR. This section highlights some of the relevant 
provisions which may be utilised by the criminal justice actors to enhance convictions. To that end, it 
is important to mention that when drafting an MLAR, reference is given to the operative legal 
provisions as well as the Recommendations of the FATF. 
 

United Nations Convention Against Transnational Organized 
Crime (UNTOC) 
 
The UNTOC is the broadest instrument for international cooperation provided that there is not a 
bilateral agreement between States. The object and purpose of the UNTOC is to achieve international 
judicial cooperation against transnational organised crime. The word transnational connotes 
something that extends or operates beyond national boundaries. Thus, the UNTOC serves as an 
effective tool in combating criminal activities such as money-laundering, illicit trafficking and the 
growing links between the transnational organised crime and terrorist crimes.’  
 

 
471 FATF Recommendation No. 38 and Special Recommendation III which focuses completely on this issue within the framework of 
MLA. 
472 ‘International Standards On Combating Money Laundering and The Financing Of Terrorism & Proliferation The FATF 
Recommendations' (FATF-Gafi, 2019) <Http://Www.Fatf-
gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf> accessed 26 July 2019 at page 
25 
473 Ibid 
474'Guidelines on Actions to be taken by Competent Authorities for implementation of United Nations Security Council Resolution 
No. 1373' (nacta.gov.pk) <https://nacta.gov.pk/wp-content/uploads/2018/11/15102018-Guidelines-on-Actions-to-be-taken-by-
competent-authorities-for-implementation-of-United-Nations-Security-Council-Resolution-No.-1373-without-covering-
letter-1.pdf> accessed 9 August 2019. 
475 'FATF IX Special Recommendations' (fat-gafi.org, 2019) <http://www.citethisforme.com/cite/sources/websitemanualcite> 
accessed 26 July 2019 at page 2 
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The primary applicability of the UNTOC would be where there is an absence of bilateral MLA treaty. The 
operative provisions in this respect include both Extradition  and Mutual Legal Assistance.  
 
Article 18(3) of the UNTOC allows for a wide array of cooperation and includes: 
 

 
• Taking evidence or statements from persons; 
• Effecting service of judicial documents; 
• Executing searches and seizures, and freezing; 
• Examining objects and sites; 
• Providing information, evidentiary items and expert evaluations; 
• Providing originals or certified copies of relevant documents and records, including 

government, bank, financial, corporate or business records; 
• Identifying or tracing proceeds of crime, property, instrumentalities or other things for 

evidentiary purposes; 
• Facilitating the voluntary appearance of persons in the Requested State Party; 
• Any other type of assistance that is not contrary to the domestic law of the Requested State 

Party. 
 

 
In addition, an MLAR which may be issued under the UNTOC shall contain, as per Art. 18(15): 
 

 
• The identity of the authority making the request;  
• The subject matter and nature of the investigation, prosecution or judicial proceeding to 

which the request relates and the name and functions of the authority conducting the 
investigation, prosecution or judicial proceeding;  

• A summary of the relevant facts, except in relation to requests for the purpose of service of 
judicial documents;  

• A description of the assistance sought and details of any particular procedure that the 
Requested State Party wishes to be followed;  

• Where possible, the identity, location and nationality of any person concerned; and  
• The purpose for which the evidence, information or action is sought.  

 
 

United Nations Convention (UNCAC)476 
 
Another international convention which may is integral to international cooperation is the UNCAC, 
which was promulgated to combat and prevent corruption. It is capable of regulating MLA requests in 
the absence of a bilateral treaty amongst States as per Article 46. Article 48 encourages States to 
cooperate closely so as to establish channels between them, facilitating the rapid exchange of 
information to effectively investigate offences covered by the Convention. 
 

International Convention for the Suppression of the Financing 
of Terrorism (ICSFT) 
 
In the absence of a bilateral framework, States party to the ICSFT convention, including Pakistan, may 
rely upon Article 12(5), which mandates the provision of assistance in criminal investigations in the 
absence of a bilateral framework or another multilateral framework. 

 
476 UN Convention Against Corruption, United Nations (UNCAC). 
https://www.unodc.org/documents/brussels/UN_Convention_Against_Corruption.pdf 

https://www.unodc.org/documents/brussels/UN_Convention_Against_Corruption.pdf
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UNSCR 1373 
 
The UNSCR is a binding UN instrument which must be implemented by States in good faith pursuant 
to Special Recommendation I of the FATF. Operative paragraph 2(f) of the Resolution reads as follows: 
 
To afford one another the greatest measure in assistance in connection with criminal investigations or 
criminal proceedings relating to the financing or support of terrorist acts, including assistance in 
obtaining evidence in their possession necessary for the proceedings.477 
 
In addition, the Resolution provides a legal basis for many such actions that can be taken as the legal 
basis for international cooperation. With respect to the freezing and confiscation of assets as 
expounded FATF Recommendation No. 38, the Resolution’s Operative paragraph 1(c) may be used as a 
legal basis by State authorities. International cooperation can thereby be seen as a subset of the broader 
obligation of freezing and confiscating any and all assets belonging to terrorists or such entities. 
 
When  operative paragraphs 2(f) and 1(c) are read conjunctively, that interpretation is capable of 
constituting a basis for requesting another State for MLA.  
 
Finally, the international cooperation regime must be seen as that which imposes broader obligations 
which outweigh obligations of a more specific nature. For instance, in for the sake of international 
cooperation, a State should not refuse an MLAR478 on the basis of the principle of bank secrecy479 when 
the request concerns an offence of a grave nature.480 
 

10.4. Fundamental Concepts relating to Mutual 
Legal Assistance and Extradition 

 

Treaties 
 
International Cooperation between States is governed, primarily, through treaties amongst them. 
Treaties are the most formal vehicle for States to cooperate in the fields of MLA and Extradition. Such 
treaties can take the form of multilateral treaties – wherein multiple State parties agree to cooperate 
with one another. The examples include the United Nations Transnational Organised Crime (UNTOC) 
and the United Nations Convention Against Corruption (UNCAC), which notes “[any offence falling 
within the remit of the provisions of this convention] will be deemed to be included as an extraditable 
offence in any extradition treaty existing between States parties.”481 
 
Other agreements take the form of bilateral treaties through which two States tailor the requisite terms 
and conditions. Pakistan is a party to such bilateral treaties which include agreement with countries as 

 
477 Operative Paragraph 2(f), United Nations Security Council Resolution 1373 (2001); Article 12 of the International Convention for 
the Suppression of the Financing of Terrorism states: “States Parties shall afford one another the greatest measure of assistance”; 
also see article 10 of the International Convention for the Suppression of Terrorist Bombings.  
478 'Manual On International Cooperation In Criminal Matters Related To Terrorism' (undoc.org, 2009) 
<https://www.unodc.org/documents/terrorism/Publications/Manual_Int_Coop_Criminal_Matters/English.pdf> accessed 26 
July 2019 at page 98 
479 Art. 12(2) of the International Convention for the Suppression of the Financing of Terrorism 
480 Art. 13 of the International Convention for the Suppression of the Financing of Terrorism 
481 UN Convention Against Corruption, United Nations (UNCAC). 
https://www.unodc.org/documents/brussels/UN_Convention_Against_Corruption.pdf 

https://www.unodc.org/documents/brussels/UN_Convention_Against_Corruption.pdf


Chapter 10: International Cooperation 

 243 

Sri Lanka, Turkey, Kazakhstan, etc.482 This bilateral framework is expounded upon in more detail later 
in this chapter.  
 

Bilateral and Multilateral Arrangements 
 
International cooperation necessitates a domestic mechanism to facilitate the exchange of MLAs. In 
order to realise this, domestic law requires provisions which have a transnational element and grant 
the State the authority to deal with incoming requests for information and assistance in criminal 
matters.483 Thus reviewing a country’s domestic law is integral if there is an absence of a treaty 
framework between two countries, either multilateral or bilateral.  
 
Therefore, domestic law can help in two ways: directing in terms of implementation of international 
treaties and forming a basis for international assistance in the absence of a treaty. Such examples 
include Kazakhstan Chapters 55 and 56 of the Criminal Procedure Code484 or the Extradition Act, 1972 
and National Accountability Ordinance, 1999 in Pakistan, Mutual Legal Assistance Act in Kenya, Mutual 
Assistance in Criminal Matters Act, 1987 in Australia etc.485  
 
A formal agreement, such as a Memorandum of Understanding (MOU) is sufficient for agencies to 
begin exchanging information. The data received through this can confirm the availability of an e-
evidence, direct of exclude an investigative inquiry, or serve as a supporting ground in an MLA request 
for a judicial order for disclosure of data from the service provider. 
 
Pakistan passed the Mutual Legal Assistance (Criminal Matters), Act, 2020 to create domestic 
mechanisms for MLAs with the central authorities of foreign counterparts in the absence of dedicated 
bilateral frameworks. 
 

Reciprocity 
 
The principle of reciprocity has its footing in the relations of States with respect to matters of 
international law and diplomacy. Reciprocity is thus a covenant between the Requested State to provide 
such assistance that is likely to be provided by the Requesting State, if the Requesting State was asked 
to do so. For instance, if State A requests that a perpetrator is extradited from State B, and State B 
obliges, later, State A should honour any extradition requests by State B. At times, this principle is 
codified in treaties and domestic law.486 Other times, particularly in common law states, this is based 
on courtesy and not an obligatory principle. 
  
The UNTOC, however, specifically obliges States parties to adhere to this principle pursuant to Art. 
18(1).487 As such, all parties to the UNTOC must abide by this principle when it comes to matters of 
international cooperation in criminal investigations within the scope of the Convention.  
 

  
 

482 The Government Of The Democratic Socialist Republic Of Sri Lanka And The Government Of Islamic Republic Of Pakistan On 
Mutual Legal Assistance On Criminal Matters' (oecd.org, 2005) <http://www.oecd.org/site/adboecdanti-
corruptioninitiative/40079371.pdf> accessed 19 July 2019. 
483 'Manual On Mutual Legal Assistance And Extradition' (undoc.org, 2012) <https://www.unodc.org/documents/organised-
crime/Publications/Mutual_Legal_Assistance_Ebook_E.pdf> accessed 19 July 2019 at page 22 
484 'Kazakhstan: Criminal Procedure Code Chapters 55 And 56' (OECD.org, 2019) <http://www.oecd.org/site/adboecdanti-
corruptioninitiative/39360817.pdf> accessed 19 July 2019. 
485 International Cooperation Directorate – Anti Narcotics Force (ANF), 
http://anf.gov.pk/ic_mou.php 
486 Japan provides international cooperation (mutual legal assistance and extradition) based on its domestic laws that consider 
assurances of reciprocity as preconditions to providing such assistance (see art. 3, para. (ii), of the Act of Extradition, and art. 4, 
para. (ii), of the Act on International Assistance in Investigation and Other Related Matters; both are available from the Ministry of 
Justice of Japan at www.MOI.go.jp/ENGLISH).  
487 The article states, in part, that States “shall reciprocally extend to one another similar assistance”.  

http://anf.gov.pk/ic_mou.php
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10.5. Pre-Mutual Legal Assistance 
 
Methods exist whereby cooperation may be done with agencies within different jurisdictions even 
without the absence of an existing MLA Framework. For instance, police-to-police channels are used 
to liaise and to request assistance in obtaining evidence or undertaking enquiries abroad. Article 18(4) 
of the United Nations Transnational Organised Crime Convention and Article 46(4) of the United 
Nations Convention against Corruption488 contain spontaneous information provisions which are 
subject to domestic law. Essentially, these provisions may be relied upon by State authorities to 
cooperate with one another through information sharing insofar as it can lead to ‘undertaking or 
successfully concluding inquiries and criminal proceedings or could result in a request formulated by 
the latter State Party pursuant to this convention’. 
 
This is a speedy, time-saving method. For such coordination and cooperation States tend to also utilise 
single points of contact such as Interpol National Central Bureaus or rely on Memorandums of 
Understanding (MOUs) which define the parameters for the sharing of intelligence. Use of such MOUs 
has also been encouraged by FATF through Recommendation No. 40.489 
 
During the MLA process, the authorities can also rely upon open-source materials that indicate assets 
or wealth, particularly through websites. Examples of the latter include open-source bank accounts 
through International Banking Account Numbers (IBAN) or through publicly available information on 
companies,490 information on social media platforms and finally through the Internet Protocol Address 
that may have been used by persons suspected to be involved in ML/TF offences. 
 

Obtaining Evidence without a Formal MLA Process 
 
The following conditions are important for obtaining evidence without a formal MLA process: 
 

• Legality under the laws of both States; 
• Consent from the Requested State. 

 
However, it should be noted that for legal actions that may need to be conducted in a Requested State 
such as freezing of assets, confiscation or recovery of proceeds would require an MLA framework 
between the two countries. 
 
Care must be taken, however, that any such evidence deemed to have been obtained unlawfully or not 
in accordance with the domestic laws of the Requested State could damage the case in the Requested 
State. In such circumstances, the evidence obtained may still come in handy as a confirmatory source 
in terms of the presence of assets or to give a better direction to the investigation which is being carried 
out. However, the same cannot be made admitted to court if it does not comply with the standards set 
out in the QSO.491 The same may also be attached into subsequent MLA Requests (MLAR). 
 

  

 
488 UN Convention Against Corruption, United Nations (UNCAC). 
https://www.unodc.org/documents/brussels/UN_Convention_Against_Corruption.pdf 
489 INTERNATIONAL STANDARDS ON COMBATING MONEY LAUNDERING AND THE FINANCING OF TERRORISM & 
PROLIFERATION The FATF Recommendations' (fatf-gafi, 2019) <http://www.fatf-
gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf> accessed 26 July 2019 at page 
28 
490 See  HYPERLINK "https://opencorporates.com" https://opencorporates.com ;  HYPERLINK 
"http://www.companychecks.co.uk" www.companychecks.co.uk ;  HYPERLINK "http://www.commercial-register.sg.ch" 
http://www.commercial-register.sg.ch  
491 See Section 9.7  

https://www.unodc.org/documents/brussels/UN_Convention_Against_Corruption.pdf
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Using Informal Assistance to bolster an MLAR 
 
It is important to consider the potential enquiries that may be resolved through informal means so as 
to reduce the count in the actual MLAR. Thus, it is preferable if the MLAR is restricted to only the most 
essential of enquiries and particularly those unattainable through informal means. Thereby, the fewer 
and more specific the number of enquiries the better the chances of expedited execution and precision 
from the Requested State.  
 

 
Self-Assessment Questions 

 
• A, residing in State X is willing to travel to State Y to record his statement in an ongoing 

investigation. 
• A, residing in State X is willing to visit the Embassy/High Commission of State Y to record 

his statement in an ongoing investigation.  
• A, residing in State X is willing to get his statement recorded by police officers through 

telephone.  
• A, residing in State X is a subject of an ongoing investigation and the authorities in State Y 

intend to confiscate his assets unwillingly 
 

Which one of these may be done without an MLA framework? 
 

 
Enquiries which do not require an MLAR 
 

• Obtaining public records (e.g. land registration documents, papers relating to company 
registration); 

• Contacting potential witnesses to see if they are prepared to assist in enquiries voluntarily; 
• Taking a statement from a voluntary witness; 
• Locating missing persons; 
• Obtaining lists of previous convictions; 
• Obtaining basic subscriber details from communication service providers; 

 
International Cooperation through Networks (EGMONT, CARIN, ARIN-AP) 
 
Although Pakistan is not a member of any of the aforementioned groups, it is nonetheless important 
to highlight the benefit of such groups since these networks contribute to the overall international 
framework on State cooperation, and Pakistan may consider joining these networks.  
 
Egmont Group 
 
The Egmont Group provides a forum to secure exchange of expertise and financial intelligence in a bid 
to curb Terror-Financing. The Financial Intelligence Units of the Members of the Egmont Group serve 
at the national centre for the analysis of Suspicious Transaction Reports and other relevant 
information to potential ML/TF offences.492 In turn, they serve as a gateway to the sharing of 
information in accordance with global AML/CFT standards. 
 
  

 
492 'Financial Intelligence Units (FIU)' (egmontgroup.org) <https://egmontgroup.org/en/content/financial-intelligence-units-
fius> accessed 23 July 2019. 
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CARIN (Camden Asset Recovery International Network) 
 
It is an informal network of law enforcement agencies and judicial actors in the field of asset tracing, 
freezing, confiscation and seizure. Its purpose is to deprive criminals and criminal entities so as to 
deprive their illicit profits. The representatives of the member states serve as the contact points to in 
this respect.493  
 
Currently, CARIN has 54 registered member jurisdictions and is linked to five regional asset recovery 
networks (ARINs). 
 
ARIN-AP (Asset Recovery Interagency Network – Asia Pacific) 
 
ARIN-AP is a network that seeks to improve the effectiveness of depriving criminals of their illicit 
profits and establishes a network of contact points. To increase its effectiveness, the ARIN-AP also has 
a strong international network which consists of organisations such as the UNODC and CARIN. 
 

 
Self-Assessment Question 

 
List down the benefits of a formal mechanism of MLA over and above the informal mechanism 
of international cooperation. 

 
 

10.6. Mutual Legal Assistance 
 
As has been described above494 the MLA framework can be utilised in the form of bilateral treaties or 
multilateral treaties. The benefit of such MLA framework allows the use of received evidence in 
accordance with the law of the Requested State which in this case would be the Code of Criminal 
Procedure, 1898 and Qanun-e-Shahadat Order, 1984.495 
 
Section 27 of the Anti-Money Laundering Act, 2010 (AMLA) allows the investigating authorities under 
the Act to request a contracting State,496 subject to the permission of the head of the investigating 
agency, for evidence. Further, sub-section 27(3) of the Act deems such evidence to be a part of the 
investigation and thus removing any encumbrances that may exist in respect to utilising informal 
methods of cooperation as enunciated above.  
 
Contrary to the informal methods of Cooperation between Law Enforcement Authorities in different 
jurisdictions, the AMLA also provides for making a request for the attachment, seizure, and forfeiture, 
etc. of property in a Requested State pursuant to Section 30. The ATA in terms of the letter of the law is 
notably silent on the matter. 
 

Role of Extradition 
 
Extradition is among the oldest forms of international cooperation. Originally, it was utilised to ensure 
the return of persons who may have committed political offences. Today, it is broad enough to cover a 
wide array of offences. Extradition has received a firm footing within international law through 

 
493 'CARIN - The Asset Recovery Network' (CARIN.Network) <https://www.carin.network/> accessed 23 July 2019. 
494 See Section 1.2 
495 Qanun-e-Shahadat Order, 1984. 
https://punjabpolice.gov.pk/system/files/qanun-e-shahadat-order-1984.pdf 
496 Section 26(3)(a) defines the term as ‘any country or place outside Pakistan in respect of which arrangements have been made by 
the Federal Government with the Government of such country through a treaty or otherwise;’ 

https://punjabpolice.gov.pk/system/files/qanun-e-shahadat-order-1984.pdf
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bilateral treaties between States as well as States ratifying multilateral treaties. The ‘obligation’ to 
extradite emanates through the presence of such an aforementioned framework. However, extradition 
consists of a physical transfer of the individual – the arrest, prosecution, sentencing and/or 
punishment that may follow after trial, is not purported within extradition. 
 
According to an ADB/OECD report on Anti-Corruption,497 the Extradition Act, 1972 is not extensive in 
nature and scope, and does not espouse all the requirements compared to more recent extradition 
legislation in other jurisdictions. While dual criminality remains a mandatory requirement for 
incoming extradition, it is conduct-based in Pakistan. This means that the facts of the case must 
constitute an offence in both States, no matter how those offences are qualified as per Article 43(1) of 
UN Convention on Corruption.498 Furthermore, there were operational gaps with regards to 
management of MLAs, arising from MLA management not clearly being defined in the Extradition Act, 
1972.499 In order to counter these challenges, the extradition regime was reliant heavily on the Code of 
Criminal Procedure (CrPC) and other laws in place of MLA legislation. 
 
Relevant International Legal Instruments 
 

 
• United Nations Convention against Illicit Traffic in Narcotic Drugs and Psychotropic 

Substances of 20 December 1988 (Vienna Convention), Article 6 (Extradition)  
• United Nations Convention against Transnational Organised Crime of 15 November 2000 

(UNTOC), Article 16 (Extradition)  
• United Nations Convention against Corruption of 31 October 2003 (UNCAC), Article 44 

(Extradition)  
• London Scheme for Extradition within the Commonwealth  

 
 
Specific Counter-Terrorism Conventions that include Extradition Provisions 
 

 
• 1970 Convention for the Suppression of Unlawful Seizure of Aircraft, Articles 6-8  
• 1971 Convention for the Suppression of Unlawful Acts against the Safety of Civil Aviation, 

Articles 6-8  
• 1979 International Convention against the Taking of Hostages, Articles 6-10  
• 1988 Protocol for the Suppression of Unlawful Acts of Violence at Airports Serving 

International Civil Aviation  
• 1988 Convention for the Suppression of Unlawful Acts against the Safety of Maritime 

Navigation, Articles 6-7  
• 1997 International Convention for the Suppression of Terrorist Bombings, Articles 6-12  
• 1999 International Convention for the Suppression of the Financing of Terrorism Articles 

7 and 9-15  
 

 
  

 
497 Ibid.  
498 'International Cooperation' (United Nations Office on Drugs and Crime) 
<https://www.unodc.org/documents/NGO/UNODC_UNCAC_Chapter_IV_International_Cooperation_18Feb2015.pdf>  
499 'MUTUAL LEGAL ASSISTANCE, EXTRADITION AND RECOVERY OF PROCEEDS OF CORRUPTION IN ASIA AND THE PACIFIC' 
(Asian Development Bank, Organisation for Economic Co-operation and Development 2007) 
<https://www.oecd.org/site/adboecdanti-corruptioninitiative/37900503.pdf> 1 
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Criterion for Extradition 
 

 
• Natural Persons can only be extradited - not juridical persons such as businesses or 

organisations;  
• The fugitive must be convicted or an alleged criminal who is wanted by law enforcement, 

rather than a mere suspect (i.e. when suspects are involved, States typically invoke Mutual 
Legal Assistance Treaties);  

• Dual Criminality (Country A’s prosecutor must convince country B’s authorities that the 
crime in question is a crime in both countries) 

• Convicted criminals include those who have escaped from police custody or prison before 
receiving or serving out their assigned sentences, while alleged ones have been charged 
with a crime (or the functional equivalent thereof); 

• Non-Extradition of Nationals (Particularly in Civil Law Jurisdictions) (not an absolute 
rule)500 

• The fugitive should not be a minor (those under the age of majority, typically 18) as in this 
case special protective rules apply to them.  

 
 
Extradition Steps 
 
The extradition process is a complex balancing act where the rights of the accused, the domestic set of 
laws and legal procedures, and the integrity of a justice system are at play. Here, the first task is to 
locate the suspect and then analyze if the Requested State is able to extradite the person, discover the 
legal basis for such extradition, and to ascertain the domestic law of the Requested State.501 Thereafter, 
a Requested State may also resort to a provisional arrest whereby suspects may be detained prior to 
extradition. This is integral in cases where there is a network of terrorists at play which may be utilised 
by them to evade the authorities. For such warrants, an application may be sent through diplomatic 
channels or through an Interpol ‘red notice’502 which, after assessing the elements,503 issue the notice. 
 

10.7. Substance of the MLA Request 
 
As has already been specified, the types of MLA are quite broad and encompass varying forms of 
information that may be requested. This is particularly evident through Article 18(3) of the UNTOC. At 
the outset, however, it is pertinent to mention that there must be:  
 

• sufficiency of evidence;  
• dual/double criminality (the offence or underlying criminality in question being criminalised 

in both States);504  
• restricting the information to the investigation, proceedings or prosecution at hand.505  

 
  

 
500 'Manual On Mutual Legal Assistance And Extradition' (undoc.org, 2012) <https://www.unodc.org/documents/organised-
crime/Publications/Mutual_Legal_Assistance_Ebook_E.pdf> accessed 19 July 2019 at page 49 
501 Ibid at 56; See also 2004 Report of the Informal Expert Working Group on Effective Extradition Casework Practice, paras 113-115 
502 For more information see: https://www.interpol.int/INTERPOL-expertise/Notices/Red-Notices  
503 Particulars such as their Identity, Judicial information confirming the particulars of the offence and an assurance that 
extradition will be requested thereon 
504 See also Art. 18(9) of the UNTOC 
505 Art. 18(19) of the UNTOC 
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Conversely, a Requested State may deny such a request based on:  
 

• National or public interest  
• Severity of punishment; 
• Political offences506 
• Human rights considerations; 
• Double jeopardy;  
• The rights of suspects charged with criminal offences. 

 
For further elaboration on this point, see Chapter VII of the Manual on Mutual Legal Assistance and 
Extradition (UNODC).507   
 

Banking Evidence 
 
For investigations pertaining to terror financing, banking evidence can be integral towards effective 
prosecutions. Information, in this respect, can range from confirming details of a bank account in 
another jurisdiction to obtaining transaction details.  
 
MLARs that may be made in pursuance of obtaining banking evidence must first establish a strong 
nexus between the case facts and the evidence requested especially in matters which warrant a 
disclosure of personal data. 
 

Asset Recovery 
 
Both UNTOC and UNCAC leave room for freezing or forfeiture508 insofar as it is in confines of their 
domestic legal systems. This may either be done to enforce an order passed by a domestic court in 
Pakistan or the MLAR is being issued to obtain a domestic order in the foreign jurisdiction. 
 
It is, however, important that coordination continues to take place prior to the MLAR - not only to 
confirm the process of asset recovery, but also to use these communication channels to prevent any 
delays which may occur in the execution of such orders. 
 

Search and Seizure 
 
Before a MLAR containing search and seizure of physical property is made, it is important that the 
authorities endeavour to confirm as much information as possible of the premises against which they 
require an order for search and seizure. This should then be added, in as much detail as possible, within 
the MLAR. The MLAR could, if necessary, specify as to whether the search and seizure are to take place 
during the presence of the occupier.  
 
Much like MLARs for banking evidence, the fundamental right to privacy must be kept in mind, and 
accordingly, the request must seek to be proportional to the aims that are intended from the search and 
seizure. This is why it is critical for these requests to be as detailed as possible so as to indicate that an 
offence has been committed or is being committed and that evidence to that effect would be found on 
the premises.  
 

 
506 Para 2(g) of UNSCR 1373 obliges states to ensure that ‘claims of political motivation are not recognised as grounds for refusing 
requests for the extradition of alleged terrorists’) 
507 Manual on Mutual Legal Assistance and Extradition (UNODC) https://www.unodc.org/documents/organised-
crime/Publications/Mutual_Legal_Assistance_Ebook_E.pdf 
508 Art. 13(1) UNTOC and Art. 54(1) UNCAC 

https://www.unodc.org/documents/organized-crime/Publications/Mutual_Legal_Assistance_Ebook_E.pdf
https://www.unodc.org/documents/organized-crime/Publications/Mutual_Legal_Assistance_Ebook_E.pdf
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A MLAR should not ask for generic contents which are required as evidence within an ongoing 
investigation in Pakistan. As such, the following things must be kept in mind when drafting an MLAR 
for search and seizure: 
 

• Clearly describe the material sought; 
• Give details of its assumed location and reasons for believing so; 
• Note its known or suspected ownership or provenance; 
• State what should be done with the items seized; 
• Explain why the material requested is considered both relevant and important evidence to the 

investigation or proceeding; 
• Indicate why the material could not be produced by less coercive measures, such as with 

consent. 
 

Witnesses 
 
In order to interview witnesses or suspects and collect testimonies, recourse may be made to MLARs. 
However, such MLARs must stipulate the details of such persons in as much detail as is available. The 
purpose for adding specific details of such persons of interest is so that the Requested State may be able 
to act on such requests diligently, as opposed to that State having to trace such persons and conduct 
enquiries on behalf of the Requested State. In addition, the questions which are to be posed to such 
persons of interest need to also be attached to the MLAR. However, through willing witnesses may be 
contacted without a need for an MLAR, the official request is necessary in the cases of unwilling persons 
and suspects. In addition, many States do not allow a direct approach. On the other hand, prisoners 
may also be questioned if they are detained or are serving a sentence in another State party in 
accordance with the provisions of the UNTOC.509 However, in order to do so, it is important to have 
the prisoner’s consent as well as that of the State Party in which the prisoner is detained or serving a 
sentence.  
 
In order to ensure the admissibility of the testimony recorded in adherence to the MLA framework, it 
is integral that the testimony be kept in such a format which may then be actionable under the laws of 
Pakistan. 
 

Video Conferencing 
 
The UNTOC, under Article 18(18) mandates the use of video conferencing to question witnesses insofar 
as it is “possible and consistent with fundamental principles of domestic law.”510 Article 24(2)(b) of 
the UNTOC, in reference to protection of witnesses, also stipulates the use of video links. The law of the 
Requested State will consider whether such assistance is to be granted and whether judicial supervision 
is required in such questioning.  
 
However, there are some practical considerations which must be considered for the utilisation of such 
technology. These include the availability of technical facilities and the cost incurred in arranging such 
a testimony.  
 

Special Investigation Techniques (SITs) 
 
SITs are applied in an attempt to detect investigating serious crimes in a covert manner so as to not 
alert the target persons. Article 20 of the UNTOC permits SITs, insofar as domestic legal systems permit 

 
509 United Nations Convention against Transnational Organised Crime and the Protocols (UNTOC) 
 https://www.unodc.org/unodc/en/organised-crime/intro/UNTOC.html 
510 Ibid. 

https://www.unodc.org/unodc/en/organized-crime/intro/UNTOC.html
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and, similarly, Article 50 of the UNCAC warrants the use of such techniques to combat corruption. Thus, 
any MLARs which may be made for the use of such SITs must refer to these legal provisions. 
 
At the domestic level in Pakistan, provisions are contained within the ATA (Section 19-C) and AMLA 
(Section 19-A) that permit the use of SITs pertaining to cases that concern TF/ML elements.  
 

Electronic Evidence  
 
The following diagram illustrates how electronic evidence may be requested through the MLA 
framework to the United States where the major service providers are located:  
 

 
 
Obtaining electronic evidence frequently involves a three-step process: 
 

• A request to ‘preserve’ the evidence; 
• Enquiries to assess what data can be obtained without an MLAR (voluntary disclosure from 

Service Providers (SPs) through a direct request for non-content data); and 
• An MLAR to obtain electronic evidence. 

 
When drafting an MLAR asking for evidence from a SP bear in mind that the requested authorities will 
frequently have to obtain a court or other relevant order before the Service Provider will supply the 
required evidence. Therefore, always provide a strong case and nexus for requesting such evidence.  
For more information on the process for requesting evidence from the major Service Providers in in the 
U.S. (Facebook, Google, Yahoo, Microsoft and Twitter, etc.) see the Guidance published by UNODC.511 
 

Telephone Evidence 
 
Such MLARs may be directed towards obtaining: 
 

• Telephone subscriber information (i.e. to whom a phone is registered); 
• Call Data Records; 
• Location of the caller.  

 
511 See: Practical Guide for Requesting Electronic Evidence Across Borders, UNODC 
https://www.unodc.org/unodc/en/frontpage/2019/January/unodc-and-partners-release-practical-guide-for-requesting-
electronic-evidence-across-boarders.html 
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It must be noted that the MLAR must restrict the evidence that is requested to a specific period of time 
and must be proportional to the right to privacy. 
 

10.8. Pakistan’s MLA Framework 
 
Prior to the passage of the MLA Act, the Code of Criminal Procedure (CrPC) and elements of the National 
Accountability Ordinance 1999 provided the basis for coordinating and issuing MLA requests – 
however this was wrought with bureaucratic and partisanship-based challenges. Previously, the CrPC 
would allow for the issuance of commissions to examine witnesses abroad, as the Extradition Act, 1972 
contained no provisions dealing with outgoing MLA requests. In corruption cases that fall within the 
jurisdiction of the National Accountability Bureau (NAB), the National Accountability Ordinance 1999 
permitted the NAB Chairman to request MLA from a foreign state.512 Incoming MLA requests were 
executed by applying the NAO and the CrPC as necessary, even though the ambit of the CrPC applies 
only to local investigations. The NAO also empowers the NAB Chairman to provide MLA to foreign 
jurisdictions in corruption matters.513 All these factors point to the largely haphazard and 
uncoordinated methodology of addressing MLA requests in the absence of dedicated MLA legislation 
and a central authority. The MLA (Criminal Matters) Act of 2020 sought to remedy these failings. 
 
The Mutual Legal Assistance (Criminal Matters) Act, 2020,514 passed as part of extensive legal reforms 
to improve compliance with the FATF, extends international cooperation by providing legal assistance 
to requesting states. Section 2 of the Act lays down definitions to establish clarity. Section 3 of the Act 
addresses the issue of providing assistance to other countries on the basis of the principle of 
reciprocity. However, there are provisions to address MLA requests in the absence of reciprocal 
agreements as well, as required by the State. Section 4 addresses the shortcoming regarding rapid 
execution of MLA requests by making it mandatory for the Central Authority to dispose of MLA requests 
in a timely manner. It expands upon the functions and duties of the Central Authority. Section 5 
describes the manner for transmission of information by the Central Authority, it states that the 
Central Authority shall not initiate the transmission of any information relating to criminal matters to 
the appropriate authority in a country concerned with such criminal matters, without a prior request 
by that country. Section 6 elaborates upon the importance of form, manner and conditions of the 
request. Section 7 deals with MLA requests by Pakistan; it elaborates upon the subject matter of 
requests as well. Furthermore, Section 8 of the Act requires requesting states place a timeframe on their 
requests.  
 
Sections 8 and 18 address the weaknesses in confidentiality surrounding MLA requests. The former 
requires requesting states to provide details regarding confidentiality. The latter makes it mandatory 
for all officials authorised by law to ensure maximum confidentiality regarding a request for MLA, its 
details and its subjects. It also criminalises failure to maintain confidentiality. Section 9 provides 
detailed instructions for law enforcing agencies on how to proceed with investigations. Furthermore, 
Sections 19 and 20 bring electronic data into the scope of investigations. Section 21 deals with costs 
arising from execution of a request for MLA in Pakistan, it states that execution of a request for MLA in 
Pakistan shall be conducted without charge to the requesting country except for; a) costs incurred by 
the attendance of experts in the territory of Pakistan; or b) costs incurred by the transfer of a person in 
custody; or c) any costs of substantial or extraordinary nature.515 
 

 
512 'MUTUAL LEGAL ASSISTANCE, EXTRADITION AND RECOVERY OF PROCEEDS OF CORRUPTION IN ASIA AND THE PACIFIC' 
(Asian Development Bank, Organisation for Economic Co-operation and Development 2007) 
<https://www.oecd.org/site/adboecdanti-corruptioninitiative/37900503.pdf> 1 
513 Ibid.  
514 Mutual Legal Assistance (Criminal Matters) Act 2020 
<http://www.na.gov.pk/uploads/documents/1597653825_608.pdf> 
515 Research Society of International Law, Measuring Pakistan’s Technical Compliance with the FATF Recommendations 
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The MLA Act, 2020 was further amended in 2021 after drawing criticism from the Asia Pacific Group 
and the FATF for being “unduly restrictive” mainly because Section 13(2) of the Act required notifying 
the subject of the MLA request of the request being made – thereby raising issues around 
confidentiality and may compromise the integrity of the investigation.516 The new amendment 
addressed this shortcoming and sought to further streamline the coordination process with foreign 
authorities. 
 

Ministry of Interior Internal Guidelines: International 
Cooperation 
 
The MLA Act, 2020 permits the formulation of rules and regulations to further furnish and implement 
the provisions of the Act. 
 
In accordance with this, the Ministry of Interior (MoI) passed the Mutual Legal Assistance Internal 
Guidelines.517 These Guidelines have been designed to assist foreign countries to understand the steps 
which are to be followed when requesting international cooperation from Pakistan and the information 
which is required to be sent for meaningful reply. These guidelines also intend to raise awareness 
amongst the officials in all relevant ministries, departments, agencies, or organisations, etc. with 
respect to seeking international cooperation from other countries and providing in-time quality 
response on incoming requests from other countries. The process of executing incoming and outgoing 
MLA requests is detailed, including methods and details of assistance requested as well as the 
conditions for refusal of MLA request. The functions and powers of the Central Authority are also 
detailed, with the International Cooperation Wing of the MOI being set up to scrutinise and follow-up 
with all MLA requests. LEAs and other authorities will also be involved in international cooperation 
requests, and time-frames for such requests are also provided for. Prioritisation of requests for 
international cooperation is also provided for, with requests for cooperation in TF/ML cases being top-
priority for the MOI. 
 
Section 1 of the guidelines define the scope and applicability of MLA and its importance; further 
highlighting the role and process of central authority which is of utmost significance when it comes to 
making a request on behalf of Pakistan and receiving requests from foreign States. Section 2 expands 
upon the execution of outgoing MLA requests from Pakistan; this section breaks down types of 
outgoing mutual legal assistance requests and the format of incoming requests as well. Section 3 
elaborates upon executing incoming MLA requests by explaining the types of incoming mutual legal 
assistance requests and the format of outgoing requests. Section 4 deals with details and methods of 
assistance required. It explains the route to be adopted by the central authority in cases where it 
receives a request for evidence gathering or search warrants. It also explains the steps to be taken when 
the central authority is refused by the person named in an evidence-gathering order. 
 
  

 
516 '2nd Follow-Up Report Mutual Evaluation Of Pakistan' (Asia/Pacific Group on Money Laundering (APG) 2020) 
<https://www.fatf-gafi.org/media/fatf/documents/reports/fur/APG-2nd-Follow-Up-Report-Pakistan-2021.pdf> 
517 MLA Internal Guideline, Ministry of Interior 2020 - The Gazette of Pakistan 
<https://interior.gov.pk/index.php/downloads/category/1-forms?download=212:mla-guidelines> 
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Flow of outgoing requests518 
 

 
 
Flow of incoming requests519 

 

 
 
Moreover, the mechanism for assistance from persons serving imprisonment is also addressed to 
minimise any ambiguity. The section also explains the role of central authority in cases of freezing and 
seizure orders. In addition, the section also has provisions for assistance requests pertaining to 
detention of a person in Pakistan as well as assistance for foreign confiscation orders and assistance 
with respect to requests asking for recovery of fines. The section also expands upon the central 
authority’s role when extending assistance with requests pertaining to electronic data. Section 5 
discusses the grounds upon which the central authority may refuse requests for international 
cooperation. Section 6 details the framework for seeking an informal request made by a counterpart 
agency, generally via telephone, fax or email. Section 7 emphasises non-disclosure of confidential 
requests for assistance. Section 8 briefly discusses the expenses related to MLA requests. 
 
While the MOI has been thorough in outlining timeframes for the processing of outgoing and incoming 
requests, there is a practical hurdle in adhering to such timelines given the expansive scope of 

 
518 2.2, MLA Internal Guideline, Ministry of Interior 2020 - The Gazette of Pakistan 
https://interior.gov.pk/index.php/downloads/category/1-forms?download=212:mla-guidelines 
519 3.2, MLA Internal Guideline, Ministry of Interior 2020 - The Gazette of Pakistan 
https://interior.gov.pk/index.php/downloads/category/1-forms?download=212:mla-guidelines 
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coordination involved. Authorities may face challenges when attempting to balance the need to be 
thorough in their assessment of requests and the need to provide responses in a timely manner.  
 

NACTA directives on International Cooperation in Terrorist 
Financing Matters520 
 
The National Counter Terrorism Authority (NACTA) in March 2020 issued directives intended to 
strengthen international cooperation in matters pertaining to terrorist financing. The guidelines are 
premised on Pakistan’s National Risk Assessment (NRA) 2019521 that emphasise the globalised nature 
of terror financing threats. Law enforcement agencies in addition to other authorities must analyse 
international linkages for any terror financing threats and effectively curb them by seeking means of 
international cooperation, while also responding to incoming requests from foreign countries in a 
timely manner. The directives called upon authorities to adopt due procedures that are aligned with 
domestic law as well as international standards to enhance international cooperation.522 
 

Standard Operating Procedures (SOPs) for International 
Cooperation by the Government of Khyber Pakhtunkhwa 
Rules523  
 
In October 2020, the Government of Khyber Pakhtunkhwa issued Standard Operating Procedures 
(SOPs) for international cooperation and related matters in the province. These SOPs highlight the 
steps which are to be followed in cases of outgoing MLA requests as well as incoming MLA requests. 
The guidelines were issued to raise awareness among officials in all relevant ministries, departments, 
agencies and organisations with regards to mechanisms for seeking and extending international 
cooperation. The guidelines illustrate instances when a formal mutual legal assistance request is made, 
they also state that law enforcement agencies and concerned departments should initiate formal 
international cooperation requests based on information obtained via informal means as such requests 
have more chances to receive an immediate reply.  
 
The guidelines also identify the central authority as well as the international cooperation cell for 
clarity. The potential international aspects of terror financing and money laundering investigations 
must be considered in all domestic proceedings. In addition, the key focus surrounding cross border 
terrorism financing links should be localized on n key predicate crimes that include kidnapping, 
extortion, narcotics, proceeds from businesses, the use of illegal money and value transfer services 
(MVTS), cash couriers aimed for hawala/hundi, raising money in the name of charity to move outside 
the country and receiving funds from organisations out of Pakistan.524 
 

Procedural Challenges with Pakistan’s MLA Framework 
 
Challenges with admissibility 
 
There may be issues with admissibility of electronic evidence  obtained via MLA mechanisms at trial. 
 

 
520 'Counter Financing Of Terrorism – NACTA – National Counter Terrorism Authority NACTA Pakistan' (Nacta.gov.pk) 
<https://nacta.gov.pk/counter-financing-of-terrorism-2/>  
521 National Risk Assessment, 2019 
522 'Counter Financing Of Terrorism – NACTA – National Counter Terrorism Authority NACTA Pakistan' (Nacta.gov.pk) 
<https://nacta.gov.pk/counter-financing-of-terrorism-2/>  
523 Khyber Pakhtunkhwa Guidelines on Mutual Legal Assistance (MLA) 2020 
524 Ibid 
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E-evidence cannot be obtained without following the domestic procedural requirements set by the 
requesting State, as otherwise the evidence remains inadmissible in courts.525 There are also 
capacity-related issues such as adequate knowledge of prosecutors and the judiciary about information 
communication technology, limited technology in court to show e-evidence, and the legal personality 
involved in producing evidence obtained from another country in the court.526  
 
Surmounting these challenges will require proactive investigations and a coordinated approach 
between law enforcement and those prosecuting transnational crimes in order to determine the 
appropriate and lawful route to adopt in such cases. 
 
Relevant Cases 
 
Alamgir Khalid Chughtai v. The State PLD 2009 Lahore 254 
 
In this case, the Lahore High Court acknowledged the developments in science and technology and the 
difficulty of bringing every record in the physical form. Therefore, the Court allowed documents 
prepared, generated, or produced through modern or electronic devices to be admissible as evidence in 
a trial.  
 
Adnan Hafeez vs. The State527 
 
The Court ruled that after the seizure and examination of three laptops, a PTCL Evo Wingle, and a 
mobile phone by the FIA’s cybercrime wing, it is now confirmed that the accused used multiple Secure 
Sockets Layer (SSL)528 IDs – which were admitted as evidence. 
 
Supreme Court of Switzerland529 
 
If e-evidence requests call for a revelation of internet connection data of an unknown suspect, then the 
law enforcement agencies are required to request a judicial authorisation. In this case, the Supreme 
Court of Switzerland ruled that the data obtained by the Swiss Police was inadmissible in court because 
it included identification and location information of unknown suspects. The court referred to the data 
as traffic data, that could not be introduced at trial because judicial authority had not been sought prior 
to sending the direct request to Google. 
 
R v. Hamdan530 
 
In this case, the prosecutor submitted screenshots of 85 Facebook posts and Facebook timelines and 
profiles as e-evidence. The Supreme Court of British Columbia questioned the accuracy and 
authenticity of these screenshots. The screenshots were transferred to multiple devices, their format 
changed which indicated that there was a possibility of the files being corrupted or altered. 
Furthermore, the prosecution was unable to prove that the timelines seen by someone visiting 
Facebook profiles and pages were the same as those seen by someone accessing the profiles and pages. 
The prosecution was ordered by the court to take additional procedures to validate the screenshots, 
including making a direct request to Facebook for IP addresses. 
 
  

 
525  Practical Guide for Requesting Electronic Evidence Across Borders, UNODC 
https://www.unodc.org/unodc/en/frontpage/2019/January/unodc-and-partners-release-practical-guide-for-requesting-
electronic-evidence-across-boarders.html  
526  Ibid  
527 PLD 2016 Lahore 318 
528 Secure Sockets Layer is a standard security technology for establishing an encrypted link between a web server and a browser. 
529 Case no. 6B_656/2016  
530 Case no, 2017 BCSC 626 

https://www.unodc.org/unodc/en/frontpage/2019/January/unodc-and-partners-release-practical-guide-for-requesting-electronic-evidence-across-boarders.html
https://www.unodc.org/unodc/en/frontpage/2019/January/unodc-and-partners-release-practical-guide-for-requesting-electronic-evidence-across-boarders.html
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Challenges associated with e-evidence 
 
There are several challenges associated with e-evidence in MLA process. These challenges include 
inadequate knowledge of prosecutors and the judiciary regarding information communication 
technology, limited technology in Court to present e-evidence, and concerns surrounding who is 
authorised to produce the e-evidence before the Court if the evidence has been obtained from another 
country.  
 
Encryption  
 
End-to-end encryption allows only the communicating users to access the messages or conversation 
between them and no one other than them can read these messages. This is provided to protect the 
users from surveillance and tampering. Due to encryption, messages cannot be provided by apps like 
WhatsApp that use this protection, in situations of emergency. Other than this, this protection has 
extended in the form of pin-locked devices that gives complete protection to individual’s personal 
data. Some apps like Wikr also delete messages after they are sent and have no retention policy too.  
 
Locating Suspects Relying on Cloud Computing 
 
In Cloud-based systems, a user can save data from different locations. This means, due to the data 
being available in different locations at the same time, it gets difficult to figure out where the request 
for e-evidence has to be sent. A foreign service provider may be providing service in an area but that 
does not mean that the domestic legislation has the right to get the data disclosed by that service 
provider.  
 
Virtual private networks  
 
Virtual private networks, known as VPNs, provide an extra layer of security and privacy to the users of 
the Internet. Users actual IP address is replaced by that of the VPN provider. This means while living in 
Amsterdam, a user may appear to be located in Tokyo. VPN providers can track users and log data but 
some of them do retain connection logs and some have a zero-log policy too. This leaves collection of 
evidence difficult due to its non-existence.  
 
Proxy Server 
 
A proxy service, often known as a proxy server, allows a user to change their IP address to another one. 
A proxy redirects a user's internet surfing activities. The proxy hides a user's real IP address from a 
firewall, allowing them to access banned websites. It's also another technique to keep a user's IP 
address hidden. 
 
Peer-to-peer networks 
 
Participants use peer-to-peer (P2P) instead of a central server to connect directly via instant 
messaging, voice calls, video calls, or file sharing. This dispersed concept makes monitoring 
communications more challenging. P2P also permits for anonymous communication and is widely 
used by child sexual abuse organisations to transfer material and terrorist organisations to share 
propaganda or attack instructions, making investigations more complex. 
 
Online content and livestreaming moderation and takedowns 
 
There is a concern expressed by the Member States, the Security Council and General Assembly, as well 
as Intergovernmental Regional Organisations, that terrorists create distorted narratives to justify 
violence. This is further used to mobilise resources, recruit supporters and Foreign Terrorist Fighters 
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(FTFs), and gain sympathy from sympathisers, particularly through the use of information and 
communication technologies, like the Internet and social media. The Christchurch tragedy on March 
15, 2019 is an evidence terrorist livestreaming acts that become viral is a worrying trend.  
 
Non-cooperative service providers 
 
It is essential to cooperate with the service providers while contacting them. However, there can be 
several issues in this like the non-awareness of law enforcement guidelines by the providers making it 
difficult to preserve e-evidence, unwilling attitude of the service providers, and knowing who to 
approach to connect with a service provider representative about non-MLA needs. 
 
Quasi-judicial role of the service providers 
 
Large Internet Service Providers (ISPs) are increasingly being requested to function as regulators, 
quasi-judicial decision makers, and human rights activists have expressed their great concerns over 
this. The service providers are given considerable latitude in determining their data retention rules, 
user notice of data preservation or collection demands, and which nations' law enforcement agencies 
they will willingly cooperate with. These roles are inconsistent with the best human rights standards 
and service providers should not be given this much authority. 
 

 
Self-Assessment Question 

 
A, a citizen of State Y has witnessed a bombing in the Requested State Z. The authorities of the 
Requested State want to question him. Answer the following questions: 

 
• What are the potential methods of interviewing the witness or having him interviewed? 
• What are the factors that should be considered before proceeding with the interview? 
• Would you prefer to give primacy to informal means or a formal MLAR? 

 
Elaborate with reasons. 

 



 

 



 

 

 
 
 


